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\"sensible\" trade-offs that are balanced, fair and in line with the 
spirit of paragraph 24 of the December 2005 Hong Kong declaration. 
Veroneau noted our shared desire for increased agricultural access, 
adding that the USG could accept differential but percentage 
reductions in agricultural subsidies and NAMA tariffs, so long as 
offers were ambitious in the four key areas of agricultural access, 
NAMA, subsidies and services. Veroneau added that a successful 
conclusion would expand the global economic pie with all 
participants realizing benefits. Miceli closed noting that that, 

while liberalized trade indeed benefits all players, Argentina\'s 

still high unemployment rate and post-crisis dislocations makes it 
politically difficult to \"sell\" overly ambitious Doha concessions at 
home. 


9. (SBU) The Doha Round discussions continued in a follow-on meeting 
at the Ministry of Foreign Affairs with Secretary Chiaradia and 

other MFA trade officials. Chiaradia said that Argentina could not 

agree to developed nation demands for NAMA tariff cuts in the 70% 
range, but was willing to offer up to 50% cuts in Mercosur\'s 35% 
maximum applied tariffs in exchange for very substantial cuts in 
agricultural subsidies. At this 50% cut ceiling, Argentina could 

play a constructive role with both the G-20 and the NAMA 11. Any 
larger cuts, he concluded, would expose Argentine industry to 
debilitating competition from low cost Chinese imports. Chiaradia 

made it clear that Argentina would not succumb to a negotiating 
process whereby a small group reached agreement and expected others 
to follow. Chiaradia asked that the U.S. agree to meet in Geneva to 
discuss Argentina\'s NAMA position more completely. He added that 
the GoA shares our desire for increased agricultural access from 
developing countries. Argentina is a lonely voice in the G-20 on 

this issue, he concluded, asking the US to continue to push hard on 
this. Veroneau noted the U.S. average NAMA tariff of 3% and 
emphasized that a successful conclusion of the Doha Round will 
require more flexibility on the part of all players. 


10. (SBU) Chiaradia contrasted Argentina\'s \"balanced\" approach to 
negotiating market access within Mercosur and in the Doha Round with 
that of Chile, which has negotiated FTAs with 57 countries. Chile, 

he said, has not developed a substantial domestic industrial base 

and produces a portfolio of agricultural products that faced 

relatively unrestricted access to developed country markets. In 
contrast, Argentina\'s industrial base is much broader and its 
agricultural base of grain, beef and dairy production face high 

levels of protection. 


11. (SBU) On bilateral trade issues, Chiaradia thanked Veroneau for 
the U.S. renewal of Argentina\'s GSP privileges in December 2006. He 
called Argentina \"quite happy\" with the overall bilateral trade 


relationship noting steady progress on sanitary/phyto-sanitary 
frictions on beef and citrus exports. Chiaradia noted that 
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Argentine seamless steel pipe producer Acindar is closely following 
development in the WTO OCTG dumping case. Veroneau noted the 
upcoming February 19 hearing on the latest USG appeal on this OCTG 
case. Veroneau also praised Argentine Ambassador in Washington 
Bordon\'s effective efforts in presenting Argentina\'s GSP position. 


12. (SBU) Ambassador Wayne raised U.S. investor IPR concerns noting 
pharmaceutical company concerns on process patent protection and the 
longstanding Monsanto dispute over unpaid royalties on its GMO 

seeds. Chiaradia called IPR issues \"complex and sensitive\" and 

noted that the EU had recently released its annual IPR report that 

noted these same concerns. He noted, however, that local press 
coverage of the EU report failed to note that the EU had rated 

Chile\'s IPR performance below that of Argentina. (NOTE: This point 

is basically true, but ignores two factors: the EU report indicates 

that it held Chile to a higher standard given their existing FTA, 

and the lower rating does not apply directly to Argentina, but to 
Mercosur as a whole, specifically mentioning Brazil and Paraguay as 
well. END NOTE) 


13. (SBU) At the luncheon with Minister Miceli, Secretary of Trade 

and Industry Miguel Peirano waxed optimistic about the future of 
Mercosur, saying significant progress had been made at the recent 

Rio Summit to accommodate Uruguay and Paraguay\'s complaints about 
asymmetrical investment. He called the bilateral relationship with 

Brazil stronger, and the current agenda for Mercosur economic 
integration dynamic, as opposed to \"automatic\" in the 1990s. (Note: 
This description of the Rio Summit strongly contrasts with the 

readout provided in reftel. End Note). Chiaradia was also upbeat, 
saying that the media gave disproportionate coverage to Uruguay and 
Paraguay\'s longstanding complaints. Chiaradia emphasized that 
Mercosur has already made significant accommodations for Uruguay and 
that in reality, given Uruguay\'s high per capita GDP, no additional 
accommodations were warranted or justified. He admitted there was a 
\"lot of unfinished business\" on subsidies and non-tariff barriers to 
attend to before Mercosur could evolve into a true customs union. 

Miceli added that Argentina and Brazil had the political will to 

help Uruguay and Paraguay, but that all must agreed to common 
disciplines. 


14. (SBU) In a final session with Foreign Minister Taiana, the 
Minister took a broad view of Argentina\'s post-crisis economic and 
social transformation. Argentina is turning around after forty 
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years of decadence and is looking towards a new era of prosperity,\" 
he said. The Argentine state is developing a \"mature\" approach to 
economic development with a mix of private sector and state 
participation that moves away from the extremes of the past. It 

also has a Peronist president adamant about maintaining a fiscal 
surplus -- a new development. Reflecting this \"new economic 
consensus,\" Argentina is also opening much more to the world, with 


total trade currently at over 30% of GDP, up from only 10-12% of GDP 
in the 1970s. All this is particularly impressive, Taiana 

concluded, in light of the legacy of social tensions that Argentina 
continues to face: In 1960, Taiana said, 52% of Argentines were 
middle class and only 10% fell below the poverty line. Today, he 
continued, though Argentina has recovered remarkably since its 
2001/2 economic crisis nadir, 26% of Argentines still live below the 
poverty line. (Note: the most recent official number, for the first 
half of 2006, is 31.4%. End Note.) The goal, the Minister said, is 
to arrive at 2010 - the 200-year anniversary of Argentina\'s 
independence - with Argentina being perceived as a \"normal\" 
country. 


15. (SBU) Ambassador Veroneau appreciated Argentina\'s impressive 
post-crisis recovery and agreed that it remains up to each sovereign 
nation to determine just where on the spectrum between fully free 

and fully state-controlled markets it will stand. But, noting his 

meeting with U.S. investors earlier in the day, he stressed the 
importance of clarity and consistency in the GoA\'s regulatory regime 
in order to encourage the flow for foreign direct investment that 
Argentina needs to sustain its economic recovery. 


16. (SBU) Ambassador Veroneau held a press conference, well attended 
by print, television, radio and wire services. He emphasized the 

U.S. interest in expanding bilateral commercial and trade ties and 
conveyed that the day\'s meetings with Economy and Foreign Ministry 
officials had been productive. Journalists raised questions about 

U.S. views on the investment climate in Argentina, GoA price control 
mechanisms, U.S. views on the Mercosur trade bloc, and on a story 

this morning on the cover on one newspaper alleging that the U.S. 

and Brazil were forging an alliance in biodiesel fuels as a means to 
check Hugo Chavez\'s actions in the region. 


17. (SBU) The tone of the meetings with the Ministers was frank and 
friendly overall. However, with the MFA Trade Secretary Chiaradia, 
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the talks were surprisingly and disappointingly confrontational when 
discussing the GoA negotiating position in the Doha Round, as for 
example, Chiaradia argued that someone paid\" already for the U.S. 
to have lowered its average tariff to 3%. Veroneau took issue with 
implying that tariff cuts were a zero-sum game, and that poor 
countries were paying for rich countries to benefit. Veroneau 

sought to lay the framework for further progress in the WTO Doha 
Development round by emphasizing that incremental progress was being 
made in the negotiations but that time was short. Veroneau sought 
to test the political boundaries of Argentina\'s willingness to 
contribute to further progress and to show flexibility in the 
negotiations. Argentina seemed steadfast that major contributions 
should be made in agriculture but that they had little flexibility 

with respect to NAMA. 


18. (SBU) Also discussed were the current investment climate and the 
prospects for continued growth in the Argentine economy. Without 


directly citing Argentina, Veroneau made clear that price controls 

and arbitrary government intervention create an uncertain investment 
climate that can impede long term growth, and argued persuasively 
for a system that left more economic decision-making in the hands of 
market players, not the government. 


19. (U) This cable was cleared by the USTR delegation. 


20. (U) To see more Buenos Aires reporting, visit our classified 
website at: http://www.state.sgov.gov/p/wha/buenosaires.< /a> 
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SIPDIS 
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DEPARTMENT FOR SCA/INS 


E.O. 12958: DECL: 01/12/2017 
TAGS: PGOV, PREL, PTER, PHUM, MOPS, CE 
SUBJECT: SRI LANKA: RULING PARTY LURES 8 MORE CROSSOVERS 


REF: A. COLOMBO 0175 
B. COLOMBO 0170 


Classified By: Ambassador Robert O. Blake, Jr., for reasons 1.4(b,d). 


1. (C) Eight out of nine Members of Parliament (MPs) from 

the Buddhist monk-based Jathika Hela Urumaya (JHU) announced 
on January 31 that they have joined the Government. JHU MP 
Venerable Omalpe Sobitha Thero resigned to allow the party\'s 
Policy Formulator, Champika Ranawaka, to become an MP. 
Ranawaka, the first layman JHU MP, will be sworn in as the 
Minister of Environment on February 1. Ranawaka is not known 
to have any experience in envronmental issues. The ninth JHU 
MP, Venerable Uduwe Dhammaloka Thero, will function as an 
independent member in the Parliament but will continue to 

vote with the Government, according to the JHU\'s 
Administrative Secretary. 


2. (C) The official \"crossover\" of these MPs does not affect 
the party\'s numbers in Parliament, since the JHU MPs were 
already voting with the Government. It does, however, make 
the Government\'s slim majority in parliament somewhat more 
stable. The JHU was one party that local observers thought 
might threaten to withdraw support, leaving the Government 
with a majority of only one. Non-Cabinet Minister of Justice 
Dilan Perera told POL FSN that the JHU crossovers give the 
Government a stronger majority, making it harder for the 
Janatha Vimukthi Peramuna (JVP) to make trouble. 


3. (C) Other Buddhist activists are critical of the JHU\'s 

move to join the Government. One Embassy contact argued that 
it will be difficult for the JHU to push the GSL to \"protect 
Buddhism\" if they are working from within the Government. 

The JHU also may find it difficult now to demand the removal 

of the Norwegians as facilitators. 


4. (C) COMMENT: Founded in 2004 by a group of Buddhist 
monks, the JHU is a Sinhalese chauvinist party. It is on the 
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opposite side from the US on most issues. The party 
attempted to pass a constitutional amendment declaring 
Buddhism the State religion, and it does not believe in 
powersharing as a solution to the conflict. lts official 
partnership with the Government does not bode well for the 
peace process. However, if being part of the Government 
appeases the JHU, it may spend less time criticizing the 
Government. The Government may have calculated that bringing 
in the JHU would be a reassuring gesture to its conservative 
constituency in the South following the crossover of the 
United National Party MPs. 

BLAKE 
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E.O. 12958: N/A 

TAGS: KMDR, OPRG, OIIP, ETRD, BR 

SUBJECT: MIDDLE EAST: PROSPECTS FOR ISRAELI-PALESTINIAN DIALOGUE; 
IRAQ: PRESIDENT BUSH\'S SECURITY PLAN; SAO PAULO 


1. \"End Of A Cycle\" 


Liberal, largest national circulation daily Folha de S. Paulo (1/31) 
editorialized: \"The Israeli Army\'s unilateral withdrawal from the 
Palestinian territories - an idea in which most Israelis placed 
their hopes for peace - did not work.... The unilateral withdrawal 
plan conceived by Ariel Sharon ignored the Palestinians. Despite 
this structural problem, the withdrawal was supported not only by 
most of the Israeli voters, but also by a significant portion of the 
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international community.... The withdrawal from Gaza helped 

terrorist group Hamas! victory in the Palestinian parliamentary 
elections and intensified rocket attacks against Israel.... The 

series of fiascos marks the death of the unilateral proposal and 
reopens peace negotiations between Israelis and Palestinians. The 
problem is that there is no leader on any side with sufficient 

support to sign accords.... Olmert became a weak prime minister who 
will hardly conclude his term. On the Palestinian side the situation 

is even worse, given the fact that President Mahmoud Abbas\'s Fatah 
and Hamas are engaged in a bloody battle for power. It is good that 
the Israelis have abandoned the illusion that they might have 

reached peace without negotiating it with the Palestinians.\" 


2. \"Bush\'s Mess\" 


Workers\' Party militant and leftist Catholic Priest Carlos Alberto 
Libanio Christo (Frei Betto) commented in liberal, largest national 
circulation daily Folha de S. Paulo (1/31): \"The US intervention in 
Iraq resulted from a series of lies.... With the invasion of Iraq, 
Bush gave terrorism the status of war, enlarged its recruitment 
capability and offered its organizations concrete goals and targets. 
In Iraq, terrorists know where and who to shoot, while the 
occupation troops aim at imprecise targets and hit civilians.... 
Bush cannot withdraw the troops from Iraq without admitting a 
defeat.... In addition to the Pentagon-coordinated war, there is 
also a civil war that divided the Iraqi national unity. The US can 
neither support the Sunnis, its historical enemies, nor the Shiites, 
who are Iran\'s allies. It cannot even support the Kurds because 
Turkey would not tolerate that.... Bush, the world\'s best advised 
man, confirmed Murphy\'s Law: VIf everything can be wrong, it 
certainly will be wrong.Y What is more serious is the thirst for 
revenge that moves him. He does not tolerate the fact that his 
father failed in the attempt to overthrow Saddam Hussein in 1991, 
and that his family was associated with Bin Laden\'s relatives in the 
oil business.\" 

McMullen 
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E.O. 12958: N/A 

TAGS: PREL, KNNP, MNUC, PARM, KU 

SUBJECT: PSI: TALKING POINTS FOR DECEMBER 2006 MONTREAL 
OPERATIONAL EXPERTS GROUP (OEG) MEETING 


REF: A. SECSTATE 4810 
B. 06 KUWAIT 4345 


1. (SBU) Poloff delivered reftel talking points to Ministry 

of Foreign Affairs Americas Department official Hamad 
Al-Mashaan on January 24. Al-Mashaan said he would send them 
to Salem Al-Shubli of the MFA Legal Affairs Department for 
review and response. Al-Mashaan said that despite Kuwait\'s 

last minute cancellation of participation in the PSI Leading 

Edge exercise in October, 2006 (ref B), Kuwait intends to 
participate in future PSI exercises. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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E.O. 12958: DECL: 01/29/2017 

TAGS: AF, IN, MOPS, PK, PREL, PTER, XF 

SUBJECT: PRESIDENT MUSHARRAF MEETS SPEAKER PELOSI AND 110TH 
CONGRESSIONAL DELEGATION 


Classified By: Ambassador Ryan C. Crocker, Reasons 1.4 (b) and(d) 


1. (C) Summary: In a January 27 meeting lasting more than 
an hour-and-a-half, Speaker of the House of Representatives 
Nancy Pelosi and Committee/Sub-Committee Chairs of the Armed 
Services, Foreign Affairs, Intelligence and Appropriations 
Committees called on Pakistani President Musharraf. The 
Speaker noted that this was her first foreign travel in her 

new position, underscoring the importance the Congress places 
on the U.S.-Pakistan relationship. Acknowledging that this 

was an important visit, the President offered to describe 
Pakistan\'s strategies to defeat terrorism and extremism and 

to clarify U.S. misperceptions about Pakistan\'s commitment. 


2. (C) At the CODEL\'s request, the President reviewed his 
recent visit to Middle Eastern capitals, where he promoted 

his vision of enlightened moderation for the Muslim world; he 
also counseled Syrian President Assad to abandon his 
confrontational approach and reconcile with the international 
community. Musharraf offered a detailed analysis of the 
security situation along Pakistan\'s border with Afghanistan 
and his strategy to win the support of local tribes through 
economic and social development, while eliminating al Qaeda 
and Taliban leadership cells through security operations. 
Musharraf told the CODEL that critics who suggest that 
Pakistan\'s intelligence agencies are playing a double game in 
Afghanistan are wrong, saying that such criticism only 
emboldens our common enemies. The President specifically 
requested Congressional support for Reconstruction 
Opportunity Zones (ROZs)and U.S. support for his FATA 
economic initiative of USD 150 million per year, noting 
Pakistan\'s own heavy commitment of national funds toward 
economic development in the border areas; he also reviewed 
his government\'s programs to increase spending on education 
and health care, as envisioned in the U.S.-Pakistan Shared 
Objectives. Musharraf cast a hard gaze on narcotrafficking 
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in the region, while highlighting Pakistan\'s anticipated 
achievement of \"poppy free\" status in 2007. He was 

optimistic regarding the prospects for improved relations 

with India. Finally, Musharraf told the Speaker that 

provisions of H.R. 1 (Implementing the 9/11 Commission 
Recommendations Act of 2007) concerning Pakistan weaken his 
position vis-a-vis extremists fighting for Muslim 
hearts-and-minds in the long war on terror; the Speaker was 
non-committal in response. End summary. 


3. (U) Meeting Participants: 


U.S. 

Rep. Nancy Pelosi, Speaker of the House 

Rep. Ike Skelton, Chair - House Armed Services Committee 
Rep. Tom Lantos, Chair - House Foreign Affairs Committee 
Rep. Silvestre Reyes, Chair - House Permanent Select 
Committee on Intelligence 

Rep. John Murtha, Chair - Defense Appropriations 
Sub-Committee 

Rep. Nita Lowey, Chair - State and Foreign Operations 
Sub-Committee 

Rep. David Hobson, Defense Appropriations Sub-Committee 
Mr. Michael Sheehy, National Security Advisor to Speaker 
Pelosi 

Ambassador Ryan C. Crocker 

Mr. John Gastright, Deputy Assistant Secretary of State 


Pakistan 


President Pervez Musharraf 
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LTG Hamid Javaid, Chief of Staff 
BG Shafgat Ahmad, Military Secretary 


Outreach to Middle East: Empower Moderates in Muslim World 


4. (C) When the Speaker asked about Musharraf\'s January 
20-25 visit to Middle Eastern capitals (Riyadh, Cairo, Amman, 
Damascus and Abu Dhabi), Musharraf initiated a description of 
a Muslim World beset by tension. An incipient Iraqi civil 

war along sectarian lines, sectarian strife in Lebanon, the 
ShiVa dimension in the U.S.-Iran conflict and, at the core, 

the unresolved Palestinian question have led the President to 
believe the time is ripe for a new Muslim voice of 

moderation. In his talks with his Arab interlocutors, 
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Musharraf laid out his goals: promoting sectarian harmony, 
organizing joint action against terrorist organizations and 
building partnerships with Europe and the U.S. The next step 
is to engage the major non-Arab Muslim states -- Indonesia, 
Malaysia and Turkey. (Note: Musharraf is visiting Jakarta 
and Kuala Lumpur this week. End note.) He will then seek to 
develop a statement of common principals; if this succeeds, 
Saudi King Abdullah has pledged to host an event to launch 
the initiative. \"l am trying to lead on this issue," 

Musharraf said, admitting that he cannot say whether his 
efforts will succeed. 


5. (C) While in Damascus, Musharraf said that he had a 
\"frank exchange with Syrian President Bashar Assad, telling 
the Syrian President that his policies are contributing to 
instability in Palestine, Lebanon and Iraq. \"Are you for 
confrontation or not?\" Musharraf demanded, noting that Syria 
now has few friends left. Bashar responded by saying that 
he wants to reconcile with the international community and 
work to solve problems. Musharraf pointed to the need for 
peace between Hamas and Israel, obtaining Bashar\'s word that 
Syria would not obstruct communications between the two. 
Musharraf offered to help Bashar regain standing in the 
international community, if Syria is serious about a new 
direction. Representative Hobson asked whether the U.S. 
should take a different approach with Bashar. Musharraf 
advised the U.S. to engage Bashar; he also believes that 
moderate Muslims could influence the Syrian. He observed 
that Bashar displayed a sense of being overlooked by the 
international community: for example, Bashar told Musharraf 
that the entire world supports the Palestinians, but has 
forgotten the Israeli occupation of the Golan Heights. 
Musharraf wondered whether observers credit Bashar with 
wielding more power than he actually has, speculating that 
other forces may be at work. Musharraf perceived Bashar as 
facing problems similar to those along the PAK-AFG border, 
quoting Bashar as saying that more than 1 million tribal 
refugees have flowed into Syria from Iraq. (Note: On 

hearing this, Musharraf offered Bashar some friendly advice: 
\"Look into fencing.\" End note.) 


Straight Talk on Pak-Afghan Border Security 


6. (C) Responding to Chairman Skelton\'s desire to hear the 
President\'s perspective on efforts to secure the Pak-Afghan 
border, Musharraf decried the \"tremendous misunderstandings 
and misperceptions\" that have led U.S. critics to accuse 
Pakistan\'s intelligence agencies of collusion with the 

Taliban, al Qaeda and other extremists. Musharraf frankly 
acknowledged that remnants of al Qaeda remain hidden in the 
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mountainous border region. Pakistan is now also focused on 
the Pashtun tribes who live on both sides of the PAK-AFG 
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border. Of the seven tribal agencies in Pakistan\'s Federally 
Administered Tribal Areas (FATA), populations in North and 
South Waziristan openly cooperate with Taliban insurgents. 
Al Qaeda elements are concentrated in Bajaur. The other four 
agencies, Musharraf contended, are relatively peaceful, 
although the Taliban has made an effort to infiltrate Kurram, 
where it has encountered local resistance. In contrast, 
Musharraf continued, Pashtuns residing in Balochistan are 
generally peaceful; the trouble ther are Afghan Taliban 
commanders and foot soldiers who have found safe haven in 
lawless refugee camps, from which they can operate with 
impunity. 


7. (C) Speaker Pelosi asked the President whether he knew 
the whereabouts of Taliban leader Mullah Omar. Musharraf 
replied that Mullah Omar and the Taliban movement emerged 
from Kandahar, where he presumably remains. \"l do not 
believe Omar has ever been to Pakistan,\" Musharraf said, 
contrasting this to al Qaeda leaders Osama bin Ladin and Dr. 
Ayman al-Zawahiri, who may be ensconced in the mountains 
along the Frontier. Musharraf proceeded to describe 
Pakistani efforts to locate and apprehend other al Qaeda 
leaders and Taliban commanders, including Afghans Mullah 
Dadullah Lang and Jalaluddin Haqqani and Pakistani Baitullah 
Mehsud; these leaders, Musharraf said, come and go from 
Pakistan, where they recruit and motivate militants. 


8. (C) What is required to defeat the Taliban? Musharraf 
answered his own rhetorical question, saying that in 
Afghanistan, the Coalition must deploy military and political 
resources, while Pakistan controls movement across the 
PAK-AFG border. The President painted a vivid picture of the 
on-the-ground challenges: there is no easy way to identify 
Taliban fighters amongst the 30,000 people who cross the 
Chaman border crossing in Balochistan daily, only one of 23 
crossing points along the province\'s 2300 km border with 
Afghanistan. Even with 954 border posts, the government has 
not been able to control dozens of informal crossing points 

in Balochistan and the FATA. The strategy must therefore 
penetrate deeply into the border regions, focusing on (a) 
eliminating safe havens, including refugee camps; (b) 
launching military action against the militants\' 
command-and-control targets, and (c) winning the loyalty of 
local tribes through economic growth, social development and 
political reform. 
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9. (C) Arguing that military operations alone will alienate 
the tribes, Musharraf segued into an overview of the FATA 
Sustainable Development Plan and a description of the 
traditional leadership roles of maliks (who represent tribal 
authority) and political agents (who represent federal and 
provincial authorities). To ensure that political agents and 
maliks have the necessary muscle to reinforce their authority 
to impose law and order, the government is bolstering the 
numbers and capacity of tribal levies, the Frontier 
Constabulary and the Frontier Corps. As the Speaker 
described Chairwoman Lowey\'s leadership of the Foreign 
Operations Appropriations Sub-Committee, the President 
expressed appreciation for her support for Reconstruction 
Opportunity Zones (ROZs), and appealed for USD 150 
million/year for five years for FATA development to 
supplement the national funds already budgeted. 


10. (C) Political engagement is crucial, Musharraf said, 
shifting to a discussion of the September 2006 jirga accord 
in North Waziristan. \"This agreement is much maligned,\" 
Musharraf admitted, but it was critical for the government to 
reach out to local tribal and religious leaders. 
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Re-establishing the writ of the government is imperative, but 
the authorities must work with the local tribes to make this 

a reality. The greatest failure, Musharraf continued, has 
been controlling cross-border movement and expelling foreign 
fighters from the agency; the government is now pushing the 
tribes hard to live up to their side of the bargain. If they 

do not, the President said, we will take military action. 
\"When we locate a target, we will hit it,\" Musahrraf 
promised, noting that Pakistani forces had done just that ten 
days earlier. Candidly assessing the agreement as only 25 
percent successful so far, Musharraf was adamant that the 
jirga agreement is/is the only way forward. He said he 
believes that the North West Frontier Province (NWFP) 
Governor should pursue a similar accord with tribes in South 
Waziristan. 


11. (C) Shifting back to preventing unlawful border 

crossings, Musharraf addressed the possibility of selective 
deployment of fences and/or land mines along the border. 
\"Mining has problems,\" Musharraf acknowledged, but said he 
wants to proceed with fencing. Military experts have 

estimated that some 32 km in FATA and 295 km in Balochistan 
would be appropriate for fences. When Chairman Reyes noted 
the controversy generated by proposals to fence the 
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U.S.-Mexican border, Musharraf nodded in agreement, then 
cited Pakistan\'s long experience with fences and mines along 
its eastern border with India. 


12. (C) Expanding his comments to include Pakistani plans 
to close lawless Afghan refugee camps, Musharraf asserted 
that \"nobody wants to assist us in this task" Frustrated 
that \"all the ideas | put forward for controlling the border\" 
are opposed by both the international community and the 
government in Kabul, Musharraf said that he welcomes other 
ideas. \"Either help me control the border or help me move 
the refugees out,\" he said. 


Defending Pakistan\'s Commitment 


13. (C) Musharraf told the CODEL that the government is 
committed to fighting terrorism, as Pakistanis do not want to 
see their country succumb to creeping Talibanization. 
Musharraf detailed the heavy losses sustained by Pakistan\'s 
security forces, as well as the multiple assassination 
attempts against the country\'s political leadership, \"We are 
not a banana republic and the ISI is not a rogue agency,\" 
Musharraf said, explaining that he could retire any 
active-duty general officer with a swipe of his pen: \"ISI is 

a disciplined service staffed by seasoned military officers 
who follow my orders.\" 


14. (C) Later in the conversation, the President expressed 
concern about H.R. 1 (Implementing the 9/11 Commission 
Recommendations Act). Musharraf said that language in the 
bill questioning Pakistan\'s reliability as an ally of the 

U.S. directly damages his ability to wage war on our common 
enemies (\"This weakens mel) and to inoculate his country 
against the infection of Islamic extremism. 


Shared Objectives and Enlightened Moderation 


15. (C) Chairwoman Lowey asked the President to explain why 
Pakistan has not met mutually-agreed targets for budgetary 

support for education set forth in the bilateral Shared 

Objectives. Musharraf defended his record, saying that since 

he assumed power, he has embraced human resource development 
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focus on economic development to generate revenue for health 
and education, and this is happening. Education spending is 
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increasing from 2.6 to 4 percent of GDP under his leadership. 
Chairman Murtha raised the subject of madrassas, to which 
the President responded that the appeal of a madrassa 
education will decline as the public education system 

improves. Musharraf also highlighted the government\'s record 
in improving health care delivery, particularly 
maternal-pediatric services. 


16. (C) Speaker Pelosi raised the specter of suicide 
bombings, seeking the President\'s advice on persuading all 
societies that such attacks are unacceptable. Musharraf 
agreed, terming suicide attacks as un-Islamic. All countries 
must find a way to deal with extremism,\" the President said, 
\"but such terrorism must be addressed by force.\" He then 
outlined his multi-point strategy for combating extremism and 
promoting \"enlightened moderation\": 


-- Prevent the misuse of mosques 

-- Prohibit speech that incites the public to violence 

-- Ban extremist organizations and their leadership (a 
delicate business, the President admitted, as the government 
must not/not be seen as anti-religion) 

-- Revise the national curriculum 

-- Reform madrassa education, introducing a standard 
curriculum that includes secular subjects (math, language, 
science, etc.) 


A Poppy-Free Pakistan 


17. (C) Chairman Murtha also complimented Pakistan\'s 
achievements in fighting the drug trade, asking the President 
to explain Pakistan\'s success in contrast with the record 
poppy harvest in Afghanistan. Musharraf responded: \"There 
is no effective government control in Afghanistan.\" Pakistan 
was able to implement a coordinated strategy of eradication 
and destruction, complemented by programs to offer 
alternative livelihoods. The poppy leads only to 

narco-fueled financial flows supporting the insurgency. 
Musharraf suggested that the international community provide 
funds to buy the Afghan poppy crop directly from the farmers. 


Earthquake Relief 


18. (C) Chairman Lantos asked the President whether 

Pakistan needs the U.S. to do more to support 
relief/reconstruction efforts in the areas devastated by the 
October 2005 earthquake. Musharraf assured the Chairman that 
Pakistan is managing the reconstruction process well, noting 
that prompt intervention had prevented the predicted post- 
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disaster plagues of epidemics, famine and exposure. Now well 
into the reconstruction phase, the government has allocated 
USD 3000 to 500,000 families, whose use of the funds to 
rebuild their homes also injects capital to the recovering 

local economy. The government has built many temporary 
schools and university buildings, 

many of which are better facilities than those which were 
destroyed. 


Indo-Pak Relations 


19. (C) Chairman Lantos asked about the state of Pakistan\'s 
relations with India. Musharraf was upbeat in his response, 
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saying that he has his fingers crossed. The two countries 
have made progress with confidence-building measures and have 
successfully maintained a cease-fire along the 

Line-of-Control in Kashmir, but the process had stalled on 
conflict resolution. Now, Musharraf indicated, he and Prime 
Minister Manmohan Singh are on the verge of an 
agreement...\"Soon -- sooner than anyone might think.\" 
Musharraf appreciated Singh\'s flexibility, relating Singh\'s 
personal invitation for the President to attend the SAARC 
Ministerial in New Delhi in April. Musharraf explained his 
decision to decline the invitation, saying that there is too 

much euphoria and expectation at present. \"If | went to 

Delhi, but we didn\'t sign an agreement, the people would 
think we had failed,\" he said. Musharraf said that he has 
conveyed two options to New Delhi: either PM Singh comes to 
Pakistan before April to sign an agreement or the two hold a 
signing ceremony at the SAARC Ministerial. Musharraf shared 
his enthusiasm for the just-concluded visit to Pakistan by 

three Jammmu and Kashmir leaders of the All Parties Hurriyat 
Conference, noting that he had advised them to egage and 
bring on board other Kashmiris. \"An agreement should not 
land like a bombshell,\" said Musharraf. Leaders must prepare 
their publics, as he is doing in Pakistan. 


Iraq\'s Shadow over the Region 


20. (C) Speaker Pelosi described the current situation in 
Iraq as the most important foreign policy issue confronting 
the U.S., citing the terrible loss of life and the 
consequences for America\'s global reputation. President 
Musharraf opined that dividing Iraq would be disastrous, 
citing Turkish opposition to an independent Kurdistan. He 
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believes that Iran is abetting the growing Sunni-ShiVa 

schism. Referring back to his initiative to build a movement 
of moderate Muslim voices, Musharraf said this must be done 
by partners who have credibility in the region, something 

that the U.S. does not currently enjoy. If a consensus could 
be endorsed by Sunnis, ShiVas and 

Kurds, Musharraf mused, perhaps an all-Muslim security force 
could backfill following the withdrawal of U.S. and British 
forces. 


21. (U) The CODEL did not have an opportunity to clear this 
cable. 
CROCKER 
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SUBJECT: COUNTRY CLEARANCE GRANTED TO BRAD BELL FEBRUARY 2 


REF: VIENNA 207 


1. US Office Pristina welcomes and grants country clearance to Brad 
Bell, U.S. Liaison to UNOSEK, February 2, 2007 to travel with UN 
Special Envoy Martti Ahtisaari, who will present his Comprehensive 
Proposal for the Future Status of Kosovo to the negotiating teams in 
both Pristina and Belgrade. Point of Contact for this visit will be 
Political/Economic Chief, Tom Yazdgerdi, who can be reached at: 
office 381-38-549-516 ext. 3146; GSM 377-44-501-750; fax 

381 -38-549-890. 


2. Post understands that no assistance is required. 


3. Kosovo is a cash (Euro) economy. There are a few operating 
ATMs. A few large stores and some hotels take credit cards. Not all 
ATMS are reliable and personnel should use normal ATM safety 
precautions. TDY personnel should bring sufficient cash or 
travelers\' checks to cover all hotel and other incidental expenses 
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and may exchange dollars for Euros from 9:00am-11:30am and 
1:00pm-3:30pm each Monday, Tuesday, Wednesday and Friday and 
9:00am-11:30am each Thursday at the U.S. Office cashier. Only USOP 
accepts travelers\' checks. Reverse accommodation is available at 

the end of the visit. 


4. Security issues: The security situation in Kosovo is fluid and 
there is still risk from occasional episodes of violence; incidents 

of ethnic violence continue to occur. Land mines remain in some 
outlying areas. Civil society institutions generally do not yet 

meet Western standards. There is criminal activity against 
internationals, including purse snatching and residential break-ins 
and general precautions are recommended. KFOR is deployed 
throughout Kosovo. Electronic devices such as laptops (personal or 
official), PDA cell phones with cameras, and the like must be 
approved for use in USOP facilities by an ISSO in consultation with 
the RSO. 


5. Travel to certain areas within Kosovo province requires fully 
armored vehicles and advance RSO approval. To facilitate planning, 
please provide travel itinerary to USOP in advance of arrival, as 
same-day travel can be difficult to arrange. To provide appropriate 
access to USOP facilities, visitors must ensure all necessary 
security clearances are included with travel messages. 


6. Please ensure ASEC tags are included to ensure proper 
distribution. Specific questions regarding security may be 
addressed to USOPYs RSO or your control officer. 


KAIDANOW 
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1. US Office Pristina welcomes and grants country clearance to Amb. 
John Beyrle to visit Pristina on February 7-8, 2007. The purpose of 
the visit is for discussions on regional issues. Control Officer 

for this visit will be Political Officer, Heidi Barrachina, who can 

be reached at: office 381-38-549-516 ext. 3104; GSM 377-44-501-741; 
fax 381-38-549-890. 


2. Post understands that Amb. Beyrle has made his own arrangements 
for transportation between Sophia and Pristina. Post will coordinate 
arrangements for transportation to official meetings during the 

visit. COM has extended home hospitality to Amb. Beyrle. Mr. 

Glavev, Amb Beyrle\'s driver, will be housed in USOP TDY quarters. 


3. Kosovo is a cash (Euro) economy. There are a few operating 

ATMs. A few large stores and some hotels take credit cards. Not all 
ATMS are reliable and personnel should use normal ATM safety 
precautions. TDY personnel should bring sufficient cash or 

travelers\' checks to cover all hotel and other incidental expenses 

and may exchange dollars for Euros from 9:00am-11:30am and 
1:00pm-3:30pm each Monday, Tuesday, Wednesday and Friday and 
9:00am-11:30am each Thursday at the U.S. Office cashier. Only USOP 
accepts travelers\' checks. Reverse accommodation is available at 

the end of the visit. 


4. Security issues: The security situation in Kosovo is fluid and 
there is still risk from occasional episodes of violence; incidents 

of ethnic violence continue to occur. Land mines remain in some 
outlying areas. Civil society institutions generally do not yet 

meet Western standards. There is criminal activity against 
internationals, including purse snatching and residential break-ins 
and general precautions are recommended. KFOR is deployed 
throughout Kosovo. Electronic devices such as laptops (personal or 
official), PDA cell phones with cameras, and the like must be 
approved for use in USOP facilities by an ISSO in consultation with 
the RSO. 


5. Travel to certain areas within Kosovo province requires fully 
armored vehicles and advance RSO approval. To facilitate planning, 
please provide travel itinerary to USOP in advance of arrival, as 
same-day travel can be difficult to arrange. To provide appropriate 
access to USOP facilities, visitors must ensure all necessary 
security clearances are included with travel messages. 


6. Please ensure ASEC tags are included to ensure proper 
distribution. Specific questions regarding security may be 
addressed to USOP\'s RSO or your control officer. 


KAIDANOW 
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E.O. 12958: DECL: 01/31/2017 

TAGS: PREL, PTER, PHUM, MOPS, CE 

SUBJECT: SRI LANKA: NORWEGIAN AMBASSADOR SAYS TIGERS WILL 
REJECT GOVERNMENT BID TO TRADE EAST FOR NORTH 


REF: COLOMBO 158 
Classified By: Ambassador Robert O. Blake, Jr., for reasons 1.4 (b,d). 


1. (C) Summary: Ambassador met Norwegian Ambassador Hans 
Brattskar on January 31 to discuss the January 28-29 Sri 
Lanka Development Forum and the ramifications of the 
Government of Sri Lanka\'s (GSL) military victories in Vakarai 
and elsewhere in the east. The Ambassadors shared concerns 
over speculation that, following the security forces\' defeat 

of the LTTE in Vakarai this month, the GSL may argue that the 
Ceasefire Agreement signed in 2002 -- which allowed the LTTE 
a level of autonomy in areas they controlled east and north 

-- is no longer valid. Furthermore, the GSL mistakenly 

believes the Tigers will give up their claims on the east if 
security forces do not pursue military gains in the north. 
Brattskar will travel to Kilinochchi to meet with the LTTE\'s 
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senior political leadership on February 1-2, after which 

Co-chair Ambassadors recommend that Washington convene a 
Co-Chair conference call with capitals on February 7 or 8. 

End summary. 


\"In Your Face\" Donors\' Forum 


2. (C) Ambassador and Brattskar agreed that at the January 
28-29 Sri Lanka Development Forum in Galle, which both 
attended, the donors -- particularly the United States, the 
World Bank, and the Japanese -- had gotten their points 
across to President Rajapaksa and his brothers, Defense 
Secretary Gothabaya Rajapaksa and Presidential Advisor Basil 


SIPDIS 
Rajapaksa regarding NGO access and the futility of a military 
solution to the ethnic conflict. 


3. (C) Despite these strong messages at the Development 
Forum, Brattskar contended, \"the GSL will do what they want 
to do anyway. The GSL feels their military campaign is going 
well, and that they either have the international community\'s 
support (e.g. from China, Pakistan and others who provide 
military support) or can ignore the more difficult positions 

of the more critical members of the international community." 
He pointed out that Gothabaya had given an interview to 
Reuters on January 25 declaring the security forces would 
\"chase the Tigers out of the north but two days later, at 

the Development Forum \"had to add that they\'re pursuing a 
peaceful settlement, because they know that\'s what we want to 
hear." 


Trading Trincomalee for Kilinochchi 


4. (C) In a conversation with President Rajapaksa at the 
Development Forum, Ambassador told Brattskar that the 
President compared the Sri Lankan conflict with that of 
Nepal, saying: \"Just as the Nepalese insisted on disarming 
the Maoists, we must disarm the LTTE. We can\'t negotiate 
with armed terrorists.\" Ambassador pointed out to the 
President that the disarming of the Maoists was taking place 
in the context of a wider political settlement, which had not 
yet taken place in Sri Lanka. Brattskar (strictly protect 

this part) paraphrased a separate conversation he had with 
Basil Rajapaksa confidentially at the forum: \"Basil told me 
to convey to the LTTE that if they get out of the east, the 
security forces won\'t go for the north. The GSL thinks it 
has a back channel message (from the LTTE) that the LTTE will 
accept this.\" Brattskar indicated the Tiger leadership would 
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not entertain this proposal. 


Legitimizing Karuna 


5. (C) Brattskar will travel to Kilinochchi to meet with the 
LTTE\'s senior political leadership on February 1-2. In 
addition to the GSL\'s proposal to trade the east for the 
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north, Brattskar said the LTTE would be \"likely to dismiss\" 

this week\'s cross-over of 19 United National Party (UNP) 
Members of Parliament to President Rajapaksa\'s government and 
the majority this would give the President to present a 
devolution proposal acceptable to the southern parties. He 
lamented indications he was now hearing from GSL insiders 
that the GSL may be able to negotiate with other Tamil 

actors, such as the Karuna group or the Eelam People\'s 
Democratic Party (EPDP) \"if the LTTE doesn\'t like\" the GSLYs 
proposals. Such a situation \"would be quite frightening,\" 
Brattskar commented. 


6. (C) Brattskar continued: \"| also worry that the GSL will 
try to legitimize Karuna in the east. | met him many times 
before his split from Prabhakaran. He is extremely 
intelligent, very ambitious, and absolutely ruthless. It is 
short sided of the GSL to build him up. He is an easterner 
and therefore can\'t replace Prabhakaran. In supporting 
Karuna, the GSL risks creating what the Indians created in 
Prabhakaran.\" 


CFA Death Anniversary? 


7. (C) Ambassadors Blake and Brattskar shared concerns that 
the GSL might declare the 2002 Ceasefire Agreement null and 
void on February 22, the fifth anniversary of its signing, in 
response to pressure from the nationalist monk-led Jathika 

Hela Urumaya (JHU) party. Such a move would allow the GSL to 
remove the Norwegians as facilitators of the peace process, 
possibly exclude the LTTE from negotiations and legitimize 

their military gains in the east . 


Recommended Co-Chair Conference Call 


8. (C) The Ambassadors agreed to meet on the afternoon of 
February 2 following Brattskar\'s return from his meeting with 
the Tiger leadership in Kilinochchi. The two Ambassadors 
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also agreed it would be useful to recommend that Washington 
convene another Co-Chair conference call with capitals and 
Colombo Embassies on February 7 or 8 to discuss our strategy 
now that the GSL has mostly secured the East militarily and 

is looking now to establish facts on the ground, such as a 
proposed coal power plant from India in Sampur, to 
permanently reduce the Tamil balance in the east. Co-Chairs 
could also compare notes on the GSL\'s likely next steps on 
the military front, and the GSL\'s delay in developing a 
devolution proposal. 


9. (C) Comment: The situation is very fluid in Colombo in 

the aftermath of the Cabinet re-shuffle. As the GSL 

contemplates next steps, we believe it would be useful for 

the Co-Chairs to compare notes and agree on a common strategy 
to: 1) discourage military moves north; 2) oppose any moves 

by the GSL to alter permanently the ethnic balance of the 

East; 3) encourage rapid resettlement of IDPs and refugees 

from India to the east; and 4) encourage more rapid progress 
toward a credible devolution plan. 

BLAKE 
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Summary 


1. (S) Conversations with several Beijing scholars revealed 
that none were aware of ChinaYs January 11 anti-satellite 
(ASAT) weapons test beforehand and were only able to 
speculate after the fact about its significance. President 

Hu Jintao would have known about the test in advance, though 
the Foreign Ministry may have been kept in the dark, several 
scholars surmised. One scholar said the test was a \"normal\" 
thing for a great power like China to do and hoped other 
countries would not \"overreact.\" Another speculated that the 
Chinese leadership badly underestimated the strong 
international reaction the test would provoke. A third 

scholar said it is possible that the test was part of PLA 

military preparations for a Taiwan contingency in the context 
of Beijing\'s strong concerns that Chen Shui-bian might pursue 
Taiwan independence this year. Finally, a self-described 
\"pro-U.S.\" scholar said he fears the test is proof that 

China\'s leadership was not sufficiently cognizant of the 
importance of the U.S. relationship for China and how much 
damage a test like this could do to undermine forward 

bilateral momentum. End Summary. 


2. (S) President Hu Jintao \"undoubtedly\" knew about China\'s 
anti-satellite (ASAT) weapons test in advance, Professor Qin 
Zhilai (protect) of the Central Party Schools Institute of 
International Strategy told poloff on January 26. There is 
\"absolutely no way\" the test could have been conducted 
without HuYs advance knowledge and approval, Qin emphasized. 
China\'s Ministry of Foreign Affairs (MFA), however, was 
almost surely kept in the dark. MFA \"was not lying\" when it 

at first appeared to be unaware of the test and then later 
claimed that China\'s position opposing the weaponization of 
space remains unchanged, Qin said. In response to poloff\'s 
question regarding how to square China\'s position with its 
having carried out the test, Professor Qin repeatedly 

asserted that the test was a \"normal\" thing for a great power 
like China to do, arguing that the test should not be viewed 

as a threat and expressing his hope that other countries 

would not \"overreact.\" 


3. (S) Professor Dong Lisheng (protect) of the Chinese 
Academy of Social Sciences (CASS), in a separate conversation 
on January 25, echoed Qin\'s comments by saying it was 
\"unthinkable\" that President Hu would not have known about 
the ASAT test in advance. Dong agreed that MFA \"almost 
certainly\" would have been unaware of the test, noting that 
communication among ministries in China, especially on 

military matters, is \"extremely poor.\" Commenting on China\'s 
motivation for the test, Dong could only speculate that 
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China\'s civilian and military leadership had \"badly 
underestimated\" the strong international reaction that the 
ASAT test would provoke. 


4. (S) CASS Nonproliferation Center Director Gu Guoliang 
(protect) told Polmincouns in a separate conversation on 
January 29 that it is possible that the test was part of PLA 
military preparations for a Taiwan contingency in the context 
of Beijing\'s strong concerns that Chen Shui-bian might pursue 
Taiwan independence this year. Polmincouns reaffirmed the 
U.S. one China policy based on the three joint communiqus 
and the Taiwan Relations Act. He cautioned that Beijing 
should not let its concern about possible Taiwan independence 
moves this year drive actions that could harm international 
confidence in the strength of Beijing\'s commitment to 
peaceful development and opposition to militarization of 
space. 


5. (S) Gu said he remains puzzled by the test, but the idea 
that the test was driven by essentially military 
considerations is much more plausible to him than the 
alternative theory that the test was part of a Chinese 
diplomatic strategy intended to persuade the United States to 
enter negotiations on a treaty to prevent militarization of 
outer space. The test made it less likely that the United 
States would enter into such negotiations. In any event, the 
test could not have taken place without Chinese leadership 
approval, although it is possible that the PLA presented the 
test to the leadership in a highly technical way that did not 
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highlight the broader international implications, Gu said. 


6. (S) Dean of Renmin University\'s Sociology Department Zhou 
Xiaozheng (protect) on January 27 told poloff he feared that 
China\'s going forward with the anti-satellite test was proof 
that the leadership was not sufficiently cognizant of the 
importance of the U.S. relationship for China and how much 
damage a test like this could do to undermine forward 
bilateral momentum. The response of Zhou, a self-described 
\"pro-American\" scholar, is perhaps predictable but 
nevertheless represents the thinking of at least some 
pro-U.S. intellectuals. 

RANDT 
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Classified By: Ambassador Marie L. Yovanovitch, for reasons 1.4 (c) AND 


(d). 


WHAT HAPPEND? 


1. (C) On January 30, Ambassador met with the President\'s 
former Foreign Policy Advisor Ermek Ibragimov, who 
unexpectedly resigned on January 23. Ibragimov said the 
press report that the President had \"released him from his 
position in connection with an appointment to another 

position\" was incorrect. Ibragimov had resigned because of a 
severe argument he had with State Secretary Madumarov during 
the week of January 15 over Kyrgyz policy towards the U.S. 
Ibragimov did not provide specifics, but said that he had 
advocated good relations with all countries and specifically 

the U.S. Madumarov disagreed, and Ibragimov said that is 
when he realized that he had been mistaken about Madumarov. 
(Previously, Ibragimov had told us that Madumarov played a 
positive role in the PNG issue and encouraged us to cultivate 

a relationship with Madumarov.) 
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2. (C) On the one hand, Ibragimov said his resignation was 

a long time coming, because he was concerned about internal 
developments in Kyrgyzstan, the way the country is being 
governed, and the manner in which former Prime Minister Kulov 
was treated. But his actual resignation was precipitous and 
became inevitable when Ibragimov said that he realized that 
he could not stay on atthe White House, if he had quarreled 
so fiercely with one of the President\'s closest advisors. 
Ibragimov turned in his resignation at noon on January 23, 

and on January 30, President Bakiyev unexpectedly called him 
in for a chat. He said the two parted amicably, and Bakiyev 
offered him several plum positions: Ambassador to Moscow, 
Astana, or Brussels. Ibragimov later commented that if 

Acting Foreign Minister Jekshenkulov gets fired, Ibragimov 
could likely become a Deputy Foreign Minister. He added, 
however, that he thought Jekshenkulov would stay on, and that 
he would not work for Jekshenkulov. 


PRIME MINISTER ISABEKOV: THE WORST CHOICE 


3. (C) Ibragimov said that Isabekov is uneducated, 
inexperienced and unprepared to be Prime Minister. In short, 
he was \"the worst choice. Isabekov knows the President 
well and is a comfortable choice, who will do exactly as he 
is told. He noted that there is a small chance\" that 
Isabekov\'s government will get its act together and lead 
decisively, but he acknowledged that if Isabekov is not an 
independent actor, this is unlikely. He noted that 

Isabekov\'s appointment is part of a general trend in the 
White House of putting unqualified people in charge. 
Ibragimov expressed his own frustration at learning of 
Presidential decisions that came out of the blue and were 
clearly unproductive, but that someone, perhaps a family 
member, had advocated. While he was not very optimistic, 
Ibragimov concluded that it was too early to judge how the 
new government would behave, as it was not yet even clear who 
would be in the Cabinet. 


COMMENT 


4. (C) We report the above as a window into the Kyrgyz 
White House, but note that Ibragimov was putting his own spin 
on the events he recounted. That said, he is one of our best 
interlocutors and we will miss his influence in the White 
House. Ibragimov was not particularly powerful, but he was 
sympathetic to our concerns and quietly steered issues into 
the right direction. He is unsure of who will replace him, 

but seemed quite confident that Jekshenkulov would remain at 
the MFA (contrary to everything else we are hearing.) When 
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Ambassador asked who are the friends of the United States in 
Kyrgyzstan? Ibragimov laughed and said we had friends - just 
not very many, but was then hard pressed to come up with a 
list. When Ambassador asked what the U.S. could expect 
regarding the bilateral relationship if those around the 
President are advocating against it, Ibragimov said he did 
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\"not exclude\" the possibility that relations could worsen, 
but it was still too early to tell. END COMMENT. 
YOVANOVITCH 
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E.O. 12958: N/A 

TAGS: KMDR, PREL, KPAO, OPRC, SY 

SUBJECT: Syria/Spain, Russia, Syria/Turkey, Palestinian Territories, 
Lebanon, Iraq (1/31) 


1. Summary: Syrian papers on Jan. 31 reported that President Asad 
received, on Jan. 30, a phone call from Spanish Prime Minister Jose 
Luis Rodriguez Zapatero in which they discussed the Palestinian 
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situation and current efforts to stop intra-Palestinian fighting. 

Premier Zapatero underscored Syria\'s important role in the dialogue 
among the Palestinian parties to form a government of national 

unity. 

Papers also featured a statement on Jan. 30 by Alexander Sultanov, 
Russian Deputy Foreign Minister and the Russian Presidents Special 
Envoy to the Middle East, confirming the impossibility of achieving 
peace in the Middle East without making progress on the Syrian and 
Lebanese tracks. Sultanov reiterated the call to hold an 

international conference for peace in the Middle East and adopt a 
strategy to resume negotiations on all tracks in the region. He 
added that the situation in the region urgently requires a 

discussion by the Quartet about steps needed to speed up the peace 
process. The Russian official indicated the need to form a 
Palestinian national unity government to handle the difficult 

situation the Palestinian people and the people of the region in 
general are passing through. 


On Syria/Turkish relations, papers reported that Foreign Minister 
Walid Mouallem will visit Turkey Jan. 31 to discuss bilateral 
relations and recent developments in the region with Turkish 
officials. 


End of summary. 
2. Selected Headlines: 


\"President Asad receives a phone call from Spanish Premier Zapatero 
on the situation in Palestinian territories and efforts to stop 
in-fighting\" (Government-owned Tishreen, 1/31) 


\"Foreign Minister Mouallem to visit Turkey today to discuss latest 
developments in the region and bilateral relations\" 
(Government-owned Tishreen, 1/31) 


\"Russia calls for an international conference for peace in the 
Middle East and a strategy to resume negotiations on all tracks\" 
(Government-owned Al-Thawra, 1/31) 


\"Russian Deputy Foreign Minister and Special Presidential Envoy to 
Middle East Sultanov confirms impossibility of achieving peace in 
Middle East without making progress on Syrian and Lebanese tracks\" 
(Government-owned Tishreen, 1/31) 


\"Lebanese demonstrations reject foreign intervention and support the 
Opposition\'s demands. Hizbollah Secretary General of Nasrallah: 
Inciting sedition is an attempt to take revenge on the resistance\" 
(Government-owned Tishreen, 1/31) 


\"Baker and Hamilton testify before the Congress: Stability in the 
region will come from solving the Arab-Israeli crisis\" 
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(Government-owned Al-Thawra, 1/31) 


\"Bolton: Iraq\'s unity does not serve [U.S.] interests" 
(Government-owned Al-Ba\'th, 1/31) 


\"Calm returns to Gaza. Fatah and Hamas exchange prisoners. Abbas 
threatens early elections. Hanieh underscores the importance of a 
security organization for all Palestinians\" (Government-owned 
Al-BaVth, 1/31) 


3. Editorial Block Quotes: 


Salim Abbud, a columnist in government-owned Al-Thawra, said (1/31): 
\"After rivers of blood and conflict have flowed in Iraq, Americans 

are today trying to drag countries of the Arab region, as they did 

before, into imaginary dangers by diverting their attention from 

what is happening in Iraq and Palestine to the so-called Shiite 


threat and the Iranian nuclear threat. 


\"Damascus, as usual, draws attention to the gravity of those 

attempts.... Syria is working hard to restore and strengthen 

relations with Iraq because this supports IraqVs unity, prevents 

domestic strife, and strengthens the resolve of the correct Iraqi 

resistance against occupation.... 

\"The US has always applied pressure, before the occupation and at 
present, to prevent any rapprochement between Damascus and Baghdad, 
because it realizes the depth of relations between the two countries 

and peoples and the impact of this on the nature of the region and 

its desire to confront US and Zionist plans.... 


\"lraqi President Jalal Talabani\'s recent visit to Syria transcended 
this American desire and laid the proper foundations for resumption 
of relations between Syria and Iraq. The US occupation will try to 
undermine the results of this visit, but the bonds between the Iraqi 
and Syrian peoples are too strong to be broken, especially at this 
stage, when lraq is experiencing a grave situation requiring serious 
and genuine cooperation from sisterly Syria to support security and 
stability in Iraq and foil any attempt to stoke the sectarian and 
ethnic conflict in the country....\" 
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Umar Jaftali, an editorialist in government-owned Tishrin, wrote 
(1/31): \"Nothing indicates that the US Administration is 
reconsidering its policy in the region or correcting the mistakes 
that have brought tragedies upon the region and the United States 
itself... 


\"Americans continue to pursue the same policy in Iraq, Lebanon, and 
the Palestinian territories, while sending more troops and equipment 
to the region for a possible attack on Iran. This proves that the 

US Administration is implementing an American-Zionist strategy, the 
basic goal of which is to control the Middle East and its oil 

sources, ignite sectarian and denominational sedition in the region, 
and turn the Arab conflict with Israel into domestic conflicts in 

order to reshuffle the cards and rearrange the region.\" 


Ghazi al-Dada, a commentator in government-owned Tishrin, wrote 
(1/31): \"It is regrettable that intra-Palestinian clashes are 
continuing while the Palestinian people are still fighting for their 
rights and occupied land.... 


\"Surely, no one can dispute that anyone who fires at his brother 
fires at himself, and anyone who sheds the blood of his brother 
sheds his own blood. The sedition, therefore, must be confronted 
and foiled. Palestinians must stick to their national unity and not 
give the Israeli-American schemes a chance to succeed. They must 
return to the language of dialogue and avoid the language of 
weapons, which pleases and serves only the Israeli enemy....\" 


Corbin 
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E.O. 12958: N/A 
TAGS: PGOV, PHUM, KWMN, CH 
SUBJECT: CHINAYS MOST INFLUENTIAL WOMEN 


REF: A. STATE 202341 
B. STATE 178055 


1. Post is pleased to provide the names and thumbnail 
backgrounds of five women we consider the most influential in 
China (Ref A). Although women in China enjoy equal rights 
under law, in reality they often face considerable obstacles 

to advancement. The women we mention below have overcome 
these hurdles and are making significant contributions to 
women\'s empowerment and to ChinaWs social, political and 
economic development overall. 


2. Our five most influential women for China are: 


A. Wu Yi, Vice Premier in charge of economic affairs. Wu is 
credited with steering China on the right public health path 
during the SARS crisis in 2003 and is now the head of China\'s 
delegation to the Strategic Economic Dialogue. She can be 
contacted via the Ministry of Foreign Affairs Office of North 
America and Oceania Affairs, tel. (8610) 6596-2610. 


B. Chen Zhili, State Councilor in charge of education, 
culture and sports. Chen was one of the first Mainland 
students to study in the United States in the Communist era. 
Preparations for the 2008 Summer Olympics fall under her 
purview. She can be contacted via the Ministry of Foreign 
Affairs Office of North America and Oceania Affairs, tel. 
(8610) 6596-2610. 


C. Liu Yandong, President of the United Front Work 
Department. Liu is an up-and-coming official with 
connections to President Hu Jintao. She presides over the 
government agency that is in charge of minority and regional 
relations within China and she likely has a bright future. 

She can be reached via the Ministry of Foreign Affairs Office 
of North America and Oceania Affairs, tel. (8610) 6596-2610. 


D. Hong Huang, head of the China Interactive Media Group. 
Hong\'s mother was Mao Zedong\'s English teacher. She has 
become a style trendsetter as a dynamic Chinese media mogul. 
Her publishing empire includes the Chinese version of TimeOut 
Beijing, Seventeen and I-Look magazines. She also has a 
popular blog on the Chinese web portal Sina.com. She can be 
reached at (86) 139-0137-9546. 
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E. Zhang Yin, China\'s richest woman and the head of the Nine 
Dragons Paper Company. Zhang has been featured in a bevy of 
recent foreign media stories, including in The Wall Street 
Journal and The New York Times. She made billions by 
building a waste paper reprocessing business in China that 
currently has two plants and boasts more than 7,000 

employees. She can be reached at tel. (0769) 8823-4888, ext. 
3025. 


Alternate: Song Xiuyan, Governor of Qinghai Province. Song 
is the sole woman governor of a Chinese province. She leads 
public policy decision making in a vast province with limited 
resources and considerable poverty. She can be reached 
through the Qinghai Province Foreign Affairs Office, tel. 
(0971) 823-9606. 


Alternate: Guo Jianmei, Director of the Beijing University 
Women\'s Legal Aid Center. Under Guo\'s leadership, the Center 
has helped draft legislation, which the National People\'s 
Congress has passed, banning sexual harassment in China. Guo 
and her team test this and other laws by taking on individual 
cases with a view to codifying women\'s rights in law and 
increasing awareness of discrimination issues. She can be 
reached at tel. (8610) 8483-3276. 


Alternate: Xie Lihua, Secretary-General, Cultural 

Development Center for Rural Women. Official statistics show 
that as up to 450 million women in China are rural residents, 
many of whom live in the country\'s poorest areas. Through 
her organization, Xie builds partnerships between the private 
and public sectors aimed at improving the lives of women 
beyond China\'s boomtowns. She can be reached at tel. (8610) 
6619-4191, or e-mail Lihua xie@263.net. 


Alternate: Hu Shuli, editor in chief of the influential 

biweekly Caijing Magazine, which aspires to be China\'s 
version of The Economist. Hu encourages her reporters to 
constantly push the editorial envelope. As a result, Caijing 
regularly runs groundbreaking exposes that reveal corruption 
and other misconduct in Chinese officialdom and among the 
business elite. She can be reached at (8610) 6588-5047. 


3. Political officer Chris Klein handles the women\'s issues 
portfolio at Embassy Beijing. Contact info: (8610) 
6532-3831, ext. 6742, or e-mail kleincc@state.gov. 
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TAGS: PHUM, KCRM, OTRA, SMIG, MZ 

SUBJECT: REQUEST FOR COUNTRY CLEARANCE FOR MR. LEONEL 
MIRNDA, EMBASSY MAPUTO, TO TRAVEL TO MALELANE, SOUTH FRICA 


Embassy Maputo requests country clearance for Mr. Leonel 
Miranda,Econ/Pol fficer, and Euridia Azevedo, USAID 
demcracy and governance officer, to visit Malelane, Suth 
Africa, on Februry 7, 2007. The purpose is t visit the 

Amazing Grace anti-trafficking-in-perons center in 

Malelane. Mr. Miranda and Mis. Azeveo plan to meet Embassy 
Pretoria officer and G/TI representative at Amazing Grace. 


DUDLEY 
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Classified By: Ambassador Craig Stapleton for reasons 1.4 (B 8 D). 


1. (C) SUMMARY: French Political Director Araud informed EUR 
A/S Fried during a January 25 meeting that Russian Security 
Council Chairman Ivanov had revealed to him the previous day 
while in Paris that he would travel to Tehran February 28 at 

the behest of President Putin. Araud said the Russians had 
promised repeatedly they would not be making any new 
proposals, and suggested they rather intended to caution the 
Iranians against overplaying their hand. Urged not to 

emulate the Russian example, Araud said there were no plans 
for a French mission over the short term, although he 
acknowledged that some other EU countries such as Italy, as 
well as Chirac himself (as conveyed to A/S Welch by Chirac\'s 
Middle East advisor January 24), continued to perceive a need 
to engage Iran on regional issues. 


3. (S) SUMMARY CONTYD: Araud agreed with Fried that a UNSC 
Resolution on Kosovo should supersede UNSCR 1244, bless an 
international presence in Kosovo post-status, and endorse the 
substance of Ahtisaari\'s recommendations on minorities. 

Araud said he could agree with the U.S. approach and timing 
even though France would have preferred postponing 
Ahtisaari\'s presentation of his recommendations, and argued 
for tactics that would give the Serbs the burden for any 

future blockages, and give the Russians sufficient cover for 

an abstention on the UNSCR. If necessary, Araud indicated 
that France could live without an explicit reference to 
superseding UNSCR, but that passage of a UNSCR was a sine qua 
non for any subsequent ESDP mission as well as EU consensus 
on recognizing Kosovo\'s independence. Worried about the time 
required to persuade the Russians to abstain, Araud noted the 
Germans did not exclude having Kosovo on the agenda for the 
G-8 Summit (Fried cautioned against waiting so long). Araud 
called for continuing contact group meetings, possibly at 
ministerial level, to demonstrate continuing cooperation with 
Russia and prepare the political ground for Kosovo 
independence. He said the MFA was brainstorming on further 
steps the EU mighttake to encourage Serbia. On an eventual 
ESDP mission to Kosovo, he asked the U.S. to consider 
participation in a first-ever U.S.-EU operation. 


3. (C) SUMMARY CONTYD: Both sides agreed it was difficult 
to judge at this stage whether Russia would use Kosovo as a 
precedent for Abkhazia, but they agreed that the Russians had 
recently shown themselves somewhat more cooperative on 
Georgia, with Fried adding that there was some evidence to 
suggest that the Russians might be reconsidering their 
pressure tactics. Citing the Russian-Georgian agreement on 
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basing, the French side suggested that it was perhaps time 
for Allies to \"think creatively\" and reconsider their 

position on the linkage between Russian fulfillment of its 
Istanbul commitments and ratification of the adapted CFE 
Treaty. Fried countered that France and the EU would do 
better to consider the U.S. proposal for an EU multilateral 
force in Moldova/Transnistria. On Afghanistan, Araud 
indicated that any decision to bolster the French military 
presence was probably a decision for France\'s next president 
and assured Fried that the French proposal for an Afghanistan 
contact group was aimed at improving strategic/political 
coordination rather than creating new institutions. END 
SUMMARY. 


4. (SBU) Accompanied by the Ambassador, EUR A/S Dan Fried 
met January 25 on the margins of the \"Paris III\" Lebanon 
donors\' conference with MFA Political Director Gerard Araud 

to discuss primarily European issues (Kosovo), but also Iran. 
Araud was accompanied by Deputy Political Director Veronique 
Bujon-Barre, A/S-equivalent for Strategic Affairs Philippe 

Carre, DAS-equivalent for CFSP Jean-Louis Falconi, 
DAS-equivalent for Russia and the former Soviet Space Aurelia 
Bouchez, DAS-equivalent for NATO Nicolas Niemtchinow, 
DAS-equivalent for the Balkans Edouard Beslay, and Araud 
staffer Gael Veyssiere. Fried was also joined by DCM, PolMC 
and POL Deputy (notetaker). 


IRAN 


5. (S) Araud began the meeting by informing Fried that 
Russian Security Council Chairman Igor Ivanov, visiting Paris 
January 24, had told him he, accompanied by DFM Sergei 
Kislyak, would be traveling to Tehran February 28 for 
consultations with Iranian officials at the behest of 

President Putin. Araud described Kislyak as going to great 
lengths to reassure the French that the Russians would abide 
by P5-plus-1 commitments, telling them several times that 
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Russia would be offering no new initiatives and that Russia 
remained opposed to an Iranian nuclear weapons capability. 
He had also promised that Kislyak would debrief his 
P5-plus-one counterparts following the visit. 


6. (S) Pressed by a clearly skeptical Fried about the 
ostensible purpose of the visit, Araud judged that the 
Russians intended to warn Iran that it was on a serious 
collision course with the U.S. Araud believed the Russians 
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would urge the Iranians to be cautious and to avoid any 
miscalculations; this, he continued, corroborated what U/S 
Burns had recently told him, to the effect that Iran seemed 
to believe it had the upper hand but was in danger of 
overplaying it. 


7. (S) Returning to Iran toward the end the meeting, Fried 
welcomed the recent EU conclusions on Iran and praised French 
Ambassador to the U.S. Levitte for providing a good 

operational channel for U.S.-French consultation on sensitive 
subjects. Araud said Iran was a difficult issue not only for 

the EU, but increasingly in Paris, and noted that the 

February 12 EU GAERC would feature a general debate on Iran. 
The Italians, he considered, continued to insist that 

discussion of Iran should go beyond the nuclear problem. 

They -- and the French Presidency (he was careful not to 
associate himself with this view) -- perceived a need to 

engage the Iranians on regional issues such as Afghanistan, 
Iraq, and, in particular, for the French Presidency, Lebanon. 


8. (S) Fried expressed the hope that France would not 
emulate the Russian example. He noted that Arab countries 
were uncomfortable with outreach to Iran and that local 
Ambassadors were reporting that the Iranians were showing 
signs of nervousness and of feeling isolated. Araud assured 
Fried that there would be no mission \"in the short term.\" 
(Separately, Chirac\'s diplomatic advisor for the Middle East, 
Dominique Boche, told NEA A/S David Welch January 24 that the 
Presidency still believed a \"combination of pressure and 
openness to dialogue\" might work with Iran and that the 
Chirac was still considering sending a high-level envoy to 
Tehran. He promised, however, that France would consult with 
its other partners before actually doing so.) 


KOSOVO 


9. (C) Fried told Araud he had taken to heart Araud\'s points 
during their last meeting that a new UNSC Resolution on 
Kosovo was both \"critical\" and \"needed to be short.\" 
Commenting that the recent elections had resulted in no 
surprises and left Kostunica in the position of king-maker, 

he said the U.S. approach remained to support Ahtisaari and 
his recommendations and to refrain from referring publicly 
and explicitly to independence over the coming weeks, 
although any leaks about the U.S. bottom line could 
eventually force adjustments. Ahtisaari planned to be in the 
region in February and intended to present his proposal at 
that time. The U.S. believed a subsequent four-to-six-week 
period of intense discussions between Ahtisaari and the 
parties made sense before going to the Security Council, and 
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judged that it was important for Kosovar leader Ceku to be 
seen to be engaging Ahtisaari as well. 


10. (C) On a UNSC Resolution, Fried noted that the U.S. had 
circulated a number of ideas but that only three were 

crucial: that a new UNSCR supersede UNSCR 1244; that it bless 
an international presence in Kosovo post-status, and that it 
endorse the substance of Ahtisaari\'s recommendations on 
treatment of minorities and other related issues. A UNSCR 
need not/not explicitly affirm Kosovar independence, which 
would also help avoid a direct confrontation with Russia. 

Fried assured Araud that the U.S. shared the French view that 
a UNSCR was essential to the process and said he preferred 
not to consider fall-backs at this time. The odds of passing 

a resolution, he continued, hinged on EU-U.S. unity; even if 
not all EU member states (Greece, for example) approved the 
UNSCR, building a critical mass of support would be essential 
to overcome Russian stalling. Fried said he expected Kosovo 
to declare its independence immediately following passage of 
the resolution, and the U.S. likely to recognize Kosovo 
immediately thereafter. He assured Araud that the U.S. would 
remain in KFOR. 


11. (C) Araud expressed general agreement with the U.S. 
approach, including the timing, even if France would have 
preferred postponing Ahtisaari\'s presentation of his 
recommendations. He said it was essential that the Serbs be 
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perceived as responsible for any blocages that followed; this 
was also desirable from the point of view of avoiding a 
Russian veto. Araud indicated that Ivanov had reiterated 
standard Russian talking points about mutually agreed 
solutions in his consultations of the previous day, while 
acknowledging that the Serbs had accepted independence for 
Montenegro, and argued for more time. On a UNSCR, Araud said 
it would be a \"miracle\" if it included the three elements 
identified by Fried, suggesting that it might be necessary to 
drop the explicit reference to superseding UNSCR 1444 and to 
argue after the fact that any new UNSCR automatically 
superseded what preceded it. But having a UNSCR was 
absolutely essential, Araud argued, if not for France, then 

for the EU. Failure to pass a resolution would be a disaster 
for the EU: Spain had already indicated that it would not 
recognize Kosovo without one, a position likely shared by 
Romania and Hungary; moreover, a resolution was a key 
precondition for deployment of an EU ESDP mission. 


12. (C) For all those reasons, Araud argued, it would be 
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necessary to do the utmost to obtain a Russian abstention. 
Fried responded that FM Lavrov had promised the Secretary 
about a year ago that Russia would not veto. This was not a 
guarantee, he quickly added, but suggested that it was still 
possible to persuade Russia to abstain. Araud suggested that 
it working the Russians would take time and wondered when 
would be the right moment to move to a vote, and whether this 
would involve calling their bluff. He said the Germans 
believed Kosovo could end up on the agenda for the G-8 summit 
in June. Fried cautioned against waiting this long, adding 

that raising the stakes might in the end prove necessary, but 
we should seek earlier resolution. It also ran the risk of 
undermining the G-8 as an institution. 


13. (C) On Serbia, Araud doubted that the EU would take a 
decision at its February 12 GAERC on next steps, but 
suggested that decisions would be needed in March. The MFA 
was brainstorming on the Stabilization and Association 
Agreement (SAA) and considering what might be done in the 
face of a continuing lack of cooperation on ICTY. He said 
there was a clean division within the EU between the UK and 
the Netherlands on one hand, and Hungary and unspecified 
other member states on the other. Fried responded that the 
U.S. supported EU outreach to Serbia so that Serbia should 
think about a future in the EU rather than the past as 
represented by Kosovo. 


CONTACT GROUP AT MINISTERIAL LEVEL? 


14. (C) Araud said it would be important to maintain the 
Contact Group as a way of demonstrating that close 
coordination with Russia was continuing. He proposed, at the 
end of February, a possible Contact Group meeting at 
political director or even ministerial level, noting that it 

might appear to some as \"paradoxical\" that \"dramatic\" 
decisions would be taken at any other level. Fried responded 
that the Secretary would be raising Kosovo soon with FM 
Lavrov and that he would keep this proposal in mind. He said 
it would be necessary to find the right combination of 

pushing and embracing Russia for them to justify an 
abstention, and then to act quickly thereafter. 


U.S.-EU ESDP MiSSION? 


15. (C) Returning to a possible ESDP mission to Kosovo, 
Araud expressed the hope the U.S. would consider 
participating, saying that this would be the first time the 
U.S. and EU cooperated in an operation. Fried did not rule 
out the possibility, noting that the U.S. would have 
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something to contribute and that this would demonstrate 
U.S.-European unity. But issues of NATO equities would have 
to be considered carefully. Carre said that France would 
await an indication of USG interest before pursuing the idea 
any further, at which time further bilateral exchanges would 

no doubt prove necessary in order to get the details right. 


GEORGIA 


16. (C) Bujon-Barre asked for Fried\'s assessment as to 
whether Kosovo would impinge negatively on the April renewal 
of the UNOMIG mandate for Georgia. Fried responded that he 
would have responded in the affirmative a week earlier, but 
that the Russians had shown a more cooperative side during a 
recent meeting of the Friends Group in Berlin, by showing 
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interest in CBMs for Abkhazia. This trend was further 
reinforced during recent U.S.-Russian discussions in Moscow 
on Nagorno-Karabakh. That said, it was essential to be firm 
with Russia against Kosovo trade-offs; the Secretary, he 
said, had made clear to the Russians that unilateral Russian 
recognition of Abkhazia would constitute a major problem, 
including in U.S.-Russian relations. Fried said he felt 
somewhat encouraged by a recent article in the Russian 
newspaper Kommersant which judged that Russian pressure 
tactics on Georgia had failed, which suggested that the 
Russians were perhaps preparing to reconsider some aspects of 
their policies. He hoped this was the case, and that they 
would be less tempted now to try to hold Georgia hostage. 


CFE AND MOLDOVA/TRANSNISTRIA 


17. (C) Carre worried that the Allied position on the link 
between Russian fulfillment of its Istanbul commitments and 
ratification of the adapted CFE Treaty was reaching its 

limits and was not sustainable over the longer term. Now 
that the Russians and Georgians had reached an agreement on 
basing, it was hard to justify the Allied position on the 

basis of a few stockpiles of munitions in Transnistria. 

There was a risk of killing the adapted Treaty, which argued 
for seeking a way to decouple the Istanbul commitments from 
CFE. It was now time for creative thinking; mentioning the 
issue once a year at the OSCE ministerial was insufficient. 


18. (C) Fried asked rhetorically why Allies felt a need to 
respond to Russian refusal to fulfill its commitments. What 
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was wrong with asking Russia to do what it had committed to 
do? Fried cited the recent U.S. suggestion that the EU 

consider a multilateral mission to Transnistria (that would 
include Russians) as a more appropriate example of creative 
thinking, adding that it could be tailored in such a way as 

to proceed in parallel with further steps toward a political 
settlement. This, he suggested, made more sense than backing 
away from existing commitments. 


19. (C) Carre agreed that the Russian position on stockpiles 
was ridiculous, but continued to argue that the basing 
agreement with Georgia should make it possible to solve other 
issues in a reasonable way. He did not wish to give credence 
to the view that Allies were prepared to abandon the adapted 
CFE treaty or were linking it to a complete solution of 

Russia\'s \"post-colonial\" baggage. Carre also worried that an 
EU mission to Transnistria could put the EU \"between\" Russia 
and the Moldovans and create problems. Fried responded that 
any solution would no doubt involve a package arrangement, 
but should not be one of surrender. 


NATO INFORMAL MINISTERIAL ON AFGHANISTAN/KOSOVO 


20. (C) Carre recalled French satisfaction with the Riga 

summit and reminded Fried that France had done what it could. 
He asked Fried for confirmation that the January 26 

ministerial was aimed at renewing NATO\'s purpose and general 
commitment and was not intended to provoke dramatic new 
commitments. Fried assured him that this was the case, 

adding that it should be seen in the context of a series of 
meetings on Afghanistan aimed at demonstrating the need for a 
comprehensive approach to Afghanistan that included civilian 

as well as military elements and for bolstering Afghanistan 

in anticipation of a spring Taliban offensive. That said, we 
sought and needed required forces, more resources, and an end 
to caveats on this issue. Fried asked if it was correct that 
France might be prepared to provide significant additional 
military resources to Afghanistan. Araud responded that such 

a decision would probably have to be taken by the next 
president. 


21. (C) Carre assured Fried that the French proposal for a 
contact group on Afghanistan was aimed at enhancing political 
coordination and guidance rather than creating a new 
institution, with Araud adding that the French saw a need for 
more political/strategic dialogue among key players. Fried 
assured them that the U.S. had considered the French proposal 
in that same spirit in looking at ways to broaden cooperation 
beyond the purely military aspect. 
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22. (C) Carre announced that, contrary to indications 

earlier in the week, FM Douste-Blazy would now participate in 
the morning session of the Ministerial; he would depart 
before lunch in order to return to Paris for Abbe Pierre\'s 
funeral. (Note: Douste-Blazy originally indicated that he 
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would attend the entire ministerial. Subsequently, Embassy 
was told January 23 that, for domestic political reasons 
related to the ongoing presidential campaigns and prior to 
Abbe Pierre\'s passing, Douste-Blazy would not be able to 
attend the Ministerial.) 


23. (C) Araud, noting ongoing debate in the U.S. Congress on 
Sudan, asked to be informed in advance of any evolution in 
U.S. policy, given the repercussions this could have for 
French interests in Chad and the C.A.R. 


24. (U) A/S Fried cleared this message. 


Please visit Paris\' Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 
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E.O. 12958: N/A 

TAGS: MARR, SNAR, PGOV, PTER, AF 

SUBJECT: POLICE RANK REFORM: MOI DECIDES TO MOVE AHEAD WITH 
PHASE FOUR ASSIGNMENTS, UNAMA VETTING WILL FOLLOW 


REF: KABUL 115 


1. (SBU) Summary: The Ministry of Interior has decided to 
move forward 

immediately with assignments of police company grade officers 
(captains and 

lieutenants) to rank reform positions. Ata January 30 
meeting of the 

International Police Board Coordinating Action Group (IPCAG, 
a monthly 

meeting hosted by the German Police Program Office), German 
Ambassador 

for Police Affairs Helmut Frick reported that in a meeting 
earlier that day, 

attended by UNAMA and CSTC-A, the Minister of Interior 
decided to move 

forward immediately with Phase IV police rank reform 
assignments without 

waiting for international vetting to be completed. This 

position was supported 

by UNAMA,s representative at the MOI meeting, Eckert 
Schiewek, who said 

that UNAMA vetting of the nearly 6,000 officers would take 
too long and 

significantly hold back the rank reform process. Scheiwek, 
who also attended 

the IPCAG meeting, said that UNAMA recognizes to move forward 
quickly 

with rank reform because of the critical security situation 
throughout the 

country. UNAMA has therefore decided to that it will vet 
these junior 

officers but after they have been assigned to their new 
positions. It appears 

from the meeting report that the Ministry is ready, for now, 
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to wait for vetting 

to be completed on Phase Ill candidates, as long as it is 
done expeditiously. 

End summary. 


2. (SBU) Schiewek made the following points to explain 
UNAMA,s 
decision: 


1) UNAMA is already devoting significant resources to vetting 
and is unable 

to move any quicker than it is now. It estimates that it can 
vet approximately 

20 candidates a day. At that rate it would take nearly a 

year ) 285 working 

days - to complete vetting the Phase IV candidates. (Note: 
1,140 Captains, 

1,710 First Lieutenants, and 2,836 Second Lieutenants. End 
note.) 


2) The international community has received strong 
assurances from the 

Government of Afghanistan that if in subsequent vetting any 
candidate is 

found to be unsuitable, his employment will immediately be 
terminated. 

(Note: Evidence leading to UNAMA disqualification would 
include, in 

addition to human rights violations, any credible indication 
of corruption or 

other administrative malfeasance.) 


3) UNAMA expects that it will uncover very few cases of 
disqualifying 

evidence for individuals at the rank of Captain or below. 

These individuals 

are mostly young and - given the tendency among Afghan senior 
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officers not 

to delegate authority - have generally not been in positions 
that could lead to 

abuse of power. 


4) The large majority of the officers in Phase IV reform will 
not be selected 

for new positions. Instead, the reform process will allow 
them to stay in their 

present jobs with a somewhat higher salary. (Note: 
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Pre-reform salaries for 

these officers range from USD 66/mo to USD 78/mo; after 
reform they will 

receive between USD 180/mo and USD 250/mo. End note.) 
Allowing them 

to receive this higher salary, which they were promised would 
take effect 

several months ago, would significantly assist in ANP 
retention efforts. 


3. (SBU) Ambassador Frick, who has been a strong advocate of 
thorough 

police vetting, said that the MOI decision made sense and he 
supported it. 

The rank reform effort needs to move forward quickly, he 
said, and he found 

compelling the Minister,s argument that international 

vetting has made it 

difficult to put the right people in key positions in a 

timely manner. Noting in 

particular that the very large number of individuals to be 
vetted, together with 

the small number of cases that would likely be uncovered 
through the vetting 

process, he agreed that the international community should be 
prepared to go 

back to the GOA and demand dismissal when required, rather 
than holding up 

the vast majority of individuals from receiving the higher 

level of pay to 

which they are entitled. 


4. (SBU) Comment: The MOI meeting was called at the last 
minute, and the 

lack of invitation to the U.S. Embassy was likely an 
unintended oversight. 

However CSTC-A Deputy Commanding General Young, who attended 
the 

meeting, was able to represent U.S. interests and has 
confirmed the contents 

of the discussion. The good news is that UNAMA, which 
recently said it 

would not vet Phase IV police candidates because it was 
unlikely to find many 

cases of abuse, has now said that it will do vetting, 

although at a pace that can 

be handled by its already overworked staff. Post has 
consistently advocated 

the need to place vetted, competent candidates in police 
leadership positions. 

The Ministor of Interior is acting both on President 
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Karzai,s directive to move 

ahead quickly with police assignments (reftel) as well as his 
own cognizance 

of the security situation. His willingness thus far to wait 
until vetting is 

complete before placing candidates has been due to his desire 
to work 

cooperatively with the international community, rather than 
to any legal 

constraint, since the GOA has unilateral decision-making 
power over 


KABUL 00000313 003 OF 003 


selections and assignments. He appears to still be willing 

to do this for more 

senior officers, who are in positions of greater authority. 
However he has now 

considered the security imperative, including the need to pay 
a decent wage to 

officers who are risking their lives for their country, and 

has decided to move 

ahead with Phase IV postings. 

NORLAND 
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SUBJECT: KUWAITIS NOT EXPECTING SOMO TO CEASE FUEL IMPORTS 
TO IRAQ 
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REF: A. BAGHDAD 00299 


B. BAGHDAD 00301 
C. TD-314/71099-06 


Classified By: Econ Counselor Tim Lenderking for reasons 1.4 (b) and (d 


). 


1. (C/NF) Responding to a report that Iraqi Oil Minister 
Shahristani had ordered Iraq\'s State Oil Marketing 
Organization (SOMO) to cease importing fuel from Kuwait (ref 
A), Econoff spoke with Jamal Al-Nouri, Director of 
International Marketing for Kuwait Petroleum Corporation 
(KPC) on 30 January. Al-Nouri said he was unaware of any 
Iraqi plans to discontinue fuel imports from Kuwait. On the 
contrary, he said that KPC and SOMO were in the process of 
negotiating a renewal of the existing contract for benzene, 
diesel, and kerosene, which is due to expire in March 2007. 


2. (SBU) Econoff spoke separately on 30 January with 
Richard Guy, who has been hired as a consultant by Kuwaiti 
logistics company PWC-Tristar to assist in the management of 
Kuwait fuel exports to Iraq. Guy said that PWC-Tristar 
expects to sign a new contract with SOMO \"in the next couple 
of days\" making it the sole contractor responsible for 
transporting Kuwaiti fuel to Iraq. Guy said that PWC-Tristar 
would subcontract the work to various trucking companies. 
(Note: KPC has been telling SOMO for the past two years that 
it would prefer to deal with a single contractor for all fuel 
deliveries to Iraq rather than work with a continually 

changing lineup of trucking companies.) Guy added that 
trucks filled with Kuwaiti fuel for Iraq continue to sit on 

the Kuwaiti side of the border due to trucking companies\' 
frustration with nonpayment from SOMO and GO! detention of 
drivers whom Iraqi officials accuse of siphoning off fuel. 


3. (S/NF) Shahristani\'s allegations that Kuwaiti 
transportation company Rahal has close ties with Salafists 
and supports the Sunni insurgency (refs A and B) are not 
substantiated by recent reporting through separate channels 
(ref C). Such reporting, however, does indicate a possible 
link between Kuwaiti contractors and ShiVa militia activity. 
Post also notes that the family name of the owner of Rahal, 
Mahmoud Boushahri, is ShiVa, making it unlikely that he has 
close ties with Sunni extremists. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 
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Visit Kuwait\'s Classified Website: 
http://www. state.sgov.gov/p/nea/kuwait/ 
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SUBJECT: WHA A/S SHANNON AND FM ARAUJO DISCUSS PLAN 
COLOMBIA, HUMAN RIGHTS, FREE TRADE, AND ECUADOR 


Classified By: Ambassador William B. Wood 
Reason: 1.4 (b,d) 


1. (C) In a one-hour meeting with Foreign Minister Maria 
Consuelo Araujo on January 29, WHA A/S Thomas Shannon 
welcomed the GOC\'s Plan Colombia consolidation proposal. 
Araujo said the proposal assigns new resources to human 
rights, social development, displaced people, and 
Afro-Colombian and indigenous communities. It complemented 
GOC efforts to seek international support from the G-24 and 

to open its economy through free trade deals with the U.S., 
Chile, and Canada. On human rights, Araujo emphasized the 
GOC\'s improved relationship with civil society, as well as 

with the UN Human Rights Commission, whose draft annual 
report for the first time recognized the GOC\'s human rights 
achievements as well as pointing out remaining challenges. 
Shannon told Araujo the U.S. was working to ratify FTAs with 
Colombia and Peru, sign and ratify the FTA with Panama, and 
would propose a forum to promote broader economic integration 
with FTA countries. On Ecuador, Araujo said the bilateral 
relationship was fragile, but constructive, and told Shannon 
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she had a positive relationship with Foreign Minister 
Espinosa. End summary. 


2. (U) On January 29, A/S Shannon headed a U.S. delegation 
to meet with FM Araujo. Shannon was accompanied by 
Ambassador William B. Wood, INL A/S Anne Patterson, Deputy 
Assistant Attorney General Mary Lee Warren, USAID Deputy 
Assistant Administrator Mark Silverman, Deputy Assistant 
Secretary of Defense Steve Johnson, ONDCP Deputy Director 


SIPDIS 

James O\'Gara, INL Office Director for the Americas Tony 

Arias, WHA/AND Director Phil French, Political Counselor John 
Creamer, and D/Polcouns (notetaker). Araujo was accompanied 
by her Chief of Staff, Patty Londono, Ambassador to the U.S. 
Carolina Barco, Colombian DCM Mariana Pacheco, and U.S. 
Office Director Patricia Cortes. 


3. (C) Araujo presented Shannon with a copy of the GOC\'s 
Plan Colombia consolidation phase proposal, saying it was an 
integral part of ColombiaWs approach to strengthening 
national security and social development. The GOC worked 
hard to develop the proposal following U/S Burns\' October 
2006 visit, and rolled it out to the diplomatic community on 
January 24. The proposal assigns new resources to human 
rights, social development, displaced people, and 
Afro-Colombian and indigenous communities. It aimed to help 
reintegrate 42,000 demobilized ex-combatants and deserters 
and promote Colombia\'s competitiveness and licit exports. 
Araujo said the proposal complemented GOC efforts to seek 
international support from the G-24 and to open its economy 
through free trade deals with the U.S., Chile and Canada. 


4. (C) Shannon said the GOC proposal demonstrated Colombia 
was paying the vast majority of the costs of its national 
security and development challenges and helped correct 
misperceptions that the U.S. largely funded such activities. 
The proposal was a key step in strengthening the 
U.S.-Colombia strategic partnership. The proposal\'s 
heightened emphasis on social development should resonate 
well with the new U.S. Congress. Still, while Colombia has 
shown the capacity to fight against the FARC, ELN, 
narcotraffickers, and paramilitaries, it must also 

demonstrate the same determination against the new criminal 
groups. Shannon said Colombia must extend state presence 
throughout the country, including justice, health, and 
education, as well as security. 
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5. (C) Shannon said Secretary Rice would present the 
Department\'s budget to the Congress on February 8; the 
administration could not engage the Congress on Colombia\'s 
proposal prior to that date. The GOC should be prepared to 
provide members of Congress with a summary of the strategy as 
soon as the Secretary makes her presentation. It should also 
seek additional international support as soon as possible. 
Ambassador Wood said the Congress would vote on the budget in 
October and he underscored the need for the GOC to reach out 
to the Europeans as soon as possible to lobby for funding. 

He also urged the GOC to persuade its partners to help 

address Colombia\'s toughest security and development issues 
rather than focusing solely on social programs. Araujo said 

the GOC would reach out as widely as possible, including 
through the G-24, and with countries already contributing to 
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ex-combatant reintegration efforts, such as Mexico, Canada, 
Sweden, and the UK. Uribe would also welcome a visit to 
Colombia by Secretary Rice. 


6. (C) Araujo said the GOC\'s relationship with human rights 
NGOs has significantly improved, noting the GOC\'s 
constructive relationship with UNHCHR chief Juan Pablo 
Corlazzoli. For the first time, the draft UNHCHR annual 
report noted GOC achievements as well as identifying 
remaining challenges. She said the report highlighted GOC 
successes on military criminal justice, the ILO tripartite 

labor accord, the protection program for human rights 
defenders, and the reduction in violence indicators as a 
result of its democratic security policy. Corlazzoli\'s 

criticism of human rights conditions carried more weight with 
the GOC because he recognized progress in some areas. 


7. (C) In response to a question from Deputy Assistant 
Attorney General Warren, Araujo said the GOC would give more 
resources to the Fiscalia\'s Human Rights and Justice and 
Peace Units; U.S. training of human rights lawyers had been 

so effective they had been assigned to other priority tasks, 

such as the new Justice and Peace Unit. They needed to be 
replaced. Araujo emphasized President Uribe\'s January 26 
visit to the Inter-American Court of Human Rights in Costa 

Rica showed the GOC\'s respect for the Court and its 

decisions. Ambassador Wood raised allegations of increased 
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extrajudicial killings and their possible relation to the 
military\'s emphasis on killing terrorists. Araujo said the 
GOC regarded all such allegations as serious and was 
addressing them. 


8. (C) Araujo said Uribe had urged Bolivian President Evo 
Morales and Ecuador\'s Rafael Correa to respect the GOC\'s 
decision to sign the FTA with the U.S. when he met them 
recently in Managua. Uribe was concerned when Correa said 
ATPDEA would be extended indefinitely, based on conversations 
he had with members of Congress. Uribe understood the desire 
to extend trade preferences, but FTA ratification was his 

goal. FTA would provide longer term investor security in 
Colombia. Ambassador Barco said she was optimistic on FTA 
ratification based on meetings with USTR, Congressman Charlie 
Rangel, and Senator Max Baucus, but conceded much hard work 
remained. Uribe would likely seek to meet with the President 

in March or April to advance ratification. 


9. (C) Shannon told Araujo the administration\'s priority was 
ratification of the FTAs with Colombia and Peru, as well as 
the FTA with Panama. The U.S. was also considering 
establishing a forum of countries that had FTAs with the U.S. 
that would promote broader economic integration among 
interested countries. Araujo welcomed the idea, saying it 
was consistent with the GOC\'s vision of a Latin Pacific coast 
network of free trade agreements among like-minded countries. 
The GOC was hosting a meeting of trade ministers in Cali 
January 29-30 to promote this concept. Barco suggested 
including FTA-aspirant countries in the forum, including 
Caribbean states. 


10. (C) Shannon congratulated Araujo on the deft manner in 
which she, and the GOC, had managed relations with Ecuador 
following Correa\'s election. Araujo said the bilateral 
relationship was fragile, but constructive. The GOC saw signs 
Correa was moderating his campaign rhetoric. Ecuador was 
still close to Chavez, but appeared to be moving away from 
him slightly. Araujo said she could work with Ecuador\'s 
Foreign Minister Maria Fernanda Espinosa. Espinosa enjoyed 
Correa\'s trust and was more analytical than her impulsive 
president. Araujo told Shannon the GOC starts manual coca 
eradication on the border on February 1, but would not 
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backtrack on spraying. Colombia\'s sovereignty was 
non-negotiable. ONDCP Deputy Director OVGara thanked Araujo 
for the strong political will the GOC had demonstrated on 
fumigation. 


BOGOTA 00000670 003 OF 003 


11. (C) Araujo asked when the U.S. travel advisory for 
Colombia would be revised. Colombia aimed to attract 3 

million tourists in the next 3 years, up from 1 million 

today, and the travel advisory was key. Ambassador Wood said 
the information was in the process of being updated, and 

noted it had gradually changed in recent years to reflect 
improved security conditions. 


12. (U) A/S Shannon approved this message. 
WOOD 
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SUBJECT: TERRORIST LIST: OMAN RESPONSE 


REF: A. 06 STATE 193615 
B. MUSCAT 12 


Classified By: Acting Deputy Chief of Mission Ed Quinn, reasons 1.4 ba 
nd d 


(C) On January 29, Mansoor al-Raisi, Banking Examination 
Department Manager, Central Bank of Oman, told Econoff that 
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Oman does not maintain a national list of banned terrorist 
entities. Per ref B, Raisi confirmed that the Central Bank 
receives notification from the Ministry of Foreign Affairs, 

via the Embassy, of designations made by the UN 1267 
Sanctions Committee, and informs the banking and financial 
community of such designations through Central Bank 
circulars. The Capital Market Authority, which regulates the 
securities market and insurance sector, is also notified of 

UN 1267 actions. While the government does not officially 
take action on US EO 13224 designations, Raisi noted that the 
Central Bank does inform the financial community when such 
individuals and entities are identified. He reaffirmed the 
Bank\'s firm commitment to U.S. government efforts to combat 
all forms of money laundering and terrorist financing. 
GRAPPO 
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E.O. 12958: N/A 
TAGS: PGOV, PHUM, BO 
SUBJECT: CLINTON BENCH AT KURAPATY MASSACRE SITE VANDALIZED AGAIN 


1. (U) During a January 27 trip to the Kurapaty Stalin-era massacre 
site, DCM and visiting EUR/UMB Office Director Robert Boehme 
discovered that the bench presented in 1994 by former U.S. President 
Bill Clinton on behalf of the United States to the people of Belarus 
had been vandalized again. The top of the bench was broken into 
pieces and vandals removed one of the pieces from the site. 
According to historian and researcher Igor Kuznetsov, this attack is 
at least the 12th time the bench has been vandalized. On January 
30, Kuznetsov told Poloff that while GOB guards allegedly patrol the 
memorial site, they did not report the attack to the police. 

According to Kuznetsov, the police do not have any suspects in the 
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case. 


2. (SBU) To better protect the bench, Kuznetsov suggested that the 
Embassy urge the GOB to increase its patrols of the memorial site or 
erect a fence around the bench. [Comment: A fence would defeat the 
purpose of the bench -- a place to sit to contemplate Stalinist 

crimes -- and would offer a larger target for extremists. End 
comment.] Given the regularity of the attacks on the bench and the 
GOB\'s ineffective protection of the bench, we are considering the 
possibility of transferring the bench on a temporary basis to the 
Embassy compound. We would return the bench to the Kurapaty site 
when a democratic government is in place. 


STEWART 
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DEPARTMENT FOR HR/ER/WLP - S. KORNEGAY, 
CHARLESTON FOR JOETHEL HARRIS 


E.O. 12958: N/A 

TAGS: APER 

SUBJECT: 2006 COMBINED FEDERAL CAMPAIGN REPORT FROM KUWAIT --FINAL 
REPORT--LAST DAY CONTRIBUTION 


REFS: A) 06 STATE 180256, B) 06 KUWAIT 4676, C) KUWAIT 0121 
1. Embassy Kuwait unexpectedly received one additional donation on 


the last day of the campaign and reports the following revised 2006 
Combined Federal Campaign results: 


a. Number of potential donors: 50 
b. Total number of contributions to date 12 
c. Total dollars pledged: USD 10,382.91 


d. Number of employees qualifying for Eagle Award: 3 


e. Number of employees qualifying for Double 
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Eagle Award: 3 


2. One white copy of pledge card was sent to Shelly Kornegay, 
HR/ER/WLP via APO on January 31, 2007. 


3. One yellow copy of pledge card (authorizing payroll deduction) 
was sent to Joethel Harris, FSC Charleston via APO on January 31, 
2007. 


4. This is Embassy Kuwait\'s Final (Last Day) Report. 
Tueller 
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E.O. 12958: DECL: 01/24/2017 

TAGS: PREL, MASS, PTER, PARM, SO, YM 

SUBJECT: REAR ADMIRAL HUNT DISCUSSES SOMALIA AND SECURITY 
WITH ADEN OFFICIALS 


REF: SANAA YM 101225Z 
Classified By: DCM NABEEL KHOURY, FOR REASONS 1.4 (B) AND (D). 


1. (C) Summary: On January 22, visiting Combined Joint 

Task Force-Horn of Africa (CJTF-HOA) Commander Admiral 
Richard Hunt traveled to Aden to meet with the governor and 
local security officials. Governor Ahmed al-Kohlani 

expressed appreciation for USG support to the Yemeni Coast 
Guard, saying security was crucial to AdenYs economic 
development. Southern Regional Military Commander MG Madhi 
Maqwala expressed support for US efforts to stabilize Somalia 
and hoped an international peacekeeping force under the 
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African Union would soon be deployed. Colonel Lotf 
al-Baraty, Director of the Yemeni Coast Guard (YCG) - Aden 
District, thanked the USG for its support and briefed the 
Admiral on the YCG\'s expansion plans. End Summary. 


2. (C) Governor Kohlani told Hunt that \"security 

cooperation is excellent\" in the Aden province, especially 

with the Yemeni Coast Guard. He hoped to expand cooperation 
with the United States to economic development, saying \"Aden 
deserves our cooperation.\" He noted that the people of Aden 
appreciate USG support because they want to prevent another 
incident like the 2000 USS Cole attack and the resulting 
economic devastation the attack caused for the Aden port. 


3. (C) On Somalia, Hunt stressed that the Transitional 
Federal Government (TFG) must take advantage of the current 
opportunity by controlling warlords and establishing an 
inclusive government. Kohlani agreed, saying that Aden 
acutely felt the impact of Somali instability because of the 

large numbers of refugees living throughout the province. He 
hoped that the TFG would soon create a national army out of 
the various tribes, so that the Ethiopian troops could 

withdraw from Somalia. 


4. (C) Hunt provided a short brief of USG efforts on 

Somalia, saying he hoped that an African Union stabilization 
force could soon be deployed to Somalia in support of an 
inclusive federal government. Maqwala agreed, adding that 

the Ethiopian forces must withdraw immediately so they are 

not viewed as \"occupiers.\" Maqwala expressed confidence that 
once security was established with a strong national army, 

the Somali people and the Arab League would rally behind the 
government. \"Do not leave Somalia alone, he cautioned, or 
instability would return. 


5. (C) Maqwala said that his primary concern with Somalia 
was the large number of refugees living in the Aden province, 
but noted that some refugees, especially TFG supporters, were 
returning to Somalia. He was unaware of any plans from the 
Ministry of Defense to increase security around Aden, as was 
done in the Eastern Military Region where the majority of 
refugees arrive to Yemen (ref A). 


Column 3 


6. (C) Colonel Baraty expressed appreciation for USG support 
through the Foreign Military Financing program, including a 
recent two-week training course in Aden on boat operation and 
maintenance. While cooperation is excellent, he hoped that 
the United States could provide more training opportunities 

to lower ranking and enlisted officers, especially on 
maintenance. Office of Military Cooperation Chief replied 

that Post was exploring the possibility of providing a 

full-time advisor to satisfy that request. 


7. (C) Baraty briefed Hunt on the YCG\'s expansion plan in 
the Aden District. He anticipated that the majority of new 
bases would be operational by the end of 2008, giving YCG 
control over 550 kilometers of coast. Baraty also said that 

a Vessel Trafficking System, being constructed with funding 
from the Italian government, should be completed in the Aden 
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District by the end of 2007, boosting YCG\'s efforts to secure 
the crucial shipping lanes in the Bab al-Mandeb. 


8. (U) This cable was cleared by Rear Admiral Hunt. 
KRAJESKI 
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E.O. 12958: DECL: 01/25/2017 
TAGS: PGOV, KPKO, MOPS, CG 


Column 3 
SUBJECT: FARDC GENERAL DISMISSIVE OF CONCESSIONS FOR 
NKUNDA\'S TROOPS, WANTS PRESIDENTIAL GUARD INTEGRATED 


REF: KINSHASA 65 
Classified By: Poloff KRBel for reasons 1.4 b/d. 


1.(C) Summary. Major General Bulenda Padiri, Commander of 
the DRC\'s Ninth Military Region, does not agree with the 
GDRC\'s negotiated concessions to Laurent Nkunda\'s troops in 
North Kivu. He believes that real integration and eventual 
redeployment outside of the Kivus are necessary for these 
forces. Padiri also wants complete integration of the 

Republican Guard. End summary. 


2.(C) Padiri met DATT and Poloff on January 23. Padiri, a 
Mai Mai leader from South Kivu, is based in Kisangani and 
commands the Ninth Military Region, including Ituri District. 

He was dismissive of the concept of \"mixage,\" which will 
blend insurgent troops loyal to dissident general Laurent 
Nkunda into non-integrated FARDC brigades in North Kivu 
(reftel). FARDC integration (called \"brassage\") was designed 
to combine former belligerents into a single army, to break 

up pre-existing chains of command and pre-war loyalties, and 
to redeploy forces outside of their traditional areas of 
operations. Padiri acknowledged the necessity for nudging 
Nkunda\'s troops into the formal military structure, but he 
stated that allowing them to remain together in their home 
territory is unworkable in the long term from a military 
management perspective. He predicted that their inclusion in 
a wider integration and redeployment process would eventually 
be required in order for them to remain in the armed forces. 


3. (C) Padiri was critical of the relative independence and 
impunity of the Republican Guard, which he likened to a 
private militia within the military forces. Padiri claimed 

that there are approximately 15,000 members, of which the 
vast majority -- \"up to 95 percent\" -- are from the 

President\'s home province of Katanga. Padiri complained that 
the Guard creates security concerns and fear in Kisangani, 
where its members are the only troops still openly carrying 
rifles and automatic weapons and are apparently impervious to 
regular military discipline. Padiri stated that complete 
integration of the Guard into the regular army was necessary 
to remove the threat of an \"independent army\" and to 
professionalize the armed forces. 


4. (C) Comment. It is no surprise that ex-Mai Mai Padiri 
opposes concessions to Nkunda and the non-integration of the 
Republican Guard. That said, his points are valid. \"Mixage\" 
should be considered a short-term solution as a first step to 
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return Nkunda\'s renegade troops to formal military control. 
Padiri is also right that the bulk of the Republican Guard 
should be integrated and brought under unified FARDC control. 
End comment. 

MEECE 
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SIPDIS 


E.O. 12958: N/A 
TAGS: ASEC, KRCM, MA 
SUBJECT: ANTAQNARIVO: ANNUAL CRIME EVALUATION QUESTIONNAIRE (ACEQ)Q 


1. (U) CRIME MOBILITY: 


B. Criminal elements generally concentrate their activities in high 
crime areas, but sometimes enter nearby neighborhoods, including 
those containing Mission housing. 


COMMENT: Criminal elements in the capital usually focus on densely 
populated areas and commercial zones but sometimes branch out into 
the neighborhood where most Mission residences are located. 


2. (U) CRIME AMBIENCE: 


B. Mission neighborhoods are surrounded by low crime buffer zones, 
which are perceived as safe during the day, but are unsafe at night 
because of petty street crime. 


COMMENT: While our neighborhoods do not have buffer zones per se, it 
is generally safe to walk around the Mission housing area day and 

night. However, the perception by thieves is that foreigners have 

money; therefore crimes are committed in our neighborhoods and 
surrounding areas day and night. RSO does not advise walking at 

night outside of the Mission housing area. 
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3. (U) AGGRESSIVENESS OF CRIMINALS: 


C. Criminal perpetrators usually commit street crimes and 
burglaries, and are not deterred by risk of confrontation with 
occupants during burglaries. 


COMMENT: Traditionally, Malagasy are passive people. In previous 
ACEQs\'s post had reported a sharp increase in crime. However, during 
this reporting period, crime has decreased significantly despite the 
struggling economy. Criminal gangs do exist and are comprised of 
former felons, ex-military and police from the former regime. In the 

past these gangs have been responsible for committing home invasions 
and kidnappings in Madagascar. Often the criminals know the 
occupants of the residence and have no problem confronting them. 


4. (U) ARMING OF CRIMINALS: 


B. Criminal perpetrators usually are armed with knives/lethal 
cutting weapons. 


COMMENT: Most criminals in Madagascar carry some sort of weapon when 
committing an offense. That can be partly attributed to the fact 

that most Malagasy men carry knives or other edged weapons for 
self-defense and/or for work. In the past criminals armed themselves 

with pistols and in some cases with automatic weapons such as 

AK-47\'S. These weapons are believed to be from stocks issued to 

former police and military members of the former GOM regime. 

Further, there have been several arrests of individuals making home 

made handguns. 


5. (U) AGGREGATION OF CRIMINALS: 


C. Criminal perpetrators usually operate in groups of 
two to four individuals (or larger) and occasionally can be 
confrontational and violent. 


6. (SBU) DETERRENCE/RESPONSE OF POLICE: 


C. In the past Local police were ineffective at deterring crime. 

However, there has been a significant improvement as law enforcement 
officials have increased the number of police patrols throughout the 
city. One area that continues to hinder police is the response time 

to alarms or emergency calls with in a reasonable amount of time. It 
usually takes 30 minutes or longer for police to respond. Police 

have a mediocre record in apprehending suspects after the fact. 
Moreover there is a tendency to shoot and kill suspects rather than 
physically apprehending them. 


COMMENT: Embassy Antananarivo is very active in its efforts to 
detect and deter crime in the American Diplomatic Community. Local 
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police have a history of being non-effective in deterring crime. 
Moreover their response time is usually 30 minutes or more. Often 
they depend on the Embassy to provide transportation to a particular 
crime event or conducting an investigation. The Embassy\'s 24/7 local 
guard force (LGF) program, combined with the LGF contractor\'s roving 
patrol that has the capability of responding within minutes, is our 

best deterrent against violent, invasive crime in our housing area. 


7. (SBU) TRAINING/PROFESSIONALISM OF POLICE 


C. Police are mediocre in professionalism and training; they are 
somewhat apathetic toward Post residential security requirements, 
including response to alarms and investigation of incidents in 
Mission neighborhoods; they have definite resource/manpower 
limitations that inhibit their deterrence or response 

effectiveness. 


COMMENT: There are two national police forces in Madagascar. The 
National Police has criminal jurisdiction for all cities in 

Madagascar, and has the responsibility to protect Mission 

residential areas from criminal activity. The Gendarmerie is 
considered to be more professional and responsive than the National 
Police, having assisted Post in the past with regard to criminal 
incidents against Peace Corps Volunteers. Police/Gendarmerie lack 
professional training in many areas of policing. However, since 
joining the International Law Enforcement Academy (Gaborone, 
Botswana) the level of expertise and professionalism is improving. 
Further, tQ police lack resources that would enable them to be more 
responsive (vQicles, communication systems). 


MCGEE 
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E.O. 12958: N/A 
TAGS: PREL, PGOV, EAID, ECON, ENRG, KISL, CN 
SUBJECT: COMOROS EAGER FOR BILATERAL TALKS WITH U.S. 


Ref: A) ANTANANARIVO 0077 


B) 06 ANTANANARIVO 1207 
C) 06 ANTANANARIVO 1009 
D) 06 STATE 159380 

F) 06 ANTANANARIVO 992 


1. SUMMARY. During meetings January 22-23 in the Union of the 
Comoros, PolEcon Chief and visiting Desk Officer laid the ground 
work for the first meeting of the U.S.-Comoros Joint Committee for 
Bilateral Cooperation. The Comoran officials expressed interest in 
discussing the African Growth and Opportunity Act (AGOA), the 
Millennium Challenge Account (MCA) as well as cooperation in others 
fields, including security. Unless a Washington-based Delegation 
Head were to become available, Ambassador McGee would lead the first 
meeting to the Comoros in February or March, potentially to be 
followed by a second 2007 meeting in the U.S., probably on the 
margins of the UNGA. END SUMMARY. 


2. In meetings with Union of the Comoros Vice President Idi\'s 
Secretary General and Ministry of External Affairs Secretary General 


SIPDIS 

(both Deputy equivalents), PolEcon Chief and visiting DeskOff 
discussed possible topics for bilateral discussions between the 
Government of the Union of the Comoros (GOC) and the United States. 
SG Inzouddine suggested discussing qualification for AGOA and asked 
for more information to pursue Comoros access to U.S. markets under 
the program. Repeating a request President Sambi made to the 
Ambassador in an earlier meeting, GOC officials asked about 

eligibility for a Millennium Challenge Corporation (MCC) Compact. 
Acknowledging Comoros might be a long road away from meeting the 
requirements, officials asked only that the United States explain 

where to begin and what steps to take. Comoran Charge dl Affaires 

to New York Mahmoud Aboud, in Moroni for consultations, tentatively 
scheduled with DeskOff to visit Washington in the near future for 

initial discussion with MCC officials about the program. Overall, 

the GOC sought themes of U.S. friendship and opportunity for the 
agenda for bilateral talks later this year. 


3. On format, the GOC officials accepted in principle that 

Ambassador McGee could lead the delegation to inaugurate the 
\"U.S.-Comoros Joint Committee for Bilateral Cooperation\" in the near 
future, to be followed by higher-level talks, perhaps on the 

sidelines of meetings in Washington or New York. Vice President 

Idi, who also holds several key Ministerial portfolios, would open 
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the talks with the Ambassador. A half-day of working-level meetings 
on AGOA, MCC, possible education and health cooperation, and talks 
on ongoing security cooperation would round out the agenda. 


4. While grateful for the frequent contact with U.S. Embassy 
Antananarivo, SG Inzouddine urged the United States to establish a 
permanent presence in Moroni. PolEcon Chief and DeskOff shared that 
a recommendation for an official American presence in Comoros was 
under consideration, but no decision has been made. The SG noted 
that a U.S. diplomatic presence would provide \"balance\" in Comoros; 
restating the point that all tangible signs of U.S. friendship 

\"reassured\" the Comoran people. 


5. Finally, both SGs emphasized the need for \"economic partners\" for 
development in Comoros. Vice President Idi reportedly wants to 
encourage geothermal energy projects around the Karthala volcano to 
meet energy needs - if feasible. Given ExxonMobil\'s exploration in 
the Mozambique Channel off Madagascar\'s coast, GOC officials are 
also hopeful that Comoros may have petroleum reserves. The GOC 
would welcome American private sector participation in part of the 
bilateral talks, if not in energy, then in other promising sectors 

in Comoros like tourism, agribusiness or light manufacturing (if 

AGOA becomes a reality). 


6. Both officials commended the United States for the distance 
education program just underway in Comoros to train teachers via 
radio broadcasts. In a separate meeting, the Union Minister of 
Education affirmed that material and human resources would be 
devoted to completing the distance education materials. Our 
interlocutors noted the Peace Corps did a great deal to improve 
education until the program closed in the mid-1990s. As Post hears 
regularly, GOC officials made a plea for reopening the Peace Corps 
program - emphasizing how the Program reassured the Comoran 
population about American friendship. Secretary General Mouigni 
recalled a certain \"famous\" Volunteer, Bob White, who used to sing 
in the Comoran language on a radio program. 


7. COMMENT: Surprisingly, an explicit request for financial 
assistance was not raised in these meetings, although this would 
obviously be welcome given the budget difficulties in the Comoros. 
Our interlocutors enthusiastically supported the inauguration of 
U.S. - Comoros bilateral talks as a sign of friendship and welcomed 
this series of brainstorming sessions to consider possible 
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opportunities. With the Department\'s consent, Post will continue to 
flesh out a program for one-day U.S. - Comoros bilateral talks to 
realize Assistant Secretary Frazer\'s proposal to President Sambi in 
September 2006. END COMMENT. 
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MCGEE 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PGOV, KDEM, PINR CG, ELECTIONS 
SUBJECT: KABILA COALITION DOMINATES IN KATANGA SENATE 


REF: KINSHASA 86 


1. (U) Results of the January 19 senatorial vote in Katanga 
confirmed the dominance of President Joseph Kabila\'s AMP 
coalition in his home province. Nine of the 16 senators 
elected by the provincial assembly January 19 are members or 
allies of Kabila\'s AMP coalition. Only one of the parties 

allied with Jean-Pierre Bemba\'s UN coalition won a seat. 


2. (U) The UN senator elected in Katanga is Vincent Lunda 
Bululu who served as Mobutu\'s prime minister from 1990-91, 
ran for president in the July 2006 first round, and is one of 

the founders of Bemba\'s MLC. Two well-known figures in the 
government of Laurent Kabila were also elected. Floribert 
Luhonge, running as an independent, and Gaetan Kakudji of the 
PPRD, were Laurent Kabila\'s prosecutor general and interior 
minister respectively at the time of his assassination in 

2001. 


3. (U) The Katangan delegation will include two of the five 
women elected to the Senate nationwide. Of the 16 senators 
elected by the provincial deputies, four each were chosen to 
represent the districts of Haut-Katanga, Haut-Lomani, Lualaba 
and Tanganyika. The new Congolese constitution includes 
provisions for an eventual division of Katanga into four 
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provinces comprising these areas. 


5. (SBU) Begin biographical information 
Bijoux Goya Kienge (Independent) 


Goya, 38, one of KatangaWs two women senators, was born 
November 20, 1968. 


Vincent de Paul Lunda Bululu (RSF/UN) 


Lunda Bululu, 64, was prime minister from 1990-91. A 
professor of law and economics at the University of Kinshasa, 
he served in the transitional National Assembly. He joined 
BembaWs UfN coalition after an unsuccessful presidential run 

of his own. He was a member of the MLC executive board from 
2001-03 and of its College of Founders, following a period as 
an RCD rebel leader. Originally from Babemba, Katanga, he 
was born October 15, 1942. 


Godefroid Kyangwe Muleya (CODECO/AMP) 

Kyangwe, 67, is owner-editor of the Lubumbashi daily 
\"Mubaka.\" Born June 26, 1939. 

Marie Claire Kikontwe Tumbwe Amani (PPRD/AMP) 

Kikontwe, 60, was a senator during the transition, and 

chaired the senatorial committee of the Women\'s Parliamentary 
Forum. During the Mobutu era, she was a member of the MPR 
political bureau and served on its central committee. A 

lawyer, she also holds a master\'s in philosophy. Born August 
25, 1946. 

Justin Kiluba Longo (PALU/AMP) 


Kiluba, 40, was born February 28, 1966. 


Ernest Lungu Kasongo Mukonzo (Forces du Renouveau/AMP) 
Lungu, 58, was deputy higher education minister under Mobutu. 


He also served as head of the Mobutu\'s MPR in Bukuma 
territory, Katanga. Born Kamina, November 28, 1948. 


Mwamus Mwamba Mushikonke (FSIR/AMP) 
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Mwamba, 37, is the Katanga representative to ONDH, the 
transitional human rights oversight body. He is the former 
head of the NGO Education Committee for Fundamental Rights 
(CVDF). Born July 6, 1969. 


Pierre Ntambo Nkula Ntanda (PPRD/AMP) 
Msgr. Ntambo, 59, is Bishop of the North Katanga Episcopal 
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Area of the United Methodist Church. He is a member of the 
church\'s New York-based General Board of Global Ministries, 
and chancellor and chairman of the board of Africa University 
of Nashville, Tennessee. He received a master of divinity 

from Nairobi International School of Theology. Born December 
12, 1947. 


Godefroid Mwenda-Bantu Munongo ur. (Independent) 


King Mwenda VIII, 39, is the traditional chief (\"mwame\") of 
the Bayeke people. He is president of the National Alliance 
of Traditional Authorities of the Congo. Born April 29, 1967. 


Patrick Thierry Andre Kakwata Nguza (Independent) 


Kakwata, 33, is a technical assistant with Belgian Technical 
Cooperation. He will be the youngest member of the Senate. 
Born April 10, 1973. 


Floribert Musendu Flungu (Independent) 


Musendu, 45, was elected to the Katanga provincial assembly 
in October 2006. He has held senior executive positions at 
two mining companies with ties to Chinese firms. Born April 
13, 1961. 


Gaston Kahilu Mbaka (PPRD/AMP) 


Kahilu, 67, is a retired director of the Congolese Central 
Bank. He has also served as deputy director general at the 
electricity parastatal SNEL. Born August 18, 1939. 
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Amiral Kabamba Fataki (Independent) 


Kabamba, 37, was born January 4, 1970. 


Floribert Luhonge Kabinda Ngoy (Independent, allied with AMP) 


Luhonge, 64, was Prosecutor General at the time of Laurent 
Kabila\'s assassination and led the investigation into it. He 
was appointed by Kabila to the position in 1998 following 14 
years as apracticing attorney in Katanga. He was a career 
magistrate 1970-82. An ethnic Luba, he was born in 
Albertville May 25, 1942. 


Theodore Yamungu Kisimba (UNADEF/AMP) 


Yamungu, 56, was born February 7, 1950. 


Gaetan Kakudji (PPRD/AMP) 


Kakudji, 64, was a close associate and cousin of Laurent 
Kabila. He was interior minister at the time of Kabila\'s 
assassination and previously served as governor of Katanga. 
He had a long career in Belgium as a journalist and 
administrator before returning to Congo. Born Ankoro, 
Katanga, October 3, 1942. 
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Column 3 
SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR SCA/FO DAS GASTRIGHT, SCA/A, S/CRS, S/CT, EUR/RPM 
STATE PASS TO USAID FOR AID/ANE, AID/DCHA/DG 

NSC FOR AHARRIMAN 

OSD FOR KIMMITT 

CENTCOM FOR CFC-A, CG CJTF-76, POLAD 


E.O. 12958: N/A 

TAGS: MARR, SNAR, PGOV, PTER, AF 

SUBJECT: POLICE RANK REFORM: MOI DECIDES TO MOVE AHEAD WITH 
PHASE FOUR ASSIGNMENTS, UNAMA VETTING WILL FOLLOW 


REF: KABUL 115 


1. (SBU) Summary: The Ministry of Interior has 
decided to move forward immediately with assignments 
of police company grade officers (captains and 
lieutenants) to rank reform positions. Ata January 

30 meeting of the International Police Board 
Coordinating Action Group (IPCAG, a monthly meeting 
hosted by the German Police Program Office), German 
Ambassador for Police Affairs Helmut Frick reported 
that in a meeting earlier that day, attended by 

UNAMA and CSTC-A, the Minister of Interior decided 
to move forward immediately with Phase IV police 
rank reform assignments without waiting for 
international vetting to be completed. This 

position was supported by UNAMA,s representative at 
the MOI meeting, Eckert Schiewek, who said that 
UNAMA vetting of the nearly 6,000 officers would 

take too long and significantly hold back the rank 
reform process. Schiewek, who also attended the 
IPCAG meeting, said that UNAMA recognizes to move 
forward quickly with rank reform because of the 

critical security situation throughout the country. 
UNAMA has therefore decided to that it will vet 

these junior officers but after they have been 

assigned to their new positions. It appears from 

the meeting report that the Ministry is ready, for 

now, to wait for vetting to be completed on Phase 

Ill candidates, as long as it is done expeditiously. 

End summary. 


2. (SBU) Schiewek made the following points to 
explain UNAMA,s decision: 


1) UNAMA is already devoting significant resources 
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to vetting and is unable to move any quicker than it 
is now. It estimates that it can vet approximately 

20 candidates a day. At that rate it would take 
nearly a year - 285 working days - to complete 
vetting the Phase IV candidates. (Note: 1,140 
Captains, 1,710 First Lieutenants, and 2,836 Second 
Lieutenants. End note.) 


2) The international community has received strong 
assurances from the Government of Afghanistan that 
if in subsequent vetting any candidate is found to 

be unsuitable, his employment will immediately be 
terminated. (Note: Evidence leading to UNAMA 
disqualification would include, in addition to human 
rights violations, any credible indication of 

corruption or other administrative malfeasance.) 


3) UNAMA expects that it will uncover very few cases 
of disqualifying evidence for individuals at the 

rank of Captain or below. These individuals are 
mostly young and - given the tendency among Afghan 
senior officers not to delegate authority - have 
generally not been in positions that could lead to 
abuse of power. 


4) The large majority of the officers in Phase IV 
reform will not be selected for new positions. 

Instead, the reform process will allow them to stay 

in their present jobs with a somewhat higher salary. 
(Note: Pre-reform salaries for these officers range 
from USD 66/mo to USD 78/mo; after reform they will 
receive between USD 180/mo and USD 250/mo. End 
note.) Allowing them to receive this higher salary, 
which they were promised would take effect several 
months ago, would significantly assist in ANP 
retention efforts. 
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3. (SBU) Ambassador Frick, who has been a strong 
advocate of thorough police vetting, said that the 
MOI decision made sense and he supported it. The 
rank reform effort needs to move forward quickly, he 
said, and he found compelling the Minister,s 
argument that international vetting has made it 
difficult to put the right people in key positions 

in a timely manner. Noting in particular that the 

very large number of individuals to be vetted, 
together with the small number of cases that would 
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likely be uncovered through the vetting process, he 
agreed that the international community should be 
prepared to go back to the GOA and demand dismissal 
when required, rather than holding up the vast 

majority of individuals from receiving the higher 

level of pay to which they are entitled. 


4. (SBU) Comment: The MOI meeting was called at the 
last minute, and the lack of invitation to the U.S. 
Embassy was certainly an unintended oversight. 
However CSTC-A Deputy Commanding General Young, who 
attended the meeting, was able to represent U.S. 
interests and has confirmed the contents of the 
discussion. The good news is that UNAMA, which 
recently said it would not vet Phase IV police 
candidates because it was unlikely to find many 
cases of abuse, has now said that it will do 

vetting, although at a pace that can be handled by 
its already overworked staff. Post has 

consistently advocated the need to place vetted, 
competent candidates in police leadership positions. 
The Ministor of Interior is acting both on President 
Karzai,s directive to move ahead quickly with police 
assignments (reftel) as well as his own cognizance 
of the security situation. His willingness thus far 

to wait until vetting is complete before placing 
candidates has been due to his desire to work 
cooperatively with the international community, 
rather than to any legal constraint, since the GOA 
has unilateral decision-making power over selections 
and assignments. He appears to still be willing to 
do this for more senior officers, who are in 

positions of greater authority. However he has now 
considered the security imperative, including the 
need to pay a decent wage to officers who are 
risking their lives for their country, and has 

decided to move ahead with Phase IV postings. 
NORLAND 
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SIPDIS 


SIPDIS 
SENSITIVE 


STATE FOR AF/S KAMANA MATHUR 
STATE FOR INR/AA RITA BYRNES 
STATE FOR AF/RSA MIKE BITTRICK 
STATE FOR ACOTA 

ADDIS FOR USAU 


E.O. 12958: N/A 

TAGS: PGOV, KDEM, MI 

SUBJECT: MUTHARIKA BACKS OFF TROOP COMMITMENT TO 
SOMALIA 


REF: (A) STATE 5683, (B) LILONGWE 28, (C) LILONGWE 42 


1.(SBU) Despite previous statements by the GOM\'s 
Minister of Defense(reftel C) and public reports out 

of Addis Ababa, President Mutharika said on January 30 
that Malawi has not yet made a decision to commit 
troops to an AU mission in Somalia. 


2.(SBU) Mutharika, at a press conference on his return 
from the AU Summit, pointedly denied that Malawi had 
made a decision to commit forces to an AU Somalia 
mission. He said that the opposition had not been 
consulted, the Cabinet had not approved, no \"formal 
request\" had been received, nor had Malawi received 
clear information about what role would be expected 
for Malawi\'s troops, i.e, whether it would be a combat 
mission, a static guard mission, or policing. 


3. (SBU) Mutharika did not rule out Malawi\'s inclusion 
in the Somalia mission. He merely made it clear that 
he had not authorized the Minister of Defense\'s 
previous statements on this issue. According to a GOM 
official, the troop deployment is expected to be 
discussed during Mutharika\'s next cabinet meeting on 
February 2. 


4.(SBU) Comment: Mutharika seems intent on assuaging 
the opposition before the February 19 parliamentary 
session. Opposition leader John Tembo had recently 
been quoted in the press questioning why his party 
hadn\'t been consulted regarding the mission. 

Mutharika could thus be trying to take Somalia off the 
table as a potential problem-point during the 
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parliamentary session. We will continue to follow up 
with the GOM on this issue. End Comment. 


EASTHAM 
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E.O. 12958: DECL: 01/31/2017 

TAGS: PREL, YE, MU 

SUBJECT: OMANI MFA UNDER SECRETARY ON ARAB LEAGUE SUMMIT 
AND YEMENI MEMBERSHIP IN GCC 


Classified By: Ambassador Gary A. Grappo for Reasons 1.4 (b, d) 


1. (C) Ministry of Foreign Affairs Under Secretary Sayyid 
Badr al Busaidi told the Ambassador on January 31 that the 
next Arab League Summit would be held in Riyadh in late 
March. According to Sayyid Badr, Saudi King Abdullah had 
insisted that the summit be held in Riyadh, rather than in 
Sharm al Sheikh or other proposed venue, to disprove fears 
held by some Arab officials that the Saudi capital was not 
sufficiently secure to host such an event. Sayyid Badr added 
that Saudi envoys would soon be delivering invitations to 

Arab League heads of state to attend the summit. (Comment: 
Given that King Abdullah visited Muscat on December 23, 2006, 
it is likely - though not certain - that Sultan Qaboos will 
reciprocate and travel to Riyadh for at least part of the AL 
Summit. End comment.) 


2. (C) Sayyid Badr further informed the Ambassador that 
Saudi Arabia and Oman had recently established an informal 
study group to address questions pertaining to potential 
Yemeni membership in the GCC. He noted that King Abdullah 
had recently \"come around\" to at least consider the 
possibility of Yemen joining the GCC, but stressed that 
officials in both Riyadh and Muscat agreed that much work 
would be required before Yemen could be a serious candidate 
for GCC membership. The study group, Sayyid Badr elaborated, 
would likely come up with a list of actions that the Yemeni 
government would have to take to resolve concerns of GCC 
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states on economic, political and security issues. The group 
will also examine the implications of Yemeni membership for 
Iraq and other states neighboring the GCC, he added. 
GRAPPO 
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DEPT FOR S/WE - Sasha Mehra and Gerda Lane 


E.O. 12598: N/A 
TAGS: KWMN, PHUM, PREL, GV 
SUBJECT: Influential Women -- Guinea 


REFS: (A) 06 State 178055, (B) State 11245 


1. (SBU) Post identifies the following leaders as the five most 
influential women in Guinea: 


A. Rabiatou Serah Diallo, General Secretary 

National Federation of Guinean Workers 

CNTG 

Bourse de Travail 

BP 237 

Conakry, Guinea 

(224) 60-26-20-62 or 60-22-19-59 

Email: nenefoune@yahoo.fr or aissatoudiaraye@yahoo.fr 


B. Henriette Conte, First Lady of the Republic of Guinea 
Mother Henriette Conte Foundation 

Cite des Nations 

BP 4007 

Conakry, Guinea 

(224) 60-21-18-00 or 60-26-29-76 


C. Saran Daraba Kaba, President 
Mano River Women\'s Peace Network 
Carrefour Chinois, Quartier Miniere 
Commune de Dixinn 
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BP 2101 

Conakry, Guinea 

(224) 60-29-14-23 or 60-55-92-69 
Email: manoguinee@yahoo.com 


D. Hadja Mariama Djelo Barry, Executive Secretary 
National Committee to Combat AIDS 

Villa No. 9 

Cite des Nations, Kaloum 

BP 3934 

Conakry, Guinea 

(224) 43-36-44 or 60-29-46-87 

Email: cnlsida02@yahoo.fr 


E. Chantal Colle, Director 
Areeba Guinee 

Quartier Almamya 
Commune de Kaloum 
BP 3237 

Conakry, Guinea 


COMMENT: We decided to include Ms. Colle, because she is extremely 
influential, both in business and behind the scenes at the 

Presidency. Her influence is not, however, perceived by the general 
population as benign. 


2. (SBU) Guinean women who may become more influential on the 
national level, but who are currently active and visible in specific 
sectors and/or regions follow: 

-- Fatoumata Kaba Sidibe, Minister of Cooperation 

Republic of Guinea 

-- Camara Aminatou Barry, Minister of Posts and Telecommunications, 
Republic of Guinea 

-- Mariama Kolenke Bah, Vice President and PUP Deputy 

National Assembly of the Republic of Guinea 

-- Fatoumata Matty, Mayor of the Municipality of Kankan 

-- Fatoumata Tellire Bah, Mayor of Municipality of Pita 

-- Rouguy Barry Kaba, President, Aid for Sustainable Development and 
former mayor of Matam, one of Conakry\'s five municipal divisions 

-- Aissatou Bella Diallo, former Minister of Information 

-- Mariama Aribot, former Minister of Social Affairs 


3. (U) The officer at post who is primarily responsible for women\'s 
issue is Pol/Econ Section Chief Jessica Davis Ba. The Embassy\'s 
telephone number is (224) 30-42-08-61/62/63; Fax number (224) 
30-42-08-73. Ms. Davis Ba can also be contacted on cellular phone 
number (224) 64-31-03-78, e-mail is DavisBaJL@state.gov 


MCDONALD 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PGOV, PINR, KDEM, CG, ELECTIONS 

SUBJECT: IN BANDUNDU, KABILA\'S ALLIES WIN SLIGHT MAJORITY 
OF SENATE SEATS 


1. (U) Results from the January 19 Senate elections in 

Bandundu gave Kabila\'s Alliance for the Presidential Majority 
(AMP) a narrow majority of seats in Prime Minister Antoine 
Gizenga\'s home province. The pro-Kabila PPRD won two of the 
province\'s twelve Senate seats, as did Mbusa Nyamwisi\'s 

Forces du Renouveau (FN); Gizenga\'s PALU won one. AMP allies 
in two other parties won one seat apiece. Independent 

candidates won two seats, while the MLC and two of its UN 
coalition allies won one seat apiece. 


2. (SBU) Biographical information: 


Sylvain Mbuku Nuni (Independent) 

Mbuku, 65, was elected to the Mobutu-era legislature in 1977 
and 1982. He was a member of the economic and financial 
committee and the mines and energy sub-committee. He is a 
native of Kipuna, Bandundu. Born May 17, 1941. 

Jonathan Bialosuka Wata (CRD) 

Bialosuka, 41, was defeated for the National Assembly in July 


2006. Born July 4, 1965. 


Albert Nzofu Shamanzil (FR) 
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Nzofu, 66, was born November 6, 1940. 


Hippolyte Musema Mambakila (MLC) 


Musema, 55, was the primary and secondary education minister 
in 1997. He participated in the Sovereign National 

Conference in 1991 as a member of its social and cultural 
committee. He had a twenty-year career as a secondary school 
teacher. He was born in Kiala-Kasa on December 15, 1951. 


Damien llunga Gutumbuga (PALU) 


66 years old, architect. Born June 20, 1940. 


Saturnin Luono Kimbanga (FR) 


Luono, 61, is a career Central Bank official. He was 
defeated in a bid for the National Assembly in 2006. He has 
a degree in economics. Born April 6, 1945. 


Jean Philibert Mabaya Gizi Amine (CDC) 


Mabaya, 57, is the current president and former vice 

president of CDC. After a long career at the transportation 
parastatal ONATRA, he was named CEO in 1999. He is a civil 
engineer, and earned his degree with distinction at the 
University of Kinshasa. He participated in the construction 

of the Inga dam in 1974 and worked with Gecamines in Kolwezi 
in 1973. He was born in Masi-Manimba on September 6, 1949. 


Pascal Masela Lakangaliema (PPRD) 


Masela, 67, was a Mobutu-era legislator, winning elections in 
1981, 1982, and 1987. He is a former senior police official. 
He was born in Sembo-Masa on March 1, 1939. 


Francois Kaniki Ituome (Independent) 


Kaniki, 53, is the brother of Monsignor Laurent Monsengwo, 
Archbishop of Kisangani. He was defeated in a run for the 
National Assembly in 2006 as an MLC candidate. He has been 
chairman of the shipping firm SDV Agetraf since October 1990. 
He served as counselor to the prime minister from 1981-1982. 
He received law degrees from universities in Kinshasa and 
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Brazzaville and an MBA from the University of Pittsburgh. He 
was born in Nioki, Bandundu, on January 15, 1954. 


Andre Boboliko Lokonga (PDSC) 
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Boboliko, 72, was defeated in his run for the National 

Assembly in 2006. He was an important politician in the 
Mobutu era, and served at various times as Prime Minister, 

the president of the Zairean parliament, and senator. He was 
the labor minister in the 1960 college of commissars in power 
at the time of Patrice Lumumba\'s death. He received a degree 
in social work from the University of Louvain. He was born 

in Lobaniti, Bandundu on August 15, 1934. 


Joseph M\'pambia Musanga Bekaja (PDC) 


M\'pambia, 71 years old, served under Mobutu as governor of 
Bas-Congo, Western Kasai, and Equateur at various times; he 
was deputy governor of Orientale, Nord Ubangi district 
commissioner in Equateur, and the Lukunga district 
commissioner in Kinshasa. He served as the Mayor of Kananga 
from 1974-1975 and the high commissioner of Haut-Katanga from 
1971-1972. He earned his degree in economics and finance 

from Catholic University of Louvain in 1964. He was born in 
Nisotin, Bandundu on November 28, 1935. 


Celestin Mokelo Mumba Kebeke (PPRD) 


Mokelo, 60, is a pharmacist. He was previously head of the 
analysis department of the Congolese Office of Quality 
Control. Born November 28, 1945. 

MEECE 
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E.O. 12958: N/A 

TAGS: OTRA, ASEC, US, CDC, PE 

SUBJECT: COUNTRY CLEARANCE FOR HHS/CDC LAURA CONKLIN, 
CARLOS SANCHEZ, ANTONIO NERI, PAULA STALEY, WENDY 
BLUMENTHAL, JEFFERY JARRETT, LESLIE HAUSMAN, JAMES DURANT, 
AND RENE SUAREZ-SOTO 


REF: ATLANTA 00356 


1. (U) The Embassy grants country clearance for the visit to 

Peru of Laura Conklin, Carlos Sanchez, Antonio Neri, Paula 
Staley, Wendy Blumenthal, Jeffery Jarrett, Leslie Hausman, 
James Durant, and Rene Suarez-Soto from February 26 to March 
15, 2007. The purpose of this trip is to assist in Cerro de 

Pasco collecting blood samples and environmental media for 
analysis for heavy metal content. No embassy assistance has 
been requested. 


When departing Lima by air, the Republic of Peru imposes an 
airport departure tax on any outbound passenger of 30.25 USD 
for international flights and 6.05 USD for domestic flights. 


2. (U) POINT OF CONTACT, TELEPHONE NUMBERS, ADDRESS AND 
COMPUTER USE: 


Point of contact for the visit is Deputy Economic Counselor 
Howell Howard, office telephone number (51)(1)618-2414, 
cellular telephone (51)(1)9-628-6866, e-mail: 
howardhh@state.gov. Embassy after-hours direct line for 
Marine Security Guard is (51)(1)618-2936. The Embassy 
address is Av. La Encalada, Cuadra 17, in the Monterrico Sur 
Section of Lima. Control officer should be notified as soon 
as possible upon arrival in country. 


State Department TDY visitors requiring OpenNet-Plus Systems 
access during their stay should directly contact Daniel 

Siebert, ISO, in advance of their arrival so a computer 

account can be created if needed. 


Any employee who intends to bring U.S. Government portable 
microcomputers (laptops) for use in CAA or non-CAA areas must 
notify post,s ISSO and RSO in advance of travel. 12 FAH-6 
h-314 prohibits the installation or use of any privately 

owned computer in a government building where classified 
information is processed or stored. Accordingly, post policy 
prohibits Personal Electronic Devices (PED), Personal Digital 
Assistants (PDA) e.g. &Palm Pilots8, MP-3 players, etc. 
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within the Chancery facility. Such devices are never 
authorized in CAA spaces and are not authorized connectivity 
within OpenNet unclassified or classified networks, or 
stand-alone classified PCs. Personnel who wish to bring PDAs 
authorized under the Department of State,s Secure Wireless 
Extended Enterprise Technology (SWEET) program into the 
Chancery must notify Post,s ISSO and RSO in advance of 
travel. Find information concerning the SWEET program at 
http://sweet.irm.state.gov. Please refer to 03 STATE 286036 
for detailed guidance regarding Post,s Information Systems 
security requirements. 


3. (U) PASSPORT/VISAS: 


To ensure full protection for travelers, the mission requires 
that all visitors eligible for official/diplomatic passports 

use them with appropriate visa. Travelers should not use 
tourist passports. In exceptional cases where official 
travelers must use tourist passports/visas, specific 
authorization must be obtained in advance. Foreign citizens 
bearing tourist passports who come to Peru to work, either 
officially or in technical or cultural cooperation, must 

enter the country with an official work visa. 


DOD personnel on personal travel must use a tourist passport. 
If official visitors arrive via military ship, a passport is 

not required unless the individual is required to exit Peru 

via commercial or military air. If an official visitor is a 

Peruvian National serving in the U.S. Armed Forces, a valid 
Peruvian (maroon) passport is absolutely necessary in all 
cases in order for the individual to enter or exit Peru. 

Proof of residency in the U.S. (green card) is required for 
return to the U.S. All visas for onward travel should be 
obtained prior to arrival in Peru. 


4. (SBU) SECURITY: 


Post reminds all TDY personnel requesting country clearance 
for temporary duty of 30 days or more of the requirement to 
complete mandatory personal security training effective 
January 1, 2005. Personnel requesting country clearance for 
periods of 30 days or more must certify that they have or 

will complete the required training prior to their travel, or 

may request a waiver as per the above policy. For extended 
TDY requests, individual bureaus (not the Bureau of Human 
Resources) are responsible for ensuring that their staff, in 

all employment categories (Civil Service, Foreign Service, 
WAE, PSC, etc.), meets the training requirement. See 04 
State 66580 for more information about the mandatory personal 
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security training requirement. 


Country clearance is granted for travel to non-Embassy 
restricted areas only. Visitors who plan to travel to 

Embassy restricted areas must request Post approval upon 
arrival. A list of these areas can be obtained from the RSO. 
It is imperative that the Mission be notified immediately of 
delays or changes in plans or itinerary. Personnel must not 
change hotels without first notifying control officer. The 

State Department has designated Peru as high threat for 
indigenous terrorism, medium threat for transnational 
terrorism and political violence, and critical threat for 

crime. Two terrorist groups operate in Peru: Sendero 
Luminoso (SL) and Movimiento Revolucionario Tupac Amaru 
(MRTA). Both organizations continue to be potential threats 
and have targeted U.S. facilities in the past. Due to GOP 
efforts, the activities of the SL and MRTA have been greatly 
reduced and are now largely confined to rural areas. 
Overland travel outside of Lima and other large cities during 
the hours of darkness is prohibited due to unsafe road 
conditions and the threat of armed criminals. Terrorist 
groups operate with relative impunity in some interior areas 
and are known to target vehicular traffic. Crime is a 

serious problem in metropolitan Lima and popular tourist 
areas such as Arequipa, Cuzco, and Machu Picchu. Most crimes 
involve petty theft, pickpocketing, bag slashing, 
grab-and-run, and theft from occupied and unoccupied 
vehicles. More violent crimes include armed robbery, 
carjacking, and choke-and-rob. Criminals frequently react 
violently when resistance is encountered. In almost all 
instances it is advisable not to offer resistance. Most 

areas of downtown Lima are dangerous and should be avoided 
during the hours of darkness. Visitors are cautioned to 
remain alert to their surroundings at all times, particularly 
when in crowded areas, such as on public transportation, at 
outdoor markets, and at tourist sites. Countermeasures 
against crime also protect against terrorism. Special care 
should be exercised at the Jorge Chavez International Airport 
in Callao. Criminals frequent this area, especially at 

night, and are known to target foreigners both inside and 
outside the terminal. 


Security briefings are mandatory for all official visitors to 

Peru. Briefings are given in the RSO Conference Room at the 
Embassy, on Wednesdays, promptly at 9:00 a.m. 

5. (U) ICASS TDY Policy and Action Request: 


Each visitor, regardless of length of stay, must 
bring/forward fiscal data to pay for direct costs of the 
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visit. Each agency, organization, or visiting delegation 

will be charged for the actual costs attributed to their 

visit. Direct charge costs include, but are not limited to: 
American and LES staff overtime (e.g., expediter, 
accommodation exchange, representational event support), 
field travel-lodging and M&IE by Embassy employees, vehicle 
rentals, long distance telephone calls, equipment rentals, 
office supplies and all other costs that are directly 

attributable to the visit. Also, for TDYers over thirty (30) 

days, there is a charge for ICASS support services. If your 
sponsoring agency is not signed up for ICASS services at 
post, please be prepared to sign a MOU for ICASS support 
services upon arrival. The agency should provide post with a 
written communication, generated by the traveler,s 
headquarters that confirms the agency will pay ICASS charges 
for the TDYers, provides the agency ICASS billing code the 
TDY support charges should be applied to, and authorizes the 
traveler to sign the ICASS invoice generated by the TDY 
module. Where travel is urgent, the TDYers should bring this 
documentation with them to ensure there are no interruptions 
in the provision of service. Post will not provide any 

service to a TDYer staying in excess of thirty days without 
provision of this documentation before day 31 of the TDY. 


6. (U) HEALTH CONCERNS: 


Travelers to the jungle areas of Peru should have up-to-date 
yellow fever vaccine and malaria prophylaxis for 
chloroquine-resistant strains of malaria. Primary prevention 
against malaria and dengue fever includes avoiding the 
mosquito vectors of these diseases: using insect repellant, 
appropriate protective clothing, and bed netting. Hepatitis A 
and B vaccinations are strongly recommended for all persons 
before coming to Peru. Rabies is present in country, and 
those individuals whose work and/or leisure activities might 
expose them to wild animals or feral dogs should consider 
receiving the rabies vaccine. Travelers diarrhea/dysentery is 
quite common in Peru. Visitors should substitute bottled 
beverages for potentially contaminated water. Fish, 


shellfish, and vegetables should not be eaten unless well 
cooked, and all food should be eaten while still hot. Fruits 
with a peel are generally safe, provided they are peeled 
before being eaten. Typhoid vaccine is also recommended. 
Cholera is endemic in Peru and disease rates reach high 
levels from January to May--the same food and bottled water 
precautions apply. Travelers planning to travel to high 
altitude areas of Peru, such as Cuzco, Machu Picchu, and 
Puno, should consult with their health care provider first, 
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and be fully aware of the health dangers of high altitudes 
and measures to minimize these dangers. 


7. (SBU) MEDICAL CLEARANCES: 


All employees, including WAEs and Civil Service Employees, 
who are in TDY status for more than 60 days (cumulatively) in 
a calendar year are required to have up-to-date medical 
clearances from the Office of Medical Services (Ref: SecState 
243096) in order to receive full State Department medical 
benefits including: 


--Fully cleared TDY personnel receive supplemental medical 
coverage from M/MED for conditions that arise overseas. This 
coverage is in addition to, but does not replace, private 
insurance coverage; 


--Fully cleared TDY employees are eligible for full MEDEVAC 
benefits should it become necessary to transport them from 
their assigned posts for medical reasons by other than 
standard commercial carrier; 


--Fully cleared TDY personnel are entitled to use the 
facilities of the Medical Unit at post on the same basis as 
other permanently assigned personnel. 


It is important to understand that if an employee is ata 

post without a medical clearance and the embassy medical 
provider determines that the employee has a condition that 
cannot be adequately cared for at that post, the employee may 
not be granted access to the embassy medical unit. Moreover, 
an employee at post without a medical clearance is not/not 
covered under M/MED for medical evacuation. While M/MED 
cannot provide MEDEVAC coverage for TDY employees without 
full clearances, private MEDEVAC insurance is available at 
reasonable cost and the employee is strongly encouraged to 
purchase the insurance. Private air ambulance medevacs can 
cost upwards of $100,000. In addition, it is important for 

the employee to review private health insurance coverage. 
Many HMO type policies do not cover hospitalization costs 
incurred outside of the USA. The employee will need to have a 
policy type that will reimburse them for medical expenses 
overseas. 


A medical clearance can be obtained as follows: 


If the WAE or other TDY employee lives in the Washington, DC 
area, they can schedule a medical clearance exam by calling 
(202) 663-1779 or e-mail to medclearances@state.gov. 
Availability of examination dates depends on demand and 
M/MED\'s standard priorities. If the exam is conducted in 
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Washington, there is no cost to the employee. If the employee 
lives outside Washington, they may have their medical 

clearance exam performed by a private doctor. TheWAE or TDY 
employee can obtain the forms that the doctor needs to 
complete by calling (202) 663-1668. Clearance exams performed 
outside of MED are at the expense of the employee. 


Contractors or other long-term TDY employees who are not 
direct-hire USG employees are not covered under the 
Department of State Medical Program and so would, in general, 
fit under the guidelines above for TDY employees without a 
medical clearance. They are not covered by M/MED for medevac 
and should be covered by medevac insurance through their 
contracting company. Access of these employees to the embassy 
medical units is a post decision made by the Chief of Mission 

or his designate acting upon the advice of the Regional 

Medical Officer. Please contact the Embassy Health Unit for 
further details. 


Employees working TDY for less than 60 cumulative days 
annually are not required to have medical clearances and are 
not covered under the procedures above. Unfortunately these 
short-term TDY employees frequently may have significant 
health problems that may be exacerbated by overseas travel or 
work and that may require a level of medical care that is not 
available at the post where the TDY employees are working. 
As with any international traveler on personal or business 
travel, these employees should consult with their personal 
physician regarding the safety or advisability of this 
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Classified By: P/E Counselor Kevin Sullivan for reasons 1.4 (b) & (d). 


1. (C) SUMMARY: Ethiopia\'s recent military incursion into Muslim 
Somalia, combined with several widely-reported earlier incidents of 
Christian-Muslim violence in the rural areas, have prompted quiet 
discussions among Muslims and Christians alike about whether or not 
Ethiopia\'s much vaunted religious tolerance is under siege. Generally, 
observers comment that the recent Muslim-Christian incidents are not 
unprecedented, but are greater in scope and number than seen in the 
past. Both communities seem determined to characterize events as 
isolated and atypical while simultaneously quietly worrying that they 
might portend a new and more confrontational trend. Conversations with 
Ethiopian Muslims on several key issues suggest that while the Muslim 
community has a number of specific complaints, it remains generally 
supportive of the ruling EPRDF and does not feel oppressed by Ethiopia\’ 
dominant Christian culture. Nor do Ethiopian Muslims generally respond 
to international calls for extremist action. Many Muslims do have 
problems with their own formal leadership in Islamic Councils, 
however--a situation which has deprived the community of a strong, 
authoritative voice during difficult times. Past GOE polticial 

intervention in the Islamic leadership elections has helped slow the 
advance of Salafist influences, but new leadership may be required over 
the coming year to sustain this trend. 

END SUMMARY 


BACKGROUND: ISLAM BIFURCATED BY OTHER IDENTITIES AND INTERESTS 


2. (C) Approximately one-half of Ethiopia\'s population practices Islam 
with Muslims heavily represented in several of the country\'s main ethni 
groups. In the Somali Region, virtually the entire population is Musli 

as is the relatively small population of remote Afar Region. Perhaps 
half of the Oromos -- the country\'s largest ethnic group -- practice 
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Islam, as do approximately half of the smaller ethnic Gurage population 
Each of these groups speaks its own language and many have limited 
contact with Ethiopians outside their ethnic group. Further, among som 
groups, broader ethnic interests, such as pan-Oromo political 

aspirations, trump religious identity. Finally, while Muslims are 

heavily represented in the business sector, many Muslims, particularly 

in Afar and Somali Regions, are traditional pastoralists. Consequently 

any attempt to discuss \"Muslim\" interests and concerns must acknowledge 
this diversity. 


WHO SPEAKS FOR THE MUSLIMS? DISAFFECTION WITH THE ISLAMIC COUNCILS 
3. (C) Muslims have traditionally relied on the elected 
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national, regional, and sub-regional Islamic Affairs councils to manage 
the interests of the Muslim community, to include appointment of imams 
at all mosques, coordination of hajj travel, and promotion of Islamic 
education. The regional Islamic Affairs councils report to the 
national-level Ethiopian Islamic Affairs Supreme Council (ElASC). In 
theory, these regional Islamic Affairs councils and the EIASC speak for 
the community. However, in practice, the Islamic Councils have a mixed 
record, particularly the EIASC. Anecdotally, Muslims from several of 
Ethiopia\'s regions complain about their regional councils being either 
too political (i.e. pro-regime), too \"Wahabi\" (i.e. Salafist), or simpl 
inept. 


4. (C)The EIASC, particularly its Deputy Chairman, Sheikh Elias Redman 
comes under fire from large numbers of Muslims. In Addis Ababa, 
positive comments about Redman and the EIASC are infrequent. Most 
commonly, Muslims complain the EIASC is a \"do-nothing\" organization 
which neither energetically promotes Muslims interests nor conducts 
activities beneficial to the community (such as organizing required act 

of charity, sponsoring events during important Muslim holidays, 
encouraging dialog between Muslims, etc.) Many Muslims believe that the 
sole activity the EIASC undertakes is coordination of hajj travel to 

Mekkah and others make additional unspecified charges of corruption and 
misbehavior against Redman and the EIASC. 


5. (C)Hajj travel itself has become a sore subject among Muslims who 
believe that the EIASC has, through ineptitude, raised barriers to 

hajj travel. In a small scandal during the recent fall hajj season, th 

Saudi government denied large numbers of Ethiopians hajj visas. 
Ethiopian applicants pre-paid to the EIASC thousands of birr for their 
visas and travel; when the Saudi government rejected the visas, the 
EIASC returned the pre-payments minus a 500 birr (approximately 60 U.S. 
dollars) administrative fee. At least 10,000 Muslims were likely 

affected by visa denials, fueling the belief among Muslims that 

the EIASC made an enormous profit from the situation, with many Muslims 
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believing that EIASC members, particularly Redman personally pocketed 
the money. (Comment: Criticisms about Saudi hajj policies exist 
throughout the Muslim world. Many Ethiopian Muslims seeking better 
economic prospects illegally overstay their hajj visas and others do no 
meet eligibility requirements, resulting in a high rate of visa denial. 
Sheikh Redman asserts that the unusually large number of denied hajj 
visas in 2006 represents Saudi retaliation for the EIASC\'s energetic 
efforts to combat Saudi-sponsored Salafism.) 


6. (C) For these reasons, the EIASC is, at best, irrelevant to many 
Muslims and, at worst, a barrier to greater community identification. 
The next elections for EIASC positions will occur in late 2007 or 
early 2008 but it is unclear if widespread dissatisfaction with the 
current 
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membership will result in the election of more energized and popular 
leaders. In the 2003-2004 EIASC elections, the GOE\'s dissatisfaction 
with the composition of the Council (due to Salafist influence; see 

below for further analysis) resulted in behind-the-scenes efforts by th 
government to advance the candidacy of many of the EAISC\'s current 
members. Such GOE \"lobbying\" could occur again in the next election if 
the government perceives that Salafists may ascend to the EIASC. 


AMBIVALENCE, LINGERING LOYALTY TO EPRDF REGIME 


8. (C)Muslims of all stripes positively contrast the ruling EPRDF 

party\'s policies toward Islam with previous practices under Emperor 
Haile Selassie and under the Marxist DERG regime, recalling 
discrimination by Emperor Selassie and his comment that Ethiopia \"is a 
Christian island in a Muslim sea.\" Under the DERG, Muslim holy days 
such as Eid became national holidays, but many Muslims believe that the 
EPRDF represented the first attempt by an Ethiopian government to fully 
integrate Muslims into society and the government. An \"unprecedented\" 
number of Muslims (4 of 20) hold ministerial positions in the national 
government and the EPRDF has assiduously courted the Muslim vote. Many 
Muslims speaking to Mission personnel do not articulate a specific set 

of \"pro-Muslim\" policies or actions taken by the EPRDF but appear to 
speak more broadly and instinctively that they \"feel\" less marginalized 
by this government than by previous ones. 


9. (C) Muslims did not play a central role during the period of the 
contentious May 2005 national elections and aftermath and remain 
somewhat outside the line of conflict between the EPRDF and opposition 
party, Coalition for Unity and Democracy (CUD). Some observers note 
that CUD\'s pro-business stance appealed to Muslims businessmen, 
especially Gurages, hence some significant Muslim support for the 
opposition existed. However, many Muslims quickly point to the Amhara 
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character of the CUD, likening it to Emperor Selassie and the DERG, and 
expressing considerable skepticism that the party could represent 
Muslims. Further, some Muslims harbor suspicions about the timing of 
the November 2006 violent protests against the government which occurre 
over Eid--the most important Muslim holiday. Despite indications that 

the protests were largely spontaneous, members of the Muslim community 
point to earlier CUD calls for civil protest (to begin after Eid) as 

proof that the CUD does not respect Islam. Thus, Muslims appear to 
largely believe that they do not have a dog in the EPRDF-CUD fight and 
that the EPRDF is better than the other alternatives. 


MUSLIM BROTHERS, SOMALIA, AND THE ABSENCE OF WIDESPREAD PAN-ISLAMIC 
FEELINGS 


10. (C) Unlike many Muslims worldwide, Ethiopians do not appear to hol 
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well-developed feelings of pan-Islamic identification or loyalty. They 
proudly note Ethiopia\'s historical importance in Islam. However, 
Ethiopian Muslims do not closely track or identify with traditional 
hot-button issues for Muslims worldwide, such as the Palestinian cause, 
or allegations of attacks on Islam worldwide. For example, the Danish 
cartoon controversy caused little visible reaction among Ethiopian 
Muslims although various organizations did draft formal letters of 
objection, etc. Rising sentiment elsewhere that the U.S. is conducting 
a \"crusade\" against Muslims has not yet appeared in Ethiopia, suggestin 
that the population remains insulated from common Islamic issues 
worldwide. 


11. (C) Insome fora, Ethiopia\'s conflict with Somalia is described as 

a Christian (and proxy U.S.) invasion of a Muslim state. However, the 
bifurcation of Ethiopian Muslim identity makes assessing reaction to th 
incursion difficult. First, many Ethiopians, including Muslims, harbor 

a number of prejudices against ethnic Somalis, particularly that Somali 
are violent, criminally inclined, and dangerous (also powerful 

fighters). This prejudice, combined with the absence of a strong 
pan-Islamic identity mitigates Ethiopian Muslim empathy for their 
\"brother Muslims\" although undoubtedly some empathy exists, particular! 
among young men. Further, several wars and multiple smaller conflicts 
between the two states contributes to a feeling that Somalia and 
Ethiopia share few interests. Law enforcement personnel have 
confidently expressed their belief that the Ethiopian population -- 
presumably including some Muslims -- is a powerful ally in efforts to 
combat potential Somali terrorist or conventional attacks in Ethiopia 
because Ethiopians would quickly report any \"suspicious\" behavior by 
Somalis. 


12. (C) Among Ethiopian ethnic Somalis -- a group of some five million 
persons -- whether residents of Ethiopia\'s Somali Region or refugees 
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from Somalia itself, identification with Somalia is powerful. Residents 

of Somali Region have relatives on both sides of the border, frequently 
cross back and forth, and self-identify as members of specific Somali 
clans, rather than as \"Ethiopians\" per se. Decades of economic and 
political neglect -- though less now than under previous regimes -- and 
the extreme physical isolation of the region contribute to Somali Regio 
inhabitants\' sense that events in Addis Ababa have little relevance for 
them. Whether or not ethnic Somalis outside of the Somali Region would 
act as an Ethiopian fifth column in the event of a protracted Ethiopian 
presence in Somalia is unknown; to date, neither the GOE nor Post have 
detected evidence of anti-government activity by ethnic Somalis in 
Addis. The armed Ogaden National Liberation Front (ONLF), with 
pan-Somali aspirations, has conducted a number of raids on Ethiopian 
forces in the Somali Region, however. 


WAHABIS AND CREEPING SALAFIST VIEWS THROUGHOUT ETHIOPIA 
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13. (C) Over the last decade, Salafist (locally called Wahabist) and 
other \"fundamentalist\" Islamic philosophies have emerged in Ethiopia an 
challenged the views of traditionally Sufi Muslim communities, primaril 
due to large infusions of Saudi cash into Saudi and local NGO\'s and 
religious organizations. Salafists built mosques, taught conservative 
interpretations of the Quran, and aggressively advocated Saudi-style 
religio-social norms (such as veiling for women and non-observance of 
certain important religious holidays), resulting in dramatic visible 
changes. For example, in Afar Region, women who used to wear 
traditional clothing with their breasts exposed have now adopted extrem 
veiling, including heavy cloth covering the face. Locals ceased 
observing the Prophet\'s Birthday and accepted condemnation of their 
previous practices as anti-Islamic. 


14. (C) After 9/11, greater Ethiopian and Saudi monitoring of Islamic 
funds and activities reduced the influence and reach of Salafists. 
However, social norms, such as veiling, continue and -- in the absence 
of much traditional Sufi teaching in the rural areas --vestiges of the 
Salafist Islamic message remain. EAISC Deputy Chairman Elias Redman 
maintains that Salafist influence continues unabated, aggressively 
encouraged by the Saudi Embassy. Within Addis Ababa and large cities, 
Salafists have also gained influence, controlling some of the mosques 
from which they propagate their views. That said, Salafism\'s strength 
seems to vary from community to community. Different Mission contacts 
hold varying views of the size, influence, and threat of these groups 
(Refs A and B), butagree that their influence has not fully waned. 
Separately, sects of the radical Al-Takfir Wa Al-Hijra (Excommunication 
and Exile) group have also appeared in Ethiopia, particularly along the 
Sudanese border but also in major cities, including Addis Ababa. The 
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absence of a clear organizing ideology and diverse nature of Al-Takfir 
groups makes it difficult to characterize exactly what they stand for i 

the Ethiopian context. Nonetheless, Al-Takfir groups have advocated 
extreme, conservative forms of Islam, \"excommunicated\" large numbers of 
Muslims in their areas, and clashed with competing local Salafist 

groups. Their influence appears less than Saudi-style Salafist 

influence. 


15. (C) What do \"Wahabis\" say about themselves? Many Salafists 
downplay their differences with Sufis. One prominent Salafist 
dismissed the label \"Wahabi\", calling it a loaded political term used b 
the EIASC, and particularly Sheikh Redman, against anyone they perceive 
as a threat. He claimed -- somewhat disingenuously -- that the religiou 
differences between the Salafists and Sufis were minor doctrinal 
details. Salafists also unfavorably compare the current EIASC\'s 
religio-academic credentials to those of the previous EIASC, reflecting 
frustration with their marginalization from Islamic institutions. 

Initially, during the early 2000\'s, Salafists gained increasing contro 
over the EAISC and the 
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regional and sub-regional Islamic Councils. Islamic Councils in Addis 
Ababa, in portions of Oromiya Region and Amhara Region, and even the 
EAISC, appointed Salafist Imams and licensed Salafist-oriented NGOs, 
schools, and religious madrassas (many with ties to Saudi Arabia). In 
response, the GOE quietly exerted pressure to ensure that traditional 
Sufis replaced the Salafists during the 2003-2004 election cycle for th 
Islamic Councils. Since then, Salafists have lacked sufficient 

toe-holds within the official Islamic organs to institutionally advance 

their views, putting many of their activities below the radar. 


16. (C) So-called Wahabis, however, do not eschew contact with the 
Mission. During the October-November 2006 Ramadan season, Post hosted 
its annual Iftar dinner for prominent Ethiopian Muslims, attempting to 

reach out to a broad cross-section of Muslims in the public and private 
sector and in religious institutions. EIASC Deputy Chairman Redman 
complained about some of the attendees, characterizing many of them as 
\"Wahabis.\" While Post does not necessarily share Redman\'s overbroad 
characterization of the guest list, conservative and Salafist Muslims 

did attend and engaged Mission personnel, suggesting that at least some 
elements of this group do not support the hostile and isolationist 

attitude toward Americans found among many conservative Islamist groups 
worldwide. 


CHRISTIAN-MUSLIM DIFFERENCES - GROWING STRESS POINTS BUT CONTINUED GOOD 
RELATIONS 


20. (C) Both Christians and Muslims in Ethiopia take great pride in th 
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historically good relations between the two communities, consistently 
noting that they live with affection and tolerance for their neighbors. 
Indeed, by objective measures, interfaith relations are generally good. 
That said, a spate of recent religious incidents has caused some 
disquiet on both sides and raised concerns that Christian-Muslim 
relations cannot perhaps be taken for granted. First, during 2006, at 
least three Quran \"desecration\" incidents occurred at Ethiopian 
universities where pages from the Quran were found in university 
restrooms, prompting an outraged, although peaceful, reaction from 
Muslims. Local authorities hastened to conduct investigations and the 
incidents eventually blew over. 


21. (C) More significantly, in late 2006 several deadly religious 
conflicts occurred in Oromiya Region (described extensively in Ref C), 
initially caused by perceived disrespect for a mosque by Christians 
observing Meskal celebrations and eventually resulting in violent 
tit-for-tat encounters. At least six people were hacked to death with 
machetes, and churches and huts burned. Following these incidents, 
members of the Muslim and Christian communities, particularly at the 
local level, hastened to call for tolerance and issued a joint 

Interfaith Communique urging peace and 
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reconciliation. Interestingly, the Ethiopian Orthodox Church reluctantl 
and belatedly joined these efforts after initially strongly calling for 
authorities to mete out severe punishment to the Muslim offenders -- 
whom the Church squarely blamed for the incident. Only later did the 
Church join other Christian and Muslim leaders (including the EAISC) in 
calls for reconciliation. 


CONCLUSION: NO RELIGIOUS SPLIT LIKELY--FOR NOW--BUT ETHIOPIA RELUCTANT 
TO CONSIDER THE POSSIBILITY 


22. (C) Calls in December by the Somali Council of Islamic Courts (CIC 
for \"jinad\" against Ethiopia have further contributed to feelings that 
Ethiopian Christians and Muslims might not share the same interests. 
Generally, observers comment that the recent Muslim-Christian incidents 
are not unprecedented but are greater in scope and number than seen 

in the past. Both communities seem determined to characterize events as 
isolated and atypical while simultaneously quietly worrying that they 

might portend a new and more confrontational trend. Prime Minister 
Meles himself commented to Post a number of years ago that, in his mind 
the greatest threat to Ethiopia was a nation split along religious 

lines. That said, the possibility, however distant, of confrontational 
Muslim-Christian relations represents a specter that few in 
Ethiopia--including the GOE--wish to discuss. For example, President 
Girma himself recently quietly pressured a prominent Christian leader 

not to participate in a Mission-organized forum on interfaith 
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tolerance, apparently deeply uncomfortable with open discussion of such 
a sensitive subject. Reaction to the violence in Oromiya suggests that 
both communities and the government will generally respond quickly to 
isolated incidents but it remains to be seen if they will engage in 

frank dialogue if or when a more systemic problem emerges. 
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1. (SBU) As requested by reftel, following is post\'s list of 
Russia\'s five most influential women: 


- Olga Konstantinovna Dergunova 
Chairperson/President, Microsoft Russia and CIS 

Phone: 7 495-967-8585/8572 

Mobile: 7 495-720-6075 

Email: olgad@microsoft.com 

Address: UI. Krylatskaya 17, Entrance 1, Moscow 121614 


- Marianna Maksimovskaya 

Host of political television show \"Nedelya\" 
Phone/Fax: 7 495-247-1758 

Address: Zubovskiy Blvd. 17, 4th fl, Moscow 
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- Valentina lvanovna Matviyenko 
Governor of St. Petersburg 

Phone: 7 812-576-4501 

Fax: 7 812-576-7827 

Address: Smolnyy, St. Petersburg 193060 


- Ella Aleksandrovna Pamfilova 

Chairperson, Presidential Council for Civil Society 
Institutions and Human Rights 

Phone: 7 495-606-4184 

Fax: 7 495-606-4855 

Email: pamfilova ea@gov.ru 

Address: llyinka 23, Entrance 10, 5th fl #515, Moscow 


- Tatyana Anatolyevna Tarasova 

Coach-Consultant to the Russian National Figure Skating Team 
Phone: 7 495-637-0531 

Fax: 7 495-637-9416 

Email: oxrlat@dol.ru 

Address: Luzhnyetskaya Naberezhnaya 8, Moscow 119270 


2. (SBU) The officer at post following women\'s issues is Ms. 
Rebecca Grutz in the Political Section. 
BURNS 
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E.O. 12958: N/A 
TAGS: AORC, ACABQ, CG 
SUBJECT: COUNTRY CLEARANCE FOR DRC - SUSAN MCLURG 


REF: USUN 68 


1. Post grants country clearance and welcomes the visit to 

the Democratic Republic of Congo of Minister Counselor Susan 
McLurg, United States Mission to the United Nations, February 
10 - 17, 2007 to participate in the UN Advisory Committee on 
Administrative and Budgetary Questions (ACABQ). 
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2. POINT OF CONTACT 


Post understands from reftel that no assistance is requested 
and that the UN has made all arrangements for transport and 
accomodations. Should additional assistance be required, 
Embassy Point of Contact will be Political Officer Tracy 
Naber, who can be reached at: 


Tracy Naber 
Office Phone: 011-243-81-225-5872 
Cell phone: 011-243-81-884-1354 
IVG: 8-934-2620 


3. VISA REQUIREMENTS 


A valid Congolese visa is required of all American passport 
holders, whether diplomatic, official or tourist. Congolese 
visas cannot be issued at the airport. 


4. FISCAL DATA REQUIREMENTS 


No fiscal data need be provided. We understand from reftel 
that the United Nations will cover all costs of the visit. 


5. ALL VISITS MUST COMMENCE IN KINSHASA 


At the Ambassador\'s request, all visits to the Democratic 
Republic of Congo, which require country clearance, are to 
commence in Kinshasa, the country\'s capital. Travel to other 
regions of the country including the Kivus, Orientale and 
Maniema provinces, is to be undertaken from Kinshasa. 


As requested, Post will not be making travel arrangements for 
Ms. McLurg. 


6. AIRPORT ADVICE FOR ARRIVING PASSENGERS 


Procedures at Ndjili Airport are changing as airport 

officials try to strengthen security procedures. At this 

time, expeditors are no longer allowed in the Arrivals Hall 
and can provide assistance only after travelers pass through 
Immigration control. 


After deplaning and entering the Arrivals Hall, travelers 
should proceed to the \"Official VIP/Diplomat\" line, with 
passports and health certificates ready for presentation to 
the Immigration officials. 


While at the airport, travelers are warned to not, repeat 
not, pay money or give their documents to anyone other than 
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the expeditor. This also applies to individuals in uniform, 
who may offer their services. Be polite but do not accept 
their assistance. 


As requested, Post will not be providing expeditor assistance 
at the airport. 


7. ACCOMODATIONS 


As requested, Post will not be reserving accomodations for 
the traveler. 


8. SECURITY 


Kinshasa is a critical threat crime post. Although there is 

no specific threat targeting Americans, all visitors should 
remain vigilant and cautious during their stay in Kinshasa. 

The RSO advises that you exercise caution in the areas around 
hotels, and that you not travel after nightfall unless 
accompanied by someone familiar with the security situation 

in Kinshasa. TDY personnel should not use any form of local 
transportation and should refrain from displaying/using 
cameras in public. 


A recent scam involves individuals in civilian clothes 

claiming to be Congolese police/security officials who 
approach unsuspecting expatriates on the street and demand to 
see their passport or other identification documents. They 

try and convince the would-be victim to get in their unmarked 
vehicle and accompany them to the local police precinct. If 
you are on the street and approached by someone claiming to 
be a police or security official, identify yourself as a 

diplomat working atthe U.S. Embassy, walk briskly away, and 
make sure to report the incident to the RSO or Post One as 
soon as you 

have access to a phone. Do not approach or get in their 
vehicle. 


9. CURRENCY 


The use of dollars in the DRC is legal and acceptable for 
most transactions. Travelers arriving in the DRC with more 
than USD 10,000 must fill out a currency declaration. 
Travelers departing the DRC are not allowed to take out more 
than USD 10,000 in cash. 


Please note that ATMs are not available in Congo. However, 
USG personnel are authorized USD and Franc Congolais 
accommodation exchange at the Embassy and/or USAID cashier; 
personal or travelers\' checks are acceptable. Most personnel 
use Franc Congolais only for 
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small purchases and tips. 


American Express, Visa, Master Card, and Diner\'s Club are 
accepted in payment of bills at Kinshasa\'s two major hotels. 
However, very few other businesses in the Congo accept credit 
cards and their use outside of the major hotels is 

discouraged. Cashing travelers checks outside the Embassy is 
generally not advised because banks charge substantial fees 
for cashing them; travelers checks are rarely accepted at all 
outside of Kinshasa. 


10. MEDICAL 


Access to the Embassy Health Unit is available for US 

citizen, direct-hire USG employees and their eligible family 
members. If you have been or will be posted more than 60 
days overseas in a calendar year (not necessarily 
consecutive), you must provide proof of a 

Department of State medical clearance from M/MED to qualify 
for access to the our Health Unit. Official visitors who are 
overseas less than 60 days in a calendar year are not 
required to have medical clearance and are authorized 
emergency, but not routine, use of the Health Unit. 


Other official visitors may receive Health Unit services if 

they meet the following criteria: 1) an individual employment 
relationship with the USG, 2) a MED Washington clearance, and 
3) a USG agency that guarantees payment for medical expenses 
and/or personal overseas health and medevac insurance. 
Visitors without Health Unit access willbe referred to a 

local medical clinic, which provides all emergency and 
non-routine medical care for Embassy employees and family 
members. 


MALARIA: Congo is a malaria-affected area. All travelers 
should consult with medical personnel and take malaria 
prophylactics as appropriate, before arriving in Kinshasa. 


YELLOW FEVER: You must have a valid yellow fever vaccination 
and your yellow vaccination card when you arrive. You may be 
charged a fine of $50-$100 without proof of vaccination. 


11. You may visit the Embassy\'s Intranet website at 
http://kinshasa.state.gov. While still under construction, 
information is being added daily that you may find useful. 


12. Have a good trip. 
MEECE 
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E.O. 12958: N/A 
TAGS: SNAR, LO 
SUBJECT: 2006-2007 INCSR PART 1 - ADDENDUM 


REF: A. STATE 155088 
B. BRATISLAVA 936 


1. This cable updates posts submission for part 1 of the 
2006-2007 INCSR with full-year statistics for drug-related 
arrests and criminal cases in calendar year 2006. The text in 
paragraph 2 should replace the first line of the last 

paragraph in the section on Law Enforcement Efforts\" 
submitted in Ref B. Post contact point for matters related to 
this report is Aaron Chase, Fascell Fellow, chaseau@state.gov 
or 421 5922 3376. 


2. In 2006, 1,722 drug-related criminal cases were 
investigated by the Slovak police, of which 953 cases were 
forwarded for prosecution. 1,256 separate individuals were 
detained for drug-related offenses, including 181 recidivists. 
VALLEE 
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SUBJECT: INFLUENTIAL WOMEN IN TAJIKISTAN 


REF: STATE 00202341 


1. In response to reftel, Post submits the following five names 
of the most influential women in Tajikistan. 


-- Khairinisso MAVLONOVA 

Title: Depuity Prime Minister 

Organization: Government of the Republic of Tajikistan 

In a country with one female minister and where most women are 
relegated to deputy minister positions, Mavlonova sits in the 
highest government position attained by a woman. She holds two 
graduate degrees and studied at the Russian Academy of Civil 
Service. A close advisor to the president, she is often praised 

for her ability to speak and connect with the public. 


-- Zebunisso RUSTAMOVA 

Title: Director 

Organization: Center of Support for Women and Children 

An Olympic medalist in archery, Rustamova is well-known and 
respected throughout Tajikistan. She heads one of the most 
active and well-regarded NGOs in the Sughd Region of northern 
Tajikistan, advocating for women and children\'s rights and has a 
strong network with civil society and business leaders. 


-- Matluba ULJABAEVA 

Title: Deputy Director 

Organization: Indigo Telecommunications Company 

Uljabaeva is deputy director of one of the leading 
telecommunications companies in Tajikistan and is also the 
Executive Director of the Board of Heads of Small and Medium 
Entrepreneurs Association (SMEA). She was instrumental in 
organizing several conferences for the business community and 
provided significant input into Tajikistan\'s Law on Small and 
Medium enterprises. 


-- Gulchehra SHARIPOVA 

Title: First Deputy Minister 

Organization: Ministry of Justice 

Sharipova headed President\'s Administration\'s Department on 
Constitutional Guarantees of the Rights of the Citizens, 
responsible for human rights issues. Well-known among the 
international community, she also enjoys a good reputation among 
Tajiks as a knowledgeable and experienced lawyer. 


-- Viloyat MIRZOEVA 

Title: Director 

Organization: Gender and Development 

After working for the UNICEF and UNIFEM offices in Dushanbe, 
Mirzoeva set out to start her own local NGO, \"Gender and 
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Development. Mirzoeva was highly praised by President Rahmonov 
and received a state award for her NGO\'s work. 


2. Due to an undeveloped telephone infrastructure and 

constantly changing exchanges and prefixes, Post would be happy 
to facilitate contact for Department offices with any of these 
women. Post\'s officer responsible for following women\'s issue 

is Uyen Tang, Political/Economic Officer. Ms. Tang can be 
contacted at HYPERLINK \"mailto:tangut2@state.gov\" 
tangut2@state.gov or +992-37-229-2505. 


JACOBSON 
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E.O. 12958: N/A 
TAGS: ELAB, EAID, ECON, EIND, ETRD, BA, ECTRD 
SUBJECT: BAHRAIN: SURVEY OF LABOR PROGRAMMING NEEDS 


REF: A. 2006 STATE 200668 
B. 2006 MANAMA 2013 
C. 2006 MANAMA 1979 


1. (SBU) Bahrain,s economy is growing at a healthy pace. 

The IMF credits Bahrain with GDP growth of 7.1 percent for 
2006 and forecasts an increase of 6.3 percent for 2007. 
Bahrain,s 2006 purchasing power parity GDP was $17.7 billion 
and per capita GDP stood at $25,300. The GOB makes efforts 
to keep inflation low and its currency stable (the dinar is 
pegged to the dollar at $1 = 0.377 BD). Despite Bahrain,s 
modest oil reserves, its refineries process local oil and oil 

from Saudi Arabia, allowing Bahrain,s economy to realize a 
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significant benefit from high oil prices. The US-Bahrain FTA 
was implemented August 1, 2006, furthering Bahrain,s already 
solid economic growth prospects. Bilateral trade for 2006 
through November reached over one billion dollars for the 

first time, a growth rate of 45% over the same period in 2005. 


2. (SBU) Bahrain\'s economy depends on foreign laborers from 
South Asia and Southeast Asia. Expatriate workers and their 
families make up approximately 38 percent of the total 
population and 57 percent of the labor force, which totals 
approximately 325,000. Most foreign workers are unskilled 
laborers working in manual jobs, but there are also skilled 
foreign workers in the public sector and in white collar 

private sector jobs. A labor reform project championed by 
Crown Prince Shaikh Salman Bin Hamad Al Khalifa established 
the Labor Market Regulatory Authority and a Labor Fund that 
will be used to fund training for Bahraini workers to improve 
their skills to make them more marketable. The new 

legislation contains components that will modify the 
sponsorship system, making it easier for workers to move 
legally from one employer to another, and in turn encourage 
employers to improve working conditions in order to satisfy 
workers. The legislation also imposes an annual fee on 
businesses employing foreign workers, an attempt to diminish 
the cost differential between foreign workers and relatively 
more expensive Bahraini workers. 


3. (SBU) A Bahrain Petroleum Company (Bapco) trade union 
official spoke highly of the cooperation between the 
Federation, workers, media, and Bapco mid-management during 
the salary talks in October and November 2006. He said that 
pressure from both the inside and outside was effective in 
raising the profile of the issue, leading to a favorable 

outcome. He said that a new executive order (62) issued by 
the Prime Minister in November 2006 seems to prohibit strikes 
in the oil and gas sector, thereby taking away one of his 
union\'s tools (Refs B and C). In light of their inability to 

strike, he asked for advanced training in collective 

bargaining to strengthen the union\'s hand to protect the 

rights of all workers. 


4. (SBU) A Bahrain Telecommunications Company (Batelco) 
trade union leader stated that he and his colleagues were 
very satisfied that legislation was passed by the Bahraini 
parliament prohibiting the firing of a union employee solely 
for his union activities, which he attributed to pressure 
related to FTA ratification. He said that support is needed 
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to strengthen collective bargaining skills. He also inquired 
about the collective bargaining tools available to hospital 
emergency unit employees in the U.S. 


5. (SBU) A General Federation of Bahrain Trade Unions 
official recognized that Bahrain is a pioneer in the region 

in granting workers rights and passing legislation to protect 
these rights. He said that although there has been much 
union activity in the four years since unions were legalized, 
stakeholders still lack much expertise in understanding and 
practicing their rights and responsibilities. The federation 
and individual unions need to establish an annual event to 
raise awareness about labor issues and to highlight 
mechanisms available to negotiate with management. He also 
proposed activities to promote core labor standards. 


6. (SBU) A labor specialist at the Ministry of Labor, who 
previously was a federation member, complimented the 
federation and trade unions for their active agendas leading 
the way in the Gulf. Regarding possible programming needs, 
he said that the Ministry could benefit from best practices 

in educating expatriate workers about their rights under 
Bahraini law. He also expressed a need for continued 
training of workplace safety and labor audit inspectors as 

the economy, and the need for expatriate workers, continues 
to grow. 
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Visit Embassy Manama\'s Classified Website: 
http://www. state.sgov.gov/p/nea/manama/ 
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TAGS: PARM, MCAP, PREL, ETTC, RS 
SUBJECT: RUSSIANS DEFEND ARMS TRANSFERS TO IRAN, SYRIA 


REF: A. MOSCOW 275 
B. STATE 7445 


Classified By: Minister-Counselor for Political Affairs Alice G. Wells. 
Reasons 1.4 (B/D). 


1. (S) SUMMARY: Visiting Moscow January 18-19, EUR/PRA 
Director Anita Friedt told Foreign Ministry officials that 
increased Russian transparency on arms transfers to sensitive 
countries could lessen the possibility of sanctions under 

U.S. law. Washington was willing to work with the Russian 
side, but Moscow would have to share more information about 
prospective transfers to address U.S. concerns. MFA 

officials emphasized that the sanctions\' effect was more 
political than practical. The officials: 


-- Defended the transfer of the Tor-M1 air defense system to 
Iran as permissible under existing national law and 
international agreements; 


-- Explained that the vehicle-mounted Strelets system under 
consideration for Syria had been built exclusively for export 
and could not be modified; 


-- Requested additional information on the justification for 
sanctions, noting that they were unable to investigate 
allegations against the sanctioned individual Aleksandr 
Safanov; and 


-- Asked that the U.S. continue to consult with Russia on 
ballistic missile defense deployments in Europe. 


In separate meetings, defense analysts noted that it would be 
difficult for the sanctioned entities, particularly 

Rosoboronexport, to respond to U.S. requests for 

clarification. One analyst asserted that RussiaWs growing 

arms export industry had become increasingly profitable while 
undermining U.S. interests -- both were goals that appealed 

to a rising number of GOR and Kremlin officials. END SUMMARY. 


2. (S) Foreign Ministry officials decried the December 28 
imposition of U.S. sanctions against four Russian entities 
and asserted that the arms transfers to Iran and Syria, which 
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had triggered the sanctions, conformed with Russian law and 
export control regulations, as well as Moscow\'s international 
obligations. Igor Neverov, Director of the North America 
Department, said Russia viewed the sanctions as a \"political\" 
action done more for U.S. domestic consumption. There was 
little practical effect upon the Russian companies\' 

operations and, in fact, the sanctions against 
Rosoboronexport might actually undermine U.S. companies that 
seek cooperation with that firm. Neverov noted that the 
sanctions would make it more difficult for the Foreign 

Ministry to tamp down rising anti-U.S. sentiment and calls 

for retaliatory action against the U.S. He added, however, 
that the Ministry would continue to argue within the GOR 
interagency community to avoid blowing the issue out of 
proportion. 


3. (S) Sergey Petlyakov, Chief of the Foreign Ministry\'s 
Arms Technology and Transfer Policy Section, reiterated the 
GOR policy that, in addition to legal constraints, Russia\'s 
arms transfer decisions were guided by an analysis of the 
weapons system\'s effects upon regional stability. He added 
that Moscow shared U.S. concerns about man-portable systems 
(MANPADS) falling into the hands of terrorists, which was the 
reason behind Russia\'s investigation last summer into the 
diversion of Russian-origin anti-tank guided missiles (ATGMs) 
from Syria to Hizballah. The GOR had tightened its export 
control regime as a result of the ATGM case; among other 
measures, Russia will incorporate provisions for stricter 
end-use checks in future arms transfer contracts. 


4. (S) In the case of the Tor-M1 transfer to Iran, Petlyakov 
said the system was a tactical-level system that could be 
used only for self-defense and would not destabilize the 
region. He acknowledged that the S-300 system, whose 
transfer to Iran was still under review, was more advanced 
but still permissible under Russian law and international 
regimes. Instability in Iran was of great concern to Russia 
because of that country\'s geographic proximity, Petlyakov 
continued, and was a major factor in Russia\'s security 
calculations when transferring weapons systems. 


5. (S) Svyatoslav Tsukanov, Chief of the Ministry\'s Export 
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Control Policy Section, stressed that the Strelets missile 
system was a vehicle-mounted weapon built exclusively for 
export, with separately deployed aiming and guidance systems 
designed so that it could not be easily deployed by 

terrorists. Tsukanov asserted that removing one of the 
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launching tubes, as the U.S. had suggested, would not 
effectively modify the system. In any case, both he and 
Petlyakov acknowledged that Russia harbored misgivings about 
obtaining \"U.S. approval\" of its arms transfers and noted 

that firms were reluctant to share potentially proprietary 
information in response to U.S. requests for clarification 
concerning pending transfers. 


6. (S) Tsukanov noted that one of the sanctioned entities -- 
against the individual Aleksandr Safanov -- was a common name 
in Russia, akin to \"John Brown\" in English and often used as 
a pseudonym when an individual wanted to cover his tracks. 
Consequently, he said that even with the background provided 
by the U.S. in conjunction with the imposition of sanctions 

on Safanov, the GOR had been unable to unearth information 
related to any real individual with this name. He and 
Petlyakov used this case as an example of the need for the 
U.S. to provide more complete information to justify the 
imposition of sanctions. 


7. (S) In all of her meetings with MFA officials, Friedt 
emphasized the need for dialogue. She noted that the U.S. 
had repeatedly asked for clarification concerning a number of 
transfer cases, including the Strelets and Tor-M1, but Moscow 
had not responded adequately despite assurances from senior 
Officials. Friedt said increased transparency on arms 
transfers to sensitive countries could lessen the possibility 

of sanctions under U.S. law. Washington was willing to work 
with the Russian side, but Moscow would have to share more 
information about prospective transfers to address U.S. 
concerns. 


8. (C) lvan Safranchuk, a defense analyst with the World 
Affairs Institute, told Friedt that many GOR officials 

believed U.S. sanctions were aimed at undermining Moscow\'s 
increasingly competitive market position in the arms trade, 
especially in the case of Rosoboronexport. Safranchuk added 
that the lifting of sanctions against Sukhoy had reinforced 

the view of some observers that the U.S. lacked sufficient 
evidence in the first place. Moreover, sanctions might 
actually boost the reputation of the smaller sanctioned firms 
because of the inadvertent \"advertising.\" From a political 
perspective, Safranchuk continued, Rosoboronexport would 
never be able to respond to U.S. demands for clarification as 
Sukhoy had done. As the country\'s leading arms exporter, 
Rosoboronexport\'s reputation and prospective sales would 
suffer if others perceived it as intimidated by U.S. 


Column 3 
sanctions. 


9. (C) Independent defense analyst Pavel Felgengauer agreed 
that GOR and Kremlin officials were proud of Russia\'s growing 
arms export industry, which had become increasingly 
profitable, often at the expense of U.S. interests in various 
parts of the world. Felgengauer said such a reality appealed 

to many of these officials. Responding to Friedt\'s query 
regarding the \"cost\" of sanctions to Rosoboronexport, 
Felgengauer highlighted banking problems. According to 
Felgengauer, Rosoboronexport is a cash hungry\" enterprise, 
which relies on cash profits to pay for items such as much 
needed refurbishment/upgrade of subsidiaries like Aftovaz. 
Felgengauer pointed out that Rosoboronexport relied on the 
Bank of New York for dollar transactions. As long as 
Rosoboronexport is under sanctions, it will not be able to 

use the Bank of New York, which provides the best transaction 
rate, or acquire lower-interest rate Western loans. This 

will not present a problem for \"euro\" transactions, but 
Rosoboronexport\'s arms sales to the Middle East and Asia are 
dollar transactions. Felgengauer estimated the financial 

cost to Rosoboronexport would be approximately 1-2 percent of 
its profits. 


10. (S) Neverov requested that the U.S. continue to consult 
closely on plans to deploy components of a missile defense 
system in Europe. Although he made remarks before the 
announcement of U.S. negotiations with Poland and the Czech 
Republic (reftels), he said recent briefings in Moscow and 
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within the NATO-Russia Council in Brussels had been helpful 
in alleviating concerns in Moscow. In this context, Neverov 
said both countries needed to highlight progress in bilateral 
relations more effectively. 


11. (C) Both Safranchuk and Felgengauer viewed the missile 
defense deployment issue in political terms. Safranchuk 
predicted that the issue would become a major component of 
Russia\'s \"anti-American industry.\" He argued for close and 
continuing consultation between Russia and the U.S. and 
suggested that advance notice of any significant action by 
the U.S. would derail to some extent the influence of 
hard-liners who wished to highlight the issue for political 
reasons. Speaking more broadly, Safranchuk lamented that 
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conservative forces in Russia were increasingly challenging 
the view, held throughout most of the post-Soviet period, 

that areas of agreement with the U.S. far outweighed areas of 
disagreement. 


12. (C) Felgengauer was even more emphatic that the issue 
was political. Russian military officials know that 

operational deployment of any system in Europe was years away 
and, in any case, they believe an effective interceptor is 

not currently available to meet the threat from the Persian 

Gulf or North Korea. He suggested that Russia\'s armed forces 
would not worry about deployment of a U.S. system until 
construction actually began; in the meantime, senior defense 
officials would complain about the proposed system for 

political mileage. 


13. (U) EUR/PRA Director Friedt cleared this message. 
BURNS 
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SUBJECT: UNSC/PBC: CONSULTATIONS ON THE PEACEBUILDING 
COMMISSION, JANUARY 23 


REF: STATE 8026 


1. (U) Summary. The Security Council held closed 
consultations on the Peacebuilding Commission (PBC) on 
Tuesday, January 23, in advance of the January 31 open 
debate. The Russians, as Council President for January, 
sought to use the Council's engagement this month to exert 
leadership over a body that is widely understood to be adrift 
in its first year. While the discussion in the Council was 
largely constructive, though almost uniformly critical of the 
performance of the PBC to date, the debate outside the 
Council still appears fixed on the question of competing 
authority over the PBC. In response to the Security 
Council\'s efforts, the NAM requested a PBC Organizational 
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Committee meeting (held January 30) and a General Assembly 
debate on the same subject (scheduled for February 6). As a 
signal of continued Council interest in the subject, the 

Slovaks have suggested another round of PBC consultations on 
February 26. End Summary. 


2. (U) In Council consultations on January 23, A/SYG Carolyn 
McAskie briefed members on the work of the PBC and the 
Peacebuilding Support Office (PBSO), the Secretariat office 
formed to support the PBCVs work. She noted that the PBC\'s 
link to the Council was critical and the PBC was \"still 

looking at how best to express that link.\" She said the 
strength of the PBC was its ability to bring together all 
relevant bodies in the peacebuilding process. The PBC would 
meet its mandate of marshaling resources for peacebuilding if 
it were able to \"inform\" appropriate donor fora of specific 
needs but not, \"dissolve into another donor forum\" itself. 


3. (U) European members of the Council, including the UK and 
France, called for a much more dynamic and aggressive PBC, 
particularly in-country. The UK suggested that the PBC needs 
to set specific goals for the next six months, including the 
establishment of annual workplans for the countries 

identified, the creation of in-country mechanisms for 
consultations, and agreement on new countries to consider. 
Belgium argued that the Council needed to \"empower\" the PBC 
by tasking it to provide specific advice on the countries 
currently under consideration (Burundi and Sierra Leone) and 
then responding to that advice in the formation of relevant 
Council mandates. Italy argued that the PBC needed to bring 
in the private sector. 


4. (U) China argued that the PBC must not spread itself too 
thin without first \"establishing the brand\" through some 
concrete and tangible success in the first two countries 
concerned. China called for a narrow focus on concrete, 
specific work that strengthens the \"lead role\" of the country 
under consideration. Russia argued that the PBC should serve 
to strengthen the coordination mechanisms that already exist 
within the UN system, and not undermine them. 


5. (U) South Africa\'s Dumisani Kumalo argued that the PBC had 
\"lost its way\" and continues to mean different things to 

different people. \"We are worried, as Africans,\" he said, 

\"as there is a limit to what the Security Council and 
peacekeepers can do.\" The objective of the PBC was to help 
countries stand on their own \"after the peacekeepers leave.\" 
The PBC should not become about disbursements, as \"it will 
never have the resources of the World Bank or the UNDP" The 
PBC could help fill this gap if it coordinated integrated 

strategies that \"made a difference on the ground.\" 
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6. (U) Other delegations agreed that the PBC had gotten off 

to a difficult start. Panama noted that the PBC\'s 

complicated format and \"turf struggles\" within the UN system 
had hindered the body\'s ability to get down to work. Congo 
said that it was clear the Security Council was \"unsure\" how 

to use the PBC, and called on the PBC to focus on development 
issues. Only Indonesia offered praise for the PBC\'s 
country-specific meetings to date. 


7. (U) Ambassador Wolff drew from reftel points to emphasize 
U.S. support for the PBC as a means to fill a gap in the UN 
system between the work of the Security Council and 
longer-term efforts to build stability in post-conflict 

societies. \"So far, the PBC has not yet met this challenge.\" 
Wolff called for specific, concrete results from the PBC on 
the two countries already on its agenda. We need to approach 
the work of the PBC with discipline and focus, so that it 
effectively acts to coordinate work already being done by a 
wide variety of stakeholders but does not duplicate or 
complicate their efforts. 


8. (U) On Thursday, January 22, the French hosted a meeting 
for the ten members of the Security Council who currently sit 

on the PBC. A/SYG McAskie told Council Members that she had 
gotten some criticism from other delegations for appearing 
before the Security Council (presumably before consulting 


directly with the PBC). She noted her readiness to defend 
herself on this account, given the SCVs direct role in 

creating the PBC, but said that it reflected a continuing 
argument among the broader membership over control of the 
PBC. The NAM and G-77 are concerned about the Security 
Council\'s intensified efforts to engage on peacebuilding 
efforts (though only Indonesia expressed similar concerns in 
the Council consultations, and South Africa argued strongly 
for a robust link between the PBC and the Council). 

WOLFF 
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Column 3 
SENSITIVE 
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FOR NEA/ARP 


E.O. 12958: N/A 

TAGS: PHUM, KISL, KIRF, KU 

SUBJECT: KUWAITI SHIA MARK ASHOURA PEACEFULLY THOUGH 
GOVERNMENT PREVENTS MARCHES 


REF: A. 06 KUWAIT 493 
B. 05 KUWAIT 766 


1. (SBU) Kuwaiti Shia celebrated Ashoura on January 30 and 
31 in Shia neighborhoods and at husseiniyas (Shia diwaniyyas) 
around Kuwait City. The celebrations included chanting and 
self-flagellation and gatherings at husseiniyas where clerics 
gave sermons focusing on the martyrdom of Imam Hussein, the 
Prophet MuhammadWVs grandson. No significant security 
incidents were reported. 


2. (SBU) With regional tensions high, and amid loud 
warnings from local Salafi groups, the GOK took steps to 
lower the public profile of Ashoura commemorations. In the 
heavily Shia and Iranian Rumaithiyya neighborhood of Kuwait 
City, the Ministry of Interior (MOI) barred the kind of 

Ashoura marches that take place around the Shia world and 
which have been permitted in previous years in Kuwait. MOI 
officials told the press that the denial of permission was 
meant to preserve the security of the \"citizens and residents 
of Kuwait.\" The MOI said it had positioned 150 officers and 
smaller numbers of special forces in Rumaithiyya and other 
neighborhoods to guard against potential problems. Shia were 
allowed to walk freely in Shia neighborhoods to visit 
husseiniyyas and to observe their Ashoura custom of 
distributing cold drinks to passersby. 


3. (SBU) An Embassy contact told PolOffs at an 
English-language husseiniyya on the evening of January 30 
that the MOI had made it known that public reenactments of 
the battle of Karbala would not be allowed. He said this was 
unfortunate and attributed the restriction to the growing 
influence of \"extremists.\" He conceded that the Government 
did not interfere with reenactments inside husseiniyyas. 
Public reenactments have been forbidden on occasion in the 
past, with control being more strict in times of heightened 
sectarian tensions, such as during the Iran-Iraq war. 


4. (SBU) Comment: The Kuwaiti media has been filled in 
recent days with sharp exchanges between Shia leaders and 
Sunni Salafis. Many commentators, and the Kuwaiti Amir 
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himself, have responded with calls to resist sectarian 

strife. Although there was some grumbling among Shia about 
restrictions on their marches and reenactments, in the end 
there were few signs these rising tensions had gone beyond 
the level of rhetoric. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www .state.sgov.gov/p/nea/kuwait/ 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 01/31/2017 

TAGS: PREL, PTER, SO, MU 

SUBJECT: OMANI-SAUDI INITIATIVE TO CONVENE SOMALIA 
CONFERENCE 


Classified By: Ambassador Gary A. Grappo for Reasons 1.4 (b, d) 


1. (C) During a January 31 meeting with the Ambassador, 
Omani Foreign Ministry Under Secretary Sayyid Badr al Busaidi 
said that Sultan Qaboos and Saudi King Abdullah had discussed 
and tentatively agreed to convene a conference in Riyadh to 
help stabilize Somalia and shore up the Somali Transitional 
Federal Government (TFG). The conference, as currently 
envisioned, would encompass high-level representatives from 
the TFG and moderates \"from all (Somali) camps,\" including 
the Council of Islamic Courts, along with senior delegates 

from Saudi Arabia, Oman, Egypt, Yemen, Sudan, Ethiopia, and 
Kenya. Participation from other GCC states is also being 
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considered, he added. 


2. (C) Acknowledging U.S. concerns on Sudanese involvement, 
Sayyid Badr said that Oman and Saudi Arabia hoped that Sudan 
could be \"steered in the right direction" if seated at the 

same table with the more moderate conference participants. 

He also remarked that Khartoum could seek to hinder proposals 
resulting from the conference if it were excluded. 


3. (C) Sayyid Badr explained that the goal of the proposed 
conference is to develop a plan to achieve comprehensive 
stability and security in Somalia so as to preclude another 
breakdown in order and to prevent extremist groups from 
amassing power. Delegates at the conference would discuss a 
broad range of possible measures to end violence, provide 
economic assistance, improve the delivery of basic services, 
generate employment, and broaden the political process, for 
example. The creation of an international peacekeeping force 
with approximately 3,000 - 4,000 members, and which could 
include Arab troops, would also likely be discussed, Sayyid 
Badr added. 


4. (C) While he provided no timeline or proposed date for 

the conference, Sayyid Badr expressed that Oman and Saudi 
Arabia wanted to move forward on their conference proposal 
quickly. He stated that the MFA was in the process of 
drafting a non-paper (in English) on the Somalia initiative 

to share with Secretary Rice as requested by NEA A/S Welch, 
with whom he had raised many of the same points during a 
January 30 telephone conversation. Sayyid Badr promised to 
deliver this document to post as soon as it is finalized for 
forwarding to Washington. 


5. (U) Minimize considered. 
GRAPPO 
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USAID FOR EGAT/ESP/IRB - ROB BERTRAM 


E.O. 12958: N/A 

TAGS: EAGR, ECON, PGOV, MI 

SUBJECT: MALAWI POISED FOR GOOD MAIZE HARVEST, BUT LOW 
PRICES WORRISOME 


1. Summary: Although it is too early to say for certain, 
Malawi appears to be headed for another year of surplus 
maize production, the result of good rains, improved maize 
seed provided donors, and an extremely expensive, but 
generally effective, government subsidy program that 
supplied fertilizer to a wide segment of the population. 
While the prospect of ample food in the coming year is 
certainly welcome, there is also concern that government 
policy will result in excessive surpluses, low producer 
prices, and disincentives to future production. With a 
significant surplus from last year\'s bumper crop still on 
hand, maize prices have already dropped fifty percent in 
recent months, due largely to a caution-inspired government 
ban on exports, even as the world price of maize has risen. 
Unless the government lifts the maize export ban soon and 
moves away from interventionist policies, Malawi risks 
continued market distortions that could lead to future food 
shortages. With national elections slated for 2009, 
however, there is little incentive for President Mutharika 

to abandon his popular subsidy scheme in the next two 
growing seasons, or to allow exports before the 2007 
harvest is ensured. End Summary. 


2. The government of Malawi\'s (GOM) fertilizer subsidy 
program, now in its second year in this incarnation, has 
encountered both political controversy and technical 
problems, including opaque coupon distribution, use of 
counterfeit coupons, a rumored overrun of legitimate 
coupons, and lawsuits and criminal charges against leaders 
who provided coupons to political allies rather than needy 
farmers. Nevertheless, the GOM has accomplished its basic 
goal of getting inputs to farmers, and for the first time 

has included private input traders in the distribution 
channel. The inclusion of private traders is a direct 

result of donor pressure, and alleviates major concerns 
that another year of a \"parastatal only\" subsidy program 
would drive the private input dealers out of business. 


3. As of mid-January, fertilizer uptake under the subsidy 
program reached a record figure of 152,000 tons -- 47,000 
tons more than last year\'s subsidy program. There have 
been very few complaints of fertilizer shortages, and those 
have been localized in very small areas. Malawi has also 
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benefited from a contribution of 5,000 tons of improved 
maize seed (including 3,000 tons of hybrid seed) from the 
donor community. The unprecedented high applications of 
fertilizer and improved seed are expected to enable Malawi 
to meet its national food requirement provided good rains 
continue throughout the growing season (November to April). 
Given that it has rained every day in Lilongwe since mid- 
December, and noting meteorological reports indicating most 
of the country has received adequate or above-average 
rains, it seems likely that sufficient moisture will be 

available. In Malawi, as in lowa, moisture plus fertilizer 
equals a good crop, and all reports indicated that this one 

is going to be exceptional, absent a cessation of the rains 

in the next five weeks. Maize is flourishing everywhere -- 
including in the flower beds at the entrance to the Foreign 
Ministry -- and some is beginning to tassel. 


GOM Food Security Policy Working in the Short-term, but 
Likely to Backfire 


4. This year\'s maize price pattern is virtually 
unprecedented in recent memory. During this pre-harvest 
period, usually referred to as the \"hungry season\" -- when 
maize stocks are scarce and prices high -- maize remains 
abundant and affordable owing to the 2006 bumper harvest. 
Boosted by subsidies and favorable weather, Malawi 
experienced a record harvest of 2.6 million tons in 2006, 
exceeding national demand by some 500,000 tons. Because of 
a maize export ban imposed in 2005 (due to food scarcity at 
that time), grain traders and processors have been unable 
to sell off their remaining stock, which is estimated at 
300,000 tons or more. The ban is a political imperative 
here: Every Malawian recalls the disaster of the 2001-2002 
crop, and the famine that followed. The low harvest was 
caused by lack of rain and inputs, but Malawians attribute 
the famine to the fact that the previous government 
permitted maize exports to continue through the crop 
season. Thus the GOM is unlikely to lift the ban -- and 
indeed the President is passionately on the public record 

to this effect -- until the maize tassels in February or 

March, allowing for an estimate of 2007 production, and 
there is no assurance the ban will be lifted even if a 

surplus is predicted. Note, however, that if the crop 
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estimates forecast a significant surplus, both farm and 
export prices will fall significantly. 
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5. With the 2007 harvest expected to exceed last year\'s and 
export restrictions still in effect, traders are struggling 

to offload their sizeable 2006 stocks, which risk damage by 
moisture and pests the longer they sit in substandard 
storage. More than six months post-harvest, significant 
storage losses are in fact beginning to occur. The GOM\'s 
grain trading agency, the Agricultural Development and 
Marketing Corporation (ADMARC), holds 85,000 tons that was 
purchased at above market prices (USD 138 per ton) through 
GOM guaranteed bank loans. The National Food Reserve 
Agency, another GOM institution, holds 70,000 tons. Private 
grain traders hold more than 100,000 tons that they 
purchased, mainly speculating that the export ban would be 
lifted, enabling them to sell to Zimbabwe. The quantity 
stored at the household level is unknown but thought to be 
substantial as well. 


6. Maize is now selling at USD 104 per ton in most parts of 
the country and for as little as USD 83 in some areas (less 
than half the typical price of USD 210 during the growing 
season). With the next harvest just two months away, prices 
are likely to plummet further and grain traders -- who are 
already selling at a loss -- will continue to suffer. The 
pressure on prices is not likely to ease unless the GOM 
lifts the export ban to release excess maize and stabilize 
prices. In January, the Grain Traders and Processors 
Association -- which was concerned about falling domestic 
prices and feared that export markets would soon dry up -- 
appealed to the donor community to lobby the GOM to lift 
the ban. 


7. The subsidy program has been extremely expensive for the 
GOM, not only due to the obvious costs of inputs, but also 
because of losses associated with stock holding. In 2006 

the GOM instructed ADMARC to buy surplus maize and 
guaranteed its bank loans in anticipation that ADMARC would 
recoup the money through grain sales. But no one is 
interested in buying ADMARC\'s vastly overpriced maize 
which, at USD 215 per ton, is twice as expensive as 
privately-traded maize, though political pressure is 

building to compel ADMARC to unload this maize to consumers 
at prices below those offered by private traders, thus 
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guaranteeing a major government-financed shellacking. 

Unless ADMARC is allowed to export maize soon, the only way 
it can reduce its trading loss, the GOM will likely have to 

cover its sizeable bank loans. 


8. While generally popular, the GOMVs strategy to 
ensure sufficient maize for domestic consumption by 
subsidizing inputs and banning exports is seriously 
distorting Malawi\'s maize trading market. If the export 
ban is not lifted soon, falling prices will likely reduce 
maize production in 2008 as disappointed farmers shift to 
more profitable cash crops. But with the 2009 elections 
ahead of him, and political pressure from opposition 
parties for even higher levels of subsidy, Mutharika shows 
no signs of changing course. Ironically, falling producer 
prices for maize may have the beneficial effect of 
encouraging diversification to other crops better suited to 
Malawi\'s agronomic conditions. 


9. In arecent meeting with donor heads of mission, we 
posed the question \"Is maize at less than 10 kwacha/kilo 
good or bad for Malawi food security?\" On the one hand, 
low priced maize stretches household food budgets and 
enables more people to acquire this staple within their 
incomes. But on the other side, there is a real risk that 
maize prices will drop to a level close to the cost of 
production for smallholder farmers who use paid day labor 
to produce small surpluses as an income producing 
mechanism. Neither we nor other donors have settled on an 
answer to the question, but it is crucial for Malawi\'s 
well-being that an answer be found. 
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SIPDIS 


NOFORN 
SIPDIS 


NEA/ARP 


E.O. 12958: DECL: 01/28/2016 
TAGS: PREL, ETRD, MARR, PBTS, KU, IZ 
SUBJECT: VISIT TO THREE KUWAIT-IRAQ BORDER FACILITIES 


REF: A. KUWAIT 33 
B. 06 KUWAIT 4173 
C. 06 KUWAIT 4638 


Classified By: CDA Matt Tueller for reason 1.4 (d) 


1. (U) Summary. On January 28, Ambassador and Emboffs 
participated in site visits to three border facilities on the 
Kuwait-lIraq border and to one Government of Kuwait (GOK) 
border outpost. Army Central Command (ARCENT) officials 
stated that the transition to the new military crossing point 
was proceeding well, though completion of the supply road on 
the Iraq side of the border will likely not be completed by 

the February 28 target date. At the border outpost, 
Ambassador witnessed a demonstration of the security systems 
- electrified fence, touch sensors and thermal image cameras 
- in place along the entire Kuwaiti border. End summary. 


Military Border Crossings 


2. (C) During a visit to points of interest on the 

Iraq-Kuwait border, ARCENT officials briefed Ambassador and 
Emboffs that the transition from the current military border 
facility, Coalition Crossing at Camp Navistar, to the new 
military facility, Khabari Crossing (K-Crossing), was 
progressing well. The facilities at K-Crossing are completed 
and ready for operation. The procedures for the shared 
operation of the facility by ARCENT and Ministry of Interior 
(MOI) officials are in the final stages of agreement. A 

written statement of Standard Operating Procedures (SOP) is 
in the hands of the MOI for their review and concurrence. 
The final element of the transition, the completion of the 

105 kilometer portion of the supply road on the Iraq side of 
the border, is 60% complete. Military engineers connected to 
the road project said meeting the target completion date of 
February 28 is doubtful due to various contractor-related 
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delays, but steady progress is being made and the project 
will be completed soon, though they were reluctant to give an 
estimated completion date. 


3. (C) ARCENT officials said that once K-Crossing is 
operational, all convoys will be staged at Camp Virginia, 70 
kilometers southeast, prior to being sent to K-Crossing, to 
avoid traffic congestion and delays at the border facility. 

At K-Crossing, GOK Immigration and Customs officials will 
process all northbound and southbound commercial vehicles 
operating under military contracts with a targeted processing 
time of 90 minutes or less. Northbound U.S. military 

vehicles will pass through the crossing without any GOK 
processing. Southbound military vehicles will be subject to 
spot checks by U.S. Navy Customs officers in cooperation with 
MOI officials. K-Crossing will be operated by approximately 
70 U.S. military personnel and 20 military security 

personnel, who will be based at Camp Buehring, 35 kilometers 
to the east. 


Border Outpost 


4. (C) Ambassador and Emboffs also visited a GOK border 
outpost, one of 20 responsible for monitoring the more than 
200 kilometers of the Kuwait borders with Iraq and Saudi 
Arabia. The border fence monitoring systems include a sensor 
system connected to electrified concertina wire that is 
installed the entire length of Kuwait\'s two ground borders. 
Three meter high chain link fences on both sides of the 
concertina wire also run the length of the borders. The 
sensor system is activated when the concertina wire is 
touched. The system delivers a non-lethal electrical charge 
and identifies the point on the fence where the incident 
occurred. This information is received in the border outpost 
and at Border Security headquarters. The GOK also has 
thermal imaging camera systems installed at all of the border 
outposts. 


GOK Commercial Crossing 


5.(C) The GOK Border Security officials also provided the 
Ambassador with an overview of the customs, immigration and 
border security procedures at the Abdaly border facility, the 
only public border crossing point from Kuwait into Iraq. The 
Abdaly Crossing currently processes an average of 400-500 
commercial vehicles a day and 40-50 private vehicles entering 
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into Iraq. Private Kuwaiti citizens are not permitted to 

cross into Iraq. (NOTE. This would appear to be near the 
capacity of the commercial crossing since contractors using 
the crossing consistently describe lengthy delays including 
overnight stays at the border while waiting for vehicles to 

be processed and cleared for movement across the border. The 
delays appear to be due to manpower and operating hours 
limitations on both the Kuwaiti and Iraqi sides of the 

border. End note.) Kuwaiti Border Security officials 
described regular and open communications with their lraqi 
counterparts. This is in contrast to GOK Customs officials\' 
statements in October 2006 (ref B) that there were no direct 
communications with their Iraqi Customs counterparts. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www .state.sgov.gov/p/nea/kuwait/ 
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SENSITIVE 
SIPDIS 


EUR/RUS FOR HOLMAN 

EB/TRA BYERLY AND COLEMAN 
FAA FOR SHARP 

LONDON FOR BARKS 


E.O. 12958: N/A 

TAGS: EAIR, ECON, RS 

SUBJECT: RUSSIA: DELTA AND SHEREMETYEVO AIRPORT OFFICIALS 
DISCUSS FLIGHT DELAYS 


Column 3 


1. (SBU) Delta and Sheremetyevo Airport (SVO) officials met 
January 29 to discuss delays in take off - and as a result, 

of its overall \"block time\" - of its Moscow-Atlanta flight. 
(Block time refers to push back from departure gate to 

arrival at gate at entry point.) Delta Flight 47\'s \"block 

time\" has continually exceeded 12 hours - the maximum allowed 
by FAA for U.S. carriers - since construction of Sheremetyevo 
(SVO) Terminal 3 started, causing long taxi lines for take 

off. As a temporary solution, Delta pilots will radio the 

control tower for advice on taxi time before they push back 
from the gate. In three weeks (pending Atlanta approval), 
Delta 47\'s departure time will change from 12:55PM to 
12:25PM, which will put the aircraft first in line to depart, 

after the runway is reopened following its daily 

construction closure. 


2. (SBU) The tone of the meeting was positive and both sides 
were clearly committed to keep Delta 47 running. Delta\'s 
Atlanta-Moscow flight is running at 90-95% capacity and is 
more popular than its link to New York. The plane carries 
approximately 200 passengers six days per week. 


BACKGROUND 


3. (SBU) Under FAA directives, airlines can exceed its block 
time no more than 30% of its flights in any given 90-day 
period. Since construction of Sheremetyevo Terminal 3 began, 
Delta has faced increased taxi time on the SVO runway and 
exceeded the twelve-hour block time almost daily. According 
to Delta, it has taken steps to reduce its block time: paying 
Atlanta\'s Hartsfield Airport for priority service so it can 
proceed directly to the gate upon arrival; reprogramming its 
flight mapping computer to go faster to reduce flight time 
(though costing $800-$1000 more in daily fuel), and working 
with SVO to reduce the taxi time before take off in Moscow. 


4. (SBU) Sheremetyevo Terminal 3 construction is expected to 
continue until the beginning of 2008. The runway is closed 

for 80 minutes each morning for unavoidable construction. 
SVO Deputy Director General for Operations Vladimir Buryak 
and Director of Air Traffic Control Alexander Vedernikov 
voiced their support to help Delta find a long-term solution. 
They offered Delta a daily 12:25PM take off time, which would 
make it the first to depart after the construction break and, 
therefore, eliminate its taxi time. Delta\'s Atlanta HQ\'s 
representative, who attended this meeting, said this 

long-term solution would work pending senior HQ approval, but 
Delta would need three weeks to change its tickets, notify 
passengers, and adjust connections. SVO agreed to the 
three-week delay. 
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E.O. 12958: N/A 
TAGS: OTRA, SF, ZI 
SUBJECT: COUNTRY CLEARANCE FOR JONATHAN M. SMALLRIDGE 


REF: STATE 07860 


1. Embassy Harare grants country clearance and warmly 
welcomes the visit of Jonathan M. Smallridge for 

consultations with Embassy officials from February 5 to 
February 9, 2007. Embassy acknowledges that Mr. Smallridge 
holds a top secret clearance. 


2. The Embassy has confirmed your reservations at Harare\'s 
Meikles hotel (corner of Jason Moyo and Third Street in 
downtown Harare; tel 263-4-707-721; fax 263-4-707-753). 
Non-smoking rooms are available upon request. The cost of 
the room is USD $171 (government rate) per night, which 
includes breakfast and taxes. Payment for hotel must be made 
in foreign currency. 


3. Based on the current economic situation in the country, 
using a credit card could significantly increase your 

costs. Hotel payment must be made in U.S. cash or 
travelers checks. U.S. travelers checks are difficult to 

use except to pay hotel bills. Personal checks may be 
cashed at the Embassy cashier only for local currency and 

at the official exchange rate. Personal checks cannot be 
cashed at the Embassy for U.S. currency. Post recommends 
that travelers bring enough U.S. currency to cover 
anticipated needs in Zimbabwe. 


4. Control Officer for the visit will be Political officer 

Scott Higgins who can be reached during work hours at 
263-3-250-593 extension 321; after hours at 263-4-250-595; 
home at 263-4-495961; and cell phone at 263-011 200 692; 
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or via email at HigginsSC@state.gov. Post will meet and 
assist at the airport. 


5. Post strongly urges leaving Embassy Harare\'s telephone 
number with family and business associates before departing 
for Zimbabwe so that you can be quickly located in the 

event of an emergency. The Embassy telephone number is 
263-4-250-593. Marine Security Guard Post extension is 
260. 


6. Several recent visitors transiting Johannesburg to 
Harare have had items stolen from their luggage at 
Johannesburg International Airport. Please ensure that 
your luggage is locked and hand-carry valuable items. 


7. Malaria is prevalent throughout Zimbabwe, except in 
Harare. We strongly recommend the use of malaria 
prophylaxes and adjunctive measures when traveling outside 
of Harare. 


8. The exchange rate is currently 2915.00, however this 
rate is subject to frequent change. 


9. There is a non-waivable USD 30.00 per person departure 
tax, payable at the airport upon leaving Zimbabwe in exact 
change only. (Note: the Zimbabwean Government recently 
began levying a USD 30.00 fee for US visitors in Zimbabwe, 
but airport authorities have been instructed to waive this 

fee for travelers with US diplomatic and official 

passports. End note.) 


10. Harare is designated a high crime post by the 
Department of State. The Regional Security Officer (RSO) 
is required to brief all TDY visitors staying more than one 
week as soon as possible after their arrival at post. 

While Harare is a clean and pleasant city, street crime is 

a serious problem, particularly in tourist areas. Visitors 
have found it safer not to carry valuables, but rather to 

store them in hotel safety deposit boxes or safe rooms. 
Walking alone or at night downtown is not recommended as 
attacks have taken place on public streets and parks. The 
RSO recommends leaving all important documents (passports, 
plane tickets, etc.) in a hotel safe, and not wearing any 
jewelry on the street. In addition, visitors should avoid 
hanging a camera around their necks, carrying a protruding 
wallet, and carry or showing large amounts of money in 
public. We urge visitors to use the same security 
precautions they would exercise in any urban area. Avoid 
any large gatherings, demonstrations or political rallies 

in both rural and urban areas. Occupied farms are also to 
be avoided at all times. 
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11. Road safety/automobile travel: While traveling in 
vehicles, doors should be kept locked and windows rolled 
up. Car-jackings are common in Harare, and diplomatic 
vehicles and personnel are not immune to these attacks by 
armed thieves. Highway bandits are active on roads leading 
to border areas. 


12. As per Secstate 286036, TDYers must coordinate the 
transport of official unclassified portable computers that 
will be used within the USG controlled access facilities 
with the RSO and ISSO. 

DELL 
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DEPARTMENT FOR PA/PR/FPCW (JBAILEY), NEA/PPD (DBENZE), NEA/ARP 
(BJACKSON) 


REF: STATE 201154 


E.O. 12958: N/A 
TAGS: OEXC, OPRC, KU 
SUBJECT: KUWAIT PROPOSALS FOR FPC REPORTING TOURS 2007 


1. Kuwait Public Affairs proposes five rank ordered FPC reporting 

tour topics: Gulf regional security; free trade; Islam/Religion in 
America; history of women\'s participation in American politics; and 

the life of Kuwaiti students at American colleges and universities. 

Post also nominates Al-Qabas newspaper to participate in one or more 
of these subject tours. 


2. Gulf regional security: This tour could provide access to 
high-level officials at the U.S. Department of State, the White 
House, Congress, and the Pentagon. With this access, journalists 
could report on U.S. interest in ensuring Gulf security, the 

emphasis on cooperation with regional partners and the role that 
NATO and other international organizations could play to strengthen 
regional security. 
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3. Free trade: This tour could provide access to senior government 
officials at the Departments of State and Commerce as well as with 
the Small Business Administration and other trade related USG 
entities. Private businesses with a potential to invest in Kuwait 

could also be included. The tour would focus on the Kuwait-U.S. 
TIFA agreement underscoring the benefit to Kuwait and the region of 
an eventual FTA and encouragement of entrepreneurship, particularly 
for women business leaders. 


4. Islam in America: This tour could provide access to the American 
Islamic community, including Imams and political leaders. 

Journalists would have the opportunity to report on the freedom that 
Muslims enjoy in the U.S. to practice their religion. At the same 

time, the tour could explore the ongoing debate in the U.S., and 
elsewhere, about the role of religion in public life. The 

experience of how American society balances the separation of church 
and state would be useful to Muslim nations, including Kuwait, that 

are undergoing similar debates within their own societies. 


5. Women\'s participation in American politics: This tour could 
provide access to historians and historic places that can bring to 
life the struggle for women\'s equality in America. Current issues 

of women in American politics could be explored with women political 
leaders and grassroots organizers of today. An interview with 
Speaker of the House Nancy Pelosi -- who recently visited Kuwait -- 
would be a great capstone interview for this tour. Subsequent 
reporting would give Kuwaitis a framework for understanding the 
goals of the women\'s movement to attain equal participation in 
political life and share in the American economy. It could also lay 

a foundation for appreciating the benefit of gender equity to all 
society. 


6. Middle Eastern students at American colleges and universities: 
Many Kuwaiti parents and students remain hesitant to travel to the 
U.S. to pursue higher academic studies for fear that Arabs and 
Muslims are not welcome in America. This program could provide 
access to Arab and Muslim students, particularly student leaders, 
currently living and studying in the U.S. This tour could bring 
journalists face-to-face with Kuwaitis and other Middle Eastern 
students and scholars studying in America institutions to discuss 
their experiences interacting with American society, the benefits of 
a U.S. education, and also the role that they play as 
representatives of their own nations, informing Americans about the 
Middle East and Islam. 


7. Post nominates Al-Qabas Arabic-language newspaper. With a 
circulation of about 65,000, Al-Qabas enjoys a wide circulation in 

Kuwait and its reporting is generally pro-American. Over the years 
Public Affairs has worked closely with editors and reporters of 

Al-Qabas on numerous USG VIP interviews, NAVCENT media reporting 
tours, and a US/NATO Media Reporting Tour to Brussels. Public 
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Affairs Kuwait has reached an informal agreement with Al-Qabas 
editorial management to co-organize several reporting tours to the 
U.S., if approved. 


8. Expected results: Previous reports in Al-Qabas on media 

reporting programs such as the US-NATO Tour, and NAVCENT-sponsored 
Coalition Embarkations in the Arabian Gulf, which were co-organized 

for the newspaper by the Public Affairs Kuwait, consisted of 

multiple reports published on consecutive days in full-page colorful 

layouts. These reports reflected U.S. Foreign policy accurately 

with appropriately selected images and headlines. 


5. Cost Sharing Option: Al-Qabas editorial management has agreed in 
principle to share the cost of the program with the U.S. Embassy by 
covering the international airfare for round-trip air travel between 
Kuwait and the U.S. for all Al Qabas participants in the program. 


6. PLEASE ADVISE ACCEPTANCE. 
TUELLER 
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EUR/NCE FOR SSADLE 

E.O. 12958: DECL: 01/31/2017 

TAGS: OFDP, PINR, PREL, UNGA, SI 

SUBJECT: SLOVENIAYS NEW UN AMBASSADOR PAYS COURTESY CALL ON 
COM 

Classified By: COM for reasons 1.4 (b) and (d) 

1. (U) On January 30 Slovenia\'s newly appointed Ambassador to 


the United Nations Sanja Stiglic (pronounced SAN-ya 
SHTEE-glitz) paid a courtesy call on COM before her planned 
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departure for the United States on February 3. Stiglic, a 
career diplomat, is the fourth Slovenian Ambassador to the 
United Nations and will replace Ambassador Roman Kirn 
(currently Director of the MFA\'s Division of the Americas). 
This is a return posting to the UN for Ambassador Stiglic; 

she served at Slovenia\'s representation to the UN from 1997 
to 2002 (extending her four year term to five). Stiglic 

worked under Slovenia\'s first and second Ambassadors to the 
UN (Danilo Turk and Ernest Petric) and was in New York during 
Slovenia\'s first stint on the UN Security Council in 1998 and 
1999. In 2002 Stiglic returned to Slovenia to serve in the 
Office of the Foreign Minister and most recently as the Head 
of the Division for Relations with the Countries of Western, 
Northern, and Central Europe. 


2. (U) Stiglic was enthusiastic about getting out to post, 

noting that the next year will be very busy as Slovenia 

prepares to hold the EU Presidency in 2008. She said that 

the office will expand from six to 15 diplomats for the 
Presidency and that they may be forced to move offices due to 
space concerns. She told COM that talk of moving Slovenia\'s 
New York City consulate -- which shares space with Slovenia\'s 
UN representation office -- was due to cost concerns, the 
departure from New York City of many Slovenian businesses and 
banks, and the need to have representation in key Western and 
Mid-West cities, such as Chicago. Still, she said she 

supports keeping the consulate in the city. She also noted 

that the EU Presidency will offer a very good opportunity to 
promote Slovenia in the U.S. and around the world. 


3. (C) COMMENT. Stiglic spoke fondly of the United States 
and told COM she has a sister, an AMCIT ballet dancer, who 
has lived in Chicago for over 10 years. Though young for an 
Ambassador she is experienced and confident, and weathered a 
particularly stormy period at the MFA several years ago 
without apparent permanent damage (when Foreign Minister 
Dimitrij Rupel was dismissed and briefly replaced by Ivo 
Vajgl in 2004). Stiglic will strongly advocate for Slovenia 

to win a seat on the Human Rights Council (HRC) this year 
(she mentioned this and also inquired about whether the U.S. 
would be a candidate for the HRC during the meeting with 
COM). FM Rupel urged COM to meet Stiglic, says he thinks 
highly of her, and she should have easy and direct access to 
him when she takes up her new responsibilities. She will be 
an important resource for us in New York during the EU 
Presidency. END COMMENT. 


4. (U) BIOGRAPHICAL INFORMATION. Ambassador Sanja Stiglic 
was born in Kranj, Slovenia on March 10, 1970 and holds a 
University Degree in Law from the University of Ljubljana. 

She joined the Slovenian foreign service in 1995 and began 
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her career as an attach at the Department for Neighboring 
Countries at the MFA and at the Slovenian Embassy in Zagreb, 
Croatia. From 1996 to 1997 she worked as an Advisor in the 
Office of the Foreign Minister. She served at Slovenia\'s 
representation to the UN from 1997 to 2002 as Second 
Secretary and then as First Secretary, and also served as the 


SIPDIS 

Alternate Representative of the Republic of Slovenia to the 
UN Security Council in 1998 and 1999. She returned to 
Slovenia in 2002, serving first as Counselor to the 
Government and Deputy Head of the Office of the Foreign 
Minister, and then as State Undersecretary and Head of the 
Office of the Foreign Minister in 2003 and 2004. Most 
recently, from 2005 to 2006, she was Head of the Division for 
Relations with the Countries of Western, Northern, and 
Central Europe. In addition to Slovenian, she speaks 
English, German, Spanish, and Croatian. END BIOGRAPHICAL 
INFORMATION. 

ROBERTSON 
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DEPT FOR S/WE SASHA MEHRA 


E.O. 12958: N/A 
TAGS: KWMN, PHUM, RW 
SUBJECT: RWANDA: FIVE INFLUENTIAL WOMEN 


REF: STATE 11245 


Post offers the following five Rwandan women as our 
contribution to the roster of key women requested by the 
Department: 


Jeannette Kagame, First Lady of Rwanda. Participates in a 
wide variety of civil society efforts to expand opportunities 
for women and vulnerable populations. Contact information: 
Presidency Press Secretary Yolande Makolo, telephone 
(250)0830-6800, ymakolo@gov.rw. 
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Aisa Kirabo-Kacyira, Mayor of Kigali, President of RALGA 
(Rwanda Association of Local Government Authorities). 
Activist and dynamic mayor of the capital city, also heads 
the autonomous civil servant association that takes a leading 
role in shaping the extensive decentralizataion effort now 
underway in Rwanda. Contact information: telephone (250) 
573-684, akirabo@kigalicity.org. 


Domitilla Mukantaganzwa, Executive Secretary of the National 
Service of Gacaca Jurisdictions. Directs the nationwide 
exercise in justice and reconciliation being conducted by 

1545 gacaca courts (modernized versions of traditional 

village courts), trying genocide suspects and establishing 

the truth of the events of the 1994 genocide. Contact 
information: telephone (250) 58-66-48, 

gacaca@rwandatel1 .rwanda1.com. 


Joy Ndungutse, CEO of Gahaya Links, a booming handicraft 
export business with supply contracts with Macys department 
store and other American outlets, works with women\'s 
cooperatives who supply the baskets and other items, 
expanding economic opportunity for rural women. Contact 
information: telephone (250) 0830-7250, 
joyndungtse@yahoo.com. 


Jacqueline Rusilibya, President of Profemme Twesehamwe, an 
umbrella organization of women\'s NGOs, takes leading role is 
shaping women\'s issues and civil society concerns throughout 
Rwanda. Contact information: Executive Secretary Agnes 
Mujawayezu, telephone (250) 0850-3211, auwayez@yahoo.fr. 
ARIETTI 
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SUBJECT: AMBASSADORYS MEETING WITH SPEAKER EMSIS 


Column 3 
Classified By: Ambassador Catherine Todd Bailey. Reason: 1.4 (D) 


1. (C) Summary: Saeima speaker Indulis Emsis was optimistic 
that legislation authorizing the government to sign the 

border treaty with Russia would pass on February 1, but was 
skeptical that nationalist party Fatherland and Freedom could 
remain in the coalition after its opposition to this 

legislation. He was unwilling to discuss candidates for 
President, saying that public debate would only tarnish the 
reputation of the eventual winner and the coalition will make 
the choice. Despite prodding from the Ambassador, Emsis was 
strongly opposed to proposed legislation on restitution of 
Holocaust-era Jewish communal and heirless private property, 
suggesting that moving forward would only increase 
anti-Semitism in Latvia. He welcomed upcoming Embassy 
initiatives on energy and judicial issues and praised 

President Bush\'s recent comments on energy issues. End 
summary. 


2. (U) Ambassador Bailey met January 30 with Speaker of 
Saeima (parliament) Indulis Emsis. Emsis was joined by his 
political advisor, Viesturs Silenieks and pol/econ chief 
accompanied Ambassador. Emsis, head of the green part of the 
Union of Greens and Farmers (ZZS), previously served as Prime 
Minister in 2004 and was most recently chair of the national 
security committee of parliament. Emsis is able to carry on 

a conversation in English, but he sometimes has difficulty 
communicating or understanding nuance or technical points. 

For the first time in a meeting with the Ambassador, he had 

an interpreter (a perk available in his current position) 

although he used her only a fraction of the time, mainly to 
translate his remarks. 


3. (C) Emsis predicted that the legislation to authorize the 
government to sign the border treaty would pass parliament on 
February 1 with about 60 votes. He said it was important 
that there be a full discussion in parliament of this issue 

and cautioned that the harder vote would be to pass the 
legislation on an urgent basis (which would allow passage of 
the bill in two vice three readings and reduce opportunities 
for amendments). Politically, he said, signing and eventual 
ratification of the border treaty would remove a key plank of 
ultra-nationalist parties in Latvia. In response to the 
Ambassador\'s question, Emsis predicted a challenge in the 
constitutional court to the treaty but would not speculate on 
its outcome. 


4. (C) Looking ahead to the selection of a new president this 
summer, Emsis said we should expect very little public 
discussion. Past experience had shown that getting names of 
candidates out early only provided opportunities to attack 
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them in the press and damage their reputations. In contrast 
to his call for openness on the border treaty, he said on 
presidential selection that \"the coalition will decide and 
finito." 


5. (C) Emsis opined that nationalist Fatherland and Freedom 
(TB) was not behaving as a good coalition partner, while the 
other three members, ZZS, People\'s Party (TP) and First Party 
(LPP), who control 51 seats between them, worked well 
together since their days as a minority government prior to 
elections. TB was not being helpful on the border treaty and 
threatening to introduce amendments that would be 
unacceptable to Russia and end any chance of getting the 
treaty signed. They also regularly introduced legislation to 
remove local government officials who did not have fluent 
Latvian language skills. Emsis said this was impractical and 
unfair to populations in certain areas of the country where 
Latvian is the second language. It is one thing to disagree 
within government or even to abstain on certain issues, but 
to actively oppose was not proper for a party with 

ministerial responsibilities. TB needed to decide if it is 

an opposition party or a part of government. (Comment: Emsis 
isnVt the only member of the coalition we\'ve heard talk like 
this about TB recently, but the current parliamentary math 
complicates the timing and arrangements of any change in 
government. End comment.) 


6. (C) Ambassador Bailey asked when the issue of restitution 
of Holocaust-era Jewish communal and heirless private 
property might come back to the parliament after it was 
rejected on a procedural motion in November. Emsis was 
categorical in rejecting the deal that had been negotiated 
between the government and the Jewish community. He said 
there could be no special treatment for any one group and 
claimed that he feared that passing the legislation that had 
been proposed would actually increase anti-Semitism in Latvia 
by providing special treatment for the Jewish community. He 
also claimed that a former colleague from the independence 
movement, herself a Jew, did not support the draft 

legislation and viewed it as divisive. Emsis said that 

perhaps the Jewish community needed better internal 
coordination on this issue. (Comment: The individual he 
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cited is indeed Jewish, but not an active member of the 
Jewish community here, which remains supportive of the deal 
negotiated last year. End comment.) Ambassador Bailey 
pushed back hard, noting that the proposal rejected by the 
parliament had been under discussion for a long time and it 
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was facetious to claim it was all new. She urged the Speaker 
to bring the issue back for a thorough discussion in the 
Saeima and to respect the length of discussion on this issue. 


7. (U) The Ambassador also briefed the Speaker on upcoming 
Embassy activities in the areas of energy and judicial 

affairs. He pledged his active support for both events. On 
energy, Emsis said that Latvia needed a serious discussion of 
conservation and renewable sources of energy as it faced for 
the first time serious questions about the stability of its 

energy supplies. He applauded President Bush\'s initiatives 
on energy announced in the State of the Union address. 


8. (U) Emsis accepted the Ambassador\'s invitation to join her 
in a visit to the military hospital in Landstuhl, Germany, 

where a Latvian solider injured in Iraq was undergoing 
treatment and rehabilitation following the amputation of his 
foot and provision of a prosthetic device. 

BAILEY 
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E.O. 12958: N/A 
TAGS: PGOV, PINR, SCUL, KISL, IS 
SUBJECT: ISRAEL APPOINTS FIRST ARAB MUSLIM CABINET MINISTER 


1. (U) Fifty-eight years since the establishment of the state of 

Israel, the first Arab Muslim has been sworn in as a government 
minister (although currently without a portfolio). Labor MK Ghaleb 
Majadleh\'s controversial appointment was spearheaded by Labor party 
leader Amir Peretz, who most observers believe was looking for a way 
to bolster his chances of being reelected in Labor\'s upcoming 
primaries. Majadleh himself incurred considerable criticism from 
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colleagues, both Arab and Jew, for his willingness to join a 
government that includes the anti-Arab Yisrael Beiteinu party, led 
by Avigdor Lieberman. End Summary. 


2. (SBU) A former businessman and local labor union official, 
Ghaleb Majadleh first entered national politics as a Labor member of 
the 16th Knesset in 2004 and soon gained a degree of prominence as 
chairperson of the influential Interior Committee, at a time when 
Arab public support for the Labor party was dwindling. While party 
leader Amir Peretz\' fortunes appeared to be on the rise, Labor made 
no move to curry favor with the Arab sector. In the aftermath of the 
Lebanon war, however, the prospect of Peretz winning the Labor 
primaries for a second time dimmed and the \"Arab card\" gained 
currency. A politically weakened Peretz began looking for a Muslim 
ministerial candidate to bolster LaborYs image with the Arab 
electorate ahead of Labor\'s May 2007 leadership primaries. 


3. (U) In January, Peretz picked Majadleh to replace Labor MK Ofer 
Pines-Paz, who resigned from the cabinet in protest over PM Olmert\'s 
inclusion of Yisrael Beiteinu in the governing coalition. 

Pines-Paz, a staunch advocate of equal opportunity for minorities 

and Peretz\'s rival for party leadership, claimed Peretz was 

cynically exploiting Majadleh to ensure his re-election in the May 
primaries. Pines-Paz has also been critical of Majadleh, who had 
been vocal in demanding that Labor quit the government when Yisrael 
Beiteinu joined the coalition in November. At the time, Majadleh 

went on record saying that Yisrael Beiteinu leader Avigdor Lieberman 
\"wants a Jewish country with no Arabs, so we cannot legitimize him 
by sitting with him.\" But when the ministerial post was offered by 
Peretz, Majadleh performed reversed himself, arguing, \"My 
appointment is an important precedent-setting step toward 

integrating the million Arabs in this country... Many have talked 

about equality but Peretz is the first to really take a step to 

bring it about...\" 


4. (SBU) Amid the hue and cry over the perceived cynicism of the 
Peretz \"maneuver\" in picking Majadleh for the vacant ministerial 
portfolio and the failure of many Arab and Jewish politicians to 
grasp why Majadleh would agree to sit in the same government with 
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Lieberman, it appears that few are crediting the new minister with 
the political savvy that has brought him this far. Of 24 current 
cabinet ministers, only Avigdor Lieberman voted against Majadleh\'s 
appointment. The Knesset confirmation vote was also decisively in 
favor (59 to 23 with 2 abstentions). Several Arab MKs, who were 
determined in their opposition to Majadleh\'s appointment, were 
nevertheless among the first to congratulate him, reflecting the 
complicated views Arab politicians hold of their participation in 

the government. 


5. (SBU) The lack of opportunity afforded to Arab politicians to 
exercise their skills at the government level may well have misled 
the pundits into underestimating just how adept they may prove to be 
if given the chance to \"work the system.\" The first indications of 
Ghaleb Majadleh\'s expertise have already surfaced in a report that 
his swearing-in as a government minister coincided with the 
registration of some five thousand new Labor party members from the 
Arab sector. Questioned about the flurry of voter registration, 
Majadleh insisted that there was nothing irregular about it: \"We 
want to be the largest section in the Labor party and influence the 
election of the party chairman,\" he told the mass-circulation 
newspaper MaVariv. 


RAMON CONVICTION MAY DELAY CABINET RESHUFFLE 
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6. (U) Majadleh remains a contender for the post of Minister of 
Science, Culture and Sport that he seeks -- the same ministry 
relinquished by Ofer Pines-Paz (and currently held by Education 
Minister Yuli Tamir) -- but this is also the same post that 

Lieberman wants for his Yisrael Beiteinu Party. While Majadleh has 
secured a seat at the cabinet table, the work on securing a ministry 
has just begun. Many observers had predicted that if former Kadima 
Justice Minister Chaim Ramon had been acquitted, PM Olmert would 
have used that occasion to reintegrate Ramon in the government and 
reshuffle other portfolios in the process. With the January 31 
conviction of Ramon for \"indecent acts,\" however, Olmert\'s incentive 
to reshuffle his cabinet has diminished. 


7. (SBU) Bio Note: Majadleh hails from Baka el-Gharbia, an Israeli 
Arab town that borders the West Bank. It just happens to be one of 
the towns that Lieberman contemplates cutting off from Israel and 
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including within a future Palestinian state. Majadleh is at home 
speaking Arabic and Hebrew, and speaks basic English as well. Like 
his Labor Party leader, Amir Peretz, Majadleh worked for the 
Histadrut labor union; both ministers graduated from high school, 

but do not have university degrees. Majadleh regularly complains to 
Embassy officers that more U.S. assistance to Israel should be 
channeled to the Arab minority population that represents his own 
political base. 


JONES 
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E.O. 12958: DECL: 01/31/2017 

TAGS: PREL, MARR, MOPS, PBTS, GG, RS 

SUBJECT: RUSSIAN MFA CONFIRMS POSITIVE CHANGE IN ABKHAZIA 
POSITION 


Classified By: Ambassador William J. Burns. Reason: 1.4 (b, d) 


Summary 


1. (C) MFA Fourth CIS Director Andrey Kelin briefed 
PolMinCouns on the Russian position toward Georgia\'s Kodori 
Gorge January 31, making explicit the positive change hinted 

to DAS Bryza in Berlin January 22. Russia will now accept 

the presence of up to 200 Georgian internal troops in Kodori 

(the previous position demanded complete withdrawal and the 
removal of the Georgian-backed \"Abkhaz Government in Exile"). 
Kelin implied a deal: Russia will agree to a reduced 

Georgian presence in exchange for a UN visit by Abkhaz 
\"Foreign Minister" Shamba. End Summary. 


2. (C) Kelin told PolMinCouns that Russia\'s concern about the 
Georgian armed presence in Kodori is the capacity to attack 
Abkhazia. Now, he said, Georgia has 500-530 internal troops 
there -- nearly a battalion. This provides real offensive 
capability. If the Georgian forces were reduced to 200 (with 
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complete removal of heavy weaponry), the level would be 
normal" Kelin signaled that Russia is open to discussion 
on the number, its only concern being the offensive 
capability; he reiterated that Russia understands the 
legitimate need for a Georgian police presence in Kodori. He 
stated that UNOMIG has not verified the withdrawal of heavy 
weaponry, and that Georgia maintains fortifications, 
helicopters, mortars and armored personnel carriers. 


3. (C) Kelin asked for U.S. cooperation in granting a visa to 
Abkhaz \"Foreign Minister" Sergey Shamba for a visit to 
address the UN (format to be decided by the UN, but not 
necessarily Arria). We noted that the issue is under review, 
but flagged Washington\'s concerns over previous Abkhaz 
demands that all Georgian forces leave Kodori before the 
Abkhaz would re-engage in the negotiating process. Kelin 
said he will travel to Abkhazia February 1 and will discuss 
the issue with Shamba. 


Comment 


4. (C) Kelin never said the Russian position has changed, but 
clearly he was proposing a deal to change it: Russia would 

agree to a Georgian presence, at a level reduced ostensibly 

for security concerns, but also to save face. In addition, 

Kelin pointedly left out previous Russian demands for the 

removal from Kodori of the Georgian-backed \"Abkhaz Government 
in Exile.\" In return, the U.S. would agree to let Shamba 

address the UN. 


5. (C) That proposal is clearly a first bargaining position, 

but there may well be a deal to be hammered out with the 
Russians, other FSG members, and the parties. In addition to 
agreement on an acceptable Georgian force level (presumably 
somewhere between 200 and 500) and weaponry consistent with 
the 1994 Moscow Agreement, the deal could include both 
explicit Abkhaz commitment to re-engage in the negotiating 
process and Russian agreement on acceptable elements of the 
next UNSC resolution to renew UNOMIGVs mandate, dropping 
negative mention of Georgian actions and deployments in 
Kodori. In our view, that gain would be well worth a visa 

for Shamba. 

BURNS 
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E.O. 12958: N/A 
TAGS: KWMN, PHUM, PREL, BA 
SUBJECT: BAHRAIN: INFLUENTIAL WOMEN 


REF: 2006 STATE 202341 


Sensitive but unclassified; please protect accordingly. Not 
for Internet distribution. 


1. (SBU) Per reftel, the following are postYs submission for 
the most influential women in Bahrain: 


A. Afnan Al Zayani 
Board Member, Bahrain Chamber of Commerce 
President, Al Zayani Commercial Services 
Former President, Bahrain Businesswomen\'s Society 
Office: 973 1729 7676, Fax: 973 1729 4800 
Email: azcs@batelco.com.bh 


B. Dr. Munira Fakhro 
Professor of Sociology, University of Bahrain 
Parliamentary Candidate (Waad Political Society), 2006 
Elections 
Vice President, Waad Political Society 
Office: 973 1764 1935, Fax: 973 1764 3474 
Email: mf258@batelco.com.bh 


C. Sawsan Al Shaer 
\"The Last Word\" Talk Show Host, Bahrain TV 
Newspaper Columnist, Al Watan Newspaper 
Cell phone: 973 3968 4840, Fax: 973 1768 1037 
Email: salshaer@batelco.com.bh 


D. Shaikha Haya Al Khalifa 
President, United Nations General Assembly, Fall 2006 
Former Bahraini Ambassador to France and Spain 
Owner and Managing Partner, Attorneys At Law and Legal 
Consultancy 
Office: 973 1753 7771, Fax: 973 1753 7117 


E. Dr. Nada Haffadh 
Minister of Health, Kingdom of Bahrain 
Former Member of the Shura (Consultative) Council 
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Former Physician, Salmaniya Medical Complex 
Office: 973 1727 0443 or 1725 2605, Fax: 973 1725 2569 


F. Dr. Fatima Al Balushi 
Minister of Social Development, Kingdom of Bahrain 
Former Professor of Information Technology, University of 
Bahrain 
Office: 973 1768 2422 or 1787 3999, Fax: 973 1768 2248 


G. Mona Al MoVayyed 
General Manager, Division of Al MoVayyed Group 
President, Bahrain Businesswomen\'s Society (BBS) 
Chairperson, Migrant Workers Protection Society 
Office (BBS): 973 1772 1188, Fax (BBS): 973 1772 1116 


2. (SBU) Per reftel, the following are the USG officers 
following women\'s issues at post: 


A. Susan Ziadeh, DCM 
Office: 973 1724 2773, Fax: 973 1727 6438 
Email: ziadehsI@state.gov 


B. Mike Mussi, Political Officer 
Office: 973 1724 2834, Fax: 973 1727 3011 
Cell: 973 3940 7397, Email: mussime@state.gov 
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Visit Embassy Manamals Classified Website: 
http://www. state.sgov.gov/p/nea/manama/ 
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DEPARTMENT FOR AF/C 

DEPT OF COMMERCE WASHDC 

TREASURY FOR DO/JWALLACE, USDOC FOR ITA/SMATHEWS, USTR FOR DWEINER, 
OPIC FOR ROVSULLIVAN 


Column 3 
SIPDIS 


E.O. 12958: N/A 
TAGS: EINV, BFIN, ETRD, ELAB, KTDB, PGOV, RW 
SUBJECT: Serena Hotels helps validate the Rwandan potential 


1. SUMMARY. The Serena Group signed a 30-year concession to manage 
the two largest Rwandan hotels -- the Kigali InterContinental Hotel 

and the Kivu Sun Hotel, beginning February 1 2007. The hotels will 

be relaunched following an extensive refurbishment under Serena 
branding, marking another attempt to expand the potential of the 

Rwandan tourism market. END SUMMARY. 


2. The Serena Group is due to take over the operations of Kigali 
InterContinental Hotel and Kivu Sun Hotel on February 1, 2007. The 
hotel group has entered into a long term lease agreement with the 
GOR for the operation and management of the two hotels. The 
agreement was signed on January 9 2007 by the Minister of Finance 
and Economic Planning James Musoni and Serena Hotels Managing 
Director Mahmoud Jan Mohamed, in the presence of Prime Holdings 
Chairman, John Mirenge. (Note: Prime Holdings is the GOR parastatal 
that currently owns and manages the hotels.) 


3. The Kigali InterContinental, a 104-room five-star hotel will be 
renamed Kigali Serena Hotel. The Serena Group agreed to make a 
capital investment of USD 9.5 million, and to construct 50 

additional guest bedrooms, a modern health and fitness centre, and a 
general upgrade of the hotel facilities. 


4. The 72-room four-star Kivu Sun Hotel located on the shores of 
Lake Kivu close to the border with Democratic Republic of Congo, 
will be renamed Lake Kivu Serena Hotel. The Serena Group plans to 
develop Lake Kivu Serena Hotel into a top quality spa facility. 


5. COMMENT. The Serena Group\'s investment is yet another attempt by 
the GOR to revitalize its hotel ownings and set them up ona 

profitable basis. Serena is a respected hotel chain (as was the Sun 

hotel chain before it) and its investments have proven to be 

catalysts for increased investments in the countries in which they 

operate (Kenya, Tanzania, Mozambique, and Uganda). 
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SIPDIS 


SENSITIVE 
SIPDIS 


NEA FOR FRONT OFFIC; NEA/IPA FOR 
WILLIAMS/SHAMPAINE/BELGRADE; NSC FR ABRAMS/DORAN/WATERS 


E.O. 12958: DECL: 01/31/207 
TAGS: PREL, KWBG, PBTS, KHUM, KPAL, IS 
SUBJECT: WORK ONGOING AT E-1 


REF: A. JERUSALEM 4909 B. JERUSALEM 0120 
Classified By: Consul Geeral Jake Walles, per reasons 1.4 (b) and (d) 


1 (C) Infrastructure work is continuing in the vicinty of 

the new Israeli police headquarters in theE-1 area between 
MaVale Adumim and Jerusalem. Pooff saw additional grading on 
January 31 in the rea that a Palestinian foreman said on 
December will be the site of a possible 600-unit housing 
omplex, and grading has begun just southwest of ths area as 
well. Further grading has been performd in the area that was 
the old road leading to te police station (Reftel B) and in 

the area justbelow the headquarters bulding. (Begin Note. 
Photos of E-1 sent by email o NEA and AmEmbassy Tel Aviv. 
End Note.) 


2. C) In addition to the new grading that has occurred 
since Poloff\'s January 19 visit, parts of the rodway leading 
to the police station have been widned as much as 20 feet, 
and workers were diggingplacements for large pipes during 
Poloff\'s Januay 31 visit. (Comment: The continued leveling 
of gound, the widening of the roadway, and the placemet of 
large pipes at E-1 continues to suggest tha the 
infrastructure work underway goes far beyon what is 
necessary for a police station. End coment.) 
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SIPDIS 


STATE FOR EB/CBA, EB/TPP/IPE AND EUR/NB 
COMMERCE PLEASE PASS USPTO/OFFICE OF ENFORCEMENT 
HELSINKI FOR ECON 


SIPDIS 


E.O. 12958: N/A 

TAGS: ECON, EFIN, KIPR, EN 

SUBJECT: ESTONIA: IPR WORKSHOP REVEALS SHORTCOMINGS AND 
FORGES TIES 


REF 06 TALLINN 424 


1. (U) Summary: On January 17-18, Embassy Tallinn and the 
U.S. Patent and Trademark Office (USPTO) held a workshop 
focusing on copyright infringement in the digital 

environment. The event was a rare coming together of 60 
Estonian police, prosecutors, judges, government officials, 
law professors and industry representatives. The group 
discussed enforcement problems resulting from limits on 
investigative tools, the prosecutorial practice of dropping 
cases for lack of \'public interest\', and the small size of 

the market. Panelists shared valuable best practices and 
collaborated on techniques for pursuing internet-based IPR 
criminals. The event received local TV and press coverage, 
and participants gave high marks to the interactive case 
study and mock trial. End Summary. 


2. (U) At a two-day workshop titled Criminal Enforcement 
of Intellectual Property Rights\", sixty Estonian police 
officers, prosecutors, and judges met for the first time 
together to discuss and learn about IPR-related crimes and 
procedures. The Enforcement Division of the U.S. Patent 8 
Trademark Office (USPTO) sponsored the event. The workshop 
focused on the digital environment, since internet piracy 

is a new and constantly evolving challenge to IPR 
enforcement in countries with well-developed IT sectors, 
such as Estonia. This event was a follow-up to Embassy 
Tallinn\'s international IPR conference in April 2006, 

titled \"Copyright Infringement in the Digital Environment\" 
(Ref A). USPTO, the FBI, DOJ, and the U.S. District Court 
for Southern New York sent panelists, as did the 
International Federation of the Phonographic Industry 
(IFPI), the Business Software Alliance (BSA), the Estonian 
Organization for Copyright Protection (EOCP), and the 
Patent Office of the United Kingdom. The key judge, 
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prosecutor, and investigator from a recent high-profile 

Finnish case discussed \"Finreactor\", Finland\'s largest 
peer-to-peer (P2P) piracy case, in which twenty-two people 
were convicted and ordered to pay damages of EUR 420,000 to 
music, film, and computer game companies. 


3. (U) During introductory remarks, the Estonian Police 
Commissioner and the Deputy Under-Secretary on Criminal 
Policy for the Ministry of Justice both stressed the 
economic, cultural, and security reasons for engaging in 
the fight against piracy. In their characterization, 

piracy not only costs industry billions each year, but also 
represents lost jobs and lost tax revenues. Increasingly, 
they saw piracy as a source of income for organized crime 
syndicates, since the illegal copying and sale of IPR 
material is far safer and more lucrative than drugs or 
other crimes. Robert Stoll of the USPTO noted that 
emerging artists -- and local cultures -- are hurt 
disproportionately by internet piracy because they, unlike 
industry mega-stars, cannot afford to continue performing, 
if pirates steal what should have been legitimate sales. 


Police find common ground; different techniques 


4. (U) The discussion panel on \"Investigating IPR Crimes\" 
generated the most interest from conference participants. 
All parties agreed that the hardest aspect of investigating 
illegal P2P networks is pinpointing the identity and 

location of a given internet provider (IP) address. 
Differences arose, however, when comparing the measures 
that law enforcement agencies can take. Robert Herzog of 
the FBI said that giving false information, using an alias, 
pretending to be a file sharer or a hacker, using 

informants, even making illegal purchases in the pursuit of 
an investigation are all permitted in the U.S. - under 
prosecutorial oversight. However, Estonian investigators 
said they cannot do such things without a court order from 
a pre-trial judge. According to Finnish prosecutor Antti 
Pihlajamaki, the police did not use undercover identities 

in the Finreactor case; one of the detectives used his own 
nickname in chat rooms to collect evidence, and did not 
provide false information. While investigators in the 

Finnish case managed to gather sufficient evidence without 
going undercover, Estonian police and industry groups say 
the requirement to obtain such pre-trial court orders does 
pose an obstacle to law enforcement here - especially given 
the relative inexperience of judges in handling digital IPR 
cases. 


A Question of Priorities 
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5. (U) A bigger obstacle to the criminal enforcement of IPR 

is Article 202 of the Estonian Code of Criminal Procedure. 
This Vdiscretionary clause\' allows prosecutors to drop 

cases they deem lacking sufficient public interest. 

According to local industry groups, this article is applied 
extensively in IPR cases, which are often dropped even when 
the industry brings evidence of a violation to law 
enforcement. When the IFPI panelist asked for an 
explanation of why prosecutors choose to drop IPR cases 
under this article, one responded that this is at their 
discretion and not for public discussion. Prosecutors in 

the audience referred to criminal cases as an 

\"extraordinary measure\" and recommended that industry use 
civil courts instead. U.S. panelists noted that although 

95% of IPR infringement cases in the U.S. are handled in 
civil court, it is important to utilize criminal 

prosecution occasionally - especially in cases of high- 

profile or repeat offenders - to send a message to would-be 
IP pirates. 


6. (U) During a panel on \"The view from private industry\", 
the problems of small markets came up. The panel noted, 
the major record and movie industry groups worldwide (IFPI, 
MPAA and trademark representatives) are less motivated to 
put resources into Estonia to combat piracy more 
aggressively. Eva Tibar-Suvalav, representing Nike, said 
that many companies are reluctant to invest in combating 
counterfeit goods, because the cost of doing so is often 
greater than the losses due to such trademark 
infringements. Nike, she said, is one of the few 
exceptions, and as a result it is virtually impossible to 

find fake Nike products in Estonia, yet counterfeits of 

other sportswear brands are still available. Peter Scott 

of IFPI offered their highly sophisticated forensic DVD 
analyses lab in London as a service to law enforcement. 
Privately, however, he told us that IFPI has had to cut 
funding to the EOCP - the only anti-piracy organization in 
Estonia. Mr. Scott also described a novel enforcement 
approach being used by IFPI to go after one of the largest 
online digital piracy groups in Russia - follow the money. 
IFPI has obtained the cooperation of Visa, MasterCard and 
American Express to block transfers of funds into the bank 
accounts of the Russian website. Panelists observed, 
however, that those infringing IPR law in Estonia, are more 
often individual end-users, less likely to attract the 
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resources of larger industry groups. 


7. (U) The JudgesY panel with U.S. District Judge Lewis 
Kaplan\'s presentation on the U.S. system was one of the 
highlights of the workshop, and revealed another key 
difference between the two legal systems: sentencing 
guidelines. In Estonian courts, sentencing occurs 
simultaneous with the announcement of the verdict and is 
based on the Estonian penal code. Participants were 
surprised to learn that U.S. judges are constrained by 
federal guidelines, which stipulate sentencing based on the 
specific circumstances of the crime brought into evidence. 
The result is that the U.S. system gives more leeway to 
prosecutors, while in the Estonian and Finnish system, 
judges have more discretion in the final outcome of the 
case. Conference participants considered the subsequent 
interactive case study and mock trial to be very practical, 
as very few digital IPR cases in Estonia actually reach the 
trial and verdict stage. The mock prosecution and defense 
gave near Oscar-winning performances during the trial, 
which the panel of Estonian, Finnish, and U.S. judges ended 
with a unanimous guilty verdict. 


8. (U) Media coverage of the event raised awareness of the 
pervasiveness of internet piracy in this otherwise tech- 

savvy country. USPTO\'s Robert Stoll gave a 30-minute live 
interview on the popular Estonian morning program 
\"Terevisioon\", which was rebroadcast several times over the 
next few days. The Russian-language newspaper \"Molodjozh 
Estonii\" and Russian-language TV evening news also covered 
the workshop, and the Estonian-language paper \"Postimees\" 
ran an op-ed by the Charge d\'affaires on IPR protection the 
following week. 


9. (U) Comment: The two-day USPTO workshop spurred greater 
understanding both by law enforcement and by industry of 

the challenges they each face, and the stakes involved, in 

digital IPR cases. Further attention to IPR enforcement by 

local authorities is all the more important, because major 
international industry groups do not see enough incentive 

to step into such small markets to combat piracy. Further, 
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the structure of the Estonian legal system makes it even 

more important for judges to have a clear understanding of 

IPR enforcement. Based on the turnout and high level of 
interest in the USPTO workshop, together with recent AmCham 
seminars on IPR (for both teachers and small businesses), 

we see progress on increasing awareness and compliance in 
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Estonia with international IPR standards. There is still a 
long way to go to bring down the high rates of digital 
piracy, but the new working-level relationships and 
experience coming out of this workshop will further the 
cause of IPR enforcement. End comment. 


10. (U) This cable was cleared by USPTO. 
GOLDSTEIN 


94723 

OO RUEHROV 

DE RUEHJM #0206 0311521 

ZNY CCCCC ZZH 

O 311521Z JAN 07 

FM AMCONSUL JERUSALEM 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 6536 

INFO RUEHXK/ARAB ISRAELI COLLECTIVE PRIORITY""CONFIDENTIA L JERUSALEM 0002 


SIPDIS 
SIPDIS 
NEA FOR FRONT OFFICE; NSC FOR ABRAMS/DORAN/WATERS 


E.O. 12958: DECL: 01/31/2017 
TAGS: KPAL, KWBG, PGOV, PREL, PTER, IS 
SUBJECT: EUVS SOLANA ON PALESTINIAN SECURITY CONCERNS 


Classified By: Consul General Jake Walles for reasons 1.4 (b) and (d) 


1. (C) Summary: EU High Representative Javier Solana told 
U.S. Security Coordinator (USSC) LTG Keith Dayton on January 
21 that he wants to discuss EU COPPS assistance to 
Palestinian Civil Police at the February 2 Principals Quartet 
meetings. He said he supports placing the Police under 
governorsY command authority, a proposal known as the \"oil 
spot" plan. He said this alignment would enable 

international support for the police, which currently fall 

under the Hamas-controlled Ministry of Interior (MOI)\'s legal 
authority. He asked USSC Dayton to ensure that international 
security assistance deters rather than promotes 
intra-Palestinian conflict. End Summary. 


EU COPPS and Palestinian Police 


2. (C) Javier Solana told USSC Dayton on January 21 that he 
wants EU COPPS to resume assistance to the Palestinian Civil 
Police and will add this issue to the February 2 Quartet 
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meeting agenda. Solana said police are critical in any 

society and Palestinians want to see international support to 
the Civil Police. He said he does not think the USSC 

Security Sector Transformation (SST) plan should include 
police assistance, since the EU has the lead in the donor 
community for assistance to the police. He acknowledged that 
the police fall under the legal authority of the 

Hamas-controlled Mol, but said he doubts police allegiance to 
Hamas. Solana agreed that EU COPPS will need Israeli buy-in 
before its restarts operational assistance, but said the time 

is ripe and the international community is well-positioned to 
restart EU COPPS\' police support. 


3. (C) Solana said he supports the Palestinian Technical 
Team for Reform (TTR) proposal to allow international 
assistance to the police. He said the TTR\'s \"oil spot" 
concept, in which the Police would be put under regional 
governors\' legal authority, with governors in turn answering 
to the President, should allow the Quartet to work with the 
police. 


Avoiding Palestinian Infighting 


4.(C) Solana said he wants the international community to 
deter, not encourage, intra-Palestinian conflict in providing 
assistance to PASF. He said Fatah-Hamas fighting would be Wa 
catastrophe.8 
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STATE FOR NEA GRAY, HOPKINS 
NSC FOR ABRAMS 


E.O. 12958: DECL: 01/30/2017 
TAGS: PREL, PGOV, KMPI, ASEC, TS 


Column 3 
SUBJECT: POLFSN\S SENTENCE SUSPENDED UNTIL SUPREME COURT 
JUDGMENT 


REF: A. TUNIS 121 


B. TUNIS 112 
C. TUNIS 111 


Classified By: Ambassador Robert F. Godec for Reasons 1.4 b 8 d 


1. (SBU) On January 31, the GOT Attorney General approved the 
request for suspended implementation of the four-month prison 
sentence of PoIFSN Jamil Halfaoui (reftels). This suspension 
means Halfaoui cannot be subject to arrest prior to the 
completion of the Supreme Court (Cour de Cassation) review of 
his case. The Supreme Court review will occur, according to 
Halfaoui\'s lawyer, at an undetermined time \"within the next 
several months.\" There are three possible scenarios for the 
outcome of this review: a) the Court could cancel the 

sentence, b) the Court could send the case back to the Court 

of Appeals to be examined by another chamber with different 
judges, or c) the Court could uphold the Court of Appeals 
decision. 


2. (C) Comment: The approval of suspended implementation is 
the most positive outcome we can expect for the time being. 
Embassy\'s engagement at the highest levels of the GOT on this 
case likely had an impact on this outcome. We will continue 

to follow the case closely, and do not recommend any further 
Washington action at this time. 

GODEC 
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NOFORN 
SIPDIS 


STATE FOR NEA/FO - GRAY, NEA/MAG - HOPKINS, HARRIS 
STATE ALSO FOR DS/IP/NEA AND DS/ITA 
NSC FOR ABRAMS 


E.O. 12958: DECL: 01/30/2017 

TAGS: PGOV, PTER, PREL, ASEC, CASC, TS 

SUBJECT: THE GOT AND THE TERRORIST THREAT: SHAKEN, NOT 
STIRRED 


REF: TUNIS 70 AND PREVIOUS 


Classified By: AMBASSADOR ROBERT F. GODEC FOR REASONS 1.4 (b) AND (d) 


1. (S/NF) In the weeks following its reported disruption of a 
terrorist plot to attack US and UK embassies and diplomats, 
the GOT remains unresponsive to repeated USG -- and Tunisian 
public -- requests for further details on the incident. 

While there are reports of \"hundreds\" arrested and security 
checkpoints remain throughout Tunisia, the GOT continues to 
claim that it killed or detained the 27 individuals (i.e., 

everyone) associated with the terrorist group. This claim 

only fuels ongoing rumors and speculation among the Tunisian 
public and foreign diplomats that GOT interests may have been 
among the group\'s intended targets. While GOT officials 
continue to extol Ben Ali\'s social and economic plan to 

combat extremism, this recent security threat suggests this 
effort has not been successful. Even as the USG stresses the 
importance of increased political freedom to combat 

terrorism, particularly in light of recent events, there is 

no evidence the GOT is rethinking its strategy or its 

tactics. End Summary. 


2. (U) Ata January 12 meeting of ruling RCD party 
functionaries, Minister of Interior Rafik Belhaj Kacem, in 

the most detailed public GOT comments, said that GOT security 
forces had killed or detained 27 individuals with Salafist 

and terrorist allegiances, including one Mauritanian, 

involved in the thwarted attacks. Belhaj Kacem also publicly 
confirmed, for the first time, that foreign embassies and 
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diplomats were believed to be targets of the group. The 
Minister also stressed that security forces remain watchful 
to protect Tunisia against all forms of criminality, 
extremism and terrorism.\" 


3. (S) Although senior GOT officials briefed Ambassador on 
these details in the days before Belhaj Kacem\'s announcement, 
and shared, on January 12, the list of US diplomats found in 

the group\'s possession (reftels), the GOT has since provided 
few additional details. On January 26, Minister of State 
Abdelaziz Ben Dhia told Ambassador that the GOT \"continues to 
follow!" the matter. Despite this, as of January 30, our 

attempts to obtain further information or solicit greater 
cooperation, particularly from Ministry of Interior contacts, 

go largely unanswered. 


4. (C) Even as the GOT continues to claim 15 individuals 
associated with the group have been arrested, many more have 
reportedly appeared in court in recent weeks. Mohamed Emira, 
Supervisory Government Prosecutor at the Court of First 
Instance, told ConOff on January 6 that he was \"very busy" 
with cases related to the incident. During a meeting with 
ConOff on another topic, Emira was repeatedly interrupted to 
deal with these cases. Mokhtar Jellali, a lawyer defending 
some of the \"hundreds\" accused, told PolFSN that many of the 
accused appeared in court to face charges on January 6. One 
human rights activist reported that whole families were being 
detained along with those suspected of involvement in, or 
support for, the terrorist group. Specific numbers of those 
arrested or charged are lacking, but Jellali characterized 

the government\'s case against the mostly young people he 
represents as \"weak.\" 


5. (S/NF) In addition to the large numbers of arrests, the 
reportedly entrenched organization of the terrorist group 

also suggests that it was more substantial and better 
organized than the GOT has admitted. Some of those involved 
reportedly fled into Libya or Algeria, while others may have 
gone underground in Tunisia. It is unclear what kind of 
organized threat to USG interests remains, but it is unlikely 
that, as the GOT has claimed, US and UK embassies and 
diplomats were the sole targets. Many Tunisians dislike Ben 
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Ali\'s repression and alleged corruption. In addition to 
discontent among nationals, the GOT\'s anti-veil campaign and 
secular nature has led religious conservatives in the Muslim 
and Arab world to denounce the government as anti-Muslim. 
Such sentiments, combined with the fact that the plotters 

were able to form a group, enter the country, and muster 
resources in a strict security environment, suggest that it 

is more probable that the group was also planning attacks 
against GOT interests in Tunisia. 


6. (S/NF) Despite these widespread doubts and concerns, no 
one in the GOT is straying from the official line that 
diplomatic entities were the only target. While GOT talking 
points are repeated ad nauseam, in this case it appears that 
a handful of senior officials oversaw the operation to take 
down the group and have maintained tight control over all 
related information. It is rumored that the whole operation 
was based out of the Presidential Palace, and the fact that 
subsequent reshuffles were limited to security and political 
officials in the Presidency rather than in the ministries 
suggests that the Palace was directly involved in the 
response. In fact, Ben Ali, who is wont to reshuffle 
portfolios regularly, did not change any of the leaders of 

the state security apparatus in his January 25 partial 
Cabinet reshuffle, which suggests he was satisfied with the 
official response. (Note: On January 26, the GOT announced a 
partial Cabinet reshuffle, involving the Ministries of Higher 
Education and Scientific Research, as well as a few second- 
and third-tier Cabinet portfolios. End Note.) It is unclear 
how involved Ben Ali himself was in the security operations 
or to what extent he is familiar with the details. He has 
made no public statements on domestic security in months, 
though he has made several public appearances. 


7. (S/NF) While ministers and ruling RCD party leaders praise 
Ben Ali\'s ongoing efforts to address the social and economic 
causes of extremism, this security threat seems to have 

proven that Ben Ali\'s theory of politics is fallible. In the 

years since his successful dismantling of the Islamic threat 
embodied by the now banned Islamic an-Nahdha political party, 
Ben Ali argued that progressive social policies and brisk 
economic growth would undermine popular support for religious 
conservatism. Ben Ali appears satisfied that his usual 

talking points on his commitment to education, economic 
prosperity and social development still have resonance with 

the broader population and will forestall any demands for 
greater political freedom. In fact, GOT officials are quick 
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to suggest that US efforts to promote democracy in the region 
have been more destabilizing than productive. Historically, 
there has been a tacit agreement that the GOT will guarantee 
domestic security in exchange for complete political control 
over the populace. However, it is clear that many Tunisians 
believe that recent events prove that the GOT\'s approach has 
not been successful in combating extremism. Further, many 
argue it is the corruption of Ben Ali and his extended family 
that threatens Tunisia\'s continued moderation and prosperity. 
It remains unclear if these sentiments mark a shift in 
Tunisian society that could result in future mobilization of 

the public against the Ben Ali regime. 


8. (S/NF) Despite the glossy spin that everything is under 
control, we are still monitoring the situation carefully in 
coordination with our GOT and other embassy contacts. 
Although the GOT claims to have neutralized the threat, we 
continue to press for faster and better counter terrorism 
cooperation. EmbOffs are also engaging foreign counterparts 
to gather additional details and compare notes. (NOTE: On 
January 24, the British Foreign and Commonwealth Office 
issued revised travel advice for Tunisia to reflect the 
security incidents. END NOTE.) We will continue these 
efforts in an attempt to decipher the full story. 


9. (S/NF) Finally, it appears clear that -- to some extent -- 
the GOT\'s control of the security situation has diminished. 
But, while the GOT asserts that it has full control, 

Tunisians are less confident. The Ambassador and other US 
officials have stressed to Ben Ali and other GOT officials 

the importance of increased political freedom as a counter to 
extremism. However, in recent weeks, GOT officials appear 
even more convinced that the root causes of extremism are 
social and economic rather than political and that the same 
stale talking points apply. 
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1. (U) Introduction: Jan 22-24 EmbOffs visited the Rasht Valley 
in central Tajikistan to get a taste of rural life in the 

winter. A series of cables surveys border conditions (Ref A), 
the economic and social situation, health needs and assistance 
programs in central Tajikistan. End Introduction. 


The Icy Road East 


2. (U) Local Tajiks told EmbOffs to wait until summer to travel 
to Rasht Valley, citing warnings about perilous road conditions 
in the mountains. The town of Garm, six hours northeast from 
Dushanbe on a principal road leading through the country and to 
Kyrgyzstan, is best visited in May. Undaunted, on Jan 22 
EmbOffs packed into their vehicles loaded with ready-to-eat 
meals, sleeping bags and bottled water, and headed to Garm. 


3. (U) EmbOffs enjoyed blazing snow-covered scenery as Embassy 
drivers slowly maneuvered through icy mountain roads at 25-30 
kilometers per hour. Occasionally, men from villages dressed in 
furry hats and beards came up to shovel dirt on the mountain 

paths to provide traction for passers-by. Vehicles small and 

large maneuvered between rockslides on the icy roads, carrying 
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people and goods, such as new Chinese minivans, into the 
country. With snow piled high all arouna, traffic and life move 
on in central Tajikistan. 


4. (U) Rasht Valley comprises seven districts with an overall 
population of over 350,000. (Note: EmbOffs did not actually 
notice a \"valley.\" Valley implies a large flat area, while the 
Rasht Valley consists of a road between the mountains. End 
Note.) The small rehabilitated airport in Garm operates only in 
summer, while camels are still used as transport in Jirgitol 
District further up the valley. Garm sits in the center of 

Rasht district, a capital of 14,000 people. The dead economy 
has forced much of the population to seek work abroad, while the 
remaining population relies on foreign assistance, remittances, 
and small-scale agricultural production. 


No Electricity and No Connection 


5. (U) Rasht Valley receives two to four hours of electricity 

per day from mid-October through mid-April. People in the 
valley use coal from Nazarailok, 120 km from Rasht, for heat. 
Each family uses up to four tons of coal each winter, at $150 
per ton. The Chairman of Rasht District Mahmadsharif Tolibov 
believes that energy supplies will improve after the launch of 
the Sangtuda-1 hydropower station. In addition, Russian 
construction of a hydropower station at Rogun, or Chinese 
construction of a Shurab hydropower station at the merging point 
of the Hingob and Surhob rivers would also provide energy 
resources and new jobs for the region. 


6. (U) Rasht District lacks a single radio station, and boasts 

one bi-weekly newspaper, Navidi Rasht. Newspapers from Dushanbe 
often arrive weeks late. Approximately 50 families (of 14,000 

people) in Garm have satellite dishes, although without 

electricity, even the satellite owners cannot watch television. 

There is little public Internet access in the district -- a 

U.S.-funded site is an exception -- and few books available in 

Russian or English languages. 


7. (U) At School Number 1 in Garm, shivering pupils bundled in 
coats dutifully wrote in their notebooks. Low salaries 

averaging 20 USD per month have led to a nationwide shortage of 
teachers, and class sizes ranged from 35-45 students. The Asian 
Development Bank and the Japanese Development Agency both 
provided assistance to the school, with basic improvements in 

the building evident. The active parents\' association paid for 
electrical upgrades and for heating coal. The school\'s 

director, Sharipov Davlat, asked EmbOffs for assistance in 
purchasing new classroom furniture and textbooks. A local NGO 
leader warned EmbOffs that local youth face a crisis without 
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How do you like them (Garm) apples? 


8. (U) Tajiks love the flavorful Garm apples, and Rasht 

District produces up to ten thousand tons of apples each year. 
However, with no food processing manufacturers and poor storage 
facilities, farmers lose up to 50% of their harvest, often 

giving it to cattle. In this non-cotton-growing agricultural 

region, farmers grow potatoes and other vegetables, raise 

cattle, and keep bees. The region lacks agricultural equipment, 
however, and Rasht District Chairman Tolibov suggested to 
EmbOffs that donors provide tractors to farmers instead of 
training. 


9. (U) Rasht Valley lacks capital to sour economic growth, and 
the persistent electricity shortages make the region 
unattractive to outside investors. Despite sitting on a major 
trade route, only small business trading occurs in the valley. 
Several entrepreneurs told EmbOffs they want to produce 
high-quality cashmere wool, but they lack investment capital. 
Irrigation systems lie in disrepair with no funds or electricity 

to rehabilitate them. Labor remittances account for more than 
50% of local income, and in the Tajikobod district for example, 
4,000 of the 33,000 population work in Russia, bringing in $10 
million per year, according to the Mountain Societies 
Development Support Program, an Aga Khan Development Network 
agency active in the region. 


Local Governance Programs in Rasht Valley 


10. (U) Two major donors in the Rasht Valley are the United 
Nations Development Program and the Mountain Societies 
Development Support Program. Each has spent roughly $10 million 
in Rasht Valley since 1996. These two donors have created a web 
of local governance support programs in Rasht Valley that bring 

civil society and local government together. The Mountain 
Societies Development Support Program created 474 organizations 
at the village level, involving 58,000 people, to coordinate 
community issues. (Comment: The head of the Mountain Societies 
Development Support Program, Muhammadi Sharipov, is considered 
the second most important person in Rasht Valley, after the 
regional governor. End Comment). The United Nations 
Development Program works one level higher with its new 36 
Jamoat (District) Support Centers, providing each with $30,000 
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per year for micro-lending, civil support and infrastructure 
projects. In addition, Jamoat officials receive training and 
technical assistance. These two programs will provide an 
excellent basis for the new USAID Local Governance program. 


Economic Development Programs 


11. (U) Donor projects offer the most basic economic training 
and infrastructure development. A German Development Service 
(German version of the Peace Corps) advisor runs a business 
incubator in Garm and provides business development services to 
entrepreneurs who struggle with basic market concepts. For 
example, the handicrafts dealer offered his goods as gifts to 
visiting EmbOffs several times while the advisor repeatedly 
admonished him and insisted he accept payment for his products. 


12. (U) Donor activities complement each other, as the 
FirstMicroFinance Bank (also a part of the Aga Khan Development 
Network) provides credits to farmers, and Mountain Societies 
Development Support Program activities include irrigation 

projects and cattle breeding. The new USAID AgLinks project 

will stimulate linkages between market-driven producers and 
processors and retailers of agricultural products, and also 

build local capacity, providing needed assistance to this 

struggling region. 


13. (U) Comment: Geography and poverty conspire against this 
region, which was a hotbed of the opposition during the civil 

war. The Governor seemed uninterested in hearing about new 
USG-funded economic development, agricultural and governance 
programs, perhaps feeling like he\'s heard it all before. He 
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adamantly maintained, however, that the President would solve 
the region\'s energy problems in the next year or two. EmbOffs 
did not ask the question what would happen if the energy 
shortages continue. End Comment. 
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SIPDIS 
STATE FOR S/WE: SASHA MEHRA AND GERDA LANE 


E.O. 12958: N/A 
TAGS: KWMN, PHUM, PREL, SU 
SUBJECT: SEEKING NAMES OF INFLUENTIAL WOMEN - SUDAN 


REF: 06 STATE 202341 


1. Per reftel, Embassy Khartoum has identified what we believe are 
the five most influential women in Sudan. Our list is 
geographically diverse and includes women from civil society and 
government. Names, titles, and contact information for each of the 
women follow: 


NAME: Mariam Al Sadig Al Siddig Al Mahdi 

TITLE: General Secretary Assistant for Communications, Women\'s 
Development Sector, Umma Party 

CONTACT INFORMATION: Umma National Party Headquarters, Al Morada 
Street, Omdurman; 

Cell Phone: (249) 9-12631094 

E-mail: maryom96@yahoo.com 


NAME: Rebecca Garang 
TITLE: Minister of Transports and Roads 
CONTACT INFORMATION: Government of South Sudan, Juba 


NAME: Dr. Tabitha Boutros Shokaya 

TITLE: Minister of Health 

CONTACT INFORMATION: Phone: (249) 183-774381; Cell phone: (249) 
9-11182535 


NAME: Amal Abbas 
TITLE: Consultant of Editorial Board, Al Sahafa newspaper 
CONTACT INFORMATION: Phone: (249) 183-789422 c/o Editor-in-Chief 


NAME: Dr. Amna Dirar 

TITLE: Secretary General, Beja Congress 

CONTACT INFORMATION: Ahfad University; Phone: (249) 9-12348924 c/o 
Amna Badri 


2. In some cases, it may be easier for the Department to pass 
information to these women via Embassy and/or Consulate General Juba 
channels. 


POWERS 


94728 


Column 3 

PP RUEHBC RUEHDE RUEHIHL RUEHKUK 

DE RUEHGB #0330/01 0311535 

ZNY CCCCC ZZH 

P 311535Z JAN 07 

FM AMEMBASSY BAGHDAD 

TO RUEHC/SECSTATE WASHDC PRIORITY 9355 

INFO RUCNRAQ/IRAQ COLLECTIVE""CONFIDENTIAL SECTION 01 OF 02 BAGHDAD 00035 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 01/31/2017 

TAGS: PGOV, PINS, PREL, IZ 

SUBJECT: DEPUTY SPEAKER ATTIYAH DISCUSSES UPCOMING 
LEGISLATION 


REF: A. HILLAH 20 
B. BAGHDAD 264 


Classified By: Deputy Political Counselor Charles O. Blaha for reasons 
1.4 (b) and (d). 


1. (C) Summary: Khalid al-Attiyah (ShiVa coalition, 
Independent), First Deputy Speaker of the Iraqi Council of 
Representatives (CoR), told Dep PolCouns on January 31 that 
he was pleased with the roll-out of the Baghdad security plan 
(BSP) to date, particularly the government\s insistence that 

it would target anyone who operated outside the law 
regardless of sect. He stressed the importance of the media 
component to ensure Baghdad residents were apprised of the 
plan and of developing means to coordinate between residents 
and security forces. Al-Attiyah claimed that the Kurds were 
holding up the law of governorates not organized into regions 
in order to pressure other groups to implement Article 140. 

He identified two red lines for the ShiVa on deBaathification 
but indicated that ShiVa coalition members in the CoR were 
not currently engaged in the deBaathification revision 

process. End summary. 


2. (C) Dep PolCouns opened the meeting by noting the 
positive role al-Attiyah played in proposing a vote of 
support for the general principles of the BSP in the CoR (ref 
B) and asking for his assessment of the plan to date. 
Al-Attiyah replied that he was pleased with two issues in 
particular. First, he pointed to the insistence of the Iraqi 
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government in stating that there would be no tolerance of 
anyone who operated outside of the law, regardless of sect. 
The GONs seriousness, he said, had convinced the Sadrists 
that it was not in their interest to oppose the plan and was 
related to \"the departure of Muqtada.\" (Note: Muqtada 
al-Sadr is rumored to be in Iran. End note.) Second, 
al-Attiyah praised the recent security operation in Najaf 

(ref A) as a sign that the government would not make any 
exceptions, even for ShiVa extremists. Dep PolCouns remarked 
that the operation showed that the post-Provincial Iraqi 
Control security system worked: ISF took the lead, called 
for MNF support as necessary, and together helped protect 
Iraqi citizens engaged in lawful religious activities. 


3. (C) Agreeing with Dep PolCouns on the necessity of 
setting up good channels of communication and coordination 
between Baghdad\'s residents and the BSP\'s leaders, al-Attiyah 
stressed the importance of the media component. He said he 
had recently encouraged Grand Ayatollah Sistani\'s office to 
issue a statement in support of the plan and calling for 
cooperation with it, but that Sistani\'s advisors had declined 

to do so because it might be perceived in a sectarian way. 
Instead, Sistani\'s advisors noted that Sistani clearly 
supported the main principles of the plan, namely that there 
should be no violence or carrying of weapons outside the 
framework of the state without exception, and promised 
\"practical support.\" While not liking to differentiate based 

on sect, al-Attiyah continued, he observed that the Sunni 
political parties had not yet offered a ringing endorsement 

of the plan or encouraged their constituents to support it. 

He said that Sunnis\' trust had to be won through the plan\'s 
implementation. Finally, he remarked that he had no 
information beyond what was in the media on the plan 
discussed by Vice President Tarik al-Hashemi (Sunni, IIP) and 
CoR member Baha al-Araji (ShiVa, Sadrist) to set up joint 
security committees and said that he had no confidence or 
trust in al-Araji. 


4. (C) Moving to the CoR schedule, al-Attiyah said he 

expected the next CoR session to be February 4 rather than 
February 3 as previously announced, as the Kurds had called 

to say that limited transportation options might prevent them 
from returning February 3. He said he hoped the budget would 
be passed February 4 and noted that there would be further 
negotiations on outstanding issues on February 1. Turning to 
the issue of lack of quorum in the CoR, al-Attiyah remarked 

that he expected the Speaker would continue to read the names 
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of those absent at the beginning of the session and agreed 

with Dep PolCouns that publishing the names in a newspaper at 
intervals might be more effective than reading them. Turning 

to broader solutions, Al-Attiyah mentioned the possibility of 
lowering the percentage required for quorum from 50 percent 
plus one to one third through constitutional amendment, as 

well as amending the CoR\'s law on replacement of members to 
mandate replacement of those who failed to attend a minimum 
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threshold of sessions. 


5. (C) Al-Attiyah said that he would push for a second 
reading of the law of governorates not organized into regions 
before the CoR went into recess (which he anticipated would 
be after the February 8 session, vice February 10), but that 
Vit depends on the Kurds.\" He argued that the Kurds planned 
to hold up this law in order to put pressure on other groups 

to implement Article 140. \"The Kurds are saying they do not 
want to finish the law of the governorates until the 

boundaries of the governorates are determined. It is not 
logical, because you can define the boundaries after you pass 
the law, but they are using it as a pressure point.\" 

Al-Attiyah said the CoR would set a date for provincial 
elections after passing the law of governorates not organized 
into regions. 


6. (C) Asked by Dep PolCouns what ShiVa coalition needed to 
see in a new deBaathification law, al-Attiya gave two red 

lines. First, he said that the constitution\'s current ban on 

the Baath party must continue: \"Given the Baath party 
history, we do cannot allow them to enter the political 
process.\" Second, he said that Baath party members who had 
committed crimes, perhaps 1,500 individuals, should be 
prosecuted in the courts. The rest, he said, should be 

allowed to return to positions in the civil service or 

receive their pensions. Asked by Dep PolCouns if any CoR 
members from Itilaf were engaged in revising deBaathification 
legislation, al-Attiyah said that Ahmed Chalabi and his 
committee had the lead on that issue. (Comment: 
Al-Attiyah\'s response confirms what we believe from asking 
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other Itilaf CoR members about deBaathification, namely, that 
they are not engaged on the issue with other parties or their 
own rank and file at present. End comment.) 
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E.O. 12958: DECL: 01/31/2022 

TAGS: MARR, PREL, HU 

SUBJECT: HUNGARY REQUEST FOR USG OPINION ON SALE OF 
ANTI-TANK MISSILE SYSTEMS TO IRAQ 


Classified By: POL/C Eric V. Gaudiosi. Reasons: 1.4 (b) and (d). 
1. (C) This is an action request. See paragraph 4. 


2. (C) On January 31 Security Policy and Non-proliferation 
Department desk officer Zoltan Papp provided the following 
non-paper to poloff and requested our assistance regarding 
the sale and transfer of armor piercing anti-tank missiles to 
the Government of Iraq. On 23 January Security Policy and 
Non-proliferation Department Head Andras Toth told poloff 
that the MOD \"may request a USG opinion and assistance 
ascertaining interest on behalf of the Iraqi government, for 
the sale of man portable anti-tank missiles.\" Toth 
speculated that if there is no interest in the sale or 

transfer of these items, \"the MOD will probably destroy the 
missiles because they want to get rid of them.\" He 
specifically indicated that no official request had been 
received from the MOD at that time, therefore he could 
provide no further details. The GOH requests that the Embassy 
review the non-paper and provide our informal input \"at our 
earliest convenience.\" 


3. (C) BEGIN NON-PAPER TEXT: 
METISZ (METIS) man portable anti-tank missile system 
comprising: 
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- launchers (80 units); 

- anti-tank missiles (1.200 live missiles and 400 units for 
training purposes) 

- accessories, spare parts 


Manufactured in Russia in March/June 1997, provided to 
Hungary as part of the repayment of Soviet state debt. 
Please note that their operational warranty expires in ten 
years, that is during spring and summer of 2007 


Under the terms of the re-export permission issued by 
the Russian Federation, Iraq is the sole destination where 
Hungary is authorized to re(sell) these items to. 


We would like to make sure that no objections would be 
raised against such a a transaction (if realised) by the 
Unites States, and would also highly appreciate any 
information regarding potential interest in Iraq, from the 
part of Iraqi authorities, to buy the above military 
equipment. In short a reliable official end-user is 
required. END TEXT. 


4. (C) The Embassy requests the Department\'s guidance on 
how best to advise the GOH on this matter. Please contact 
POL Nicholas Griffith at griffithnc@state.sgov.gov or POL/C 
Eric Gaudiosi at gaudiosiev@state.sgov.gov. 
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SUBJECT: PM FICO\'S JANUARY 29 LUNCH WITH THE AMBASSADOR 


REF: A. BRATISLAVA 754 
B. BRATISLAVA 21 
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C. BRATISLAVA 31 
D. BRATISLAVA 58 


Classified By: Ambassador Rodolphe M. Vallee for reasons 1.4 (b) and (d 
) 


1. (C) Summary. PM Robert Fico hosted the Ambassador for a 
two-hour lunch in his office on January 29. Fico denied that 

he is moving Slovakia\'s foreign policy further from the U.S. 

and agreed to consider or pass along many of the Ambassador\'s 
suggestions on energy security and other domestic issues. End 
summary. 


AFGHANISTAN 

2. (C) Fico said he had honored his December commitment to 
the Ambassador to move the Slovak troops to Kandahar (Ref D). 
Fico expressed amazement at the organization and 
professionalism of the American management at Kandahar 
airbase, and said it looked more like a civilian construction 

site than a warriors base. Fico opined that the base in 
Kandahar is safer than Kabul, which he had visited earlier. 

Fico said he was given assurances by local commanders that 
there is at least 18 months of work for Slovakia\'s combat 
engineers on the base. Fico added that he wants the Kandahar 
movement to be worked out before moving forward with plans to 
send Slovaks to a Czech PRT in northern Afghanistan, but that 
MOD is already investigating PRT options. 


PUBLIC PERSONA VS. POLICY 

3. (C) The Ambassador noted that the PM\'s visit to Cuba\'s 
National Day reception; his stated opposition to U.S. missile 
defense assets in Slovakia (comment: the PM responded to a 
hypothetical question from a Czech reporter - the U.S. has 

not approached Slovakia about hosting such assets); the delay 
in SlovakiaWs decision to move forces to Kandahar; rumors of 
a trip to Venezuela; and his spokesperson\'s comments about 
his own disinterest in the fate of condemned Bulgarian nurses 
in Libya, all create the illusion of a greater gulf between 

the U.S. and Slovakia than actual GoS policy demonstrates. 
Fico responded with a spirited indictment of the press, 

claiming the media had tried to manipulate his spokesperson 
to adopt a position beyond his own commitment to convey the 
EU position on the Bulgarian nurses. Fico said he would 

never go to Venezuala because the press would put pictures of 
him, Chavez, and Ahmadinejad together and that would not do - 
although he thought a photo with Chavez alone would be okay. 
Fico claimed \"rumors\" about his planned trip to Venezuela 
started because Economy Minister Jahnatek was going to see an 
energy project and the idiot press confused that trip with 
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the PM\'s separate planned trip to South America. (Comment: FM 
Jan Kubis told us previously that he had convinced Fico not 

to go to Venezuela by bluntly asking if Fico wanted to see 

photos of himself next to Hugo Chavez and Iranian President 
Ahmadinejad plastered all over the international media. (Ref 

C) End comment.) 


ENERGY SECURITY 

4. (C) Fico reacted enthusiastically to the Ambassador,s 
suggestion of joint scientific and technical efforts on 
alternative energy research and American investment. Fico 
pointed out that he had taken money from his special \"slush 
fund\" to fund a visit by technical students to the AgMin 
State Secretary,s methane-to-electricity project near the 
eastern city of Presov. Fico expressed frustration with the 
pace at which his ministers were addressing the issue; \"the 
State Forests can,t even put together a plan to retrieve the 
waste wood on the forest floor,\" and expressed support for 
wood heat in the villages - although it needs to be made less 
smoky. 


5. (C) Fico agreed with the Ambassador that the Russians do 
not/not seem to be acting in good faith on Transpetrol. \"They 
look like they are delaying to run out the clock on our veto 
rights,\" Fico said, adding that his early April meeting with 
Putin would not allow time to resolve the issue. The 
Ambassador noted that Jahnatek seems to be petrified of the 
Russians and that Slovakia is in a better position for tough 
negotiations now than it will be when Russia can ship gas 
directly to Germany or when the EU\'s memory of the Belarus 
shutoff fades. The Ambassador noted that ultimately a court 
would have to decide whether the Rebgun Yukos or the Theede 
Yukos had the power to sell the shares, and that Slovakia 
should hedge its bets by negotiating with Theede and let the 
court decide. At least the GOS would have fought. Another 
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option would be to let the Poles, who are interested, or 
another party, carry out the legal fight in the Dutch court, 
with a side deal for all the things Slovakia wanted, with 
greater share control than they had now. Fico was intrigued, 
noting he still prefers a Slovak buyback of shares. Fico said 
he would talk to Jahnatek about other options. 


PM,S FUTURE PLANS 


6. (C) Fico said he would not stand for PM again in 2010, 
when his proposal to split the Smer party chairmanship from 
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the Premiership would go into effect. The Ambassador 
marveled that there has been no press on the stated decision 
not to run, since Fico had told the notoriously gossipy 
diplomatic corps the same thing at Christmas-time. Fico noted 
that the press have known about his idea of splitting the 

Smer Chairmanship from the premiership since December, but 
have only now begun to comment on his \"not being able to 
handle both jobs." 


CHURCH AND STATE 

7. (C) Fico said he would be meeting with Cardinal Korec to 
reconfirm Smer\'s agreement with the Church that neither side 
will bring up divisive social issues (i.e. homosexual 

partnerships, abortion, the law on conscientious objection). 

The Ambassador asked if the Smer/HZDS deputies\' proposal to 
require the signature of 20,000 believers (as opposed to 
signatures of mere supporters) for the registration of new 
religions breached that agreement. Fico first emphasized that 
the proposal was not made by the government, and then noted 
that the intent is to stop groups from getting signatures 

from \"students who will sign anything\" and thereby to prevent 
the registration of Islam. The Ambassador urged greater 
openness on the religious registration issue. Fico said he 

would discuss it with Minister of Culture Marek Madaric. 
(Comment. Fico made an oblique reference to Archbishop Sokol 
when he noted that Korec is a Cardinal and not Va troublesome 
Archbishop." Sokol recently made troubling comments in favor 
of the WWIl-era fascist Slovak state. (Ref B) End comment.) 


8. (C) Fico claimed that right-wing opposition parties KDH 

and SDKU never send representatives to commemorations of the 
1944 Slovak National Uprising because they are beholden to 
Catholics with a positive view of the Slovak fascist leader 

Joseph Tiso, and that he is always alone at events 
commemorating the holocaust. (Comment. Poloffs have met 
officials of both KDH and SDKU at official commemorations of 
the Slovak National Uprising and Holocaust. End comment.) 


THE MALINOVA CASE 

9. (C) The Ambassador noted rumors, disturbing because they 
come from several unconnected sources, that Hedviga Malinova 
has been subject to harassment, including a break-in in at 

her apartment and confrontations with shady figures who 
showed her pictures of the break-in. (Comment. Malinova is an 
ethnic-Hungarian student who claims to have been assaulted by 
skin-heads in August. The PM and IntMin have both publicly 
discredited her account of the incident (Ref A). End comment) 
The Ambassador noted that it would be disturbing if such 
harassment was state sanctioned and that, if not, the police 
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should be looking into it. Fico said he had also heard such 
rumors, but that if the harassment were state sanctioned the 
Hungarians would have been all over the government, and that 
the Hungarian PM has assured him the Malinova case is closed. 
Fico promised, however, to ask Interior Minister Robert 

Kalinak to look into the allegations. 


SLOVAK INFORMATION SERVICE 

10. (C) Fico said that HZDS nominee Kafka was absolutely not 
the right person for the number two position at SIS and that 

there has been a lot of tension with HZDS on this issue. Fico 
hopes Meciar can be convinced to nominate current Ambassador 
to NATO Igor Slobodnik, who has HZDS connections. Fico even 
said he was going to tell Meciar he didn,t like Slobodnik, 

in the belief that would help Meciar to appreciate Slobodnik 
more. 


KOSOVO 

11. (C) Fico,s impression is that Europe is not united on 
Kosovo, and consensus will be difficult to find, though in 

the end, Britain, Germany, and France would force something 
through. Fico added that \"we central Europeans are still 
second class citizens - these EU leadership meetings are 
completely worthless.\" Fico said he will not act as an 
impediment to EU consensus and asked \"why would | want 
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Slovakia to stand out by itself?\" He does, however, feel 
strongly that the Serbs should not be humiliated. Fico 

claimed not to be sure of his coalition partner\'s positions 

on Kosovo. (Comment. Kubis told the Ambassador he had met 
with SNS leader Jan Slota, and that Slota is adamantly 

against Kosovar independence. Kubis is hoping to get passive 
resistance rather than active opposition but had no response 
yet. End comment.) Strangely, Fico thinks Poland could be a 
problem on Kosovo. 
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SUBJECT: ANKARA MEDIA REACTION REPORT 
WEDNESDAY, JANUARY 31, 2007 


In Today\'s Papers 


Hrant Dink Murder Investigation 

All papers report it has been confirmed that Erhan Tuncel, a police 
informant, tipped off the police in Trabzon, Istanbul, and Ankara 11 
months before that Yasin Hayal, a key suspect in the Dink 
assassination, planned to kill Dink. Three other suspects, Tuncel\'s 
three roommates in the university, were detained in Trabzon 
yesterday. Orhan Ozbas, another suspect earlier detained in 
Istanbul, said to the police that prior to committing the murder, 
Ogun Samast told him he would shoot Hrant Dink. Papers criticize 
the release by a court of Yasin Hayal after he bombed a McDonald\'s 
restaurant in Trabzon in 2004. Opposition parties and NGOs urge 
Prime Minister Erdogan to sack the governor and the police chief in 
Istanbul. Turkey\'s Human Rights Association (IHD) has filed a 
complaint against Istanbul police chief Celalettin Cerrah who said 
the murder of Hrant Dink was not part of an organized plot, but an 
act dictated by nationalist feelings. 


All papers say Prime Minister Erdogan regards the removal of the 
Trabzon governor and police chief following the murder of Armenian 
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editor Hrant Dink as steps against the deep state\" in Turkey. 
Erdogan said determination and coordinated among the government, 
parliament and judiciary were needed to eradicate criminal networks 
in state institutions. WOur steps in Trabzon are aimed at tackling 

this matter. The governor and the security chief have been removed 
from their posts, and inspectors have been sent to Trabzon to lay 
the ground for the fight against the deep state." 


Debate over Freedom of Expression Statute Continues 

All papers report that PM Erdogan stressed that he was open to 
suggestions for possible changes to Article 301 of the Turkish Penal 
Code, the article relating to freedom of expression, under which 
Hrant Dink, Orhan Pamuk and others have been prosecuted, but nobody 
should expect them to abolish the article. Erdogan said NGOs which 
participated in an earlier meeting held on this matter had not made 
any joint proposals on the issue yet. Erdogan said, \"We cannot 
accept assaults on our values. There are similar regulations in 
several countries around the world.\" Meanwhile, papers report 
Ozdemir Ozok, head of the Turkish Bar Association, has invited 
representatives of 18 NGOs to gather on February 2 to discuss a 
joint position regarding changes to Article 301. 


Ralston Visits Ankara 

All papers report retired General Joseph Ralston, the US Special 
Envoy for Countering Terrorism, said yesterday after his meeting 

with his Turkish counterpart Edip Baser that the Makhmour camp in 
northern Iraq has been cleared of the PKK elements and that a census 
was taken in the camp. \"I visited the camp at Makhmour. | spoke 
with the US and Iraqi soldiers who are maintaining security in 
Makhmour. We have cleared the camp of any PKK elements. We took a 
census. Everyone has been issued an identity card. The UN is also 
included in the process. However, there is still much that needs to 
be done,\" said Ralston. Ralston noted the camp could be evacuated 
with UN support, adding that Ankara and Baghdad should also back 
such a humanitarian operation. Ralston denied having made any 
statement at his meeting with Massoud Barzani, calling for a 
dialogue between Turkey and the PKK. He said he might be able to 
convince Barzani that the PKK poses a threat to Turkey. Baser said 
he believes \"a certain amount of progress\" has been recorded. \"No 
matter how much we would like to, we cannot share with you many 
details because of the sensitivity of the matter. We will give you 
better news in the future,\" Baser stated. Responding to a question, 
Baser said Ralston\'s meeting with Barzani should not be seen as a 
controversy. Radikal sees the messages by Ralston as a sign of the 
pressure applied by the northern Iraqi Kurdistan Democratic Party 
(KDP) on the US for Turkey to launch dialogue with the Kurds. 


Ralston will have a meeting with Chief of the Turkish General Staff 
(TGS) General Yasar Buyukanit on Wednesday before departing Ankara. 


ANKARA 00000199 002 OF 004 


Column 3 


Editorial Commentary on Turkey-Iraq Oil Dispute 

Zafer Atay comments in the economic-political daily Dunya: \"Turkey 
is facing a game of vengeance. Iraqi Kurds are trying to corner 
Turkey in a response to the recent secret session on Iraq at the 
Turkish Parliament. The Iraqi National Oil Company has asked Turkey 
to seek permission from the northern Iraqi administration for 

Turkish oil trucks to cross into Iraq as opposed to the central 
authorities in Baghdad. The northern Iraqi administration, under 
Barzani\'s control, is moving toward full independence. The 
administration is currently autonomous - it has its own flag, its 

own constitution as well as its own parliament. The primary plan 

for the future is to annex Kirkuk and gain full control over the 

majority of oil reserves, and of course to enjoy this wealth with 

the US. Turkey should not fall into those traps and should continue 
to recognize the legitimate authority, i.e. Baghdad. Barzani should 
keep in mind that the US will eventually have to go while Turkey 

will remain in the region. Turkey\'s patience should not be tested 

at any time.\" 


Fikret Bila comments in the mainstream Milliyet: \"The issue of oil 
trucks from Turkey to Iraq has reached a point where both sides are 
boycotting each other. We shall see whether Ankara will eventually 
make a deal directly with northern Iraq or if northern Iraq will 
eventually change its position. The current situation is just like 
arm-wrestling between the two. On the other hand, the US, in its 
capacity of being the genuine authority in Iraq, is giving Turkey a 
clear message by asking Ankara to cooperate with the northern Iraq 
administration not only on commercial matters but also on political 
issues. The stubborn stance of northern Iraqis toward Ankara 
basically stems from the fact that they have US backing. The 
Turkish government should make up its mind as to how to treat 
northern Iraqi Kurds. The current rhetoric making references from 
the past events is just not working. It requires a decision be made 
on whether Kurds in northern Iraq are our brothers like Turkmens. 

If they are, why to we have to be so harsh to them? What happened 
to certain concepts, like a brotherly attitude and as strategic 
partnership?\" 


Al-Qaeda Crackdown 

Sabah, Milliyet, Radikal and Cumhuriyet report 48 al-Qaeda suspects 
captured in security operations in Konya, Istanbul, Izmir, Kocaeli, 
Afyonkarahisar, and Mardin earlier this week were preparing to 

attack US representations in Turkey, key state institutions and the 
headquarters of large companies. Sabah says that among the suspects 
were those who were earlier taken into custody in connection with 

the suicide bombings in Istanbul in November 2003 in which over 50 
were killed. Not only al-Qaeda, but other fundamentalist 
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organization members such as the Cemalettin Kaplan group and IBDA-C 
were also captured in Konya in February. 


The leftist/nationalist Cumhuriyet says that the operation against 
al-Qaeda suspects across Turkey was conducted after a warning coming 
from the US Defense Department in early January that al-Qaeda was 
planning to intensify its activities in Turkey in 2007. Security 

officials in Istanbul confirmed the tip off received from the 

Pentagon, adding some other countries had also been warned to take 
action against al-Qaeda. Four days after press reports about the 
Pentagon briefing, Turkey and other countries were praised by the US 
intelligence chief John Negroponte for their cooperation in the 

fight against al-Qaeda, and the latest operation against al-Qaeda 
elements in Konya came two weeks after the praises of Negroponte. 


Kars-Tbilisi-Baku Railroad to be Finalized 

Cumhuriyet and Zaman report that Turkey sees the Kars-Tbilisi-Baku 
(KTB) railway project, to be finalized soon, as a \"victory\" over the 
efforts of the Armenian diaspora to stop it. The KTB, meshing with 
the Chinese and Kazakh railway networks, is to connect Asia to the 
European railroad network through the Bosphorus. Prime Minister 
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Erdogan will participate in the February 7 ceremony in Tbilisi where 
the parties will sign the framework agreement for the project, say 
papers. Yerevan opposes the network due to fears that the route 
bypassing Armenia will further isolate the country. 


New Tension with Cyprus over Greek-Cypriot Oil Move 

Yeni Safak, Radikal, Cumhuriyet and others: Turkey warned Lebanon 
and Egypt not to go ahead with oil and gas exploration deals signed 
with Greek Cypriots. The Foreign Ministry issued a written 
statement saying \'Turkey and Turkish Cypriots also have legitimate 
rights in the region. Turkey is determined to protect its rights 

and interests in the Eastern Mediterranean and will not allow 
attempts to erode them. The Greek Cypriots do not represent the 
whole of the island. Therefore laws on the issue enacted by the 
Greek Cypriot government or agreements made with other interested 
parties have no validity for us. We remind them to also take into 
consideration the will of the Turkish Cypriots and not to take any 
initiatives that may negatively affect the process of the resolution 

of the Cyprus issue. 


Draft Resolution for the so-called Armenian Genocide is with the 
Congress 

All papers report that the \"leading names of the Armenian lobby," 
Democrat deputies Frank Pallone, Adam Schiff and Republican deputies 
George Radanovich and Joe Knollenberg introduced into the US 
Congress the so-called Armenian genocide draft resolution with the 
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signature of 150 congressmen. Meanwhile, House Democrat 
Representative James Crowley submitted a draft resolution to the 
Congress condemning the assassination of Hrant Dink and urging 
annulment of the Turkish Penal Code Article 301, reports Milliyet. 


TV Highlights 
NTV (6 A.M.) 


Domestic News 


- Professor Baskin Oran has been granted close protection by Ankara 
governor following his notification that he received death threats. 


- Visiting Syrian Foreign Minister Walid Muallem will meet Wednesday 
with President Sezer, Prime Minister Erdogan, and Foreign Minister 
Abdullah Gul. 


- Swedish Minister of European Affairs Cecila Malmstrom expressed 
support for Turkey\'s EU accession during her visit to Ankara. 


- Turkey\'s tourism revenues declined by 7.2 percent in 2006. 
International News 


- Ambassador David Satterfield, US State Department Iraq 
Coordinator, told NTV the US takes the fight against the PKK very 
seriously. 


- The European Court of Human Rights ruled Turkey\'s 10 percent 
election threshold does not amount to violation of human rights. 
Reacting to the decision, Turkey\'s former Kurdish MPs said \"the EU 
has turned its back on the Kurds.\" 


- US Ambassador to UN John Bolton said, \"The United States has no 
strategic interest in the fact that there is one Iraq or three 

Iraqs.\" 

- Israeli airliner El-Al is to cancel flights to Istanbul and 

Larnaka as of March 1 due to rising security expenses and low number 
of passengers. 


http://www.state.sgov.gov/p/eur/ankara/ 
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SUBJECT: NETHERLANDS: CAUTIOUS ON CLUSTER MUNITIONS 
CONFERENCE 


REF: STATE 6667 
Classified By: Political Counselor Andrew Schofer, reasons 1.4 (b,d) 


1. (C) Summary: Although not initially invited, the Dutch 

plan to attend the February 21-22 Oslo Conference on Cluster 
Munitions, and are wary of any resulting restrictive 

framework. The GONL policy on restricting cluster munitions 
use is evolving, although current formulations focus on a 
potential ban of cluster munitions that have 

\"disproportionate humanitarian consequences. The Dutch 
acknowledge reaching agreement on a definition for even a 
limited ban would be difficult, and are in no hurry to pursue 

it. To the contrary, the GONL views such a ban as having no 
affect on Dutch cluster munitions, especially as the Dutch 
military will fight to preserve its right to use the 

munitions currently in its arsenal. The Dutch welcome any 
military-to-military discussions on cluster munitions, but 
suggest an informal meeting of like-minded countries 
following the Montreux experts meeting in April might have 
more added-value. MFA Deputy Head of the Arms Control and 
Arms Export Policy Division Vincent van Zeijst discussed 
reftel issues on January 31. End summary. 
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Oslo Conference 


2. (C) Van Zeijst said the Dutch initially had not been 

invited to the February 21-22 Oslo Conference on Cluster 
Munitions (CMs), but requested an invitation and plan to 
attend. He said FM Bot has not yet decided if he will attend 
as the Dutch representative. Van Zeijst said the Dutch have 
yet to develop a concrete policy and will be \"in listening 
model" at Oslo. He expressed concern that the conference 
might generate momentum leading to an Ottawa-type framework 
restricting CM use, and acknowledged Bots opinion that it 
might be \"difficult not to joinW should the Oslo conference 
\"pick up steam." 


3. (C) That said, van Zeijst personally doubted the 
conference would lead to much -- explosive remnants of war 
(ERWs) resulting from CMs are isolated to specific regions, 
and therefore not a global problem. Moreover, CM users 
tended to be rich, developed countries, or those with large 
militaries, and therefore not inclined to join any 

restrictive framework. Van Zeijst recommended the USG at 
least attend the Oslo conference as an observer to \"see first 
hand" the level of interest in restricting CM use. 


4. (C) Van Zeijst also commented it was not clear what the 
Norwegians intended to achieve at the conference. He noted 
that the conference agenda was vague, focusing on discussion 
instead of negotiation,\" and seemingly did not allow time or 
opportunities to formulate a communique. Van Zeijst 
commented that a vague communique would be all that was 
possible, given some of the countries that might attend. On 

the other hand, he said, a vague communique would be 
considered a \"complete failure\" to some of the NGOs planning 
to attend -- better to have no communique at all, he 

suggested. 


Dutch Policy \"In The Works\" 


5. (C) Van Zeijst said the Dutch did see value in a limited 

ban on CM use. He noted that Dutch policy was \"still in the 
works,\" but the current formulation focused on a potential 
ban of cluster munitions that have \"disproportionate 
humanitarian consequences. The challenge was determining a 
definition for \"disproportionate\" -- this \"could take years,\" 
van Zeijst acknowledged. He said the Dutch would argue that 
certain antiquated CM stocks would fit this definition best, 

and certainly not/not any CMs currently in the Dutch arsenal. 
Van Zeijst commented that the Dutch MOD was extremely 
reluctant to approve even this limited ban, and would oppose 
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any effort to restrict CMs currently used by the Dutch 
military. 


6. (C) Van Zeijst said Protocol V of the Convention on 

Certain Conventional Weapons (CCW) does nothing to restrict 
CM use. He acknowledged that Protocol V helps focus on ERWs, 
but the language of the protocol is riddled with Winter 

alias\" and \"when feasible,\" thereby voiding any hard 


obligations. For example, he said if Israel had signed up to 
Protocol V prior to the war with Hezbollah, it would be under 
no hard obligations to report to Lebanon its use of CMs. 


Mil-Mil Discussions? 


7. (C) Van Zeijst welcomed any military-to-military 
discussions focusing on CM use, humanitarian impact, and 
potential effects of a ban on Allied operations. However, he 
noted that the Dutch military is already convinced of the 
need for CMs -- discussion along these lines would be 
\"preaching to the choir.\" He acknowledged the Dutch 
parliament is increasingly becoming critical of cluster 
munitions, but suggested this was typical for European 
publics. 


8. (C) Van Zeijst said the Dutch would plan to attend both 

the ICRC Montreux experts meeting in April and the ERW 
experts meeting in June. He suggested a meeting of 
\"like-minded\" countries in Geneva following the Montreux 
experts meeting and prior to the landmines meeting the 
following week to informally discuss a common approach on 
cluster munitions. He argued that from a timing perspective, 
these countries will be better able to determine any effects 
resulting from the Oslo conference and coordinate in advance 
of the ERW meeting in June. 


Israel 


9. (C) Van Zeijst asked for any further details regarding the 
report sent to Congress on Israel\'s alleged violation of rule 
of engagement pertaining to cluster munitions. Polmiloff 
stressed that the report was preliminary, that Israel was 
cooperating fully, and that Congress will determine next 
steps. 
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SIPDIS 
DEPT FOR S/WE - SASHA MEHRA AND GERDA LANE 


E.O. 12958: N/A 
TAGS: KWMN, PHUM, PREL, AL 
SUBJECT: INFLUENTIAL WOMEN IN ALBANIA 


REF: SECSTATE 202341 


1. The following is Embassy Tirana\'s response to reftel 
requesting a list of the five most influential women in 

Albania. Embassy Tirana\'s point of contact for women\'s issues 
is Political Officer Charles Morrill (morrillch@state.gov). 


2. Embassy has chosen the following five women, weighing 
factors including diversity of profession and background. 


Name: Josefina Topalli, Speaker, Albanian Parliament 
Contact Information: Kuvendi i Shqiperise, Blvd. \"Deshmoret e 
Kombit,\" Tirana, Albania 

Phone: 355.4.228.333 


Name: Majlinda Bregu, Democratic Party Member of Parliament 
Contact Information: Parliament Blvd. WDeshmoret e Kombit 
Tirana, Albania 

Phone: 355.68.2056999 


Name: Sonila Meco, Television Anchor, Vizion Plus Television 
Contact Information: RrA"Mujo Ulqinaku\", p.44, shk. 2, ap 
23, Tirana, Albania 

Phone:355.69.2076190 


Name: Fatmira Laskaj, Chief Inspector, High Inspectorate of 
Financial Disclosure 

Contact Information: Rr. Reshit Collaku; prane AlbTeleco 
Tirana, Albania 

Phone: 355.4.259.461 


Name: Arta Dade, Socialist Party Member of Parliament, Former 
Minister of Foreign Affairs 
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Contact Information: Kuvendi i Shqiperise, Blvd. \"Deshmoret e 
Kombit,\" Tirana, Albania 

Phone: 355.4.228.432 
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REF: (A)STATE 178055 (B)STATE 202341 


1. Per reftel request, Post submits the following names and 
contact information for five influential Sierra Leonean women 
leaders. 


Dr. Kadi Sesay 

Minister of Trade and Industry 
Ministry of Trade and Industry 
Freetown, Sierra Leone 

Tel: 232-22-235-127 

Fax: 232-22-227-985 


Mrs. Abbator Thomas 

Minister of Health and Sanitation 
Ministry of Health and Sanitation 
Freetown, Sierra Leone 

Tel: 232-22-240-427 

Fax: 232-22-235-036 


Dr. Christiana Thorpe 

Chairperson 

National Electoral Commission 
Freetown, Sierra Leone 

Tel: 232-76-611-525 

Email: christiana thorpe@yahoo.com 
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Mrs. Afsatu Kabba 

Member of Parliament 
Freetown, Sierra Leone 

Tel: 232-76-620-495 

Email: asfatukabba@yahoo.com 


Mrs. Yasmin Fofanah 

Human Rights Commission 
Freetown, Sierra Leone 

Tel: 232-76-629-927 

Email: sandohjs@hotmail.com 


2. POCs for women\'s issues is Pol/EconOff Martin Dale, tel: 
232 22 515-000 ext.5120 or email: DaleMA@state.gov and PAO 
Brenda Soya, tel 232 22 515-000 ext. 5350 or email: 
SoyaBC@state.gov 
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E.O. 12958: N/A 

TAGS: SENV, ECON, ENRG, KSCA, IT 

SUBJECT: ITALIAN MINISTER OF ECONOMIC DEVELOPMENT 


IDENTIFIES ENERGY AND CLIMATE CHANGE AS PRIORITIES FOR 
FEBRUARY 6 MEETING WITH ENERGY SECRETARY BODMAN 


ROME 00000205 001.2 OF 002 


1. This is an action request. Please see paragraph 5. 


2. Introduction and Summary. In a January 26 meeting with 
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Acting Ecmin, Vincenzo De Luca, Diplomatic Advisor to 
Minister of Economic Development Bersani, identified 
intensifying U.S.-Italy cooperation on energy research and 
development and climate change as priority issues for 
Bersani\'s February 6 meeting with Energy Secretary Bodman. 
De Luca proposed renewal of the 1995 U.S.-Italy framework 
Agreement on Energy Research and Development as a first 
step in broadening bilateral cooperation in energy 

research, and said Minister Bersani would like to sign a 

Letter of Intent to this effect during his February 6 

meeting with Secretary Bodman. De Luca proposed that 
negotiations for renewal of the 1995 framework agreement Q- 
or a new agreement entirely -- follow the signing of the 

Letter of Intent, with the goal of signing an agreement 

later this year. End Introduction and Summary. 


3. GOI proposed text for the Letter of Intent follows. 
(Begin text.) 

February 6, 2007 

DRAFT JOINT LETTER OF INTENT 


Hon. Samuel Bodman, Secretary of State (sic), Department of 
Energy of the United States of America and Hon. Pierluigi 
Bersani, Minister of Economic Development of the Republic 
of Italy, met in Washington D.C. on February 6, 2007 to 
discuss and examine energy issues in the shared interest; 


They reaffirmed their commitment towards a sustainable and 
secure energy future while noting that actions and measures 
to increase energy security and cope with the climate 
change challenge appear needed and urgent; 


They noted the role of continuing and strengthened (sic) 
international collaboration on energy technology research 
and development; 


They noted that an Agreement was signed on May 26, 1995 
between the Ministry of Industry, Commerce and Handicraft 
(now the Ministry of Economic Development) of the Republic 
of Italy and the Department of Energy of the United States 
of America in the field of energy research and development; 


They noted that this Agreement allowed the two signatory 
entities to establish effective cooperation and work 
towards common goals; 


They noted that the agreement expired and it would be 
appropriate to explore the [establishment] of a new 
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framework for bilateral cooperation, on energy technology 
and climate change; 


They agreed to establish a special task force to this 
purpose; 


They decided to appoint three experts from each side and 
defined end-March 2007 and Washington D.C. as the venue of 
the first meeting of this special task force. 


(signed) 
For the Department of Energy of the United States 


(signed) 
For the Ministry of Economic Development of the Republic of 
Italy 


(End Text.) 


4. (U) De Luca noted Minister BersaniQs strong interest in 
cooperation between the USG and GOI on climate change 
issues, but did not propose a vehicle for this cooperation. 
Washington addressees may want to consider how best to 
handle the request for cooperation on climate change 
issues. One suggestion might be to fold proposed new 
cooperation into the existing bilateral climate change 
dialogue, ongoing since 2001. Alternatively, the USG may 
prefer instead to work through G8 initiatives, such as the 
International Partnership for the Hydrogen Economy, Methane 
to Markets, etc. 
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5. (U) Action request. Post requests Washington agencies 
review the Letter of Intent proposed by the GOI and 
indicate whether Secretary Bodman would be interested in 
signing this Letter of Intent during his February 6 meeting 
with Minister Bersani. If so, please indicate if the 

proposed text in paragraph three is acceptable. After 
February 2, Minister Bersani and his party can be reached 
through the Italian Embassy in Washington. End action 
requested. 
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STATE FOR AF/W 

STATE FOR INR/AA 

CIUDAD JUAREZ FOR DONNA BLAIR 
ISTANBUL FOR TASHAWNA SMITH 

SAO PAOLO FOR ANDREW WITHERSPOON 


E.O. 12958: DECL: 01/31/2017 
TAGS: PGOV, PREL CASC, KCRM, NI 
SUBJECT: SITREP #5: SSS INVOLVEMENT IN NEGOTIATIONS 


REF: A. LAGOS 57 
B. LAGOS 53 
C. LAGOS 47 


Classified By: Consul General Brian L. Browne for reasons 1.4 (b and d) 


1. (C) The Pivot-GIS Hostage Crisis Group met January 29. 
The Nigerian State Security Services (SSS) had been in 
contact with the kidnappers and reported that all three 

hostages were well. The Director of the SSS Alhaji Kola 
Adeshina, has been personally involved in the release 
negotiations and has provided medicine for one of the 
hostages, British hostage Neil Mirrlees, who suffers from 
diarrheal discomfort. The kidnappers claimed to be members 
of the Niger Delta Volunteer Force (NDVF). However, the 
absence of political issues in their list of demands has 

caused the SSS to believe the kidnappers are feigning the 
militant association. SSS believes this is a wholly criminal 
undertaking. The SSS did note the kidnappers\' plan was 
mature and well executed. The SSS also is concerned whether 
the hostages were getting enough food and potable water. SSS 
has asked the company to obtain for additional comestibles, 
supplies and medication for passage to the kidnappers. 
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E.O. 12958: N/A 
TAGS: KWMN, PHUM, PREL, LO 
SUBJECT: INFLUENTIAL SLOVAK WOMEN 


REF: 06 STATE 202341 
1. Five outstanding and influential women in Slovakia are: 


Iveta Radicova, PhD 

sphere: politics 

Member of Parliament 

Vice Chair of SDKU (Slovak Democratic and Christian Union) 
political party 

Former Minister of Labor, Social Affairs, and Family 

bio: www.sdkuonline.sk/volby2006/003 radicova.shtml (in 
Slovak only) 

email: iveta radicova@nrsr.sk 

tel: 421-903-250-249 (cell) 

tel: 421-2-4341-4102 (SDKU headquarters) 

mailing address: 

Ustredna kancelaria SDKU 

Ruzinovska 28 

827 35 Bratislava 

Slovakia 


Zlatica Puskarova 

sphere: media 

Moderator of \"Na telo\" political talkshow and reporter for TV 
Markiza 

email: puskarova@markiza.sk 

tel: 421-904-700-101 (cell) 

tel: 421-2-6827-4111 (TV Markiza offices) 

mailing address: 

TV Markiza 


Column 3 
Bratislavska 1A 

843 56 Bratislava 48 
Slovakia 


Elena Kohutikova, PhD 

sphere: business 

Member of the board of directors of VUB Bank 

Former Vice Governor for euro adoption of the Slovak central 
bank 

bio: www.vub.sk/EN/show.asp?document=1323 (in English) 
tel: 421-2-5055-1111 (VUB offices) 

mailing address: 

Vseobecne uverova banka 

Mlynske Nivy 1 

829 90 Bratislava 25 

Slovakia 


Eva Siracka, MUDr., DrSc. 

sphere: civil society 

President of League Against Cancer, an NGO 

active amongst civil society to keep NGO funding alive 
email: lpr@lpr.sk 

tel: 421-2-5292-1735 (League Against Cancer offices) 
mailing address: 

Liga proti rakovine 

Spitalska 21 

812 32 Bratislava 

Slovakia 


Martina Moravcova 

sphere: athletics, positive celebrity role model 

Swimmer, 2-time Olympic silver medalist, world champion 
record holder 

Spokeswoman for various charitable causes 

bio: www.martinamoravcova.com (in English) 

contact via her Dallas-based attorney: 

Martin Valko, tel: (214) 559-7202, email: 
mvalko@ashmorelaw.com 

mailing address: c/o Ashmore Law Offices, 3636 Maple Avenue, 
Dallas TX 75219 


2. Post POC on women\'s issues is Political Officer Tanya 
Spencer. She can be reached at spencertk@state.gov or tel. 
421 -2-5922-3277. 

VALLEE 
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E.O. 12958: N/A 
TAGS: PREL, PTER, UNSC 
SUBJECT: UNSCR 1373: NEW CTC CHAIRMAN SEEKS U.S. INPUT 


SENSITIVE BUT UNCLASSIFIED 


1. (SBU) BEGIN SUMMARY: At a January 29 meeting with newly 
appointed Counter-Terrorism Committee (CTC) Chairman, 
Panamanian PermRep Ricardo Arias, Ambassador Wolff and 
Ambassador Sanders offered U.S. views on the CTC\'s work and 
expressed support for Arias\'s leadership. END SUMMARY. 


2. (SBU) Amb. Arias and his Security Council 

counterterrorism team requested a meeting to discuss plans 
for the CTC during his two-year term as its Chairman. Amb. 
Wolff expressed hopes that the CTC would build on its 
accomplishments and achieve better results in 2007, through a 
concrete, action-oriented effort to help states improve their 
implementation of resolution 1373. The CTC\'s uneasy 
relationship with the Counter-Terrorism Executive Directorate 
(CTED) had prevented it from achieving its full potential, he 
said. Despite the past shaky relationship between the CTED 
and the CTC, Wolff expressed confidence that CTED Executive 
Director Javier Ruperez and his team would foster a positive 
working relationship with Arias. Wolff then underscored that 
based on their mandates, the CTC is to provide guidance and 
supervision to CTED and not the other way around. 


3. (SBU) Amb. Wolff also emphasized the need for the CTC and 
CTED to move from requesting and reviewing reports toward 
focusing on action-oriented work that will assist states in 

their implementation of 1373. Wolff identified a need for 
increased coordination with the Secretariat. He indicated 

that the work of the Secretariat\'s Counterterrorism Task 

Force, the CTC, and CTED must be aligned, particularly in 

view of efforts to implement the General Assembly\'s CT 


Column 3 
Strategy. 


4. (SBU) Arias responded by inquiring about the U.S. 
relationship with CTED. Wolff said CTED had been responsive 
to U.S. concerns and cooperation is good. He noted that 

while CTED had some initial growing pains, due in part to the 
difficulties of putting together its staff, CTED now had 

staff members in place and is ready to begin working 
effectively and producing results. The recommendations in 

the comprehensive report the CTC prepared for the Council's 
second comprehensive review of CTED last December provide a 
good roadmap for the CTC and CTED\'s work in 2007, and this 
year will be a crucial one for the CTC and CTED because 
CTED\'s initial mandate will expire on December 31, 2007. 


5. (SBU) Arias also inquired about reporting requests and 

CTC meetings. USUN said that there has been excessive 
emphasis on reports and papers. Instead of papers, it would 

be helpful for CTED to brief CTC members on matters of 
importance. The 15-member committee currently meets once a 
week, and Arias asked whether that may be too often. Wolff 
noted no objection to reducing the frequency of the meetings 

to meet work requirements. Our focus would remain on results, 
not process. 


6. (SBU) Arias also sought views on what the CTC should 

focus on in its meetings. USUN replied that CTED\'s country 

visits are a valuable tool and the oral briefings CTED 

provides when it returns from those visits are useful for the 

CTC. It was also noted that CTC meetings would be more 

efficient if members have more time to review and digest the 
proposals CTED circulates. Because CTED often only gave CTC 
members two days before meetings to review documents, members 
were not always prepared for the discussion. 


7. (SBU) Arias also asked about changing the countries that 

the CTC\'s three sub-committees consider to mirror more 

closely CTED\'s configuration into three clusters that cover 
different geographical regions. USUN noted that early in 

2006, CTED had proposed changing the states considered by the 
sub-committees to align their work with CTED\'s, but that the 
CTC did not reach agreement. The UK and France, for example, 
had expressed concern that the restructuring could politicize 

the CTC\'s discussions because, rather than reviewing states 
from all different regions, the sub-committees would only 
consider states from the same region and thus might take a 
narrower perspective. Wolff asserted that the U.S. would be 
open to supporting such a restructuring if that would enhance 
CTC\'s effectiveness. 


8. (SBU) Arias also sought U.S. views on coordination among 
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the CTC, the 1267 Committee, and the 1540 Committee, 
particularly with respect to information sharing and visits 

to states. He remarked that some states still perceive a 
CTED visit as punitive. He suggested that this perception 
must be changed since CTED visits states to help them with 
their implementation of resolution 1373. Generally, Arias 
said the CTC should focus its energies on working to help 
states with the will but not the capacity to implement 


resolution 1373. Wolff stressed that, even though the 
committees have different mandates, enhancing cooperation 
among the three bodies will help avoid duplication, ease the 
burden on states, and create positive synergies. 

WOLFF 
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E.O. 12958: DECL: 01/31/2017 

TAGS: PREL, PGOV, RU, UP 

SUBJECT: UKRAINE: TARASYUK RESIGNS AS FOREIGN MINISTER, 
BLASTING OPPONENTS ON THE WAY OUT 


REF: KYIV 186 
Classified By: Ambassador, reason 1.4 (b,d) 


1. (SBU) Summary. Borys Tarasyuk ended two months of 
uncertainty and political confrontation over his lame-duck 
tenure as Ukraine\'s Foreign Minister by offering his 
resignation to President Yushchenko January 30, after a 
district court deferred a decision on his legal challenge to 

the Rada\'s December 1 dismissal vote. Tarasyuk told 
Ambassador January 31 that he planned to devote more time to 
political party efforts (Tarasyuk heads the small Rukh party, 
part of the Our Ukraine bloc) but would continue to be 
involved in foreign policy work. In press appearances 
announcing and explaining his resignation late January 30, 
Tarasyuk stressed the importance and professionalism of the 
institution of the Foreign Ministry, as well as Presidential 
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prerogative in foreign policy, blasted the government 

ministers he blamed for withholding financing from the MFA 
and damaging Ukraine\'s national interests (DPM Azarov, DPM 
Tabachnyk, Minister of the Cabinet Tolstoukhov), and accused 
Tabachnyk, Transport Minister Rudkovskiy, and the Communist 
Party of representing Russian rather than Ukrainian national 
interests. 


2. (SBU) Comment: Tarasyuk\'s official departure -- the 

ruling coalition led by PM Yanukovych considered his tenure 

to have ended December 1, when the Rada (parliament) voted to 
dismiss him -- leaves Defense Minister Hrytsenko as the sole 
remaining \"Orange\" minister of the eight temporarily retained 
in the Cabinet named by Yanukovych in early August, though 
Hrytsenko belongs to no political party. Speculation 
immediately shifted to whom Yushchenko might nominate to 
replace Tarasyuk, with conventional wisdom focused on current 
Presidential Secretariat deputy head Oleksandr Chaliy, who 
served as deputy Foreign Minister during Tarasyuk\'s first 
tenure from 1997-2000. End Summary and Comment. 


Tarasyuk finally bows out of the Ministry 


3. (SBU) Despite a vigorous two-month legal campaign to 
defend his right to remain Foreign Minister as long as 
Yushchenko supported him, Tarasyuk finally ended rear-guard 
efforts to stay in office January 30 after the Shevchenko 
District Court, citing a court brief filed by a 

representative of the Cabinet of Ministers, deferred a 
decision on Tarasyuk\'s case to countermand the Rada\'s 
December 1 dismissal decision until February 13. After 
discussing the situation with Yushchenko, Tarasyuk offered 
his resignation and Yushchenko accepted it, Tarasyuk told a 
press conference afterwards. As a politician, diplomat, and 
citizen, he understood there was no sense in pushing his 
effort further, even though he remained convinced the 
Constitutional Court would eventually affirm the Presidents 
constitutional prerogative both to name and to dismiss the 
foreign minister. 


4. (C) Defense Minister Hrytsenko, now the sole remaining 
\"Orange\" minister in the cabinet, had told Ambassador January 
29 that Tarasyuk\'s departure might be pegged to the January 
30 court session, which had been expected to rule in 
Tarasyuk\'s favor, and by extension support presidential 
prerogatives. Such a decision would have allowed Tarasyuk 
and the President\'s team to claim he was not being forced out 
but had chosen to leave in order to end a dispute that was 
damaging to the nation\'s interests. 
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5. (SBU) In the end, Tarasyuk, sounding neither broken nor 
resentful, chose to leave rather than continue a nasty spat 
which had seen the Cabinet of Ministers physically prevent 
him from attending two cabinet meetings in December and led 
DPM/Finance Minister Azarov to cut off funding for the MFA 
for the first 20 days of January. Tarasyuk told Channel 5 in 
an evening interview that his decision to leave was based on 
his concern for the professionals at the MFA and Ukrainian 
national interests; he laid the blame for damage inflicted to 
both at the feet of Azarov, Tabachnyk, and Tolstoukhov. He 
cited the defense of the constitutional prerogatives of the 
President -- who had been elected directly by the people, 
receiving a majority of votes -- to guide foreign policy as a 
second major factor in both his efforts to stay and his 
ultimate decision, in consultation with Yushchenko, to resign. 


Who might be the next FM? Focus on Chaliy 


6. (SBU) At his press conference, Tarasyuk stated that 
Ukraine\'s next foreign minister would continue the foreign 
policy course of Yushchenko and supported by a majority of 
Ukrainians - a implied reference to western orientation 
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chosen in the 2004 Presidential elections. 


7. (C) Speculation immediately focused on whom Yushchenko 
might nominate as the next FM, with Oleksandr Chaliy the 
leading contender. Chaliy joined the Presidential 

Secretariat in September based on an informal understanding 


SIPDIS 

that, sooner or later, he would get a shot at becoming 

Foreign Minister, a Chaliy associate told us at the time. 

Since serving as Tarasyuk\'s deputy Foreign Minister in charge 

of European Integration from 1997-2000, Chaliy had worked as 
an executive in the Kyiv offices of the Industrial Union of 

the Donbas (IUD), the second large Donetsk-based conglomerate 
to Regions\' MP Rinat Akhmetov\'s Systems Capital Management. 
IUD had quietly supported Yushchenko in the 2004 Presidential 
election, but not enough to rile Regions; Chaliy\'s name was 
included in a list of four possible FMs RegionsY MP Leonid 
Kozhara told us in August that Regions had passed to 
Yushchenko for consideration, and Regions representatives 

told the media January 30 after Tarasyuk\'s resignation that 
Chaliy remained acceptable to them. From 2004-06, Chaliy 
publicly advocated Ukraine consider neutrality, but both IUD 

and Presidential Secretariat associates have suggested to us 


Column 3 
that Chaliy in his heart remained a supporter of Ukraine\'s 
Euro-Atlantic choice. 


8. (SBU) Other names in press play included: former FM and 
current PM foreign policy adviser Konstantijn Hryshchenko, 
whom Chornovil admitted had little chance; First Deputy FM 
Volodymyr Ohryshko, who was confirmed Acting Foreign Minister 
January 31; OU MP and ex National Security and Defense 
Council (NSDC) Secretary Petro Poroshenko, rejected out of 
hand by Regions commentators; and deputy Presidential 
Secretariat head Arseniy Yatsenyuk. 


SIPDIS 


Tarasyuk\'s future... 


9. (SBU) In his comments to Ambassador, Tarasyuk said he was 
looking forward to devoting more time to political efforts as 
head of the Rukh party but would remain active on foreign 
policy (note: Tarasyuk is the director of the Institute of 
Euro-Atlantic Cooperation). Elaborating on Channel 5, 
Tarasyuk described the rapprochement between Rukh and the 
Ukrainian People\'s Party, led by Yuri Kostenko, which had 
split acrimoniously in the mid-1990s. It was important for 

all patriotic, democratic forces to unite efforts in 

opposition to the Regions-led coalition, rather than 

bickering amongst themselves, he stressed. During his press 
conference, Tarasyuk said he respected Yuri Lutsenko but 
would not join his People\'s Self-Defense project. 


...and legacy: western focused, irritant to Russia 


10. (C) Tarasyuk\'s legacy in his second tenure as FM will 
likely be seen in his efforts to bring the attitudes of the 

Orange Revolution into previously cautious Ukrainian foreign 
policy, as well as a return to a more vigorous advocacy of a 
Euro-Atlantic future and defense of Ukrainian national 
interests vis-a-vis Russia that had marked his previous 

tenure (1997-2000). Internally, Tarasyuk was seen as an 
oppressive micromanager by much of the ministry staff, few of 
whom will be sorry to see him depart, even if they agreed 

with the policies he promoted. 


11. (C) Shortly after assuming office in February 2005, 
Tarasyuk overruled his subordinates by changing Ukraine\'s 
traditional abstention votes on Cuban and Belarusian human 
rights resolutions to be in line with U.S. and EU positions. 

In 2005 Ukraine actively sought to associate itself with all 
EU foreign policy positions/votes in international fora; 
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helped restart the Transnistria negotiations with U.S. and EU 
participation under the \"Yushchenko plan"; launched the 
Community for Democratic Choice initiative as a regional 
democracy promotion vehicle; invigorated the GUAM grouping as 
a western-leaning counterbalance to Russia in CIS gatherings; 
and significantly improved nonproliferation cooperation and 
dialogue with the U.S. Tarasyuk also pushed hard on the NATO 
front, advocating a move to a Membership Action Plan (MAP) as 
soon as possible to lay the groundwork for a possible 
membership invitation at the 2008 NATO summit. 


12. (SBU) TarasyukYs domestic and external critics, 
particularly in Moscow, faulted him for his handling of 
Ukrainian-Russian relations. Tarasyuk defended his record on 
Channel 5, noting that Ukraine had succeeded in placing the 
long-buried issue of a Russian Black Sea Fleet (BSF) 
inventory on the bilateral agenda and stressing that there 

were no quick solutions to the unresolved issues of border 
demarcation, lighthouse control, or BSF rental terms. 
Interestingly, Tarasyuk expressed understanding of Russian 
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hard line negotiating positions, explaining that the first 
obligation of any government official is to defend his 

nation\'s interests, and Kyiv should expect no less from 
Russian officials. What was inexplicable and unacceptable 
for him was that a part of Ukraine\'s political elite 

continued to prioritize meeting MoscowYs demands at the 
expense of Ukrainian national interests. Asked to name 
names, Tarasyuk hesitated only slightly before answering: the 
Communist Party; Minister of Transportation Rudkovskiy; and 
DPM Tabachnyk. 


13. (C) Note: Socialist Rudkovskiy recently has been involved 
in a controversy over invitations to Turkmen opposition 

leaders to meet in Kyiv after Niyazov\'s death in what some 
suggest was a Moscow-inspired provocation (reftel); others 
claimed in July 2006 that Rudkovsky had done Moscow\'s bidding 
in convincing Socialist leader Moroz to defect to a 
Regions\'-led coalition, terms of which he negotiated along 

with Moroz\' lieutenant Yaroslav Mendus. Tabachnyk in late 
2006 co-signed an op-ed in a Russian newspaper with the 
Russian bureau chief in Kyiv that was notable for its 

strident anti-American, pro-Russian argumentation. In early 
August 2006, shortly after the formation of the Yanukovych 
cabinet, First Deputy Defense Minister Polyakov told us 
Tabachnyk was in the core pro-Russian contingent within the 
Yanukovych government, along with Energy Minister Boiko and 
PM adviser Orel. 
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14. (U) Visit Embassy Kyiv\'s classified website: 
www.state.sgov.gov/p/eur/kiev. 
Taylor 
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E.O. 12958: DECL: 01/31/2017 
TAGS: MARR, MCAP, PREL, PINR, US, UP 
SUBJECT: UKRAINE: REACTION TO MISSILE DEFENSE MEDIA REPORTS 


REF: A. WARSAW 127 


B. PRAGUE 52 

C. STATE 7446 

D. STATE 7445 

E. 06 STATE 27075 
F. 06 KIEV 1772 


Classified By: Ambassador for reasons 1.4 (b,d). 
1. (U) This is an action request. See para 9. 


2. (C) Summary: Defense Minister Hrytsenko told Ambassador 
January 29 that the U.S. announcement about its preparedness 
to locate missile defense facilities in Poland and the Czech 
Republic had the unintended consequence in Ukraine of 
reinforcing the positions of opponents of Ukraine\'s closer 
relations with NATO. The media and Ukrainian politicians 

have had questions about the announcement and its 
implications for Russia. The Foreign Ministry sought to 
reassure the public with its own statement. End summary. 


Ukraine Reacts 


Column 3 

3. (U) News reports on January 22 that the U.S. government 
had offered to locate missile defense facilities in the Czech 
Republic and Poland (refs A and B) created ripples of 
concern, if not actual alarm, in the Ukrainian media and 
elicited a political reaction. A journalist asked Ambassador 
January 23 about the news reports during a press conference 
for a visiting Millennium Challenge Corporation delegation 
and, on January 24, press accounts reported his assurances 
that the deployment would not threaten neighboring countries. 
On January 30, however, Prime Minister Yanukovych was 
implicitly critical of the U.S. at a press conference in Lviv 

for not consulting beforehand with the two countries 
neighbors and noted the move would alarm Russia. During a 
January 30 television interview after tendering his 

resignation as Foreign Minister, Borys Tarasyuk said the U.S. 
had not offered to locate any missile defense facility in 
Ukraine and noted that Ukraine should proceed deliberately 
and consult with Poland and the Czech Republic before taking 
a position on the issue. 


4. (U) Responding to allegations carried in the Russian media 
regarding Hrytsenko\'s personal role, the Defense Ministry 
released a statement January 30 that Defense Minister 
Anatoliy Hrytsenko has not articulated any initiatives (sic) 
regarding Ukrainian-U.S. cooperation in the missile 
technology or missile defense areas," Also on January 30, 
MOD spokesman Andriy Lysenko told the media the Ministry of 
Defense would not comment on the possibility of Ukrainian 
missile defense cooperation with the U.S., since this was a 
policy decision for Ukraine\'s leadership, the National 
Security and Defense Council, and parliament to make. 


5. (U) MFA handled the issue smoothly with a January 23 
response to media inquiries that cited Ukraine\'s cooperation 
with Russia on radar early warning systems and noted the U.S. 
deployment of a missile defense system should \"enhance the 
international community\'s potential in combating the 
proliferation and use of weapons of mass destruction.\" 
Offering his personal opinion, Deputy Defense Minister 
Volodymyr Tereshchenko also told the press January 29 that 
the U.S. missile defense facilities should not concern 

Ukraine. 


Losing the Information Campaign 


6. (C) Defense Minister Hrytsenko was blunt, however, during 
his January 29 meeting with Ambassador. He had concluded 
Ukraine and the U.S. lost the information campaign when they 
failed to properly lay the groundwork for the announcement 
that missile defense systems would be installed in countries 
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neighboring Ukraine. The Ministry of Defense had worked to 

dispel incorrect stereotypes and misinformation causing 

Ukrainians to oppose NATO membership, such as that NATO would 
base nuclear weapons on Ukrainian soil or force Ukraine to 

accept foreign bases. The sudden announcement was a set-back 
that had reinforced the positions of NATO opponents such as 

the Communist Party of Ukraine or (far-right agitator) 

Nataliya Vitrenko of the Progressive Socialist Party. 


7. (C) Hrytsenko continued that Ukraine and the U.S. needed 
to play catch-up by thoroughly explaining that the missile 
defense systems were not directed toward Russia and Ukraine 
but at threats originating from the Middle East. Ukrainian 
officials could use a globe to demonstrate that, despite the 
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contrary impression created by viewing a flat map, Poland and 
the Czech Republic lay on a direct route between the Middle 
East and the U.S. Hrytsenko then inquired whether the 
missile defense installation\'s capabilities were 360 degrees. 

If the technical capabilities of either the missiles or 

radars were limited to a particular direction, this 

information could be used to buttress the argument that they 
were solely a defense against a Middle Eastern threat. 


8. (U) Request any information that we could share and would 
be responsive to Hrytsenko\'s question in para 7. 


9. (U) Visit Embassy Kyiv\'s classified website: 
www.state.sgov.gov/p/eur/kiev. 
Taylor 
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E.O. 12958: DECL: 01/31/2017 
TAGS: PREL, PBTS, PTER, NATO, FR, AF, PK 
SUBJECT: FRENCH MFA MULLS NEW APPROACH ON PAKISTAN 
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SUBJECT: LEBANON: RIAD SALAMEH: PRESIDENTIAL CANDIDATE OR 
FINANCIAL PROFITEER? 


Column 3 
Classified By: Jeffrey D. Feltman, Ambassador. Reason: 1.4 (d) 


SUMMARY 


1. (C) Ministers Haddad and Azour shared with Ambassador 
some insight into the Central Bank (CBL) and its governor 
Riad Salameh, but stopped short of accusing him outright of 
malfeasance. However, they referred to the GOL/banking 
relationship as a \"mess\" and indicated that there are people 
who can provide more information. They are pleased with the 
proposed International Monetary Fund (IMF) program, to which 
Salameh might be opposed. End summary. 


2. (C) Ambassador and EconOff visited the Grand Serail 
January 31 to pay a congratulatory post-Paris III call on the 
Ministers involved -- Minister of Finance Jihad Azour and 
Minister of Economy and Trade Sami Haddad -- and benefited 
from the occasion by indulging in post-party news and gossip 
with several of the residents of the increasingly 

dormitory-like Grand Serail. The exchanges, both in tandem 
and then later alone with Haddad, provided more information 
on the complex relationship between the Central Bank and the 
GOL, as well as more questions than answers about Central 
Bank Governor Riad Salameh. While Salameh is generally well 
regarded and has won kudos for his expert management of 
Lebanon\'s precarious finances in crisis periods, rumors have 
been circulating that Salameh had somehow managed to profit 
from Paris III financially -- as he had (it is also rumored) 
profited from Paris Il. So detailed are these whispers that 

we were previously asked by the Minister of Information to 
look into activities on an exact date: ten days prior to the 
January 25 date of Paris Ill. 


CONCERNS ABOUT THE CENTRAL BANK 


3. (C) Acknowledging that the relationship between the CBL 
and the GOL is \"very complex Haddad questioned why the 
Central Bank should hold interest-bearing bonds from the GOL; 
should the GOL \"pay itself" In the crisis atmosphere after 
the 2/14/05 assassination of Rafiq Hariri, the Karami 
government -- unable to raise money from the private sector 
directly -- borrowed some USD 6 billion from the CBL. Azour 
noted that the Siniora government has managed to pay back USD 
3 billion so far and pays interest on the rest. Spread out 
among the banks, this does much to insure their prosperity. 
The CBL borrows at market rates and then lends to the GOL at 
higher rates. The large banks have a huge exposure that may 
in fact exceed their net worth. Further, by law, the GOL 
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should receive 80 percent of the profits of the CBL, but the 
money has not been transferred for the last three years. In 
2005, the CBL issued ten-year CDs; these should never have 
exceeded a one-year maturity. 


4. (C) Indicating that the situation is a \"mess,\" Azour said 
that a law has been sent to the Parliament on debt 
management. While the actions of the CBL have not been 
universally negative (sometimes they benefited the GOL), 
there is clearly a need to reach financial independence. On 
a positive note, the GOL has not borrowed from the CBL for 
the last 18 months -- the life of the Siniora cabinet -- with 

the exception of a three-month loan of USD 200 million at the 
end of July 2006, which has been repaid. The issue of the 
banks! participation in the post-Paris Ill reform program is 
the subject of a meeting today. Azour said that Salameh does 
not want the GOL to interfere in banking, but he needs to 
find ways of insuring the contributions of the banks to the 
reform program. This is still \"a missing piece" of Paris Ill. 


DID SALAMEH CROSS THE LINE? 


5. (C) While the ministers outlined the situation and 

detailed next steps after Paris Ill, a very unflattering 

picture emerged of both Riad Salameh and the activities of 

the CBL. While neither minister was prepared to say that 
Salameh has been profiting illegally from insider knowledge, 
the responses of \"no comment\" and \"there are plenty of people 
who can give you informationW seemed to indicate that they 
have their own doubts. Both ministers agreed that \"it 
happened on a massive scale\" around the time of Paris Il, and 
\"may have happened\" now. In simple terms, the existing debt 
has a market value that would be lower before the donor\'s 
conference, and higher after. If individuals could buy some 

of that debt just prior, they would make a profit after. If 
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the CBL were so inclined, it could sell the debt to favored 
banks or private citizens. 


6. (C) Azour chose his words carefully, praising the 
independence of the CBL. But Salameh appears to have been 
operating completely outside of the scrutiny of the GOL, more 
so than mere independence from policy direction would 
suggest. Although the board of the CBL should include two 
members who are, by regulation, the two Directors General of 
the Ministry of Finance and the Ministry of Economy and 
Trade, the CBL seems to have managed to circumvent this 
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requirement, continuing to meet although there is currently 
no DG in Economy and Trade. In addition, Haddad suggested 
that the two DGs had previously been \"compensated\" with 
multiples of their salaries as GOL employees. Saying that 
the CBL has not been sending audited financial statements to 
the Minister of Finance, as required, Haddad pointed out that 
there are several other areas of concern that Salameh would 
probably not wish to come under scrutiny, such as the 
interest paid to the CB, high-yield US Dollar CDs sold to the 
banking sector and other \"financial gimmicks.\" 


WHY IT TOOK SO LONG TO 
GET THE IMF PROGRAM 


7. (C) Haddad is quite sure that Salameh is opposed to the 
imposition of an IMF EPCA program, the request for which was 
approved by the Council of Ministers, and welcomed by the two 
ministers. This final approval took some time, since not 

only did Salameh disapprove, but Saad Hariri needed to be 
convinced that the current IMF was not the IMF which his 

father had opposed. With the GOL\'s request to the IMF 
approved prior to the Core Group meeting in Paris in 
mid-January, the specific request was not announced there 
because Salameh had raised objections to elements of it. In 

a meeting chaired by the PM just before the IMF returned once 
more to Beirut, Haddad offered to resign over the issue, and 
Salameh backed down, at which point the GOL\'s request for an 
IMF program was announced. Haddad noted that while the IMF\'s 
\"regional\" officers, such as Mohsen Khan, supported the GOL 
request for an EPCA program, the \"tehhnical\" officers did 

not. Azour thought what really made a difference in 

resolving this difference of view within the IMF was the 

forceful letter sent by G7 representatives. 


COMMENT 


8. (C) We have no way of knowing the truth of these rumors. 
Salameh has been widely credited for successfully guiding 
Lebanon\'s precarious financial situation through extremely 
dangerous periods. Certainly, with the resignation of the 
Karami cabinet after Hariri\'s assassination and the 
simultaneous shuttering of the parliament, Salameh seemed to 
be the only official working to stabilize Lebanon during the 
critical spring 2005 period as the \"Cedar Revolution\" gained 
momentum and Syria was forced to withdraw its forces. 
Salameh -- whose presidential ambitions are well known -- may 
oppose an IMF program because he does not want the truth to 
be known that he wasn\'t such a genius after all. Of course, 
he may also be reluctant to welcome IMF oversight, requiring 
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audited statements and probably ordering the selling of 
operations such as MEA and the Casino du Liban. It is 
possible, in other words, that he has something to hide, but 
it is also possible that he is, in Haddad\'s opinion, Wa good 
short-term plumber\" but \"no architect.\" 


9. (C) Salameh has his detractors -- while invariably 

polite, Fouad Siniora is known to detest him -- and his 
prominent role at Paris Ill seems to have brought out the 
daggers. Perhaps Haddad (as Azour was more circumspect) is 
simply among those trying to bring the celebrated Governor 
down a notch after wildly generous accolades. According to 
Haddad, at the 1/24 luncheon for the Lebanese Paris III 
delegation with President Jacques Chirac in Paris, Chirac 
referred to Salameh and Jouyet (who managed Paris III for the 
GOF) as the \"technicians,\" saying that he preferred 
technicians to politicians. Other than Chirac and Siniora, 

they were the only voices heard, according to Haddad, with 
ministers shunted to the margins. During the official Paris 

Ill events, Salameh was routinely given precedence over any 
of the Lebanese ministers, and Chirac pointedly remarked how 
much Lebanon \"owes\" Salameh. At a dinner hosted by Rafiq 
HaririVs widow Nazik, Salameh was lionized. 
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10. (C) Given that Azour was pointedly ignored for his 
contributions, and Haddad\'s seat at the conference was given 
to Salameh by the French, the two ministersY comments could 
have been motivated by jealousy. (Unusually for Lebanese 
intra-Christian bickering, neither Haddad -- a Protestant and 
thus ineligible to ascend to the heights of Baabda -- nor 

Azour are current competing with Salameh for the presidency.) 
However, there is a great deal of smoke around this subject, 
and Haddad actually said that he would resign from the 
government if Salameh became president. Although we have no 
way of confirming the rumors at this point, we speculate that 
there is at least a little fire somewhere beneath the smoke. 

We are waiting for more details from Salameh\'s would-be 
competitors for the presidency, for they have an interest in 
uncovering any improprieties in hopes of eliminating one of 
the front-runners. 

FELTMAN 
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E.O. 12958: DECL: 01/31/2017 

TAGS: PGOV, PREL, UP 

SUBJECT: UKRAINE: MOROZ, REGIONS PLAYING GAMES WITH THE 
CABMIN LAW 


REF: KYIV 0135 
Classified By: Political Counselor Kent Logsdon for reasons 1.4(a,b,d). 


1. (C) Summary. Rada Speaker Moroz and the Yanukovych 
government have used \"creative\" interpretations of the 
constitution and the Rada rules of procedure to try to bring 
into force the controversial law on the Cabinet of Ministers, 
despite presidential claims that the law was vetoed (reftel). 
Their efforts appear to be an attempt to demonstrate 
authority over the President and perhaps give him one last 
chance to sign the new law and to force him to concede to 
their position. Rada Speaker Moroz on January 29 posted the 
law on the Rada website, but declined to publish it in the 

two Rada printed publications which would make the law 
official. On January 30, the Justice Ministry included the 

law on its registry of all legal acts, but both the Rada and 

the government have been vague about whether the law is 
actually in force. At the same time, Moroz claimed the Rada, 
which comes back into session February 6, was preparing 
amendments to the law to remove provisions not compatible 
with the Constitution. 


2. (C) Comment. It seems that Yushchenko\'s second veto of the 
CabMin law on January 19 (the Rada overrode his first veto on 
January 12), which his team argues is legal justified on a 
technicality (the January 12 text differed slightly from the 
December text he had already vetoed), has frustrated the 
majority coalition. Even after Yushchenko\'s veto claim, 

Moroz continued to seek Yushchenko\'s signature on the January 
12 bill, despite the Rada Speaker\'s right to sign and 

promulgate a law himself in the absence of Presidential 
endorsement, if he felt the president had no right of veto. 
Moroz\'s hesitation suggests that he knows he may be on 

legally and constitutionally shaky ground. In response, 

Moroz has interpreted the Rada\'s rules as he sees fit; his 
actions have been backed by the Prime Minister\'s office and 
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the government, who also insist the law is coming into effect 
one way or another. However, the fact that both Moroz and 
the Yanukovych team are offering to walk back the most 
controversial clauses in the law, if Yushchenko will 
cooperate, suggests that the coalition is not fighting to 
preserve the law as it currently stands, but may be using it 
as one more show of political one-up-manship vis-a-vis 
Yushchenko. With less than a week left before the new Rada 
session opens on February 6, it is clear that the coalition 

is looking for at least a symbolic victory on this issue. 

End summary and comment. 


Loopholes and Fine Print 


3. (SBU) Article 94.4 of the constitution states that if the 
President refuses to sign a law that has been passed by the 
2/3 majority required to override a veto, the Speaker is 
obligated to sign the law, promulgate it, and publish it. 

While constitutionally, Moroz could have done so as early as 
January 22, he delayed the decision to promulgate or publish 
the law, finally posting it on the Rada website on January 

29. Article 94.5 states that a law enters force ten days 

from the day of its official promulgation, but not prior to 

the day of its publication. Article 134 of the Rada Rules 

of Procedure--not itself a law but a powerful set of 
regulations--states that to be official, a law must be 

published in one of two Rada publications: \"Holos Ukrainy\" or 
\"Verkhovna Rada Bulletin. Presidential representative to 
the Rada Roman Zvarych cited this rule as the reason why they 
were not recognizing the law as having been promulgated. 


4. (C) Moroz and PM Chief of Staff Lyovochkin complained 
separately to Ambassador in late January that the 

Presidential Secretariat was playing games with the veto. 

The official explanation for Yushchenko\'s second veto--after 

the override vote of his first veto--was that the texts 

differed between the original law sent to Yushchenko on 
December 21 and the law sent to him after the override vote 

on January 12. Moroz explained this to Ambassador on January 
23 as simply a misprint, one that the Presidential 

Secretariat knew had happened. According to Moroz, 
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Secretariat Chief Baloha had told Moroz that he wanted to 
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give Yushchenko the misprinted version so that they would 
have a loophole to allow a second veto. On January 23, 
Lyovochkin told the Ambassador that the presidential team\'s 
legal argument--that the final draft of the CabMin law 
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forwarded to the President had not been identical to the 
first version the President had vetoed--was silly, a child\'s 
game, and not presidential. 


5. (C) Comment: Silly or not, our understanding is that a law 
in Ukraine is the physical document signed by the Rada 
Speaker and President. Even if Moroz unwittingly signed a 
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misprinted document before passing it to the Presidential 
Secretariat, Yushchenko appears to have a legal leg to stand 
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on, confirmed by a 1998 Constitutional Court ruling cited by 
his team. 


Compromise Possible? 


6. (SBU) Yushchenko\'s consistent position since December has 
been that he wants a new, compromise CabMin law adopted. He 
sent the Rada a number of changes to the current law, which 
would remove the most egregious infringements of his power 
(see reftel for discussion of the law). Moroz publicly 

admitted that there might be some unconstitutional aspects of 
the law that the Rada would be willing to change, but only on 

its terms: Yushchenko should first sign the January 12 law, 

and only then would the Rada adopt the amendments. In fact, 
Moroz told the press on January 29 that he was already 

working on the changes--the amended law would not include 
nomination of the prime minister and defense and foreign 
ministers by the coalition in the case of the President 

choosing not to nominate a candidate within 1 days, as well 

as one of the contentious issues concerning countersigning 
documents. However, he maintained that the amendments could 
not be adopted until the law comes into effect; absent the 
publishing of the law in an official Rada publication, that 

implies Yushchenko agreement either to sign the January 12 
law or retract his second veto/referral of the law back to 

the Rada. 


7. (C) In a January 22 meeting, Lyovochkin told Ambassador 
that Yanukovych had proposed to Yushchenko that, if the 
President agreed to sign the new CabMin law, the Rada would 
draft a new bill to amend the CabMin law to take into account 
eight suggestions that the President had made. Justice 
Minister Lavrynovych echoed this sentiment publicly on 
January 31, claiming it was not possible to hold a revote on 

a law already in force. Instead it was necessary to 
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acknowledge the law as enacted, then pass amendments as 
separate legislation. 


End Game: Symbolic Victory 


8. (C) Comment: For all their confident bluster, the Rada and 
government are dancing around the rules for officially 
promulgating/publishing the law. There is no legal 

compulsion why Yushchenko as President must sign the Cabinet 
of Ministers law; if the second veto were invalid, in the 

absence of a presidential signature, Moroz has full 

constitutional authority to promulgate and publish the law, 
making it official. Assuming that people ignore the second 

veto and the Rada does pass the amendments that Yushchenko 
wants, a presidential signature on the original law would 

appear simply to be a sign of victory for the coalition in 

the ongoing political posturing. Although the coalition, 

especially the PM\'s team, continues to insist that they want 

a broader coalition that includes Yushchenko and Our Ukraine, 
it seems clear that they would prefer that such a coalition 

be on their terms. 


9. (U) Visit Embassy Kyiv\'s classified website: 
www.state.sgov.gov/p/eur/kiev. 
Taylor 
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1. (U) SUMMARY: THE DRAFT STATUS OF FORCES AGREEMENT (SOFA) 

(REF) WAS PRESENTED BY CHARGE BARNES TO MINISTER OF DEFENSE BORO 
VUCINIC ON JANUARY 30; THE DRAFT SOFA WAS FORMALLY DELIVERED TO 
THE GOM BY A DIPLOMATIC NOTE ON JANUARY 26. MINDEF VUCINIC 

STATED THAT HE HOPED TO OPEN DISCUSSIONS ON THE AGREEMENT IN 
\"THE VERY NEAR FUTURE." MINDEF VUCINIC ALSO FORMALLY CONVEYED 
THE GOM\'S INTENTION TO CONTRIBUTE WEAPONS AND AMMUNITION TO 
NATO\'S ISAF IN AFGHANISTAN; SEE ACTION REQUEST PARA 4. END 
SUMMARY. 


STATUS OF FORCES AGREEMENT 


2. (U) THE DRAFT STATUS OF FORCES AGREEMENT (SOFA) (REF) WAS 
FORMALLY DELIVERED TO THE GOM UNDER COVER OF A DIPLOMATIC NOTE 
TO THE MFA ON JANUARY 26. CHARGE ADDITIONALLY PRESENTED THE 
DRAFT SOFA TO MINISTER OF DEFENSE BORO VUCINIC ON JANUARY 30. 
MINDEF VUCINIC CONFIRMED THAT HE HOPED TO OPEN DISCUSSIONS ON 
THE AGREEMENT IN \"THE VERY NEAR FUTURE.\" 


DONATION TO NATO ISAF PROPOSED 


3. (U) MINDEF VUCINIC ALSO PROVIDED CHARGE WITH AN UNDATED COPY 
OF HIS LETTER TO NATO SECGEN DE HOOP SCHEFFER, CONVEYING THE 
GOM\'S INTENTION TO DONATE A QUANTITY OF SERVICEABLE ARMS AND 
AMMUNITION TO NATOS ISAF MISSION TO TRAIN AND EQUIP THE AFGHAN 
NATIONAL ARMY. THE GOM WILL PREPARE FOR SHIPMENT 1,500 AK-47 
RIFLES; 100 PMN-72 MACHINE GUNS; AND 250,000 ROUNDS OF 7.62MM 
AMMUNITION. 


ACTION REQUEST IN RESPECT OF DONATION 


4. (U) THE MONTENEGRIN ARMED FORCES HAVE REQUESTED THAT \"NATO 
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FORCES PROVIDE TRANSPORTATION ASSETS TO DELIVER THE DONATION TO 
AFGHANISTAN." ADDITIONALLY, THE MOD HAS REQUESTED A \"NATO 
INSPECTION TEAM\" TO ASSESS WHETHER ISAF COULD UTILIZE FURTHER 
SURPLUS MUNITIONS FROM MONTENEGROVS EXCESS INVENTORY. POST 
REQUESTS THAT THE DEPARTMENT FOLLOW UP WITH NATO TO ENSURE THE 
PROMPT ACCEPTANCE AND FULL IMPLEMENTATION OF CURRENT AND 
POTENTIAL GOM DONATIONS TO ISAF. 


BARNES 
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E.O. 12958: DECL: 01/31/2016 

TAGS: PTER, PREL, PGOV, KJUS, AR, FBI 

SUBJECT: CLASH AT INTERPOL LEADS TO HEIGHTENED TENSIONS 
BETWEEN ARGENTINA AND IRAN 


REF: 1. BUENOS AIRES 93 2. BUENOS AIRES 43 3. 2006 
BUENOS AIRES 2745 4. 2006 BUENOS AIRES 2665 


Classified By: Ambassador E. Anthony Wayne, Reasons: 
1.4 (b) and (d) 


1. (C) SUMMARY AND COMMENT. On January 22, an Argentine 
delegation, led by MFA Ambassador Guillermo Gonzalez and 
including AMIA special prosecutors, met at Interpol 

headquarters in Lyon with Secretary General Noble and other 
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Interpol officials to argue their case for issuing Red 

Notices for the suspects of the July 18, 1994 AMIA bombing. 
On January 30th, Ambassador met with Vice Foreign Minister 
(VFM) Garcia Moritan and DCM spoke with Ambassador Gonzalez 
to obtain their read-out of the meeting. Both confirmed that 
the Special Prosecutors had made a very strong presentation 
of the new evidence and had made significant progress in 
convincing senior Interpol officials of the seriousness of 

the GOA investigation. In the face of Argentina\'s strong 
presentation of evidence in Lyon, the Iranian delegation 
threatened to issue arrest warrants for the AMIA prosecutors. 
The GOA responded swiftly to the Iranian gesture, which it 
perceived as an act of \"intimidation\", with VFM Garcia 
Moritan convoking Iranian Charg d\' Affairs Mohsen Baharvand 
to register the GOA\'s formal complaint. Following the 
January 22 meeting, Interpol Secretary General Ron Noble 
deferred the decision on whether to issue the Red Notices to 
Interpol\'s Executive Committee, next scheduled to meet in 
March. 


2. (C) Garcia Moritan told Ambassador that the GOA would 
greatly appreciate, and likely need, the USG\'s quiet 

diplomatic efforts prior to the Executive Committee meeting. 

USG has strongly supported the GOA AMIA investigation and its 
recent efforts to obtain Red Notices from Interpol. Failure 

of this effort at Interpol in March would be seen as a 

victory for Iran. Embassy urges that USG does all we can to 
support positive Interpol Executive Committee action and 

seeks guidance on next steps. END SUMMARY AND COMMENT. 


3. (C) On January 22, a GOA delegation, led by MFA 
Ambassador Gonzalez and including AMIA prosecutors Alberto 
Nisman and Marcelo Burgos, met with Interpol Secretary 
General Ron Noble and other senior Interpol officials in 
Lyon, France, to defend the Argentine Investigating Judge\'s 
request for the issuance of Red Notices authorizing the 
arrest of Iranian ex-President Ali Bahrame Rafjansani and 
eight other officials (including one Hizballah official), who 
remain the chief suspects in the July 1994 bombing of the 
AMIA building in Buenos Aires. The Lyon meeting was also 
attended by a senior GOI delegation led by Khalil Helali 
Mohammadi, Colonel of Police and Head of the Criminal 
Investigation Department of Interpol Tehran, as well as other 
senior GOI and MFA officials. 


4. (C) VFM Garcia Moritan told Ambassador on January 30 that 
the meetings had gone well, with a very strong GOA 
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presentation of the evidence against the Iranian and 

Hizballah suspects. MFA Ambassador Guillermo Gonzalez gave a 
very similar assessment to DCM in a meeting on January 30. 
Gonzalez observed that prosecutor Nisman did a \"superb\" job 
in his 90-minute presentation before the Interpol Director of 
Legal Affairs, Dr. Martha. Nisman\'s presentation was 
extremely well structured, with specific details of the 

evidence being presented in the case against each of the 
suspects. Gonzalez explained that the meeting with Martha 
followed a brief bilateral meeting among Ron Noble, other 
Interpol officials, and the Argentine delegation, which began 
badly when Interpol officials asked if Nisman had come to 

Lyon with anything more than the \"garbage\" that former Judge 
Galeano had brought in 2005. In a January 30 brief 

discussion with Ambassador, DCM and Legatt, AMIA Special 
Prosecutor Alberto Nisman also said the GOA presentation in 
Lyon had made significant progress in convincing senior 
Interpol officials of the seriousness and strength of the new 
evidence in the AMIA case, but he stated clearly that the 

critical stage was now to ensure that the Interpol 
recommendation to the Executive Committee was to support the 
GOA requests for Red Notices. 


5. (C) According to Ambassador Gonzalez, the GOI response to 
the GOA presentation was to question the evidence and the 
credibility of the witnesses. The GOI reps talked of their 
willingness to cooperate, but then very aggressively 

denounced the entire case, saying that the GOA was doing 
nothing more than presenting the same bad evidence that 
Galeano had presented earlier. They decried that the 

Argentine accusations were false and politically motivated, 

and should thus carry no legal weight. 


6. (C) As part of their efforts to derail the GOA\'s 
presentation of its new findings and block the request for 
issuance of Red Notices, the Iranian delegation then 
threatened to issue arrest warrants for Argentine prosecutors 
Nisman and Martinez Burgos if they insisted on the detention 
of the former Iranian president and other officials. 
Ambassador Gonzalez provided details of how the senior 
Iranian police official had said that the GOI will demand 

that Interpol \"arrest Nisman to present to the justice system 
in Iran.\" Gonzalez protested the GOI threat on the spot. 
This first threat was followed by a statement by the GOI 
Legal Advisor, who mentioned that the GOI \"Religious 
prosecutor\" is considering presenting a case against Nisman 
personally for his defaming remarks about Iran and Iranian 
officials. He said that the GOI would prosecute whomever 
says things like Nisman is saying against the Iranian state. 

A third GOI threat related to their stated intention to sue 
GOA officials for their judicial actions as the GOI 
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reportedly did in the wake of the unsuccessful efforts in 

1995 to extradite the former Iranian Ambassador to Argentina 
at the time of the 1994 bombing to Argentina from the UK. 


7. (C) The Iranians\' actions in Lyon prompted a swift 
response by the Argentine Government. On January 25, VFM 
Garcia Moritan convoked Iranian Charg Mohsen Baharvand and 
lodged a formal protest. Garcia Moritan told Ambassador 
January 30, that he had expressed his disgust over what he 
considered Iranian \"intimidation\". Garcia Moritan said he 
requested that Baharvand share these sentiments with Tehran. 
Press accounts indicate that Foreign Minister Taiana himself 
decided to respond in this manner, in close consultations 

with President Kirchner. As indicated in Argentine news 

daily La Nacion, the prompt registration of the complaint and 
level of the Argentine official delivering it demonstrate the 
great importance this issue carries in Argentina. (Note: 

Last November, the Iranian Attorney General threatened the 
arrest of Argentine prosecutors under the assertion that they 
had violated the Iranian Penal Code by propagandizing against 
the Islamic Republic of Iran. End Note.) 


8. (C) Ambassador Gonzalez said that Interpol SECGEN Noble 
spoke of March 20-22 as the most likely dates for the next 
Interpol Executive Committee meeting, but then in a final 
exchange with Gonzalez after the January 22 meeting said that 
the more likely dates would be March 13-15. Gonzalez said 
that the Interpol Director for Legal Affairs would now assess 

the arguments presented on January 22 and make 
recommendations on each of the GOA requests for Red Notices. 
These recommendations would be conveyed to members of the 
Interpol Executive Committee, which will analyze the 

arguments of Argentina and Iran, and likely will decide in 

March whether to advise issuing the Red Notices for the eight 
former Iranian officials and a member of Hizballah. 


9. (C) Comment: Iran\'s continued aggressive and ham-handed 
attempts to intimidate Argentina play into our hands and 
should reinforce our resolve to support GOA efforts with 
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Interpol, though in a quiet way. We remain concerned with 
SECGEN Noble,s apparent predisposition to side with the GOI, 
but the prosecutor\'s strong presentation at the January 

meeting in Lyon appears to have made significant progress in 
making it clear that the current investigation is very 

different than the earlier Galeano one and that the evidence 

is itself very strong. This and continued expressions of 

support from the USG and the U.S. Congress (Chairman Lantos\'s 
letter to Noble) are undercutting Noble\'s arguments that the 
Argentines have not made their case. Post looks to 

Washington for further guidance on next steps, including 

quiet USG support for GOA efforts with the Interpol Executive 
Committee, as suggested by VFM Garcia Moritan. However, Post 
urges that we do all we can to support positive consideration 

of the GOA requests by the Interpol Executive Committee. 
WAYNE 
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Classified By: Political Minister-Counselor Josiah Rosenblatt for reaso 
ns 1.4 b and d. 


1. (C) SUMMARY: The French MFA, based on its perception of 
widespread international exasperation with Pakistan\'s failure 
to control the Taliban insurgency that operates within its 
borders, is considering a proposal to encourage NATO allies 

-- particularly the U.S. and the U.K. -- to push Pakistan 
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toward better performance. In exchange, NATO could provide 
discrete technical training and financial support to Pakistan 

in developing a professional border patrol. In addition, 
individual donors, including France, could offer extensive 
funding for school construction and curriculum development, 
according to the French thinking. END SUMMARY. 


2. (C) Poloff met January 29 with Sonia Barbry, MFA desk 
officer for Pakistan. Barbry explained that the MFA was in 
the process of rethinking its approach to Pakistan following 
an \"illuminating\" meeting January 23 between 

Bruno Joubert, Deputy Secretary General of the MFA, and 
Senator Mushahid Hussain Sayed, General Secretary of the 
Pakistan Muslim League, a former political prisoner and a 
leading thinker on Pakistani foreign policy and intelligence. 
Hussain was in Paris at the invitation of the Center for 
International Study and Research (CERI), where he gave a 
speech entitled \"Pakistan\'s Role in the Global War on Terror.\" 


3. (C) According to Barbry, Hussain validated a growing 
conviction within the MFA that Pakistan\'s historical allies 

-- including the U.S. and the U.K. -- were becoming 
increasingly skeptical of the sincerity of Pakistan\'s stated 
commitment to fighting terrorism and insurgency. Barbry 
offered that the MFA shared with Hussain its perception that 
the U.S., infuriated by five years of empty promises to 

produce senior Taliban and Al Quaeda leaders, was \"hardening 
its tone\" toward Pakistan; Hussain had seconded that 
analysis. At the same time, she added, her understanding was 
that the USG was torn between increasing the pressure on 
Pakistan to produce tangible results in the form of 

controlled borders and captured insurgents and the concern 
that increased cooperation could place President Musharraf in 
an untenable position vis-a-vis powerful fundamentalists in 

his own government. 


4. (C) According to Barbry, the MFA believes intelligence 
clearly points to ISI support for Taliban and Al Quaeda units 
operating out of Quetta, Peshawar and Waziristan province. 
However, the MFA lacks the intelligence to evaluate whether 
President Musharraf can not or will not control his 
intelligence service\'s clandestine proxy wars across the 
border with Afghanistan. Without a clear understanding of 
Musharraf\'s intentions, but with the conviction that he is 
probably a closer ally than anyone else this year\'s elections 
could produce, the MFA believes a new \"carrot and stick\" 
strategy might be warranted. 


5. (C) In explaining the MFA\'s current thinking, Barbry was 
quick to acknowledge that France lacks the kind of diplomatic 
\"leverage\" in Pakistan that longstanding allies such as the 


Column 3 

U.S. possess, and that it would be ineffectual for France to 
approach Pakistan alone. For that reason, assuming the U.S. 
might be ready for a fresh perspective, the MFA is toying 
with the idea of approaching the U.S., the U.K. and other 
NATO allies to consider collaboration on a new program of 
pressure and incentives. Barbry said the MFA believes 
foreign aid is most critical in two areas: policing the 

border between Afghanistan and Pakistan and developing a 
secular public school system that could draw students away 
from the madrassas. 


6. (C) Barbry explained that, as an alternative to Pakistan\'s 
threats to mine its entire border with Afghanistan, the MFA 
was thinking in terms of encouraging NATO allies to help 
train and equip new Pakistani border patrol units. The units 
could police the border, and discriminate between Pashtun 
nomads and farmers that routinely and harmlessly wander 
across an arbitrary border and insurgents intent on violence. 
NATO soldiers or police trainers could remain discreetly 
present to ensure the Pakistani border guards in fact perform 
their duties, but not so visible that local publics would 

regard the border patrols as another instance of Musharraf 
bending to foreign militaries. 


7. (C) In the field of education, Barbry said the MFA viewed 

the madrassas and the mindset they cultivate as one of the 
greatest long-term threats to security in South Asia. She 
expressed the MFA\'s admiration for the Fulbright program and 
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USAID programs to build schools and develop secular curricula 
beginning at the elementary level. She added that the GoF 
hoped to increase its own modest investments in Pakistani 
education and to encourage other European countries to do the 
same. 


8. (C) At the same time, Barbry argued, U.S. and European 
capitals needed to exert greater pressure on Musharraf to 
demonstrate his commitment to counterinsurgency and 
intelligence efforts -- not with words, but with tangible 
results. The MFA believed it was important to apply pressure 
decisively but quietly through diplomatic channels, so 
Musharraf can still credibly claim to his more fundamentalist 
supporters that he is not a puppet of the West. 


9. (C) Barbry cautioned that the MFA\'s ongoing thinking did 
not yet constitute new MFA policy. While the MFA\'s Bureau of 
South Asia, in conjunction with Deputy Secretary General 
Joubert, is exploring ways that France can contribute more 
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constructively to security in Pakistan and along the Afghan 
border, current thinking has yet to be blessed as policy by 
Political Director Gerard Araud. 


Please visit ParisW Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 
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E.O. 12958: DECL: 01/31/2017 

TAGS: MASS, PREL, MOPS, PGOV, KCRM, BK, SI 

SUBJECT: BOSNIA - PROSECUTOR TO OPEN INVESTIGATION OF 
USG-FUNDED DEMINING PROGRAMS 


REF: A. STATE 495 


B. 06 SARAJEVO 2907 
C. 06 SARAJEVO 2706 


1. (C/NF) SUMMARY: On January 31, we formally requested that 
the State Prosecutor and State Investigation and Protection 
Agency (SIPA) open a full investigation of USG-funded 
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humanitarian demining programs (Ref A). Both organizations 
pledged to conduct a thorough investigation separate from the 
ongoing Radomir Kojic case. Separately, prosecutors again 
raised their request for USG documents in support of the 
Kojic prosecution, noting they would be necessary to 

establish the extent of Kojic\'s criminal activities. On 

January 25, Embassy Ljubljana and Sarajevo officials met with 
the former director of ITF Bosnia, Robert Strazisar 

(protect), who raised further allegations against about 
corruption and fraud in the demining sector. END SUMMARY 


Embassy Requests Thorough Investigation 


2. (SBU) On January 31, we presented State Prosecutor Marinko 
Jurcevic a letter requesting that SIPA conduct a formal 
investigation into USG- funded demining programs per Ref A 
instructions. The letter, required under Bosnian law to 

initiate an investigation, listed allegations of fraud 

brought to our attention about demining programs, including: 


-- illegal accreditation of demining organizations; 

-- illegal collusion in the demining tendering process; 

-- willful false marking of mined areas to establish phony 
projects; 

-- false certification of mined areas as cleared; 

-- the existence of shell demining companies serving money 
laundering purposes; 

-- conflict of interest concerns between demining officials 
and demining companies; 

-- continued involvement in demining activities by persons 
previously barred from such work; and, 

-- kickbacks provided by demining companies in return for 
tenders. 


The letter listed only those allegations made by multiple 

sources within the demining community, including senior 

Bosnian government officials, Bosnia-Herzegovina Mine Action 
Center (BHMAC) inspectors and employees, and demining company 
officials. We stressed the importance the USG attaches to 
investigating these allegations and to determining if any USG 
monies were misappropriated and misused. 


3. (SBU) Jurcevic noted the severity of the allegations and 
confirmed that the ongoing Kojic case had already raised some 
these concerns. He said that he is ordering a \"full, 

separate, and exclusive\" investigation into the demining 
programs, and would immediately stand- up a taskforce 
comprised of a state prosecutor, head of SIPA\'s criminal 
investigative division, and SIPA investigators to fully probe 

the allegations. He requested that we meet next week with 
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the taskforce and share our information to assist the 
investigation. He pledged his full cooperation and assiatnce 
in the matter. 


Prosecutors Continue to Seek Kojic Records 


4. (SBU) In a separate meeting with a prosecutor involved in 
the Kojic case, we were again asked for USG assistance in the 
provision of documents requested by the State Prosecutor (Ref 
C). The prosecutor stressed USG records of financial and 
equipment transfers to Kojic\'s demining operations would be 
crucial to building their case of money laundering and 
embezzlement. The prosecutor noted that a review of the 
documentation already in the prosecution\'s possession 
indicated that humanitarian demining in the last decade \"had 
been a paradise for some people,\" and the USG information was 
necessary to flesh out the scope and depth of the fraud. In 

all, prosecutors belief that KM 10 million (approximately USD 
6.5 million) of demining assistance provided to Kojic remains 
unaccounted for. Kojic was recently released from custody 


pending trial, and prosecutors are looking to shortly issue a 
formal indictment which would seal all charges. 


Another Source Comes Forward With Allegations of Fraud 


5. (C/NF) Separately, a former director of the International 
Trust Fund (ITF) office in Sarajevo, Robert Strazisar 
(protect), contacted us and offered to provide evidence of 
alleged ITF complicity in demining fraud and malfeasance in 
Bosnia. Strazisar met with Embassy Sarajevo LEGATT and 
Embassy Ljubljana POLCOUNS in Ljubljana on January 25, and 
shared information reinforcing previous allegations shared 
with us. Strazisar said he had direct knowledge, from his 
tenure with the organization, of senior ITF leadership 
engagement in criminal and fraudulent practices in the 
demining tender in Bosnia. Strazisar stated that some of the 
money of donor demining funds was done through a series of 
\"annexes\" to award tenders between ITF and demining 
companies. Strazisar said that prior to his arrival at ITF 
Bosnia, a practice of approving annexes to contracts long 
after the work was completed existed. These annexes often 
resulted in thousands more dollars being given to the 
contractor without due diligence being performed on services 
provided. He said he changed this practice with the approval 
of ITF Headquarters and said firms were required to bid the 
job and build the cost of changing vegetation etc...into 

their initial bids. 
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6. (C/NF) Strazisar asserted that the work cited in the 
annexes was bogus, and usually involved adding thousands of 
dollars to an already completed contract. As evidence, 
Strazisar produced one such annex granting additional funds 
to Radomir Kojic signed by the General Director of ITF, after 
Strazisar had refused to do so without express instructions 
from headquarters. Strazisar stressed that the General 
Director\'s involvement in this process violated ITF rules of 
procedure, and was indicative of actions to circumvent normal 
rules of oversight and transparency. Though he only 
possessed direct knowledge of activities occurring during his 
tenure at ITF, Strazisar stated he had no reason to believe 
that such practices had been discontinued. 


7. (C/NF) Strazisar repeated allegations of high-level 
collusion between ITF Sarajevo and demining companies. He 
claimed that in reality only a few truly legitimate demining 
companies exist in Bosnia, and that they provide kickbacks in 
return for the awarding of contracts. Strazisar also said 

that ITF has continued to award tenders to Kojic front 
companies, and said he knew that some of these shell 
companies were still receiving tenders for demining work in 
Serbia. Strazisar expressed hesitancy to provide his 
information directly to Bosnian law enforcement 
representatives, citing what he said were realistic fears of 
retaliation from his former colleagues. He did agree to meet 
with USG representatives at any point in the future to 

further discuss his information. 

MCELHANEY 
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E.O. 12958: DECL: 01/30/2017 
TAGS: PGOV, PINR, ELAB, KDEM, NU 


Column 3 
SUBJECT: CONSERVATIVES WILL CONTINUE TO SUPPORT THE ALN... 
FOR NOW 


REF: A. MANAGUA 0241 
B. MANAGUA 0175 
C. 06 MANAGUA 2625 


Classified By: Ambassador Paul Trivelli for reasons 1.4 (b and d) 


1. (C) Summary: Conservative National Assembly deputy 
Alejandro Bolanos, one of the leading Conservative Party 
voices in Nicaragua, recently confided to poloff that the 
Conservatives will continue to support the Nicaraguan Liberal 
Alliance (ALN) for the foreseeable future. Nevertheless, 
Bolanos has serious doubts about ALN chief Eduardo 
Montealegre\'s leadership skills. As president of the Labor 
Commission in the National Assembly, Bolanos plans to track 
illegal firings of civil servants in the Executive and 

partisan dismissals of contractors at the National Assembly. 
End Summary. 


2. (C) Poloff met with National Assembly deputy Alejandro 
Bolanos on January 29 to discuss the Conservative Party\'s 
future within the ALN and Bolanos\' role as the new president 
of the Assembly\'s Labor Commission. Bolanos, a nephew of 
former President Enrique Bolanos, is regarded as a prominent 
Conservative with a strong voice within the Conservative 

Party (PC). In the past, he has argued for the Conservatives 
to form a separate caucus in the Assembly to give the party 
its own voice independent from the ALN. 


Bolanos on the Conservatives Role in the ALN, Negotiations 
with the PLC 


3. (C) At the start of the meeting, Bolanos launched into a 
brief history of the PC, explaining its role as a great party 
with 200 years of history, although the Conservatives have 
witnessed a gradual decline in the last 70 years due to 
\"Liberal and Sandinista dictatorships.\" Bolanos mentioned 
that a pre-election poll revealed that 14-18 percent of 
Nicaraguans still identify themselves as Conservatives. 
(Comment: PC President Azalia Aviles earlier quoted similar 
figures to us. This claim is not unrealistic, although many 
Nicaraguans hold memberships in several parties and will 
strategically vote for the party/candidate they believe has 
the best chance of success. With the exception of a handful 
of mayoral races, this is rarely the Conservative candidate 
or party. End Comment.) 
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4. (C) Although Bolanos complained that \"we are hidden within 
the ALN,\" he agreed that \"the moment is not right" for the 
Conservatives to form an independent caucus. The PC has five 
deputies and nine alternates in the National Assembly, as 

well as two deputies in the Central American Parliament. 

(Note: A party must have a minimum of four deputies to form 
an independent caucus. End Note.) Poloff remarked that the 
PC did much better in the Alliance than it would have running 
alone. Bolanos nodded, but stated that the possibility of 
breaking away gives the PC more bargaining power within the 
ALN. \"We are the most organized and coherent element of the 
ALN,\" he stated. Bolanos explained that the PC has already 
begun to identify \"strong candidates\" to compete in the ALN 
primaries prior to the 2008 municipal elections. 


5. (C) Regarding the negotiations with the Liberal 
Constitutional Party (PLC) to unify the opposition caucuses 
(ref B), Bolanos acknowledged that he is part of the ALN 
negotiating committee and confirmed that talks with the PLC 
\"will continue.\" He concurred that convicted PLC leader and 
ex-President Arnoldo Aleman is the primary obstacle to 
unification. \"Aleman is a more devoted Sandinista than 
Ortega,\" Bolanos said. He agreed that the opposition parties 
must formulate an agenda in advance rather than merely 
reacting to Sandinista initiatives. Bolanos commented that 
one complicating element is that the PLC Liberals \"don\'t like 
or trust Conservatives,\" although \"fortunately the ALN 
Liberals are learning to like us.\" 


Eduardo is a \"Feeble Leader\" but a \"Good Manager\" 


6. (C) When asked about Eduardo Montealegre\'s capacity to 
lead the ALN, Bolanos rolled his eyes and described 
Montealegre as \"feeble.\" According to Bolanos, Montealegre 
lacks the \"passion and fire\" of a traditional leader (like 
Aleman, for example), although he is a \"good manager and a 
good friend" Bolanos believes that Montealegre is an 
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introvert who must force himself to \"work the crowds.\" 


Labor Commission will Investigate Unjustified Firings 


7. (C) As head of the National Assembly\'s Labor Commission, 
Bolanos plans to investigate the alleged illegal firings of 

civil servants by their new Sandinista bosses. He explained 
that the Civil Service Law protects about 6,000 workers in 
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the Executive from unjustified dismissal. Edgar Fonseca, the 
former Director General of the Civil Service who has been 
replaced by Sandinista militant Denis Silva, will serve as an 
advisor to the Labor Commission, Bolanos said. The 
Commission will also investigate the cases of several 

National Assembly advisors who reportedly had their contracts 
terminated for partisan reasons. (Comment: We are 
encouraging ALN lawmakers to utilize Assembly committees to 
check Sandinista excesses and abuses -- including the 
unjustified firings and forced resignations of civil servants 

who are not FSLN militants. End Comment.) 


Comment: The PC\'s Symbiotic Relationship with the ALN 


8. (C) Bolanos is not the only Conservative who pines for the 
glory days of the past. Fortunately, most influential 
Conservatives reluctantly recognize that the PCVs strength as 

a national party is indeed part of history as most of the 
ideological space has been occupied by the Liberals and the 
Sandinistas for many decades. Nevertheless, the PC continues 
to command significant support in departments such as 
Granada, Rivas, Chinandega, and Boaco (and part of the ALN\'s 
success in the first three departments was due to the PC 
presence). In addition, the party enjoys considerable 

financial and human resources that have proven key to the 
ALNVs survival. Participation in the Alliance dramatically 
increased the PC\'s representation in the Assembly (from one 
to five deputies) and could provide similar benefits for the 
municipal elections. Simply put, the ALN and the PC need 
each other. Hopefully the Liberals and Conservatives will 

not forget that fact and allow age-old suspicions to poison 

their mutually beneficial relationship. 

TRIVELLI 
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E.O. 12958: N/A 
TAGS: ETRD, ECON, EAGR, PGOV, USTR, PE 
SUBJECT: NEW GOP POINT MAN ON PTPA GOES TO WASHINGTON 


REF: LIMA 0129 


1. (SBU) SUMMARY: David Lemor, the GOP\'s de facto point man 
on the U.S.-Peru Trade Promotion Agreement (PTPA) told us 
January 19 that the GOP would now take a more internally 
coordinated and energetic approach in pushing for U.S. 
Congressional approval of the agreement. He travels to 
Washington February 1 to take up his new duties as the Trade 
Ministry\'s representative at the Peruvian Embassy, and told 

us he had President Garcia\'s support. He said he expected 
Hernando de Soto, President Garcia\'s \"special envoy\" named in 
August 2006, to now focus on the domestic implementation of 
the PTPA. The GOP has just retained veteran Washington 
attorney Thomas Boggs to help with the Congressional effort, 
and Lemor will also bring up additional support staff for the 

effort from Lima. Charge urged him to work closely with 
Washington agencies and to coordinate closely on key issues 
such as labor. END SUMMARY. 


TRADE MINISTRY IN THE DRIVER\'S SEAT 

2. (SBU) Lemor (bio reported reftel) told Charge that while 
Peru\'s Ambassador to the U.S. Felipe Ortiz de Zevallos would 
be heading the mission, he himself would be coordinating the 
GOP\'s day to day campaign in Washington. He confirmed that 
lobbying firm Patton Boggs had been hired by the GOP at some 
considerable expense, and that veteran lobbyist Thomas Boggs 
would be personally involved. Lemor said he would be 

bringing three outside academics to assist him in Washington. 


3. (SBU) Lemor said that Presidential envoy Hernando de 
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Soto, who had openly complained about how frustrating the 
task of lobbying for the PTPA had been, would focus his 

efforts on domestic implementation of the PTPA. Lemor opined 
that de Soto had had some difficulty working effectively with 

the various ministries, especially the trade ministry. He 

also said that the locus of control on this current effort 

would be in the Trade Ministry. 


4. (SBU) Lemor said that President Garcia told him he would 
be willing to make a call to Washington if necessary. Lemor 
said he thought he could count on the pro-FTA ministers in 
the cabinet to support him with the President if necessary. 
That list includes Transport and Telecoms Minister Veronica 
Zavala, Production Minister Rafael Rey and Housing Minister 
Hernan Garrido-Lecca. 


COMMENT 

5. (SBU) Lemor\'s presence in Washington clearly puts the 
Trade Ministry in the driver's seat for the GOP\'s efforts on 

the PTPA. Lemor said he would likely spend at least six 
months in Washington, to be extended to a year. Charge urged 
Lemor to be in touch with the broad range of Washington 
agencies as he made his rounds in Washington, such as 
Treasury, Commerce and State, in addition to USTR. She also 
told Lemor that it was important to keep his eye on the kinds 

of political developments that could arise in Peru that would 
bring the PTPA negative publicity on the Hill. 

POWERS 
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STATE TO OES/SAT FOR DJACKSON 
STATE PLEASE PASS TO GLOBE PROGRAM FOR TKENNEDY 


E.O. 12958: N/A 

TAGS: KGLB, SENV, KSCA, BR 

SUBJECT: BRAZILIAN REPRESENTATION AT GLOBE REGIONAL TRAINING, 2-9 
FEBRUARY IN PANAMA CITY 


REF: STATE 10235 


1. The Ministry of Education has informed post that Brazil will 
have two representatives at the Globe Regional Training on February 
2-9 in Panama City. The information provided is as follow: 


2. Name: Rachel Trajber 

Date of Birth: April 24, 1954 (04/24/1954) 

Place of Birth: Sao Paulo, Sao Paulo 

Issuance Date of Passport: November 28, 2002 valid until November 
27, 2007 


3. Xanda de Biase Miranda 

Date of Birth: February 21, 1973 (02/21/1973) 

Place of Birth: Florianopolis, Santa Catarina 

Issuance Date of Passport: January 25, 2007 valid until January 24, 
2008 


SOBEL 
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REF: A. 06 PORT AU PRINCE 2453 
B. 06 PORT AU PRINCE 1417 


PORT AU PR 00000198 001.2 OF 002 


Classified By: Ambassador Janet A. Sanderson for reasons 1.4 (b) and (d 


). 


1. (SBU) Summary: MINUSTAHVs Political Affairs Director 
Gerald Lechevallier told Poloff on January 26 that he would 
like the new mandate to reaffirm resolution 1702 
(establishing MINUSTAH) and maintain Security Council 
commitment to a long-term stabilization force in Haiti. 

Added to the new mandate, Lechevallier would like to see a 
commitment to start vetting the judiciary, provide GoH 
customs procedures with adequate security, and commit 
additional troops, as well as more specialized UN police 
officers such as two SWAT teams (one full-time in Cite Soleil 
and one in Cap Haitien) and anti-kidnapping experts. 
Lechevallier said that over the next year, he hoped that 
donors would better coordinate their efforts using the UN as 
its coordination mechanism. He also hoped that the UN would 
reinforce its institutional strengthening efforts in Haiti. 
Meanwhile, after a rise in anti- MINUSTAH protests last year, 
operations targeting gang members in Port-au-Prince slums 
have prompted popular approval ratings of the UN mission 
here. End summary. 


Vetting the Judiciary, Support to Customs, Specialized Forces 


Column 3 

2. (SBU) According to Lechevallier, in light of the success 
the international community is having with vetting the 

police, the next step is to start vetting the judiciary. 

Relations between the police and the judiciary are weakening 
as the Haitian National Police (HNP) make moves to clean up 
their operations. MINUSTAH political affairs officer Ayaka 
Suzuki added that the judiciary reacted strongly to the 
speech made by the HNP Director General Mario Andresol in 
December 2006 (ref A), largely to \"resist in advance efforts 
by the GoH and international community to start vetting 
judiciary officials.\" Suzuki added that Justice Minister 

Rene Magloire had expressed his full cooperation to vet the 
judiciary, but that he does not have the support of other 
officials in his ministry. 


3. (SBU) Lechevallier and Suzuki discussed the increasing 
resistance that the GoH is facing in regards to customs 
duties. As the government attempts to impose import/export 
taxes, it is meeting resistance from those who have been 
operating without the added fees for years. Citing the 

recent strike in Malpasse on the Haitian-Dominican Republic 
border in 2006 (ref B), Suzuki said that the GoH requested 
MINUSTAH\'s presence because HNP officers were not able 
provide adequate security at the border crossing. Insecurity 
is threatening officials who are trying to impose taxes on 
importers at the main port in Port-au-Prince, where MINUSTAH 
could also provide targeted support as the GoH attempts to 
normalize its operations. 


4. (SBU) Lechevallier stressed that MINUSTAH needs more 

troops for three reasons: as police officers are vetted 

\"part-time criminals become full-time criminals,\" the Haitian 
population has higher expectations of MINUSTAH, and criminal 
deportees are adding to the number of violent elements in 
Port-au-Prince. He explained that for all the available 

information on the kidnappers in the news, on television, and 
through community-based knowledge, MINUSTAH has not taken an 
active role in targeting the kidnapping operations because it 

does not have specialized forces. 


Coordinate Donor Efforts, Reinforce Institutional 
Strengthening 


5. (SBU) Lechevallier also asked that donors better 
coordinate their efforts in some key areas. Using the 
example of vehicles recently donated to the HNP, Lechevallier 
said that there have been five separate donations of 

different vehicles; in one case Brazil donated Brazilian made 
cars for which there are no spare parts or mechanics in 
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Haiti. He stressed that the UN does not need to take the 
credit, but that they should play a role in 
coordinating/approving donor aid and donations. This would 
maximize the comparative advantage of the donors in Haiti, 
and put an end to \"double-dipping\" on the part of Haitian 
officials, he said in reference to a recent scam by 
parliamentarians to receive funding from more than one donor 
for the same project. 


6. (SBU) Lechevallier and Suzuki both stressed that MINUSTAH 
should continue its institutional strengthening component of 
the mandate, and focus its efforts on key institutions such 

as the planning ministry, parliament and the prime minister\'s 
office. The planning ministry in particular should be turned 

into a \"donor fortress\" made up of Haitian officials and 
international overseers. Assistance to parliament, too, 

should be better coordinated. The legislators have nothing 

to do and little office space; yet they are overburdened by 

900 public servants working for them, Lechevallier explained. 
The parliamentarians are asking for technical assistance. 

The UN mission could work with the international community to 
introduce discipline and order, and even incentives, at 
parliament. With cleaner and more efficient institutions, it 

will be easier to give money to the GoH and to coordinate 
donor efforts within the institutions. 


A Few Last Thoughts 


7. (SBU) Lechevallier thought that the UNVs Disarmament, 
Demobilization and Reintegration (DDR) program should remain 
in the mandate, but that strategies such as national dialogue 
and reconciliation should be removed. MINUSTAH should no 
longer play a role in organizing the elections; however, 

there are many more areas where MINUSTAH could play a role, 
such as constructing temporary prisons to deal with 
overcrowding. The two political officers stressed that there 

was no way to negotiate with China\'s latest proposal to 

shorten the mandate to six months and include a draw-down 
component. 


8. (C) Comment: Though we might debate what is the 
appropriate level of detail to include in the renewed 
MINUSTAH mandate, Lechevallier\'s point on vetting the 
judiciary is well taken. A USAID team recently concluded an 
exercise to design its future program to support justice 
reform and came to the same conclusion, and post supports 
vetting of judges and prosecutors wholeheartedly. On other 
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topics, Lechevallier holds firm views on subjects not always 
within his professional purview and where his interventions 
are not always appropriate. For example, we opted not to 
report on his unsolicited advice regarding the composition of 
our UNPol contingent. As a result of his rocky tenure as 
head of MINUSTAH\'s Electoral Assistance Unit and public rift 
with former Provisional Electoral Council Director Jacques 
Bernard, Lechevallier is a controversial figure among both 
Haitians and the international community. In any case, SRSG 
Mulet continues to seek Lechevallier\'s counsel, and 
consequently his thinking influences MINUSTAH policy. 
SANDERSON 
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E.O. 12958: N/A 

TAGS: PREL, PGOV, KDEM, HA 

SUBJECT: DEPUTIES SCRUTINIZE FORMER MFA SPENDING 
PORT AU PR 00000199 001.2 OF 002 

1. This message is sensitive but unclassified -- protect 


accordingly 


2. (SBU) The chamber of deputies\' foreign affairs committee, 
led by Committee President Sorel Francois (Famni Lavalas), 
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accused former foreign ministry employees, including the 
Haitian ambassador to the U.S., Raymond Joseph, and the 
consul general in New York, Felix Augustin, of corruption and 
mismanagement of funds, citing two separate checks totaling 
almost US $2 million (76 million Haitian gourdes) that 

ministry officials reportedly deposited at the central bank 

for payment to Haitian diplomatic missions abroad for May 
2005. The money never arrived at the diplomatic missions and 
no one can account for the funds. Without proper funding, 
Ambassador Joseph explained in a testimony before the 
committee on January 18, the Haitian embassy in Washington 
transferred passport fees to cover operating expenses, 
transactions which had raised Francois\' suspicion while he 
was in Washington reviewing diplomatic operations in October 
- November 2006. Ambassador Joseph told the committee that 
he used \"irregular methods to fund the embassy\'s operations 
in the absence of state funding (referring to part of the 

missing US $2 million that was intended for his embassy), but 
he assured the committee that he was never involved in 
corruption. On this account, the foreign affairs committee 
appeared satisfied with the Haitian Ambassador\'s response. 


3. (SBU) Committee members further questioned Joseph (at 
the same hearing on January 18 with Augustin, at which 
Foreign Minister Renald Clerisme was also present) regarding 
evidence of transfers to shell companies in Miami. 
Ambassador Joseph explained that he was given \"orders by 
telephone\" by the interim government to make the 
transactions. Members expressed scorn for this explanation, 
stating that there was no such thing as \"orders by telephone\" 
for official government business, and sarcastically asked 
Joseph who he thought he was to make such transactions 
without official orders: \"the President, or a 

super-minister.\" For this, Ambassador Joseph had no 
response. Nevertheless, Francois publicly declared that the 
committee was satisfied with the outcome of the hearing and 
with the Preval government\'s plan to move the case to the 
oversight office for review. Francois told Poloff on January 
25 that he still believes that Ambassador Joseph made illegal 
transactions, but does not have enough evidence to prove it. 
He plans to press the government to continue the 
investigation. 


4. (SBU) Following the committee hearing, the government\'s 
oversight office summoned two former foreign ministry 
administrators, Harold Bruno and Reynold Dorfeuille, on 
January 22 to give their account for the missing US $2 

million. Bruno claimed that he gave the checks, as well as 

an order to send them abroad, to the central bank, but that 
other government officials gave instructions not to send the 
money. WI Know the payroll was not completed, but the money 
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was not sent into my personal account like you think,\" Bruno 
said. When asked where the money went, Bruno replied that it 
was used to service the MFA. Ultimately, the government\'s 
oversight office determined that it could not make a decision 
based on the evidence and instructed the accounts office to 
investigate the issue further. Francois, and Finance 
Committee President Jonas Coffy (also from Famni Lavalas and 
Francois\' partner in his anti-corruption campaign) denounced 
the oversight office\'s ruling to further investigate the 

affair, arguing that they already had sufficient evidence to 

bring legal charges. 


5. (SBU) Comment: Francois and Coffy\'s anti-corruption 
drive, directed at interim government officials and begun 
with much fanfare shortly after parliament\'s inauguration 
last May, appears to be sputtering out. Other parliamentary 
allies appear to have lost interest, and with no expertise or 
capacity of their own (and no apparent appetite within the 
current government to pursue the charges) corruption within 
the interim government looks set to become another in a long 
line of accusations will not be sufficiently investigated or 
Clarified. Ambassador Joseph appears to have emerged 
relatively unscathed. He told the Ambassador prior to his 
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testimony that he had disarmed his accusers by simply 
agreeing to appear before the parliament, much to their 
surprise. Documents that Francois provided to the Embassy 
regarding Joseph\'s transactions indicate that he did indeed 
transfer large sums of money from the Embassy\'s operational 
accounts, but that these transactions were countersigned by 
other Embassy officials and documented with the foreign 
ministry. 

SANDERSON 
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SENSITIVE BUT UNCLASSIFIED 


E.O. 12958 N/A 
TAGS: ASEC, CASC, PGOV, SL 
SUBJECT: POLICE AND YOUTH CLASH AFTER GASOLINE INCIDENT 


SUMMARY 


1. (SBU) Early on the morning of January 27, Sierra Leone Police 
(SLP) clashed with a group of youths in the Cole Farm area of 
Freetown near many Embassy residences after officers attempted to 
arrest a taxi driver whom they thought was in possession of illegal 
fuel. There are conflicting accounts of the incident. The SLP 
claimed that the taxi driver ignited the fuel in question in an 

attempt to evade being arrested and sustained severe burns, while 
the taxi driver claimed that the police set him on fire after he 

refused to hand over the fuel. He also claimed that police officers 
attempted to flee the scene instead of rendering assistance. The 
altercation quickly drew a crowd, and police reinforcements were 
called to disperse an angry crowd of approximately 100-150 youths. 
Some media reports claim that the police fired multiple rounds of 
live ammunition as warning shots, which the police denied. Many 
Embassy personnel said that they heard what sounded like gunshots. 
Police did admit to using tear gas on the crowd. There were no 
further reported incidents of violence following the altercation. 

The SLP is investigating the incident and plans to implement new 
procedures to ensure public safety. END SUMMARY. 


2. (U) On January 27, Sierra Leone Police (SLP) officers allegedly 
attempted to apprehend a taxi driver, whom they believed was in 
possession of stolen gasoline. Details are still unclear, but 
reportedly an altercation ensued, during which a container of 
gasoline was ignited by either the taxi driver, a bystander, or the 
police, severely burning the taxi driver and moderately injuring one 
police officer. Police called for reinforcements when a group of 
approximately 100-150 disgruntled youth gathered and attacked the 
police in reaction to the altercation. 


3. (SBU) The RSO investigated the scene a few hours after the 
incident and saw broken glass, large rocks, debris and various 
charred items in the middle and to the side of the street. He also 
observed that a majority of the activity appeared to have taken 

place between two local grocery stores that Embassy staff often 
frequent on Wilkinson Road. The RSO noted that the SLP was 
maintaining a presence in the area, but appeared to be in stand-down 
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mode. Crowds remained in the area, and the RSO witnessed only one 
other incident where a group of local youths threw large rocks and 
other debris in the middle of the road. The police quickly dispersed 
the group and cleared the street of debris. By noon, normal traffic 
flows had resumed and local stores were open. 


4. (SBU) The senior police advisor for the UN Integrated Office in 
Sierra Leone (UNIOSIL) told the RSO that he was briefed by the SLP 
on the situation and was told that the incident location is a 
well-known area where stolen property and black market gasoline are 
sold. Police also said that their intelligence indicates that some 
military personnel, living in the Freetown neighborhood of Murray 
Town, may be siphoning fuel from officials\' vehicles and selling the 
product in the vicinity. Police believed that some individuals 
sympathetic to black market fuel sellers were planning to launch an 
attack on the police in retaliation. 


SLP PLANS RESPONSE 


5. (SBU) The SLP told the senior UN police advisor that it planned 
to intensify police patrols in several parts of the city to ensure 
public safety, conduct a full-scale investigation into the incident, 
require police patrols to work in teams of at least five officers to 
prevent attacks by disgruntled youths, and deploy plainclothes 
officers to monitor and gather information in respect to the 
incident. SLP officials said that these measures are necessary to 
help allay public fears that the SLP does not possess the capability 
to monitor security during the forthcoming July national elections. 
The SLP also plans to embark on a robust media strategy to give the 
public their version of events. 


6. (SBU) Although shell casings were found at the scene, a 
preliminary SLP investigation indicated that no other persons were 
injured, and there was no evidence indicating that other persons 
received gunshot wounds during the incident. However, press reports 
claim that at least one bystander received a bullet wound. The 

police admitted to only firing several rounds of tear gas. 


EMBASSY RESPONSE 


7. (U) All Embassy employees were advised to exercise caution by 
avoiding the area in question for that day, and the Embassy 
immediately issued a Warden Message apprising Amcits in country of 
the situation. No Embassy employees were involved or injured, and no 
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damage was done to USG property. Post has not received any reports 
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of injuries to Amcits and will continue to monitor the situation. 


COMMENT 


8. (SBU) It is still unclear who initiated the altercation, and who 
actually ignited the fuel. The truth may never be clear. There is 

wide speculation, reported by various media, that the SLP patrol was 
at fault and had set the taxi driver on fire. This incident serves 

as another reminder of how quickly events can turn violent in Sierra 
Leone and of the level of the general public\'s distrust of the SLP. 
Freetown is once again calm, and tensions appear to have diminished 
since the incident, although we cannot rule out the possibility of 

more unrest. END COMMENT. 
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E.O. 12958: DECL: 01/31/2017 

TAGS: KJUS, PTER, PGOV, GM 

SUBJECT: EL MASRI: MUNICH PROSECUTOR ANNOUNCES ARREST 
WARRANTS 


REF: 06 MADRID 3104 
Classified By: DCM John M. Koenig for Reasons 1.4 (b) and (d) 


1. (C) SUMMARY. The Office of the Munich Prosecutor 
announced January 31 the issuance of 13 arrest warrants for 
the alleged kidnappers of Khaled El-Masri, a Lebanese-German 
national who claims he was abducted from Macedonia and taken 
to Afghanistan in 2004. The thirteen individuals named are 

the same as those in the previous Spanish case (reftel). 

Federal Justice Ministry (MOJ) officials told us the arrest 
warrants are valid in Germany only. The MOJ and MFA will 
need to assent to an international arrest warrant and will be 
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able to weigh all factors including foreign policy 

implications in making the decision. The Munich prosecutor\'s 
office told ConGen Munich that there had been intense media 
pressure to act and that they will seek an international 

arrest warrant. The DCM spoke with MFA State Secretary 
Boomgaarden who said the German Federal Government had not 
been warned in advance of the arrest warrants. Boomgaarden 
called the prosecutor\'s action \"premature\" in his personal 
view. The Bavarian Chancellery called ConGen Munich to say 
it was surprised and displeased by the prosecutor\'s actions. 
End Summary. 


2. (U) The Munich Prosecutor\'s office said in a press release 

the 13 individuals are under suspicion of having kidnapped El 
Masri and having caused serious bodily injury. The 

prosecutor stated he obtained the names of the individuals in 
December 2005 from El Masri\'s attorney, who had obtained them 
from a Spanish journalist\'s review of official Spanish 

sources. Spanish authorities, the Milan prosecutor, and the 
Council of EuropeYs Rapporteur Dick Marty had provided 
additional information in 2006 which enabled seeking arrest 
warrants from a Munich court, according to the prosecutor. 

The names are believed to be assumed names of CIA agents, the 
prosecutor said. According to press reports, the names 

(below in para 7) are those of individuals on board an 

aircraft which flew to Macedonia via Spain (Mallorca) and 

then to Afghanistan. 


3. (C) Contacted by ConGen Munich, the prosecutor\'s office 
confirmed they intend to seek international arrest warrants 
(Interpol Red Notices); extradition requests might also 

follow. Prosecutor August Stern told ConGenOff the office of 
the prosecutor felt compelled to act due to media pressure. 
Stern claimed to be surprised that the names of the 13 are 
circulating on the Internet, but he confirmed the accuracy of 
the list. A representative of the Bavarian Chancellery 
phoned ConGen Munich to explain that Bavarian authorities had 
no role in the actions of the prosecutor, who is independent. 
But the Chancellery was surprised and displeased by the 
prosecutor\'s actions. Bavarian Justice Minister Beate Merk 
told the CG the arrest warrants were a surprise to her as 
well. 


4. (C) Judge Ralf Riegel of the Federal MOJ Office of 

Extradition and Legal Assistance told EmbOff the Munich 
Prosecutor had not warned the MOJ in advance and had not yet 
sent the MOJ any information. Before the prosecutor can 

obtain international arrest warrants, the MFA and MOJ will 
individually consider the merits and implications of the 

cases -- including on foreign policy grounds, he said. 

Riegel added the USG could intervene with the MOJ and MFA but 
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warned that such U.S. actions might be perceived as an 
admission of involvement. 


5. (C) Ministry of Justice DG for Criminal Law Thomas 
Dittmann told the DCM he welcomed and anticipated hearing 
from the USG and said he learned of the Munich prosecutor\'s 
actions from the press. Dittmann explained the next steps 
the Munich prosecutor can take. The prosecutor can ask the 
Bavarian Office of Criminal Investigation (LKA) to contact 

the Federal Office of Criminal Investigation (BKA) to seek 
international arrest warrants. The BKA will have to decide 
whether to treat the cases as routine or whether to seek MOJ 
and MFA approval. Dittman said the MOJ had already called 
Bavarian officials to inform them that these 13 cases should 
not be handled as routine. Dittmann added the Munich 
prosecutor has jurisdiction in this case because El Masri is 
resident in Bavaria. 


6. (C) DCM contacted MFA State Secretary Boomgaarden, who 
also noted he expected the call and reported he had learned 
about the prosecutor\'s actions from the press. He said that 

the prosecutor\'s actions sounded premature and that he cannot 
understand how the arrest warrants can be valid if the 
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prosecutor is basing his actions on press reports. He agreed 
that the MFA will weigh foreign policy implications if the 
Munich prosecutor seeks an international arrest warrant. He 
stressed the need to stay in close contact with the USG as 
this situation unfolded. 


7. (U) German media listed the following names, which appear 
identical to those in reftel except for possible minor 
typographical errors: 

- Kirk James Bird 

- James Ohale 

- James Fairing 

- Michael Grady 

- Jason Franklin 

- Hector Lorenzo 

- John Decker 

- Lyle Edgard Lumdsen 

- Walter Richard Greesbore 

- Bryam Charles 

- Jane Payne 

- Patricia Riloy 

- Eric Fair 


8. (U) ConGen Munich contributed to this cable. 
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E.O. 12958: N/A 
TAGS: CV, PGOV, PREL 
SUBJECT: CONDOLENCE BOOK FOR PRESIDENT GERALD R. FORD 


1. Severino Almeida, The Secretary General came to the Embassy 
on January 24 to sign the condolence book opened in the memory 
of the late former President Gerald R. Ford. The Secretary 

General wrote: \"In memory of former President of the United 
States of American Gerald Ford. The Ministry of Foreign 

Affairs, Cooperation and Communities, on behalf of the 
Government of the Republic of Cape Verde pays sincere tribute to 
the great American statesman who was Gerald Ford, at the same 
time presents its ardent condolences to the bereaved family and 

to the American Nation in general. Rest in Peace." 


2. Also signing the condolence book were Ambassadors or their 
representatives from China, France, Senegal, and Russia. 
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1. (C) Summary. S/WCI Ambassador and Canadian foreign 
affairs and justice officials in Ottawa agreed to cooperate 

on the development of justice rapid response capacity. The 
Canadians were also keen to strategize on Darfur. They were 
unwilling to accept third-country Guantanamo detainees in 
Canada, but expressed vague assurances that Canada would 
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encourage other counties to resettle them. The Canadians 
agreed with U.S. assessments of ongoing international and 
hybrid war crimes tribunals, and saw merit in a \"friends of 
the tribunal\" joint-demarche to press the ICTY to develop a 
credible completion strategy. They were also interested in 
finding a way to get Kenya to convey Rwandan suspect Felicien 
Kabuga to the ICTR. The increased willingness among many 
Canadian officials to improve bilateral cooperation reflects 
the Harper Government\'s emphasis on identifying and 
exploiting areas where the U.S. and Canada can promote our 
shared interests. End summary 


2. (U) S/WCI Ambassador-at-Large Clint Williamson traveled 
to Ottawa January 17-19 to discuss war crimes issues with 
officials from the Department of Foreign Affairs and 
International Trade (DFAIT), and the Department Justice and 
its component law enforcement, border control, and security 
agencies. There was a remarkable convergence of views at the 
meetings, particularly on the need for the U.S. and Canada to 
develop complementary justice rapid response capacity, and on 
the way forward on the international and hybrid tribunals for 
Yugoslavia, Rwanda, Sierra Leone, and Cambodia. S/WCI 
Special Assistant Matthew Lavine staffed and participated in 
the visit. 


3. (U) At his first meeting, Williamson briefed DFAIT 

Stabilization and Reconstruction Task Force (START) Director 
General (DAS-equivalent) Don Sinclair on work S/WCI was doing 
QGeneral (DAS-equivalent) Don Sinclair on work S/WCI was doing 
in the justice sector to complement the work of S/CRS, 

START\'s counterpart at State. Ambassador Williamson focused 
on USG thinking about preventative response, justice rapid 
response, and accountability in the case of actual or 

impending genocide and other war crimes. 


START Engagement 

4. (U) Sinclair and his senior staff responded to the brief 
with enthusiasm. Sinclair noted that the initiative tracked 
with the responsibility to protect," a critical element of 
Canadian foreign policy. Like the U.S., Sinclair said, 

finding adequate resources for START had been a challenge, 
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but he noted the situation was improving as the GOC saw the 
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value of the START model in action in Afghanistan. 


5. (U) START Director Shawn Barber said that Canada was 
particularly interested in joining with the U.S. in its 

effort to assess and predict genocide. He addressed each 
element of the Ambassador\'s presentation both at the meeting 
and in follow up contact: 


-- Preventative Response (PR): Canada faces a knowledge and 
institutional capacity gap in this area that should be 

addressed. START would like to send officers to State, CIA, 
and other relevant departments in February to discuss future 
CANUS collaboration on preventative response. 


-- Justice Rapid Response (JRR): START will organize a JRR 
group meeting in New York or Ottawa in the third week of 
March (TBC). The meeting will include follow-up to the 
Venice meeting and a discussion of the O\'Neil study. State 
and Justice should participate. 


-- Accountability: The GOC is discussing a possible Canadian 
initiative to assist a select number of fragile states 

develop indigenous but ICC-compatible war crimes and genocide 
legislation. Canada would operate a concurrent initiative to 
enhance indigenous investigative and prosecutorial capacity 

in the same states. 


START Where? 

6. (SBU) Barber suggested that a Justice Rapid Response 
capacity should lie in the UN, perhaps in the Office of the 
High Commissioner for Human Rights (OHCHR). Williamson 
responded that flexibility was key, allowing for various 
alternatives for response - through the UN, through regional 
organizations (e.g. African Union), or through groupings of 
like-minded countries - as opposed to \"putting all our eggs 

in one basket\" (i.e., the UN, where action can be thwarted by 
one party). 


7. (U) DG Sinclair responded that Canada \"would be OK with 
that,\" but suggested that a UN tie-in would be useful for 

setting international JRR standards, and for organizing 

Qsetting international JRR standards, and for organizing 
interventions when it was possible to gain consensus ona 
deployment at the UN. We envision it being like 

peacekeeping, he said, sometimes we do it under a UN mandate, 
sometimes we don\'t. 


Column 3 
8. (SBU) The only discordant note of the visit was stuck by 
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DFAIT Africa DG lan Ferguson who began his meeting with 
criticism of the U.S. for undermining the International 

Criminal Court (ICC) with Article 98 agreements. He then 
turned to the agenda, which included the International 
Criminal Tribunal for Rwanda (ICTR), Rwanda fugitives, Sierra 
Leone and crisis prevention and response in Africa. 
Williamson briefed Ferguson and his team on U.S. thinking on 
the agenda items, as well as U.S. concerns about Sudanese 
leader Bashir\'s candidacy for the leadership of the African 
Union. 


Sudan, Bashir 8 the AU 

9. (C) Ferguson responded that Bashir as the next head of 
the African Union would be \"disastrous\" and that Canada had 
pressed some 20 African capitals to block his selection. In 

a follow up call, DFAIT Sudan Task Force staff told Embassy 
Ottawa that sub-Saharan governments were against Bashir, 
while the Maghrebins, led by Egypt, were backing his 
candidacy. 


10. (C) The Canadians also doubted the Government of Sudan 
would actually prosecute war criminals, as they had promised. 
Ferguson characterized the GOS\' undertaking to do so as 
\"smoke and mirrors\" designed to avoid ICC prosecutions, 
noting that Bashir is not sufficiently independent from the 
security forces to pull it off even if he desired to. 


11. (C) Ferguson turned to Uganda and argued that the Lord\'s 
Resistance Army (LRA) leadership held the unrealistic 
expectation that they could obtain a power-sharing agreement 
through negotiations. Judging that the LRA was unwilling to 
return to life in the bush, Ferguson said Canada and the U.S. 
should manage the LRA\'s expectations and \"wear it down\" to 
ensure that the current negotiations would succeed. After 
emphasizing (again) Canada\'s support for the ICC, Ferguson 
said Canada would support a credible indigenous justice 
mechanism in Uganda. 


Rwanda and Kenya 


12. (C) Responding to Williamson\'s assertion that it was 
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\"crunch time\" for the ICTR, Ferguson agreed that the court 
would have to focus on less than a dozen high-priority cases, 
to include accused genocidaire Felicien Kabuga who appeared 
to be waiting out the tribunal in Kenya by bribing corrupt 

GOK officials. 


13. (C) Ferguson said he liked, and would seek legal advice 
about, the idea of a joint U.S.-UK-Canada demarche some time 
in the spring to press Kenya to turn over Kabuga. He added 
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that Canada would consider pressing the Tanzanians to make a 
similar approach to the Kenyans. At a separate meeting, the 
head of DFAIT\'s legal bureau wondered \"how much pain the 
Kenyans would need to feel\" to give up Kabuga, if there might 
be a role in the matter for the Commonwealth, and whether it 
would be possible to play on RSA leader Thabo Mbeki\'s vanity 
to get him to intervene with the Kenyans. 


14. (SBU) At a lunch hosted by DFAIT Legal Affairs Assistant 
Deputy Minister (U/S-A/S equivalent) Alan Kessel, and 
attended by Ambassador Wilkins, Ambassador Williamson 
discussed general areas of bilateral interest, focusing on 
international tribunals and war crimes policy generally. 


15. (SBU) At the subsequent meeting with Kessel and his 
staff, Williamson discussed more specific areas of bilateral 
interest, including international war crimes tribunals, 
detainee repatriation, and genocide prevention and 
anticipation. Kessel and his staff were keen to collaborate 
with S/WCI in most areas, and promised extensive follow up 
and exchange. 


Tribunals Completion Strategy 

16. (SBU) Kessel saw merit in Williamson\'s idea of forming a 
U.S.-UK-Denmark-Netherlands-Canada \"friends of the tribunal\" 
demarche to emphasize the need for tribunal legal and 
administrative staff to make a good faith effort to complete 

the work of the International Criminal Tribunal for 

Yugoslavia (ICTY). He agreed that the court was moving too 
slowly, having adopted inefficient methods that made it hard 

to defend the tribunal before legislators and in the court of 

public opinion. 
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17. (C) Kessel accepted Ambassador Williamson\'s point that 
it would be necessary to pressure the ICTY (and other 
tribunals) in ways that did not signal to fugitives that they 
could some how wait out the court\'s existence. Regarding 
Serbia, he noted that DFAIT was also struggling with how to 
QSerbia, he noted that DFAIT was also struggling with how to 
balance the desire to draw the Serbs into normal 

relationships with Europe and North America against the need 
to leverage the delivery of \"really bad guys\" like Ratko 

Mladic and Radovan Karadzic to the ICTY. 


Tolbert 

18. (C) Kessel seemed surprised when Williamson indicated 
that ICTY Prosecutor Carla del Ponte would definitely not 
serve for another term and agreed that current Deputy 
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Prosecutor David Tolbert would be an excellent choice as her 
successor. He suggested the U.S. seek to overcome Russian 
resistance by \"sell(ing) Tolbert as an interim caretaker\" 

there to execute the tribunal\'s completion strategy. (Note: 
Del Ponte\'s term expires this year and her successor must be 
confirmed by the UNSC. End note.) 


Rwanda Courts and Jails 

19. (SBU) Turning to the ICTR, Kessel said Canada was 
comfortable overall with how the tribunal was progressing, 
particularly when he compared it to others. Canada had five 
individuals it wanted to deport to Rwanda, he said, but was 
unable to do so due to the lack of safeguards on the 

treatment of inmates in Rwandan prisons. Williamson also 
stressed the connection between Rwandan judicial capacity and 
the ICTR completion strategy, noting that both Canada and the 
United States stood to save funds by bringing Rwandan courts 
up to international standards, at which point some cases 

could be transferred there from the ICTR. 


Cambodia Tribunal Flap 

20. (C) The hybrid tribunal in Cambodia seemed to be heading 
downhill fast, Legal Officer Johanne LeVasseur opined, citing 
such instances as the Cambodian demand that no foreign 
attorneys participate. This was contrary to the agreement 
authorizing the court, and led to a breakdown of the court 
along Cambodian vs. International judges when it came to 
agreeing to rules. Kessel agreed, noting that it seemed like 
Cambodian politics was getting in the way of success, to the 
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satisfaction of Hun Sen, the Chinese, and others who do not 
want it to succeed. \"Did we acquiesce too much to Cambodian 
demands...and create a farce,\" he asked. 


Uighur \"Baby Seals\" - GTMO Detainees a No-Go 

21. (C) Characterizing the Uighurs as \"the baby seals of 
international terrorism,\" DFAIT Legal Adviser Sabine Nolke 
Qinternational terrorism,\" DFAIT Legal Adviser Sabine Nolke 
emphasized Canada\'s unwillingness to accept third country 
Guantanamo detainees. In an aside, one of Nolke\'s colleagues 
pointed out that a detainee released in Canada would be in a 
position to re-enter the U.S. via one of the many poorly 
patrolled Indian reservations that straddle the U.S.-Canada 
border. Kessel offered vague assurances, when pressed by 
Williamson, of Canada\'s willingness, however, to engage third 
countries regarding re-settlement of the Uighurs and other 
detainees from \"hard countries\" (e.g. Sudan, Uzbekistan, etc.) 
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22. (SBU) Department of Justice Director and General Counsel 
for Crimes Against Humanity and War Crimes Terry Beitner 
hosted Ambassador Williamson at a roundtable of officials 

from the Department of Justice, the Canadian Border Services 
Agency (CBSA), Customs and Immigration Canada, and the Royal 
Canadian Mounted Police (RCMP). Beitner said that the 
Justice program was primarily \"inward looking\" but it also 
supported international actors. Indeed, he noted, his office 

was currently prosecuting an alleged Rwandan genocidaire who 
had managed to immigrate to Canada, and was conducting part 
of the trial in Rwanda at great expense. 


23. (SBU) After Ambassador Williamson briefed the 
participants on S/WCI interests and activities, Beitner 

expressed appreciation for the presentation and remarked that 
he had been impressed by the Global Futures Forum (GFF). He 
asked S/WCI to serve as his office\'s conduit to GFF reports 
and analysis. 


24. (SBU) Beitner noted that he and his inter-agency 
colleagues developed and prosecuted parallel criminal and 
immigration cases, and that there were currently some 60 
suspected war criminal cases in-train in Canada. If 
individuals were unsuccessfully prosecuted, or if they did 
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not merit criminal prosecution in Canada (vice their home 
country), the GOC would seek removal. Roughly 70 percent of 
current cases emanated from the former Yugoslavia and Rwanda, 
while most of the rest came from Africa and South America. 


25. (SBU) Since 1998 Canada had denied entry to over 3,000, 
and removed over 400, known war criminals. For every 10 CBSA 
war crimes immigration cases, one goes to the RCMP for 
criminal investigation, with the RCMP conducting seven to ten 
war crimes investigations per year. Of those, Justice has 

the resources to try one large case each year. According to 
Beitner, Justice was building several strong cases. 


26. (C) Comment: Canadian DFAIT and Justice officials are 
Q26. (C) Comment: Canadian DFAIT and Justice officials are 
keen to increase and deepen cooperation with their U.S. 
counterparts. Indeed, Kessel and Barber followed up on their 
pledges of greater engagement with specific proposals 
E-mailed to Ambassador Williamson before his plane had 
departed from Canada. This refreshing trend has become more 
apparent as the Harper Government, after one year in office, 
continues to press the Canadian foreign affairs, defense, and 
security bureaucracies to improve U.S-Canadian bilateral 
cooperation and promote our shared interests in the world. 


Visit Canada\'s Classified Web Site at 
http://www .state.sgov.gov/p/wha/ottawa 
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Classified By: Charge d\'Affaires Buddy Williams for Reason 1.4(d). 


1. (C) Summary: Cuban political detainee Rene Gomez Manzano, 
who has spent more than 18 months in prison without charge, 
is a poster child for legal-system injustice. An attorney 
disbarred in 1995 for advocating legal reforms, Gomez was 
nursing a cold at home on July 22, 2005 when five political 
police officers arrested him for public disorder. He was 
accused of taking part in a protest earlier in the day 

outside the French Embassy in Havana. In fact, he had not 
participated. This annoying detail has yet to prompt the 

Cuban Government to set Gomez free. He is a close associate 
of Martha Beatriz Roque, and only one of 283 documented 
political prisoners and detainees in Cuba. End Summary. 


2. (C) No protester, eyewitness or journalist has ever placed 
Gomez, now 63, near or at the scene of the 2005 French 
Embassy protest. However, January 30 marked his 558th day 
behind bars. He was held first at a police station, then at 

the Villa Marista detention center, where he launched a 
hunger strike. Four foodless days later, the GOC transferred 
him to the Carlos Finlay military hospital and, not long 
thereafter, to Nieves Morejon prison in Sancti Spiritus 
province, in central Cuba. 


POLICE DOSSIER UNDER WRAPS 


3. (C) The police dossier on Gomez has never been made 
public. However, the Havana City Provincial Tribunal noted 

in a written statement on Nov. 16, 2005 that the dossier 
accuses Gomez of having \"participated in disturbing the 

public order... in front of the French Embassy ... with the 
subversive objective of destroying the independence and 
economy of Cuba.\" (Note: The protest was aimed at 

criticizing the arrests and beatings, nine days earlier, of 

around 40 dissidents who commemorated the GOC\'s 1994 sinking 
of the \"13 de Marzo\" tugboat. The July 22, 2005 protestors 
chose to demonstrate outside the French Embassy because the 
French had invited the Cuban Foreign Minister to attend a 
Bastille Day celebration on July 14, 2005. End Note.) 


ROQUE: GOMEZ OPPOSED THE PROTEST 
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4. (C) Although the July 22, 2005 protest was organized by 
Martha Beatriz Roque, head of the Assembly to Promote Civil 
Society (APSC), of which Gomez is an executive, Roque told us 
on January 30 that Gomez strongly opposed the protest idea. 
She said Gomez argued that the 40 citizens who carried out 

the \"13 de Marzo\" protest were merely trying to burnish their 
refugee credentials, to be allowed to leave the island. 

Roque, who has worked hard to draw public attention to 
Gomez\'s case, made clear that he had played no part in 
organizing the event or taking part in it. 


SIX-MONTH MAXIMUM 


5. (C) The lack of a connection between Gomez and the July 
22, 2005 protest has not compelled the GOC to release him. 
According to Cuba\'s Code of Penal Procedure, police 
investigators have no more than six months to forward their 
dossier to the Public Prosecutors Office for action. Article 
107 of the Code also allows the Attorney General (AG) to 
grant Wa new term\" (usually lasting one, two or three months) 
to give the police more time for investigation. In Gomez\'s 
case, the AG has authorized nine new terms, and appears 
likely to grant more in the future. 


LEGAL CHALLENGES REJECTED 


6. (C) Gomez, who is unmarried, receives periodic visits from 
his only sibling, Jorge, who has spent much of the past year 
and a half waging a legal battle with the GOC to win freedom 
for his brother. Jorge, a sculptor aged 74, told us on 

January 29 that the GOC had accepted but eventually denied 
six separate legal petitions he filed, including a writ of 

habeas corpus, formal complaints with the AG, and several 
appeals. Thus far, 30 provincial-court judges and 
Supreme-Court justices have ruled that Gomez\'s \"provisional 
imprisonment\" is being carried out in strict accordance with 
Cuban law. Jorge, who mocks the \"provisional\" designation, 
faults the GOC for proceeding with a case that \"they know is 
false; they know he wasn\'t at the protest.\" Jorge adds: \"The 
fact is, my brother\'s case is being decided at high levels. 
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The judges have no say in the matter.\" 


GETTING BY 
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7. (C) Gomez, a Havana native, continues to kill time at 
Nieves Morejon, a maximum-security prison known for its 
brutality. He has not been mistreated, his brother says, 

adding that guards seem to have an unspoken respect for him, 
although fellow prisoners sometimes steal food brought in by 
visitors. This is not Gomez\'s first incarceration. In 1997, 

he started serving a four-year term for being one of four 
signers of The Homeland Belongs to All,\" a document written 
in response to a Communist Party manifesto on Cuba\'s 
\"genuinely democratic system.\" Jorge says Gomez remains in 
high spirits and \"rooted in his convictions.\" 


COMMENT 


8. (C) The likely reason for Rene Gomez Manzano\'s arrest and 
detention was his leadership and organization of a large 
gathering of the Assembly to Promote Civil Society, on May 

20, 2005. He is only one of 283 political prisoners and 
detainees documented by Elizardo Sanchez\'s Cuban Commission 
for Human Rights and National Reconciliation. Thousands of 
other Cubans are serving prison terms of up to four years for 
\"dangerousness,\" in the absence of any criminal activity. 

The well-being of Cuba\'s political prisoners and detainees is 
difficult to ascertain. The GOC allows occasional visits by 
close family members but not journalists or human rights 
advocates. The ICRC has not been allowed to visit since 1989. 
WILLIAMS 
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Classified By: ECONOMIC OFFICER STEPHEN WHEELER FOR REASONS 1.5(b)(d) 


1. (SBU) At a January 26 meeting with the Ambassador 
arranged at short notice by Customs Director General Miguel 
Cocco, President Leonel Fernandez said that his 
administration had arrived at an interim agreement with the 
passenger transportation sector to avoid general strike of 
buses and \"public taxis\" previously announced for January 
30. Fernandez, who had spent the day in the countryside 
campaigning, was cordial as usual but appeared tired. When 
the Ambassador greeted him, the President responded, \"I\'m 
still alive A". 


2. (C) Fernandez said that the state had played an 

intermediary role in calming problems in the transportation 
sector, but said that the dispute between Chevron and fuel 
transporters \"has nothing to do with the government. He 
expressed dismay that the issue was holding up entry into 

force of DR-CAFTA for the Dominican Republic. \"Sometimes it 
seems that Washington doesn\'t want this agreement with us. 
We had everything complete in December and we still didn\'t 
get in.\" 


3. (C) The Ambassador assured Fernandez that the United 
States wants DR-CAFTA to enter into force for the Dominican 
Republic as soon as possible. He agreed that Chevron\'s 
negotiations with its service providers should be a private 
business matter. At the same time, he said, the U.S. 
governmnet has serious concerns over Commerce Ministry 
Resolutions 148-06 and 23-07, which appear to bar fuel 
companies operating in the Dominican Republic from exercising 
their contractual option to terminate contracts with 

Dominican trucking firms upon 30 days\' notice without further 
justification. The Ambassador said that these resolutions 

are in conflict with the services chapter of CAFTA and are 
holding up entry into force. He urged that a solution be 
found, suggesting cancellation of the resolutions or issuance 
of new ones thatwould eliminate the CAFTA conflicting 
provisions. 


4. (C) Fernandez responded, \"If Chevron can agree with the 
transporter, we can rescind the resolutions. However, if we 
were to rescind now, a widespread strike could occur.\" He 
repeated his point of view that this should not be a DR-CAFTA 
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issue. When the Ambassador pressed for elimination or 
modification of the resolutions, Fernandez responded, \"We\'ll 
let Chevron negotiate first, then when everything is clear 

we\'ll rescind the resolutions. We need time to avoid public 
disorder. (Note: Chevron representatives told Embassy 
officer that Secretary of Industry and Commerce Garca had 
proposed delaying contract cancellations for two years when 
they met with him earlier last week. Chevron is studying the 
Dominican proposal.) 


Cocco\'s View 


5. (C) That morning the Ambassador had met with Director for 
Customs Miguel Cocco on another subject. When the impasse 
over fuel contracts came up, Cocco said, \"This isn\'t about 

the jobs of a bunch of drivers. It\'s about 4 or 5 people!\" 

He was referring to the owners of the transport companies 

with contracts being cancelled by Chevron. Cocco called the 
national security argument used by Garca \"spurious\" and 
\"infantile.\" At one point, Cocco, who met with the 
Ambassador and Embassy officers alone, called in an assistant 
and said he wanted her to hear what he was about to say. He 
proceeded to explain that the transportation sector in the 
Dominican Republic is a thoroughly corrupt business and has 
been for years -- comments for which he received ready 
agreement from the assistant. He added that the fuel 

transport business is a monopoly that \"has to be stopped.\" 
Upon hearing that the Ambassador had not received a response 
from the presidency on a request for a meeting, Cocco 
peremptorily told his assistant to get the President\'s party 

on the phone. The presidency confirmed the meeting for the 
Ambassador shortly afterwards. 


Comment: 


6. (C) The fact that President Fernandez linked the general 
strike to Chevron\'s contract cancellations indicates that the 
government\'s priority is to avoid disruption in the transport 


sector just as presidential campaigning is getting under way 
for May 2008. Administration strategists might try to use 
management of the Chevron cancellations to suggest that the 
government is tough, even though it has temporized with the 
passenger transport sector and may be seeking to escape its 
commitment to the IMF to cut government subsidies for cooking 
gas, the majority of which is sucked up by passenger 
transport vehicles. And the President\'s stated view that 

this is an issue between two private sector firms is not 
logically consistent with his support for the intervention of 

his Secretary of Industry and Commerce in private sector 
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contracts. The government acknowledges that resolutions 148 
and 23 were issued in response to Chevron\'s attempt to 
exercise its contract provisions. They directly curtail 
Chevron\'s ability to conduct its business operations freely 

in accordance with existing Dominican laws. 


HERTELL 
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STATE FOR IO/RHS AND DRL/MLGA 


E.O. 12958: DECL: 01/31/2017 

TAGS: PHUM, PREL, UNHRC-1, Cl 

SUBJECT: SOUNDING CHILE ON 2007 HUMAN RIGHTS COUNCIL 
CANDIDACY 


REF: A. STATE 10652 
B. SANTIAGO 0143 
C. 06 SANTIAGO 0847 


Classified By: Deputy Chief of Mission Emi Yamauchi for reasons 1.4(b) 
and (d). 


1. (C) The GOC plans to run a candidate for the Human Rights 
Council in 2008, but may be open to running in 2007. Per 
Reftel A, EPOL Counselor met with Acting Director for 
Multilateral Affairs Patricio Acuna January 31. United 

Nations Affairs Section Chief Patricio Utreras and Poloff 

also attended the meeting. Utreras served in Chile\'s mission 
in Geneva through 2006. 


2. (C) Acuna confirmed that Chile had planned to run for a 
GRULAC seat on the Human Rights Council (HRC) in 2008. Chile 
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appreciated the U.S. expression of support for a Chilean 
candidacy in 2007, and Acuna said he would explore with other 
sections of the Foreign Ministry whether Chile was in a 

position to pursue a seat this year. Human rights is Wa 
constant and basic preoccupation for Chile." However, the 
MFA was interested in several other positions in UN bodies 
also important to Chile\'s foreign policy agenda. A decision 

to run for the HRC this year would have to be coordinated 

with the Candidacies office and other interested sections. 


3. (C) EPOL Counselor stressed that 2007 would be a key year 
in establishing the HRCVs program of work and deciding on its 
mechanisms and structures. FM Foxley had told the Ambassador 
(ref B) that Chile is trying to send a message to other 

countries in the region that the Chilean path is the only one 

that leads to political stability and a healthy democracy. 

Running for the HRC in 2007 would reinforce that message. It 
was important that strong democracies take an active role 

this year in shaping the HRC before it falls into the same 

vices that beset the Human Rights Commission. 


4. (C) Utreras stated that the UN General Assembly had \"not 
finished the job\" when it created the HRC, falling short in 
creating basic conditions for serving on the HRC and leaving 
important issues like method of work and procedures 
undefined. This uncertainty had created a \"tangled thicket\" 
of competing interests in forming the HRC\'s mission and 
agenda. The ensuing complications and contradictions were 
unlikely to be resolved in the HRC\'s next session, regardless 
of the deadline established for 2007. 


5. (C) Acuna said \"institutions do not form in a vacuum,\" 

and that in many ways, because of the broader political 
climate in the UN, the HRC was reconstructing itself as the 
Human Rights Commission. Unfortunately, many of the most 
important attributes of the Commission, such as issuing 
country-specific resolutions and naming rapportuers and 
assessment missions had grown organically out of 50 years of 
work. The creation of the HRC without institutionalizing 

these practices had put them in doubt. Chile had pressed 
aggressively in the HRC working groups to ensure the HRC had 
teeth, and would continue to take an activist role. Having a 
vote could help in that work. 


6. (C) Acuna was interested in knowing what other GRULAC 
countries were pursuing HRC seats in 2007, or had expressed 
interest ex-oficio. Poloff said that to date, no other 

countries had declared their candidacies. The U.S. was 
approaching Chile and some other countries to gauge their 
interest. We understood that Argentina would go off the HRC 
this year but run again in 2008. The U.S. had not yet 
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decided whether to run in our regional group. Acuna 
reiterated that the MFA would have to consider its other 
goals and priorities for 2007 UN elections, but that he would 
investigate the idea of an HRC run. 


7. (C) Comment: Both Acuna and Utreras seemed visibly 
pleased that the U.S. was reaching out to Chile to take up a 
seat on the HRC in 2007. Given that February is vacation 
month in Chile and relatively few officials will be working 

in the Foreign Ministry, Post does not expect a definitive 
answer in the next few weeks. The seed has been planted and 
Post will cultivate it as the opportunity presents. 

KELLY 
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USDOJ FOR ANDREW BEACH, BRUCE SWARTZ, MATT FRIEDRICH 


E.O. 12958: DECL: 12/01/2016 

TAGS: PREL, PGOV, PTER, SNAR, KJUS, PHUM, AR 

SUBJECT: ARGENTINA: SCENESETTER FOR ATTORNEY GENERAL 
GONZALES 


Classified By: Ambassador E. Anthony Wayne for Reasons 1.4 (b) and (d). 


1. (C) Introduction and Summary: Embassy Buenos Aires warmly 
welcomes you and your delegation to Argentina February 6-7. 
While the Kirchner administration does not always see eye to 

eye with the USG, it continues to be an important partner in 
fighting transnational crime, drug and human trafficking, as 

well as terrorism. In recent months, we have seen a greater 
interest by senior-level GOA officials in engaging in 
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dialogue with us and in identifying areas where we can 
strengihen cooperation, including in law enforcement and 
judicial reform. This does not mean that we expect 
significant or immediate changes in foreign policy, or public 
statements in support of the U.S. from President Kirchner, 
but it has become increasingly clear that the GOA wishes to 
engage us positively and is looking for ways to do so. 


2. (C) Your visit is an opportunity to push forward our 
improving and increasingly productive bilateral relationship 
in the area of justice reform and law enforcement. Areas 
where we may increase cooperation include: soliciting 
international support for Argentina\'s judicial process in 
investigating the AMIA terrorist bombing case; assisting 
Argentina\'s transition to an accusatorial judicial system; 
strengthening Argentina\'s anti-corruption efforts; and 
deepening our partnership in the fight against terrorism, 
drugs, human trafficking, and organized crime. You will find 
in Argentina increased public concern over the flow of 
illicit narcotics and common crime. END SUMMARY AND 
INTRODUCTION. 


3. (U) Kirchner\'s administration has strongly supported 
counterterrorism policies, as Argentina has itself twice been 
a victim of international terrorist attacks in the early 

1990s. The GOA has ratified all of the 12 international 
counterterrorism conventions. Argentina is a participant in 
the Three-Plus-One regional mechanism, which focuses on 
possible terrorist-related activity in the Tri-border region. 

On December 20, 2006, President Kirchner sent the GOA\'s 
long-anticipated draft antiterrorism and counterterrorism 
finance bill to Congress (in good part to comply with 
Financial Action Task Force (FATF) requirements). The draft 
criminalizes terrorism and terrorism financing and empowers 
law enforcement agencies to fight such crimes. 


AMIA 


4. (C) On July 18, 1994, Argentina suffered its worst 

terrorist attack, when the Argentine-Israeli Mutual 

Association (AMIA) was bombed, killing 85 and wounding many 
more. The attack came two years after a terrorist attack on 

the Israeli Embassy in Buenos Aires left 29 dead. The 

release of the AMIA special prosecutors\' report in October 
2006 and the issuance the following month of arrest warrants 
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for the eight former Iranian government officials are of 

major international import. While Kirchner\'s official 

position has been not to interfere in judicial affairs, 

without KirchnerYs behind the scenes support, AMIA Special 
Prosecutor Nisman\'s report never would have seen the light of 
day, nor would the GOA have sent a strong delegation to the 
January 22 meeting at Interpol to seek support for issuing 
international arrest warrants or, 

\"red notices.\" 


5. (C) Some in the press have interpreted Kirchner\'s AMIA 
policy as a way of seeking rapprochement with the U.S. (while 
also trying to avoid a frontal conflict with Iran or 

Venezuela). Whatever the truth, we continue working closely 
but quietly with the GOA to support bringing the perpetrators 
to justice, including intense behind the scenes work with the 
AMIA prosecutors in strengthening their Interpol submissions. 
Continued close coordination will be necessary in the coming 
weeks before the expected March meeting of the Interpol 
Executive Committee where consideration will be given to 
Iran's demand that the GOA requests for \"Red Notices\" on the 
AMIA suspects be disregarded by Interpol. Failure of 


Interpol to uphold the GOA request for Red Notices would be a 
serious blow to the GOA and a win for Iran. 


6. (C) Argentina is a source for precursor chemicals and is 

a transit country for cocaine flowing from Bolivia, Peru, and 
Colombia. The current uncertainty in Bolivia has exacerbated 
Argentina\'s drug trafficking situation. Argentine 

authorities link a major rise in consumption of paco, a toxic 
and highly addictive by-product of cocaine processing, to an 
increased flow of Bolivian cocaine base into Argentina. 

Local press have given increasing coverage to their problems. 
To combat this problem, Argentine Security Services work 
closely with the United States on counternarcotics 

activities. The DEA-sponsored Northern Border Task Force 
(NBTF), located in the major transit route for cocaine 

entering Argentina from Bolivia, is widely seen as the most 
effective and successful counternarcotics group in the 

nation. 


7. (U) The Argentine legal system is a mixture of U.S. and 
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Western European legal systems, and is in the process of 
moving from an inquisitive to an accusatorial system. 
Argentina\'s criminal justice system slowly began moving 
toward a more American model of law enforcement and 
jurisprudence in the 1990s. Nevertheless, vestiges of the 
Napoleonic legal system still hinder efficiency and freedom 
from political influence. The province of Cordoba is 
recognized as a pioneer in legal reform in Argentina and was 
the first to transition to an accusatorial legal system; it 

is currently holding jury trials in criminal cases on a 

limited basis. 


8. (U) One of President Kirchner\'s priorities in assuming 
office almost four years ago was to reform the Supreme Court, 
with the goal of removing the so-called \"automatic majority" 
of five supposedly corrupt and unqualified justices appointed 
by former President Menem. All five members of this 
\"automatic majority\" have been officially impeached or forced 
to resign. The voluntary retirement of another justice meant 
that Kirchner had the opportunity to name six new justices to 
the Supreme Court. Kirchner has only appointed four new 
justices, widely viewed to be much better qualified and in 

most cases politically independent than the justices they 
replaced. Analysts speculate that Kirchner did not fill the 
remaining two vacancies to avoid public perceptions that he, 
too, was packing the court. 


9. (U) Currently, Congress is considering a bill that would 
gradually reduce the court from nine to five justices. Legal 
experts and leading editorialists support the bill, asserting 
that it would restore the Court\'s credibility and judicial 
independence as well as improve the Court\'s efficiency in 
reviewing cases. However, the Argentine public has not 
supported all of Kirchner\'s efforts to reform the judicial 
system. His efforts to reform the Council of Magistrates 
(the body that nominates and disciplines federal judges) in 
March 2006 met considerable public opposition, despite its 
eventual passage by Argentina\'s Congress. Critics claim the 
Council's new composition increases the Executive\'s 
influence. 


10. (U) The Prosecutor General\'s Office (Procuradoria) is 
the prosecutorial arm of the Argentine federal government. 
Prosecutor General Esteban Righi operates in close 
coordination with Argentina\'s security forces, the Federal 
Police, National Gendarmes (Border Force), the Naval 
Prefecture (or Coast Guard), and the Aeronautical Police 
Agency. The security forces come under the authority of the 
Minister of Interior, who has made one of his key priorities 

in recent years to address notoriously ineffective 

inter-force coordination and sharing of information and 
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databases. The Interior Minister has expressed interest in 
learning more about such coordination experience in the 
United States. In addition to the Procuradoria, the Ministry 

of Justice and Human Rights is charged with the investigation 
of human rights cases, supervision of the penal institutions, 
and is the central authority on Mutual Legal Assistance 
Treaty (MLAT) matters and extraditions. 


11. (SBU) Kirchner\'s domination of the political scene and 

a divided opposition has made it difficult for Argentina\'s 
historically weak democratic institutions to provide 

effective checks and balances. Although Argentina\'s Ministry 
of Justice and Human Rights has an Office of Anti-Corruption, 
it has mostly focused on investigating cases of corruption 
during the Menem and De la Rua administrations, with little 
action taken on accusations against the Kirchner 
administration. Corruption in the judiciary and within the 
police is widespread. Argentina ranks 93rd out of 163 
countries in Transparency International\'s Corruption 
Perceptions index, with a majority in Argentina agreeing with 
the statement that \"corruption affects political life to a 

large extent\". 


12. (C) The Kirchner administration has made human rights 
an important domestic policy priority by lifting the immunity 
laws that prevented prosecution of human rights abuses during 
the military dictatorship. The resulting flood of human 

rights trials of former police and military officials is part 

of a larger debate within Argentine society over reexamining 
the country\'s past. The brief detention this month of Isabel 
Peron (former president and wife of former president Juan 
Peron) in Spain and the judicial investigation into the 

right-wing death squad Triple A -- both for alleged 

involvement in human rights abuses in the 1970s -- have led 
some to criticize the government\'s seemingly one-sided 
approach to the investigations and trials. For now, judicial 
investigations remain limited to military, police, and other 
former government officials and neglect crimes committed by 
members of leftist guerrilla groups, some former members of 
which hold senior positions under Kirchner. In part because 

of Argentina\'s experience with the human rights abuses during 
the \"Dirty War", many in Argentina, including senior 

officials in the GOA, are highly critical of our Iraq and 
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Guantanamo policies. 


13. (U) While the Argentine government generally respects 
the human rights of its citizens, the following human rights 
problems have been reported: instances of killings and 
brutality by police and prison officials, which the 

government investigated but often did not punish; 
overcrowded, substandard, and life-threatening prison and 
jail conditions; occasional arbitrary arrest and detention; 
prolonged pre-trial detention due to an overwhelmed judicial 
system; weakening of the independence of the legislative and 
judicial branches; government pressures on the media; 
domestic violence and sexual harrassment against women; 
trafficking in persons for sexual exploitation and labor, 
primarily within the country; and child labor. 


14. (U) Argentina is currently on our Tier 2 Watchlist for 
Trafficking in Persons for its failure to show evidence of 
increasing efforts to combat trafficking over the previous 
year, particularly in the key area of prosecutions. It is 
primarily a destination country for women and children 
trafficked for the purposes of sexual and labor exploitation. 
Most victims are trafficked internally, from rural to urban 
areas, for exploitation in prostitution. Argentine women and 
girls are trafficked to neighboring countries for sexual 
exploitation. Foreign women and children are trafficked for 
commercial sexual exploitation, primarily from Paraguay, but 
also from Bolivia, Brazil, the Dominican Republic, Colombia 
and Chile; and Bolivians are trafficked for forced labor. 
Argentina\'s Congress has introduced various bills to 
criminalize human trafficking, but it has not yet passed 
legislation. The GOA needs to expand law enforcement 
training on victim identification and assistance. 


15. (U) A significant rise in crime since the financial 

crash of 2001 has pushed security issues to the forefront of 
social and political debate. There is no transparent system 
used by the GOA to report reliable crime statistics, so the 
much-discussed rise in crime is often not reflected by crime 
statistics. Political analysts speculate that the government 
prefers to underreport crime statistics to avoid the 
embarrassment of its inability to combat criminal activity. 
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16. (U) Juan Carlos Blumberg, father of young murder victim 
Axel Blumberg, has held a number of mass public 
demonstrations since 2004 on the governmentVs inability to 
combat crime. Blumberg,s successful anti-crime marches and 
rallies have raised the issue to among the top concerns in 
Argentina, according to public opinion polls. Blumberg,s 
activism has made him a household name, and this fame has 
gained him entry into Argentina,s political scene. Although 
his rallies have drawn huge crowds of support, he has 
recently been criticized for his hard-line views on 

prosecuting criminals, his efforts to unite the political 
opposition to President Kirchner, and his anticipated formal 
foray into politics. 


17. (C) Argentina was once one of the richest countries of 

the hemisphere, achieving a GNP per capita that was among the 
top ten in the world in the early 20th century. However, the 
history of Argentina over the last 70 years has been one of 
economic decline and political instability. Many Argentines 

are at a loss to explain how their country, blessed with rich 
natural resources, a fertile land and a talented and 
well-educated population, could have fallen so far. Some 

blame the military dictatorships, which predominated between 
1930-1983; many blame Peron and \"Peronism;\" and a significant 
number blame external factors: the IMF, the U.S., and, toa 
lesser extent, Europe, especially following the 2001-2002 
economic crisis. 


18. (U) Left-of-center Peronist Nestor Kirchner, in office 
since May 2003, is widely perceived to be the strongest 
Argentine president since the return to democracy in 1983, 
and he faces a weak and divided opposition. Argentines give 
Kirchner much of the credit for the country\'s phoenix-like 
economic recovery. Political interest is focusing 

increasingly on this year\'s October presidential elections. 

If he chooses to run, Kirchner is expected to win reelection 
easily. There has been much speculation, including from 
President Kirchner himself, that his wife, Senator Cristina 
Fernandez de Kirchner, will stand in his place. Declared or 
potential opposition candidates include former Economy 
Minister Roberto Lavagna, businessman and president of the 
famed Boca Juniors soccer team Mauricio Macri, center-left 
national congresswoman Elisa Carrio, Governor of Neuquen 
province Jorge Sobisch, and former President Carlos Menem. 
However, the opposition is very divided and both Kirchners 
have commanding leads in the polls. 
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19. (SBU) Argentina has had an impressive recovery since 
suffering the worst economic crisis in its history in 

2001-02, including the largest sovereign default in world 
history and a 70% nominal devaluation of its currency. Real 
GDP growth has been in the 8-9% range in each of the past 
four years, with GDP reaching about $206 billion at the end 
of calendar 2006, approximately $5,300 per capita. Economic 
expansion is creating jobs and unemployment dropped from 
21.5% during the height of the crisis in 2002, to 10.2% 
during the third quarter of 2006. Poverty has also fallen 
from the post-crisis level of 60%, but remains stubbornly 
high, at about 31% now living below the poverty line. 
WAYNE 
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SIPDIS 
SIPDIS 
WHA/BSC DREW BLAKENEY, NEA/| THOMAS WARRICK 


E.O. 12958: DECL: 01/30/2017 
TAGS: PREL, OFDP, KCOM, AR, IQ 
SUBJECT: ARGENTINA TO ALLOW IRAQ TO REESTABLISH EMBASSY 


REF: A. BUENOS AIRES 81 B. BUENOS AIRES 21 
Classified By: AMBASSADOR E. ANTHONY WAYNE FOR REASONS 1.4 (B) AND (D) 


1. (C) The Argentine government plans to inform the Iraqi 
government in February, that the GOA would allow the GOI to 
reopen its Embassy in Buenos Aires (sometime in March\", Vice 
Foreign Minister Roberto Garcia Moritan told the Ambassador 

in a meeting on January 30. Garcia Moritan stressed that the 
GOA\'s reluctance to decide on the matter in January was \"not 
a political decision\". Rather, \"the timing was not right" 

for a variety of reasons. (Comment: Although this is 

welcome news, we would not be surprised if the March 
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timeframe may slip, as this is when the Interpol Executive 
Committee will meet to decide on Argentina,s applications 
for international arrest warrants of suspects allegedly 
involved in the 1994 terrorist bombing of the Argentine 
Israeli Mutual Association (AMIA)). 

WAYNE 
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SIPDIS 

DEPT FOR S/WE, SASHA MEHRA AND GERDA LANE 
E.O. 12958: N/A 

TAGS: KWMN, PHUM, PREL, ES 

SUBJECT: EL SALVADOR: INFLUENTIAL WOMEN 
REF: 06 STATE 178055 


Post has identified the following women as most influential 
in El Salvador: 


--Vice President of the Republic, Ana Vilma de Escobar 
--Former Foreign Minister, Maria Eugenia Brizuela de Avila 
--President of the Chamber of Commerce, Carmen Elena de Alfaro 
--Minister of Education, Darlyn Meza 

--Rector of the National University, Maria Isabel Rodriguez, 
Post\'s officer covering women\'s issues is IO Rebecca 
Thompson. Specific contact information is not provided for 
these women, but the Embassy\'s Protcol Section is happy to 
make direct contact or pass messages on behalf of the 
Department at any time. 

Glazer 
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E.O. 12958: N/A 

TAGS: UNGA/C-5, AORC, KUNR 

SUBJECT: UN CAPITAL MASTER PLAN: MORATORIUM ON GIFTS DURING 
RENOVATION 


1. SUMMARY: USUN has received the following diplomatic note 
dated 10 January 2007 from the United Nations 
Under-Secretary-General for Management noting that there will 
be a moratorium on gifts during the Capital Master Plan 
implementation period. Full text of note is below. 


2. Begin Text: 
Excellency, 


In preparation for the proposed Capital Master Plan (CMP) 
renovation project, the United Nations requires a moratorium 
on gifts to the UN Headquarters in New York. We must 
therefore request that each Member State postpone offering 
any new gifts starting 15 January 2007 until the projected 
completion of the CMP, presently estimated for the end of 
2014. 


In addition to being unable to accept new gifts, we would 
like to inform you that all existing removable gifts will 

need to be temporarily removed for safekeeping from the 
Headquarters complex because of construction. As you are 
aware, the Financial Rules and Regulations of the 
Organization require donors to be responsible for all 
gift-related expenses. In addition, General Assembly 
resolution 61/251 on the Capital Master Plan requests the 
Secretary-General to ensure that the works of art, 
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masterpieces and other gifts are appropriately handled during 
all the stages of the renovation work and that all associated 
costs are foreseen. The resolution also requests the 
Secretary-General to cooperate with those Member States who 


SIPDIS 
wish to take care of their works of art, masterpieces and 
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others during the renovation period. 


In connection with the removal, crating, transportation, 
insurance and storage of its gift(s), as well as for the 
re-installation once the renovations are completed, the 
Secretariat would be happy to coordinate with your Mission to 


SIPDIS 

ease and expedite this process. The United Nations contact 
for matters concerning gifts is Mr. Florin lonescu, Secretary 
of the Arts Committee, telephone: (212) 963-6179, room 
S-2180D. 


We appreciate your cooperation and support in this endeavour. 


Please accept, Excellency, the assurance of highest 
consideration. 


/s/ 


Alicia Barcena 
Under-Secretary-General 
for Management 


His Excellency 

The Permanent Representative of the United States of America 
to the United Nations 

New York, NY 


END TEXT. 
WOLFF 
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STATE FOR WHA/BSC, WHA/EPSC, EB/TPP 
TREASURY FOR OSIA AND OTA 

STATE PASS USTR FOR SUE CRONIN 
USAID FOR AA/LAC ADOLFO FRANCO 

NSC FOR DAN FISK 

SOUTHCOM FOR POLAD BARBARA MOORE 


E.O. 12958: DECL: 01/31/2026 
TAGS: ECON, EFIN, ETRD, PA, PGOV, PINR, PREL 
SUBJECT: PARAGUAY,S MERCOSUR DIRECTOR SKEPTICAL 


REF: ASUNCION 54 


Classified By: ECON Patrick R. OVReilly for reasons 1.4 (b) and (d). 


1. (C) Paraguay,s lead Mercosur coordinator, Didier Olmedo, 
shared his deep skepticism of the bloc to econoff. He 
criticized Mercosur as diluted by a political agenda that has 
evolved to the exclusion of the issues important to Paraguay: 
greater integration with real market access not restricted by 
non-tariff trade barriers (NTBs) as is the case today. 

Olmedo criticized Mercosur,s emphasis on trade agreements 
with outside parties that were generally insignificant in 
practical terms owing to restricted product coverage. 
Commenting on Paraguay,s presidency, he explained that given 
Mercosur,s consensus-based procedures, holding the 
Presidency means little in terms of setting the agenda. He 
was critical of the accession plans of Bolivia and Venezuela, 
noting that Venezuela has balked at entry requirements that 
are less stringent than those faced by Paraguay as an 
original member, and that Bolivia,s desire to be a full 
member of both Mercosur and the Andean Community may not be 
technically feasible under existing Mercosur rules. Olmedo 
blamed Brazil for using Mercosur as a tool to burnish its 
image while mismanaging the real opportunity for greater 
integration. Despite all the problems, though, practical 
considerations - including Paraguay,s landlocked status, 
President Duarte,s consistent public comments skeptical of 
globalization and free trade - suggest that the GOP will not 
seek serious alternatives to Mercosur any time soon. END 
SUMMARY. 


2. (C) Econoff met on January 25 with Didier Olmedo, the 
Director General of Economic Policy at the Ministry of 

Foreign Affairs (MFA) and the Government of Paraguay,s chief 
technical level coordinator of Mercosur issues. The GOP 
manages its Mercosur policy on an inter-institutional basis, 
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but Olmedo, who has the diplomatic rank of Minister, has the 
lead within the GOP. 


3. (C) Olmedo was quite skeptical of Mercosur generally, 
commenting that it had become increasingly &light8 and 

diluted with a political agenda that no longer dealt 

seriously with issues of integration. He said that comparing 

the agenda today to that from ten years ago reveals an 

abysmal decline in ambition in terms of true integration and 
movement toward a customs union. (NOTE: For Olmedo, the best 
long-term development solution for Paraguay would be truly 
unfettered market access to the bigger members of Mercosur 
and the integration of Paraguayan producers into the 

production chains of those countries. END NOTE.) The 

tension between Uruguay and Argentina, and between Brazil and 
Argentina and the latter,s bypassing of internal Mercosur 

dispute settlement mechanisms in favor of the WTO highlight 
the current weakness of Mercosur institutions. 


4. (C) Olmedo criticized Mercosur,s emphasis on trade 
agreements with outside parties that were generally 
insignificant in practical terms owing to restricted product 
coverage. He mentioned South Africa, Israel, and Pakistan 
and attributed the outreach to Brazil,s overarching desire 

to be seen as a leader of developing countries. For him, the 
agreements help Paraguay very little since agricultural 
exports are limited in most of them, and they distract 
attention from the lack of integration within Mercosur. 


5. (C) The Presidency of Mercosur lasts for six months and 
passes among the four founding members. Since agreement is 
by consensus in Mercosur and any member can propose an 
initiative, holding the Presidency means little in terms of 
setting the agenda and amounts largely to logistical 
burden-sharing, since the country with the Presidency is 
responsible for coordination of meetings, distribution of 
minutes and other tasks -- that is, if the country plays 

fair. He complained that in practice Brazil and Argentina 
often use the presidency to obstruct the initiatives of the 
other members, pretending not to have received emails or 
faxes and otherwise creating obstacles to initiatives about 
which they are unenthusiastic. 
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6. (C) Olmedo compared the case of Bolivia to the old 

Brazilian movie &Dona Flor and Her Two Husbands.8 Bolivia 
wants to enter Mercosur but remain part of the Andean 
Community, something that would be extremely difficult 
technically and practically and which may even be legally 
impossible under existing Mercosur rules. Olmedo complained 
that the document prepared by Brazil that proposed the 
acceptance of Bolivia as a full member of Mercosur was full 

of political prose, but barely mentioned the established 

legal requirements for entry. The increasingly political 
management of the bloc creates problems for technical experts 
who must try to find a way to fit political decisions into 

the existing technical and legal framework of Mercosur. 


7. (C) The entry of Venezuela and the push to accept Bolivia 
create problems for Paraguay. On a personal level, Olmedo 
commented that Chavez is disruptive in the Summit meetings, 
routinely discussing issues outside the matter at hand and 
ignoring time limits on interventions. Olmedo also claimed 
that Chavez wants the rules of accession changed, despite 
being offered more generous terms than Paraguay had when it 
became part of Mercosur (e.g., in terms of the time frames 

for adjusting external tariffs toward the Common External 
Tariff, lowering tariffs applicable to Mercosur members 

toward zero, and acceding to other Mercosur agreements). All 
of which is compounded by the fact that Venezuelan 
requirements for import permits (and corruption, in cases 
where the permits have been phased out) severely limit the 
ability of Paraguayan firms to export to Venezuela now. He 
compared Chavez to a rude patron who joins a club without 
paying any dues and wants the rules changed and the 
facilities renovated. 


8. (C) Paraguay, which represents less than one percent of 
Mercosur,s GDP, and Uruguay generally act in concert in 
seeking differential benefits from Brazil and Argentina 

within Mercosur. Olmedo questioned whether Uruguay, which 
even after its financial crisis is far wealthier than 

Paraguay, really deserves the same treatment as Paraguay. He 
also questioned what would happen if Bolivia were to become a 
full member, since Bolivia is already seeking similar 

treatment. A bloc with more &asymmetrical8 countries than 
normal ones inevitably would reduce any special treatment 
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available to Paraguay. 


9. (C) Olmedo blamed Brazil for using Mercosur as a tool to 
burnish its image while mismanaging the real opportunity for 
greater integration. He commented that Brazil has 
consistently refused to allow formal discussions of 

non-tariff barriers (NTBs) or investment incentive schemes, 
which he said amount to subsidies in Brazil. A working group 
established in 1994 to discuss NTBs has never met. For 
Paraguay, NTB,s are the highest priority. There are many 
examples of frustrated exporters, including a first-class 
company (Frutika, that makes juice concentrates and exports 
to Germany) finding it nearly impossible to export to Brazil. 

A Paraguayan manufacturer of plastic drink bottles 
encountered obstacle after obstacle that were followed 
closely by the MFA as part of a bilateral working group on 
trade. However, after beating the company down to the point 
of giving up, the Brazilians finally offered investment 
incentives to locate production in Foz du Iguazu, the city on 
the Brazilian side of the Parana river across from Ciudad del 
Este. Olmedo said there are countless examples of such 
&unfair competition8 from Brazil, but Brazil refuses to 
systematically address the problem, offering instead 
piecemeal fixes that look good in the press but ultimately 
prove temporary and ineffective. 


10. (C) Olmedo questioned Brazil,s decision to let Chavez 

into the bloc, but reasoned that Lula must have calculated 

that it,s better to have a competitor close and perhaps 

exert some control. Olmedo foresees continued tension. 

Brazil wants a large Mercosur that it can lead and that will 
burnish Brazil,s standing in the world, but he said that 

Chavez equally wants to use Mercosur to expand his Bolivarian 
revolution. When Econoff pointed out that Chavez is drawing 
from Castro,s playbook, Olmedo agreed and said he saw 
considerable similarity between Chavez and Paraguay,s former 
dictator Alfredo Stroessner, who ostensibly held elections 

and passed laws, despite being very clearly a dictator. He 
mentioned commentary he had once seen by former Brazilian 
President Jose Sarney, who recalled a conversation with 
Stroessner many years ago in which Stroessner professed (and 
seemed to believe) that he had the support of the people and 
was doing what was best for his country. Olmedo sees clear 
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parallels in Chavez. 


11. (C) Olmedo is a seasoned diplomat whose frustration with 
Mercosur is both strong and well-justified. He stopped short 
of suggesting that Paraguay leave the bloc, and gave no 
indication that the MFA or the President had any other 
alternative to continuing to play the hand they dealt 
themselves when they joined Mercosur. Practical 
considerations including Paraguay,s landlocked status as 
well as President Duarte,s consistent public comments 
skeptical of globalization and free trade suggest that the 
GOP will not seek serious alternatives to Mercosur any time 
soon. 


CASON 
CASON 
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RR RUEHWEB 

DE RUEHSN #0172/01 0312108 

ZNY CCCCC ZZH 

R 312108Z JAN 07 

FM AMEMBASSY SAN SALVADOR 

TO RUEHC/SECSTATE WASHDC 5041 

INFO RUEHZA/WHA CENTRAL AMERICAN COLLECTIVE 
RUEAWJA/DEPT OF JUSTICE WASHINGTON DC 


SIPDIS 
SIPDIS 


DOJ FOR ICITAP 
INL FOR AIMEE MARTIN 


E.O. 12958: DECL: 10 YEARS 

TAGS: ASEC, PGOV, SNAR, KCRM, KJUS, ES 

SUBJECT: ICITAP PRISON EVALUATION: NO-COST METHODS TO 
DISRUPT GANG OPERATIONS IN THE PRISON SYSTEM 


Classified By: DCM Michael A. Butler for reasons 1.4(b) and (d) 


1. (U) SUMMARY: From January 8 to 12, 2006, Mike Cooksey 
from ICITAP visited El Salvador to evaluate the Salvadoran 
penal system. Based upon his visit, he made the following 
recommendations: (1) eliminate packages for gang members; 
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(2) require prisoners to work; (3) isolate gang leaders; (4) 
involve the public in prison operations; and (5) realize that 

cell phone jammers alone will not significantly interfere 

with gang operations. These recommendations do not require 
significant additional funds to implements. End Summary. 


2. (SBU) From January 8 to 12, 2006, Mike Cooksey from ICITAP 
visited El Salvador to evaluate the Salvadoran penal system. 

Post solicited this evaluation in response to a request from 
GOES Minister for Public Security Figueroa for low-cost 
recommendations to disrupt street gang operations within the 
Salvadoran prison system. Cooksey has over thirty years of 
managerial experience in the U.S. federal prison system, has 
evaluated and advised prison systems in Trinidad and Tobago 
and the Philippines, and is currently an ICITAP advisor for 

the nascent Iraqi prison system. 


3. (C) Post requested that Cooksey focus his attention on 
disrupting the ability of Salvadoran street gangs to conduct 
criminal operations from prison. During his visit, Cooksey 
and Post INLOff visited prisons with gang populations located 
in Chalatenango, Ciudad Barrios, Cojutepeque, Sonsonate, 
Apanteos, and Zacatecoluca, as well as a new prison under 
construction in Izalco. Based upon these visits, and an 
understanding that neither the GOES nor the USG have 
additional funds to invest in the prison system, Cooksey made 
the following recommendations. 


4. (C) Gang members receive care packages from outside 
parties at least once a week. In theory, internal security 
procedures require that the packages are thoroughly inspected 
for contraband. Prison executives freely admit, however, 

that a lack of staff resources, corrupt prison guards, and 

fear of retribution from outside gang members ensures that 
high levels of contraband enter the prisons. Cooksey advised 
that prison officials phase out packages over time. Ideally, 
packages should be permanently eliminated at any prison in 
which the prisoners are already causing disturbances for 
whatever reason. Eliminating contraband, to include cell 
phones and narcotics, frustrates gang operations, and makes 
the gang population more amenable to rehabilitation. 


5. (C) Under Salvadoran law, prison officials cannot require 
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inmates to work. As a result, most prisoners spend their day 
in idleness, often intoxicated on narcotics or homemade 
liquor. Substance abuse and idleness create an environment 
hostile to rehabilitation, and leads to skirmishes that cause 
violence inside and outside the prison. Cooksey advised 
prison executives to lobby the Salvadoran Legislature to 
change the section of the penal code that prevents forcing 
prisoners to work a specified number of hours during the 
week. (Note: Inmates in U.S. federal prisons can be 
compelled to work. End Note.). 


6. (SBU) The GOES incarcerates the most notorious and violent 
gang leaders at the maximum security prison in Zacatecoluca. 
This policy should be expanded to include any gang member 
exercising influence over other inmates in the prison system. 
Requiring gang leaders to maintain a low profile ) or risk 

being assigned to another prison ) reduces their ability to 

recruit new gang members and to conduct operations. 


7. (SBU) Cooksey advised the prison executives of programs in 
the U.S. and other countries that involve community leaders 

in prison operations. Essentially, a group of community 
leaders meet with prison officials periodically to inspect 


the prisons and to discuss areas for improvement. Educating 
the community leaders helps to demystify prison operations, 
provides positive media coverage, and creates local support 
for funding increases. 


8. (C) Recent media accounts have highlighted the use of cell 
phones by incarcerated gang members to conduct criminal 
operations. In response, the GOES has purchased one large 
cell phone jammer and eight smaller jammers to install in 
prisons with gang populations. Although this strategy has 
some short term benefits, Cooksey opined that installing cell 
phone jammers may create more problems than they solve. In 
addition to blocking the cell phone signals of inmates, the 
jammers will interfere with the cell phones and radios used 
extensively by prison officials for internal communications. 
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So long as prisoners have virtually unrestricted access to 
mail, packages, and visitors, gang members will have the 
means to conduct criminal operations outside of the prisons, 
even without the use of cell phones. 


6. (SBU) The recommendations outlined above do not require 
significant additional funding to implement. Post has 
repeatedly advised the GOES that INL does not have any funds 
to assist with prison reform. GOES interlocutors understand 
our funding limitations. A copy of Cooksey,s report will be 
provided to the GOES and to INL. 

Glazer 
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FM AMEMBASSY CARACAS 

TO RUEHC/SECSTATE WASHDC 7662 

INFO RHMCSUU/FAA NATIONAL HQ WASHINGTON DC 
RHMCSUU/FAA MIAMI ARTCC MIAMI FL" "UNCLAS CARACAS 000214 


SIPDIS 
SIPDIS 


EB/TRA/AN FOR JOEL REIFMAN 
STATE PLEASE PASS TO DEPT OF TRANSPORTATION FOR BRIAN 
HEDBERG 


E.O. 12958: N/A 
TAGS: EAIR, VE 
SUBJECT: CIVAIR: REPONSE TO AMERICAN/SPIRIT DESIGNATION 


REF: 06 SECSTATE 198168 


1. In response to Post\'s diplomatic note No. 809, dated 
December 13, 2006 (reftel), the BRV has provided the Embassy 
a list of requirements for Spirit Airlines to operate route 1 
between the United States and Venezuela and has approved our 
designation of American Airlines (AA) to operate route 6. On 
January 19, 2007, Embassy received a diplomatic note from the 
MFA with a letter attached from the National Institute of 

Civil Aviation (INAC) outlining requirements for Spirit 

Airlines to operate the route, the text of which is 

translated below (paras 3-4). 
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2. INAC also sent Ambassador Brownfield a letter which Post 
received January 29, 2007 informing us that our designation 
of American Airlines has been approved (para 5), provided all 
necessary documents are provided to INAC. AA\'s country 
manager told EconCouns on January 30 that INAC\'s Air 
Transport General Manager Raul Rodriguez Lopez had given AA 
the \"green light\" pending submission of all necessary 
documentation, but that some of the requirements appeared 
onerous (e.g., submission of crew licenses, etc). AA is 
working to meet the requirements and would like to inaugurate 
the route in April. Copies of notes in paras 3-5 have been 
e-mailed to EB/TRA/AN attn: Joel Reifman. Post\'s informal 
translations of the text of the notes follows: 


3. Begin text of diplomatic note DGECI/DTCI Number 006021 
received January 19, 2007: 


The Ministry of Foreign Affairs Director General for 
International Cooperation and Economics, extends greetings to 
the Embassy of the United States of America, and has the 
opportunity to refer to your Verbal Note number 809 dated 13 
December 2006, designating Spirit Airlines, Inc. and American 
Airlines, Inc. to operate regular air transport services 

between the United States of America and the Bolivarian 
Republic of Venezuela. 


With respect to this issue, find attached communication 
GGTA/GOAV/DOI-07-008, dated 16 January 2007, sent by the 
National Institute for Civil Aeronautics (INAC), enumerating 
the requirements to authorize the referenced designation. 


The Ministry of Foreign Relations, General Direction of 
Economics and International Cooperation, Transportation and 
International Communications Division, reiterates to the 
Honorable Embassy of the United States of America assurances 
of our highest and distinguished consideration. End text. 


4. Begin text of letter (GGTA/GOAV/DOI-07-008), attached to 
dip-note, from INAC\'s General Manager for Air Transport, Raul 
Rodriguez Lopez, to the MFA\'s Director General for 
International Economic Cooperation Sohail Hernandez: 


It is an honor to write to you, in the opportunity to make 
reference to the diplomatic note sent by the Embassy of the 
United States of America, through which the company Spirit 
Airlines, Inc. is designated to operate Regular Aerial 
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Transport between the United States of America and Venezuela. 
To this end, | ask your cooperation (MFA) in sending the 
requisites as follows: 


A) Legal documents showing the company\'s address in 
Venezuela (mercantile registry). 


B) Authorization by its government to conduct the proposed 
international service. 


C) Articles of Incorporation of the company and any 
amendments thereto, especially those referring to the sale 
and transfer of shares and capital increases. 


D) Letter of Undertaking by the company in which it submits 
to the legal dispositions of Venezuela\'s Civil Aviation Law, 
its regulations, and jurisdiction of Venezuelan authorities. 


E) Insurance policy or guarantees (original and two copies) 
covering the payment of obligations arising from the 
operation, service, and liability to third parties: 

a. personal accidents (passengers, crew) 

b. civil responsibility (third party liability) in assigned 
routes 

F) Description of flight equipment indicating all their 
features such as make, registration, internal layout, 
specifying the number of seats by service or class, lifting 
capacity, rental contracts (if applicable) and liens, taxes 
or other obligations on them. 

G) Proposed itinerary schedule. 


H) Information pertaining to the hub airport, stopovers, and 
alternate routes. 


|) List of crew with copies of flight licenses. 

J) List of flight dispatchers. 

K) Operations manual. 

L) Maintenance manual. 

M) Air Operators Certificate (AOC). 

N) Operational specifics, listing of aircraft (D85), 


authorized airports (C70), routes to follow (B50), base 
airports and stopovers (A28) and (G106). 
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O) Airworthiness certificate and registration of the 
aircraft(s) to operate. 


P) Name and nationality of the legal representative and 
notarized documents showing the legality of the appointed 
representative. 


Q) Land handling contract. 
R) Certified copies of the companys financial statements. 
S) Meet the obligations of the Stamp Duty Law. 


All documents must be notarized by Venezuelan consular 
authorities in the pertinent countries and translated into 
Spanish, if necessary, by a sworn interpreter. 


Without any other particular agenda, | take this opportunity 
to express my best consideration and regards. End text. 


5. Begin text of letter from INAC\'s General Manager for Air 
Transport Raul Rodriguez Lopez to Ambassador Brownfield dated 
January 25, 2007 (received by Post on January 29): 


| would like to take the opportunity to deliver my 

salutations and refer to Verbal Note number 809, dated 13 
December 2006, informing us of the designation of American 
Airlines, Inc. to provide regular airline service for 
passengers, mail and cargo on United States route 6. 


This Institute accords, with the conditions established in 

the Bilateral Accords in effect, and informs you of the 
acceptance of the aforementioned designation, nonetheless, 
the company American Airlines should deposit with the 
National Institute of Civil Aviation the necessary documents 
to formalize its operations on the said route. 


Without further reference, | reiterate to you my highest 
consideration and respect. End text. 

BROWNFIELD 
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ZNR UUUUU ZZH 

R 312154Z JAN 07 

FM AMEMBASSY BOGOTA 

TO RUEHC/SECSTATE WASHDC 2369 

INFO RHMFIUU/DEPT OF ENERGY WASHINGTON DC 
RUCPDOC/DEPT OF COMMERCE WASHDC 
RUEHC/DEPT OF LABOR WASHDC 


SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: ENRG, EMIN, EINV, ELAB, CO 

SUBJECT: CERREJON COAL COMPANY SETTLES LABOR DISPUTE 
WITHOUT THE DRUMMOND DRAMA 


REF: 06 BOGOTA 5395 


1. (U) On January 29, Cerrejon Mines (owned by a consortium 
of UK and Canadian companies) settled biannual labor talks, 
averting a strike which would have affected delivery of 

nearly 500,000 tons per month of coal to the U.S. The 
workersW union at Cerrejon, SINTRAMINENEGETICA, was the same 
union that struck at the Drummond mine for six weeks in 2006 
(reftel). According to a senior Cerrejon executive, the 

labor negotiations were \"amiable\" in spite of the union\'s 

vote in early January to authorize a strike. The executive 
added that Cerrejon viewed the strike vote as \"posturing\", 
and that the company was never concerned over a potential 
work stoppage. Labor union sources also reported that the 
negotiations were positive and without the animosity that 

they experienced with Drummond. 


2. (U) Cerrejon negotiators were able to quickly resolve 
labor/management issues, allowing more space for negotiators 
to close on wage differences. Cerrejon workers will receive 

a 7.7 percent wage increase during the first year of the two 
year contract, and a 6.0 percent raise during the final year. 

In comparison, Drummond workers received an 8 percent raise 
the first year and 1.5 percent above inflation (inflation was 

4.48 percent in 2006) the second year. Cerrejon is the second 
largest Colombian coal exporter, delivering approximately 5.5 
million tons of steam coal a year to the southeastern U.S.. 
Drummond is the leading exporter of steam coal to the U.S. at 
14.1 million tons. 


4. (SBU) Comment- Unlike Drummond, Cerrejon was able to avoid 
a strike with SINTRAIENERGETICA by adequately dealing with 
labor management issues such as termination without cause and 
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increased social benefit packages. lt should be remembered, 
however the Drummond strike occurred in the midst of 
Colombia\'s national election campaign which seemed to 
influence both labor and managementVs hard line. Drummond\'s 
hard line in negotiations with the union, in spite of a six 

week strike, likely set a baseline for wage concessions that 

was more easily met by Cerrejon. End Comment. 


WOOD 
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FM SECSTATE WASHDC 

TO RUEHGB/AMEMBASSY BAGHDAD PRIORITY 8390 
INFO RUEHEG/AMEMBASSY CAIRO PRIORITY 8871 


SIPDIS 
SENSITIVE 
CORRECTED COPY (SENSITIVE CAPTION ADDED) 


SIPDIS 
BAGHDAD FOR REFCOORD 
CAIRO FOR REFCOORD 


E.O. 12958: N/A 
TAGS: PHUM, PREF, IZ 
SUBJECT: P-1 REFERRAL OF ZEYAD TARIQ KADHEM 


REF: BAGHDAD 327 


1. (SBU) PRM concurs with Post\'s Priority 1 referrals of the 
following individuals for processing in the U.S. Refugee 
Admissions Program: 


Zeyad Tarik Kadhem 
DOB: 25 July 1970 
POB: Iraq 


Shaima Safa Al Khalaf 
DOB: 7 February 1977 
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POB: Iraq 


Naba Zeyad Tariq 
DOB: 15 June 2002 
POB: Iraq 


Meriam Zeyad Tariq 
DOB: 25 September 2004 
POB: No futher information 


2. (SBU) Posts Refugee Coordinator is advised to inform 
PRM/A of principal applicant\'s location and contact 
information once the family has departed Iraq. 

RICE 
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FM AMEMBASSY QUITO 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 6223 
INFO RUEHBO/AMEMBASSY BOGOTA PRIORITY 6397 
RUEHCV/AMEMBASSY CARACAS PRIORITY 2331 
RUEHLP/AMEMBASSY LA PAZ JAN 0380 
RUEHPE/AMEMBASSY LIMA PRIORITY 1362 
RUEHGL/AMCONSUL GUAYAQUIL PRIORITY 1802 
RHMFISS/CDR USSOUTHCOM MIAMI FL 


SIPDIS 

SIPDIS 

DEPARTMENT FOR S/WE: SASHA MEHRA AND GERDA LANE 
E.O. 12958: N/A 

TAGS: PGOV, PREL, EC, KWMN, PHUM 

SUBJECT: INFLUENTIAL ECUADORIAN WOMEN 

REF: STATE 202341 

1. (U) In response to reftel, we provide the following list 

of the top five most influential Ecuadorian women in selected 
categories: 

Business 

Isabel Noboa Ponton 


President, Consorcio NOBIS 
Edif. Executive Center 


Column 3 

Piso 8 

Av. Constitucion 
Guayaquil, Ecuador 
epazmino@nobis.com.ec 
593-3-268-2779 


Education 


Marcia Gilbert de Babra 
Escuela de Comunicacion 
Universidad Case Grande 
Av. Las Palmas 304 y Cuarta 
Guayaquil, Ecuador 
ucasagrande@telconet.net 


Media 


Guadelupe Mantilla 

Executive President, El Comercio 

Av. Pedro V. Maldonado 11515 y El Tablon 
Quito, Ecuador 
guadalupem@elcomercio.com 
593-2-2674-364 


Politics 


Ivonne Baki 

Av. Gonzales Suarez 476 y San Ignacio 
Edif. Olympus 1, Piso 4 

Quito, Ecuador 

593-2-250-7878 


Law and Civil Rights 


Raquel Molina 
Directora Parque Nacional Galapagos 
593-5-252-6189 


2. (U) The officer following women\'s issues at post is: 


Erik Martini 

Political Section 
martinie@state.gov 
IVG 644-4424. 
JEWELL 
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FM AMEMBASSY GUATEMALA 

TO RUEHC/SECSTATE WASHDC PRIORITY 1757 

INFO RUEHZA/WHA CENTRAL AMERICAN COLLECTIVE 


SIPDIS 
SIPDIS 


DEPT FOR WHA/CEN AND DRL/AWH 
DEPT ALSO FOR S/WE FOR SASHA MEHRA AND GERDA LANE 


E.O. 12958: N/A 
TAGS: KWMN, PHUM, PREL, KDEM, PGOV, KJUS, EAID, GT 
SUBJECT: GUATEMALA: LIST OF MOST INFLUENTIAL WOMEN 


REF: STATE 202341 


1. Per reftel request, Embassy has identified the following 
individuals as the most influential women in Guatemala in the 
fields of politics, civil rights, and education for the S/WE 
roster of women leaders worldwide. 


-- Wendy de Berger, First Lady, oversees the First Lady\'s 
Office of Social Work that implements civic and educational 
programs, primarily aimed at primary and secondary 
school-aged girls. (502) 2383-8383/8315. 


-- Rigoberta Menchu, 1992 Nobel Peace Prize winner, 
Ambassador-at-large, and Head of Fundacion Menchu Tum. 
(502) 2254-5841. 


-- Helen Mack, Director of Myrna Mack Foundation, a local NGO 
focused on human rights and the rule of law. 
(502) 2360-4016. 


-- Nineth Montenegro, Member of Congress and the sole female 
head of a political party, Encuentro por Guatemala (EG). 
(502) 2221-2648. 


-- Maria del Carmen Acena, Minister of Education and former 
Director of the Economic Research Think Tank (CIEN). (502) 
2339-2546/2360-0911/2331-7010. 


-- Maria Antonieta de Bonilla, former Finance Minister, 
currently President of the Central Bank of Guatemala 
(BANGUAT). (502) 2238-1234. 


-- Carolina Roca, Director of the Superintendencia de 
Administracion Tributaria (SAT), Guatemala\'s tax authority. 
(502) 2365-7567/7569. 
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-- Marta Altolaguirre, Vice Minister of Foreign Relations, 
former board member of the Inter-American Commission on Human 
Rights. (502) 2410-0000. 


2. Post points of contact on womenWs issues are: Political 

Officer Lucy Chang at changlm@state.gov, (502) 2326-4635, and 
USAID Officer Jill Kelley at JiKelley@usaid.gov, (502) 
2422-4900. 

Derham 
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TO RUEHC/SECSTATE WASHDC PRIORITY 3809 

INFO RUEHAC/AMEMBASSY ASUNCION PRIORITY 1608 
RUEHBO/AMEMBASSY BOGOTA PRIORITY 4321 
RUEHBR/AMEMBASSY BRASILIA PRIORITY 7201 
RUEHBU/AMEMBASSY BUENOS AIRES PRIORITY 2771 
RUEHCV/AMEMBASSY CARACAS PRIORITY 0125 
RUEHLP/AMEMBASSY LA PAZ JAN 4002 
RUEHMN/AMEMBASSY MONTEVIDEO PRIORITY 9104 
RUEHQT/AMEMBASSY QUITO PRIORITY 0981 
RUEHSG/AMEMBASSY SANTIAGO PRIORITY 1092 
RHEHAAA/NATIONAL SECURITY COUNCIL WASHINGTON DC PRIORITY 
RUMIAAA/USCINCSO MIAMI FL PRIORITY 


SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PGOV, PREL, PE 
SUBJECT: PERU: CRISIS WITH CHILE AVERTED 


REF: A. SANTIAGO 157 
B. LIMA 107 (AND PREVIOUS) 


1. (SBU) Summary: Following passage of Chilean legislation 
that, in effect, altered the territorial boundaries between 

Chile and Peru, intensive behind-the-scenes diplomacy helped 
avert a bilateral crisis, according to MFA contacts. 
Government officials are satisfied with the Chilean 
Constitutional Tribunal ruling that the legislation was 
inconsistent with the 1929 Treaty, and Presidents Garcia and 


Column 3 

Bachelet have formally declared the matter closed. The near 
miss underscores the precariousness of warming bilateral 
relations, which government officials have accused 
\"ultra-nationalists\" in Chile of seeking to undermne. End 
Summary. 


2. (SBU) Intensive diplomacy helped avert a crisis between 
Peru and Chile, according to Foreign Ministry contacts in the 
Souh America office. The problem was rooted in Chilean 
legislation, approved in December, that sought to revise 
Chile\'s internal administrative borders but which, in effect, 
also altered established territorial and maritime boundaries 
between Chile and Peru. That is, without reference to the 
bilateral Treaty of 1929, the legislation incorporated 

slivers of land-based Peruvian territory into Chile, and 
seemed to do the same with Peru\'s territorial waters. MFA 
Chile desk officer told us the legislation violated the 1929 
Treaty, which establishes the precise location of territorial 
boundaries while leaving maritime borders undefined. The 
legislation set off a volley of behind-the-scenes diplomatic 
activity, including a series of high-level meetings, Foreign 
Minister phone calls, at least two formal diplomatic notes, 
and a threat to recall Peru\'s Ambassador to Chile for 
consultations in Lima. 


3. (SBU) The issue surfaced publicly when Peru\'s premier 
weekly news magazine (Caretas) reported mid-January that, 
owing to his discomfort with the Chilean legislation, 
President Garcia had refused President Bachelet\'s offer for a 
ride in the Chilean presidential airplane to and from 
President Correa\'s inauguration in Quito. The dispute then 
climbed into the daily headlines and threatened to derail the 
positive bilateral momentum built up since the inauguration 
of President Garcia in July, 2006 (ref B). (Comment: The 
Chilean law mirrors, in its effects if not in form, 

legislation approved in Peru\'s former Congress in late 2005 
and ratified by then President Toledo, which set off a 
diplomatic scuffle that rattled bilateral relations. End 
Comment.) 


4. (SBU) Before becoming politically unmanageable, however, 
the crisis was nipped in the bud by a quick Chilean 
Constitutional Tribunal ruling stating that the legislation 

was inconsistent with the 1929 Treaty between Chile and Peru. 
(Note: Some media outlets in Peru have credited Peruvian 
diplomatic pressure for the quick Chilean ruling. End Note.) 
Peruvian Government officials, including Foreign Minister 
Garcia Belaunde, expressed satisfaction with the Tribunal\'s 
ruling and hastened to pronounce the disagreement resolved. 
According to news reports, Presidents Garcia and Bachelet 
spoke by phone January 29, declared the matter formally 
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closed, and pledged to meet soon to continue the construction 
of a more stable bilateral relationship. 


Comment: Near Miss 

5. (SBU) The diplomatic near miss underscores the 
precariousness of Peru\'s warming relations with Chile, which 
both governments have made a central foreign policy priority. 
The thrust of that policy has been for the two neighbors to 
pursue their manifest shared interest in strengthening 
economic, commercial, political and security ties while 
setting aside in separate \"diplomatic\" channels the thorny 
maritime boundary dispute that has plagued relations, 
blocking the prospect of improvement, in the past. Foreign 
Ministry officials acknowledge that resolving that 

contentious issue, however difficult, would help set 

bilateral relations on a more permanent stable footing. 


6. (SBU) If Chilean government officials explain the near 
crisis with reference to flawed internal government 
coordination (ref A), Peruvian officials have been quick to 
suspect something more sinister. Prime Minister Jorge Del 
Castillo, for example, publicly accused \"ultra-nationalists\" 
in Chile of seeking to destabilize bilateral relations. He 
might also have noted the acute opposition to the 
government\'s policy of rapprochement with Chile among 
influential circles in Peru. 

POWERS 
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SIPDIS 
SIPDIS 


HQSOUTHCOM ALSO FOR POLAD 
DEPARTMENT PASS TO AID/OTI (RPORTER) 


E.O. 12958: DECL: 01/31/2017 
TAGS: PREL, PGOV, VE 
SUBJECT: MFA REJECTS NEGROPONTEYS COMMENTS 


Column 3 
REF: CARACAS 00090 


Classified By: POLITICAL COUNSELOR ROBERT DOWNES, 
REASON 1.4 (D) 


1. (SBU) The Ministry of Foreign Affairs (MFA) issued a 
January 30 press release criticizing Deputy 
Secretary-designate Negroponte\'s remarks to the Senate 


SIPDIS 

Foreign Relations Committee earlier the same day. The MFA 
release states that Negroponte represents a real threat to 
peace and democracy. Once again mischaracterizing 
Negroponte\'s service as Ambassador to Honduras from 1981-85 
(reftel), the MFA labels Negroponte as Van instrument of 
genocidal and imperialist policies in Central America." 


2. (SBU) The MFA press release also questions the credibility 

of USG efforts to promote a new policy in Latin America when 
Vofficials like Negroponte...continue to operate under the 
imperialist and interventionist mentality of the Cold War.\" 

The MFA release and Negroponte\'s remarks expressing concern 
over President Chavez\'s influence in the region are receiving 
wide play in the local media. Earlier this month, Foreign 

Minister Nicolas Maduro personally insulted Negroponte 

following the latter\'s testimony before the Senate Select 
Committee on Intelligence (reftel). 


3. (C) COMMENT: BRV officials appear to be operating under 
the assumption that any and every perceived criticism merits 
a quick and vitriolic rebuttal. Press statements, like the 

one mentioned here, present additional opportunities for BRV 
officials to expound on the need to accelerate and \"deepen\" 
the \"socialist\" phase of President Chavez\'s Bolivarian 
Revolution. 


BROWNFIELD 
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SIPDIS 


E.O. 12958: N/A 

TAGS: KWMN, PHUM, PREL, CS 

SUBJECT: SEEKING NAMES OF INFLUENTIAL WOMEN - REPLY TO ACTION 
REQUEST 


DEPT FOR WHA/CEN JASON MACK AND S/WE SASHA MEHRA AND GERDA LANE 
REF: 2006 STATE 202341 


1. Pursuant to S/WE request reftel, Post has identified six 
influential women in host country, drawing from both government and 
civil society (media, industry, and education). 


GOVERNMENT 


NAME: Laura Chinchilla 

TITLE AND INSTITUTION: First Vice President of Costa Rica and 
Minister of Justice 

CONTACT INFORMATION: Tel: (506) 280-7776 

Chinchilla currently serves simultaneous roles as vice-president and 
justice minister in the Oscar Arias administration. She was 

minister of public security from 1996-1998 and a deputy in the 
national legislature from 2002-2006. She is an expert in judicial 
and public security reform in Latin America and has a master\'s 
degree in public policy from Georgetown University. 


NAME: Yalile Esna Williams 

TITLE AND INSTITUTION: Deputy in the Costa Rican Legislative 
Assembly 

CONTACT INFORMATION: Tel: 506) 243-2372/2373 

EMAIL: yesna@asamblea.go.cr 

Esna Williams is the sole Afro-Caribbean member of the national 
legislature. She is involved in many social, economic, and security 
issues in the Caribbean area of Limon. This region is important to 
U.S. trade and security interests and would be even more so with an 
approved free trade treaty. 


GOVERNMENT AND INDUSTRY 


NAME: Mayi Antillon 

TITLE AND INSTITUTION: Deputy in the Costa Rican Legislative 
Assembly 

CONTACT INFORMATION: Tel: (506) 243-2006/07. 

EMAIL: mantillon@asamblea.go.cr 

Antillon is the legislative party chief of the majority National 
Liberation Party and plays a major role in the pro-CAFTA legislative 
bloc. She is a former vice-president of the Costa Rican chamber of 
industry. 
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EDUCATION 


NAME: Clotilde Fonseca 

TITLE AND INSTITUTION: Executive Director of the Omar Dengo 
Foundation 

CONTACT INFORMATION: Tel: (506) 257-6263 / 222-1654 

EMAIL: clotilde.fonseca@fod.ac.cr 

The dynamic Fonseca was one of the founding directors of Costa 
Rica\'s educational informatics program created in 1988 by the Omar 
Dengo Foundation and the Ministry of Public Education that has 
reached over one million children. The Omar Dengo Foundation 
promotes the economic, social, and human development of Costa Rica 
through innovative programs to improve educational quality. Fonseca 
is particularly interested in the use of technology to develop 

talent, creativity, and cognitive skills. 


MEDIA 


NAME: Amelia Rueda 

TITLE AND INSTITUTION: News Director of Radio Monumental 
CONTACT INFORMATION: Tel: (506) 232-4590 

EMAIL: arueda@monumental.co.cr 

Rueda has over 30 years experience in Costa Rican radio and 
television. She hosts a popular radio call-in program that 
discusses a wide-range of issues impacting Costa Rica. She 
interviews prominent Costa Ricans, including presidents and 
legislative leaders. Considered a voice of credibility in Costa 
Rica, even by those not in agreement with her views. 


CIVIL RIGHTS 


NAME: Sonia Picado 

TITLE AND INSTITUTION: President of the General Assembly of the 
Inter-American Institute of Human Rights 

CONTACT INFORMATIN: Tel: (506)234-0240 

EMAIL: spicado@iidh.ed.cr 

Picado has a wide range of experience in Costa Rican government and 
legal circles. She is a former national legislative deputy, 

ambassador to the U.S, judge in the Inter-American Court of Human 
Rights, and dean of the national university\'s law school. 


2. The officer at post responsible for women\'s issues is political 
officer Andrew Prater (prateral@state.gov, 506-519-2256) until May 
1, 2007 when political officer Dorian Hurtado (hurtadodx@state.gov, 
506-519-2000) assumes the portfolio. 


LANGDALE 


Column 3 


94775 

RR RUEHCD RUEHGD RUEHHO RUEHMC RUEHNG RUEHNL RUEHRD RUEHRS RUEHTM 
DE RUEHME #0483/01 0312230 

ZNY CCCCC ZZH 

R 312230Z JAN 07 

FM AMEMBASSY MEXICO 

TO RUEHC/SECSTATE WASHDC 5185 

INFO RUEHXC/ALL US CONSULATES IN MEXICO COLLECTIVE 

RUEHRL/AMEMBASSY BERLIN 0376 

RUEHCV/AMEMBASSY CARACAS 1243 

RUEHLO/AMEMBASSY LONDON 0386 

RUEHMD/AMEMBASSY MADRID 0449""CONFIDENTIA L SECTION 01 OF 02 MEXICO 00048: 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 01/31/2017 

TAGS: PGOV, PREL, PINR, MX 

SUBJECT: CALDERON, ON FIRST OFFICIAL VISIT TO EUROPE, STAYS 
ON MESSAGE 


Classified By: AMBASSADOR ANTONIO O. GARZA JR. FOR REASONS 1.4 (B,D) 


1. (SBU) SUMMARY. This week, President Felipe Calderon 
wrapped up a six day official visit to Europe, his first 

since taking office. The visit took him to Berlin, Madrid 

and London and the World Economic Forum in Davos, 
Switzerland. Calderon\'s team successfully used the tour to 
mount a major international public relations campaign, 
emphasizing Mexico\'s status as an attractive destination for 
investment. In public statements and private meetings across 
Europe, Calderon emphasized his administration\'s commitment 
to the rule of law, security, economic competitiveness, 
expanded health care and environmental stewardship. 
Calderon\'s political message was only distracted by a 

political jab by Venezuela\'s Hugo Chavez in response to 
Calderon\'s comments in Davos, which evolved into a minor 
dispute through the press. On whole, however, media coverage 
in both Europe and Mexico was positive. Calderon further 
fashioned an image at home as a resolute leader and promoter 
of Mexico\'s stature in the international arena. End summary. 


2. (SBU) President Felipe Calderon embarked on his first 
official state visit to Europe on January 25 with an initial 

stop in Berlin, where he met Chancellor Angela Merkel, 
followed by speaking engagements and meetings at the World 
Economic Forum (WEF) in Davos, a visit with Prime Minister 
Tony Blair in London, and concluded on January 30 with a 
visit with Spanish President Jose Luis Rodriguez Zapatero. 
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3. (SBU) At each stop, Calderon relentlessly made the sales 
pitch that Mexico is an attractive destination for foreign 
investment. Calderon cited the tenets of his 

administration\'s platform as rule of law, security, economic 
competitiveness, health care and the environment. He touted 
his administration\'s crackdown on organized crime immediately 
upon taking office - particularly the operations by military 

and federal police in Michoacan, Tijuana and Guerrero - with 
the assurance to investors that Mexico can guarantee security 
and stability. He emphasized Mexico's macroeconomic 
stability by pointing to its fiscal and economic policies, 

often at the expense of some Latin American neighbors. While 
avoiding an overly ideological tone, Calderon repeatedly 
emphasized his administration\'s commitment to open markets, 
democracy, and rule of law. 


4. (C) The administration\'s media campaign to clearly 
articulate Mexico\'s virtues as an investment destination 
began even before the European visit, with interviews 
published in such papers as The Financial Times (UK) and El 
Pais (Spain). It continued with robust outreach at each stop 
along the way. At Davos, WEF president Klaus Schwab 
presented Calderon with a key opportunity to promote Mexico 
as a regional leader by having him host the Regional Economic 
Forum\'s session on Latin America. Calderon continually cited 
Mexico\'s growth potential in talks with the chiefs of 
companies like Pepsico, Bombardier, and Microsoft. He often 
mentioned a Goldman Sachs report that said Mexico could be 
the world\'s fifth largest economy in 2040. Chancellor Merkel 
officially invited Mexico to join the G8 summit this year as 

an observer. In London, Prime Minister Blair and Calderon 
issued a joint statement supporting an \"ambitious, 
pro-development outcome\" in the next round of World Trade 
Organization talks. The British Political Counselor here 

told poloff that Calderon and Blair displayed stong personal 
chemistry in their meeting, with the British impressed by 
Calderon\'s command of the issues and in particular his 
interest in global warming. President Zapatero reaffirmed 
Spain\'s close ties with Mexico as its largest European 
investor, professing his desire for a more expansive 
relationship. Maintaining \"open economies\" in Latin America 
was a running theme throughout the talks across Europe. 


5. (C) In selling Mexico as the region\'s leading destination 

for foreign investment, Calderon sought to distinguish his 
policies from those of Venezuela, Bolivia and Argentina. 
Calderon defined Mexico as a country embracing the future and 
warned against archaic, statist policies that have failed in 

the past. Calderon\'s comments provoked a sharp, and 
long-winded, rebuke from Venezuela\'s Hugo Chavez that put in 
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the public spotlight the ideological difterences between the 

two presidents. In a press conference following their 

meeting, Blair came to the aid of Calderon by emphasizing 

that the European Union can more easily build a relationship 
based on common values and on strong open economies.\" 
Mexico City Mayor Marcelo Ebrard, a member of the opposition 
party PRD, also defended Calderon against Chavez\'s remarks, 
disapproving of a foreign president "labeling Mexican 

rulers.\" Ebrard did, however, suggest that Calderon exercise 
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more caution in his warnings against nationalizing 

industries. Others in the opposition PRD and PRI were more 
critical of Calderon. The Director General for Human Rights 
at the Secretariat for Foreign Relations noted to the 

Political Counselor some concern about the small but regular 
protests, either over human rights or the disputed 2006 
election, that punctuated Calderon\'s trip through Europe. 


6. (SBU) The Mexican media covered the European trip in 
detail and provided generally positive reporting among most 
outlets. Calderon was often cast as a strong leader 
promoting Mexico\'s stature abroad. Inevitably, more 
attention was granted to his qualifying statements on 

policies, particularly that markets cannot solve all problems 

in Latin America and his environmental concerns like climate 
security. Mexican media also covered issues that had bearing 
on domestic political issues; Calderon, for instance, 

distanced himself from the president of his own party who had 
criticized Zapatero\'s handling of terrorism, namely the 
Basque separatist group ETA. 


7. (SBU) Calderon also painted Mexico in broad and colorful 
strokes by citing its advances in the arts and sciences, 

citing Nobel Prize-winning chemist Mario Molina as an example 
of its scientific prowess and reflecting on the high profile 

of Mexican filmmakers in the run-up to the Oscars this year. 
Calderon regularly cited the filmmaker Alejandro Gonzalez 
Inarritu as another face of Mexico. 


8. (SBU) COMMENT. In terms of positive optics, Calderon\'s 
first European excursion was a clear success. He was well 
received by his hosts in Germany, Spain and the UK, played a 
high profile role in Davos, and earned widespread and 
generally positive media attention. He also succeeded in 
offering the Mexican model as a clear alternative to the 
leftward turn taken by many Latin American governments 
recently. Upon returning to Mexico, Calderon will face the 

full array of security and economic challenges that he must 
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reconcile with the vision of Mexico he so ably projected 
while abroad. End comment. 


Visit Mexico City\'s Classified Web Site at 
http://www state.sgov.gov/p/wha/mexicocity 
GARZA 
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P-STAFF FOR HEIDI BRONKE 
WHA/CAR FOR TIMOTHY RYAN 
WHA/BSC FOR BLAKENEY, RADETSKY, AND MOSS 


E.O. 12958: DECL: 01/30/2017 
TAGS: OVIP, PREL, EAID, PGOV, EFIN, UNAUS, HA, EUN 
SUBJECT: GOA URGES GREATER SENIOR-LEVEL ENGAGEMENT ON HAITI 


Classified By: AMBASSADOR E. ANTHONY WAYNE FOR REASONS 1.4 (B) AND (D) 
1. This is an action request. See para 3. 


2. (C) Argentine Vice Foreign Minister Roberto Garcia 
Moritan called for increased senior-level dialogue on Haiti 
during a January 30 meeting with Ambassador. He extended a 
dinner invitation to Under Secretary for Political Affairs 

Burns with Argentine, Brazilian and Chilean (ABC) 
counterparts on Thursday, February 8 to discuss Haiti, if it 
fits in U/S Burns\'s schedule. He noted recent ABC efforts to 
keep Haiti on the frontburner, including FM Taiana\'s meeting 
with UN SYG Ban Ki-moon on the issue. Garcia Moritan 
asserted that Argentina and other countries with troops in 
Haiti remain committed to Haiti\'s stability and democratic 
transition. However, Haiti\'s main challenge now is providing 
internal security, and Argentine law prohibits its military 

from acting as a police (reftel). 
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3. (C) Garcia Moritan asked if U/S Burns,s schedule 
permitted a dinner in Buenos Aires with the VFMs of 
Argentina, Brazil, and Chile on Thursday, February 8, to 
discuss Haiti. Ambassador stated that he would inform 
Washington of the invitation. (Comment: Given the lack of 
coordination among the three countries, however, post 
believes the meeting is just as likely not to happen as it is 

to happen. Post requests Department guidance on whether to 
pursue such a meeting.) 


4. (C) Garcia Moritan observed that GOA dialogue with the 
U.S. on Haiti has been infrequent and asserted that the UN 
should pay greater attention to the country. He asserted 

that the conference call on Haiti among Foreign Ministers 
(which was taking place during the meeting) and the February 
1 meeting with the Haiti Key Players in Washington were very 
positive steps. He suggested that there be a face-to-face 
meeting between senior-level people who are able to make 
decisions to take the discussion further. To address this, 

he noted that FM Taiana has met with UN SYG Ban Ki-moon to 
highlight the importance of UN involvement in Haiti, and 
Brazil's Foreign Minister Amorim will soon meet with his 
Canadian counterpart. He added that Argentina is considering 
a further meeting with France and Canada. 


5. (C) Garcia Moritan asserted that Argentina, Brazil and 
Chile share similar views and work closely on Haiti. In 
addition, he said, Argentina has organized a regular 
mechanism for dialogue called the \"9 plus 21" which brings 
together Ministries of Foreign Affairs and Defense officials 
from the nine countries that have troops in Haiti (reftel). 

The group first met in Buenos Aires in August 2006 and is 
scheduled to meet again in Lima, Peru on February 15. UN 
SRSG to Haiti Mulet and OAS SYG Insulza will participate in 
the Lima meeting. Garcia Moritan asserted that all have the 
political will to work and contribute to Haiti\'s stability 

and democratic transition. 
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6. (C) Garcia Moritan noted that HaitiWs position on Taiwan 
has made it more difficult to convince China to agree to a 
12-month mandate renewal for MINUSTAH. He stated that he 
intends to urge his Brazilian and Chilean counterparts to 

travel with him to Haiti to meet with President Preval and 

Prime Minister Alexis to discuss the \"GOH,s attitude!" 

towards China. The GOA has raised the issue with Preval over 
the phone, but believes it would be best to deliver the 

message in person together with Brazil and Chile. 


MINUSTAH Needs to Focus on Internal Security; GOA Troops 
Unable to Help 

7. (C) Garcia Moritan reiterated Argentina\'s concerns over 
the Haitian National Police\'s ability to maintain law and 

order and stated that the situation on the ground will 

require a greater emphasis on providing internal security. 

He underscored that Argentine law prohibits its troops from 
doing so because the military can not act as a police force 
(reftel). Ambassador stated that he would relay these 
concerns back to Washington, and noted that the February 1 
Key Players Meeting in Washington and U/S Burns\'s February 
8-9 visit to Argentina would be excellent opportunities to 
continue discussing these issues. 

WAYNE 
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E.O. 12958: DECL: 02/01/2017 

TAGS: PGOV, PHUM, MARR, ASEC, FJ 

SUBJECT: FIJI UPDATE, FEBRUARY 1, 2007: EPG COMPLETES ITS 
VISIT; PRESIDENT ILOILO TO GO TO AUSTRALIA FOR MEDICAL 
TREATMENT; ACADEMIC FREEDOM IN JEOPARDY 


Column 3 
REF: A. SUVA 80 
B. SUVA 75 
Classified By: Charge Ted Mann per 1.5 (B) and (D) 


Summary 

1. (C) The EPG wrapped up its visit, but said little of 
substance in its closing press conference. The EPG will 
present a report to Forum Foreign Ministers in about two 
weeks. It called on the Forum to continue to engage with 

Fiji. In a welcome letter to the EPG Chairman, Bainimarama 
said the best form of engagement would be to remove all 
sanctions and travel bans and support his (five-year) plan to 
bring Fiji back to democracy. PM Qarase told EPG members 
that elections should be held within six months, as happened 
in 2001 when he headed the interim government. Australia will 
allow President lloilo to travel there in mid-February for 
medical treatment. Intimidation efforts continue, including 
pressure on the University of the South Pacific to restrict 
academic freedom. End summary. 


EPG Wraps Up Visit; Press Conference Reveals Little 

2. (U) The Eminent Persons Group completed its meetings 
2/01 after a visit to Lau to meet with deposed Prime Minister 
Qarase. In a brief press conference on the afternoon of 

2/01, the EPG stated that it will be presenting a report to 
Forum Foreign Ministers in about two weeks. EPG members said 
the group had conducted consultations on a broad range of 
issues, including the constitution, good governance, and 
human rights abuses. The group said there is a consensus 
about the need to return to democracy, but noted there were 
many divergent views about when that could take place, with 
some suggesting elections within the year and others (read: 
the interim government) suggesting that a preparatory period 
of up to five years is needed. EPG members stressed the 
importance of continued Pacific Island Forum engagement with 
Fiji, not otherwise defined. 


Qarase Says An Election Can be Held in Six Months 

3. (U) In press interviews after his meeting, Qarase said 

he told the EPG that elections need to be held at the 

earliest possible date. Qarase noted that when he led the 
interim government in 2000 he arranged elections within six 
months. There is no reason why that couldn\'t happen again. 
Bainimaramal's plan for interim government rule of 3-5 years 
is \"totally unsatisfactory,\" he said. Qarase told the EPG 
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his \"internal exile\" in Lau was a violation of basic human 
rights. 


Bainimarama Letter to EPG 

4. (C) Embassy obtained from the Australian High Commission 
a copy of a welcome letter Bainimarama wrote to the EPG 
Chairman, dated 1/29. In the letter, Bainimarama reviewed: 

1) the reasons why the military overthrew the elected 
government; 2) the mandate of the current interim government; 
3) steps to be taken before Fiji can return to democracy; and 
4) ways the Pacific Island Forum and its members could help 
assist Fiji restore democracy. Sections 1-2 of the letter 
contain little new information. They consist of a 

regurgitation of statements made by Bainimarama since the 
coup. The focus in section 3 is the need for a census and 
other activities to ensure a fair election, including a 

boundaries commission, a voter education drive and election 
office capacity building. 


Bainimarama Calls on the Forum to Understand and Assist 
5. (C) Section 4 of Bainimaramal's letter, in essence, calls 
on Forum members to embrace the coup and help the interim 
government carry out its program. It asks the Forum and its 
members to take the following steps: 


--All Forum members re-engage with Fiji to better understand 
Fiji\'s situation; 


--Australia and New Zealand gradually remove sanctions, 
starting immediately with removal of the travel ban on 
military personnel, interim ministers, civil servants and 
civilians; 
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--Australia and New Zealand resume development assistance to 
Fiji; 


--The Forum and its members support Fiji's reinstatement in 
the Commonwealth; 


--Australia and New Zealand consider a package of assistance 
to facilitate accomplishment of the milestones specified in 

the interim government\'s roadmap for the restoration of 
democracy (presumably section 3 above); and 


--The EPG and the Forum Foreign Ministers support the attempt 
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of the interim government to return the country to 
parliamentary democracy through the processes mandated (by 
the interim government). Similar support for the interim 
government\'s attempt to clean up corruption would be 
appreciated. 


War of Words with NZ Continues 

6. (U) New Zealand Foreign Minister Peters called on 
Bainimarama 1/30 to stand down!" and run for office if he 
really believes the people of Fiji are behind him. Peters 

said Bainimarama should back up with evidence his claims of 
widespread corruption as a basis for the coup. He also 
strongly criticized the many human rights violations 

perpetrated by the military, saying it had \"created a climate 

of fear and abuse. Bainimarama lashed back 1/31, saying 
that Peters \"should stop spitting venom and leave this 

country alone.\". \"Who is he to interfere in our affairs. We 

will not be pushed around by people who think they are too 
smart" Bainimarama said Peters and PM Clark \"should try to 
map out a way to end the bitterness between New Zealand and 
Fiji.\" 


Australia Agrees to Visit by lloilo For Medical Treatment 

7.(C) Contacts at the Australian High Commission tell us 
President lloilo will be allowed to travel to Australia in 
mid-February for a planned medical check-up and treatment. 
lloilo remains on Australia\'s list of banned travelers; 

however, an exemption has been granted for \"humanitarian 
reasons.\" The High Commission contact said refusing to give 
lloilo medical treatment had such a large potential downside 
that granting the exemption was \"the obvious thing to do.\" 


USP Head Gets Threatening Call from RFMF 

8. (C) Last week University of South Pacific Vice 

Chancellor Anthony Tarr wrote a memo to USP faculty saying 
that while he wants faculty to \"use their heads\" before 
speaking up, he and the administration will always support 
academic freedom and the right of faculty to express their 
views. We hear Tarr received a threatening phone call from 

the RFMF earlier this week in response. (Comment: Since USP 
is a regional institution, we hope Forum member countries 

take notice. End comment.) 


Assistant Commissioner for Police Operations Released; 
Placed on Indefinite Leave 

9. (C) Assistant Commissioner Samueli Matakibau, who 
described for us the precarious state of military-police 
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coexistence in ref B, was released February 1 after 4 days in 
military custody. Press reports indicate that the RFMF had 
located rifles in the residences of police officers in 
Matakibau\'s unit. The RFMF has been extremely concerned 
about the existence of any weapons not under its control. 
Matakibau was sent on \"indefinite leave." 


Bainimarama Meets with Some NGOs, Others Still on the Run 
10. (U) Commander Bainimarama met with representatives of 
16 NGOs 1/30 for \"informal discussions." By all accounts the 
discussion was somewhat one-sided. According to an interim 
government press release, Bainimarama told the NGOs that some 
of their public comments had brought discomfort and hardened 
feelings, and this was not helping the situation. He told 

them the government was listening to NGO concerns and that 
Vat an appropriate time\" their views would be taken into 
account. \"Meanwhile you have to cooperate with us fully, so 
that peace and calm which we have worked very hard to 
maintain continue to be maintained and enjoyed by the masses 
of people.\" 


SUVA 00000084 003 OF 003 


11. (C) Several NGOs met with the EPG. We understand they 
reviewed the many human rights violations that have taken 
place since the coup and described the climate of fear that 
currently exists in Fiji. One NGO activist who couldn\'t make 
her appointment with the EPG was Angie Heffernan, head of the 
Pacific Center for Public Integrity. Heffernan told us she 

was interviewed by the police in Sigatoka (in Fiji's west) 

earlier in the week, and then released. She later received a 

call from her brother, a military officer, who told her the 

military was still trying to catch her. She remains in 

hiding at an undisclosed location. 
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P-STAFF FOR HEIDI BRONKE 
WHA/CAR FOR TIMOTHY RYAN 
WHA/BSC FOR BLAKENEY, RADETSKY, AND MOSS 


E.O. 12958: DECL: 01/30/2017 
TAGS: OVIP, PREL, EAID, PGOV, EFIN, UNAUS, HA, EUN 
SUBJECT: GOA URGES GREATER SENIOR-LEVEL ENGAGEMENT ON HAITI 


REF: BUENOS AIRES 94 
Classified By: AMBASSADOR E. ANTHONY WAYNE FOR REASONS 1.4 (B) AND (D) 
1. This is an action request. See para 3. 


2. (C) Argentine Vice Foreign Minister Roberto Garcia 
Moritan called for increased senior-level dialogue on Haiti 
during a January 30 meeting with Ambassador. He extended a 
dinner invitation to Under Secretary for Political Affairs 

Burns with Argentine, Brazilian and Chilean (ABC) 
counterparts on Thursday, February 8 to discuss Haiti, if it 
fits in U/S Burns\'s schedule. He noted recent ABC efforts to 
keep Haiti on the frontburner, including FM Taiana\'s meeting 
with UN SYG Ban Ki-moon on the issue. Garcia Moritan 
asserted that Argentina and other countries with troops in 
Haiti remain committed to Haiti\'s stability and democratic 
transition. However, Haiti\'s main challenge now is providing 
internal security, and Argentine law prohibits its military 

from acting as a police (reftel). 


An Invitation to Dinner 
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3. (C) Garcia Moritan asked if U/S Burns,s schedule 
permitted a dinner in Buenos Aires with the VFMs of 
Argentina, Brazil, and Chile on Thursday, February 8, to 
discuss Haiti. Ambassador stated that he would inform 
Washington of the invitation. (Comment: Given the lack of 
coordination among the three countries, however, post 
believes the meeting is just as likely not to happen as it is 

to happen. Post requests Department guidance on whether to 
pursue such a meeting.) 


4. (C) Garcia Moritan observed that GOA dialogue with the 
U.S. on Haiti has been infrequent and asserted that the UN 
should pay greater attention to the country. He asserted 

that the conference call on Haiti among Foreign Ministers 
(which was taking place during the meeting) and the February 
1 meeting with the Haiti Key Players in Washington were very 
positive steps. He suggested that there be a face-to-face 
meeting between senior-level people who are able to make 
decisions to take the discussion further. To address this, 

he noted that FM Taiana has met with UN SYG Ban Ki-moon to 
highlight the importance of UN involvement in Haiti, and 
Brazil's Foreign Minister Amorim will soon meet with his 
Canadian counterpart. He added that Argentina is considering 
a further meeting with France and Canada. 


5. (C) Garcia Moritan asserted that Argentina, Brazil and 
Chile share similar views and work closely on Haiti. In 
addition, he said, Argentina has organized a regular 
mechanism for dialogue called the \"9 plus 21" which brings 
together Ministries of Foreign Affairs and Defense officials 
from the nine countries that have troops in Haiti (reftel). 

The group first met in Buenos Aires in August 2006 and is 
scheduled to meet again in Lima, Peru on February 15. UN 
SRSG to Haiti Mulet and OAS SYG Insulza will participate in 
the Lima meeting. Garcia Moritan asserted that all have the 
political will to work and contribute to Haiti\'s stability 

and democratic transition. 


6. (C) Garcia Moritan noted that HaitiWs position on Taiwan 
has made it more difficult to convince China to agree to a 
12-month mandate renewal for MINUSTAH. He stated that he 
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intends to urge his Brazilian and Chilean counterparts to 

travel with him to Haiti to meet with President Preval and 

Prime Minister Alexis to discuss the \"GOH,s attitude!" 

towards China. The GOA has raised the issue with Preval over 
the phone, but believes it would be best to deliver the 

message in person together with Brazil and Chile. 


MINUSTAH Needs to Focus on Internal Security; GOA Troops 
Unable to Help 

7. (C) Garcia Moritan reiterated Argentina\'s concerns over 
the Haitian National Police\'s ability to maintain law and 

order and stated that the situation on the ground will 

require a greater emphasis on providing internal security. 

He underscored that Argentine law prohibits its troops from 
doing so because the military can not act as a police force 
(reftel). Ambassador stated that he would relay these 
concerns back to Washington, and noted that the February 1 
Key Players Meeting in Washington and U/S Burns\'s February 
8-9 visit to Argentina would be excellent opportunities to 
continue discussing these issues. 

WAYNE 
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E.O. 12958: DECL: 01/29/2017 
TAGS: PGOV, PHUM, PTER, CO 


SUBJECT: COLMIL RELIEVES COLONEL OF COMMAND FOR 
PARAMILITARY TIES; PROSECUTOR GENERAL OPENS INVESTIGATION 


Classified By: Political Counselor John Creamer. 
Reasons: 1.4 (b) and (d). 


SUMMARY 
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1. (SBU) On January 26, Minister of Defense Juan Manuel 
Santos relieved Colonel Hernan Mejia Gutierrez, a highly 
decorated officer, from command of the 13th Mobile Brigade 
due to allegations tying him to former paramilitary leader 

Jorge 40. Military Criminal Justice authorities transferred 

their Mejia investigation to the Prosecutor Generals Office 
Human Rights Unit, which is also investigating 31 soldiers 
formerly under his command in \"La Popa\" Battalion for human 
rights abuses. Mejia has never been vetted by the U.S., 

either individually or as part of a unit. End Summary. 


2. (SBU) On January 26, Minister of Defense Juan Manuel 
Santos relieved Colonel Hernan Mejia Gutierrez, a highly 
decorated officer, from command of the 13th Mobile Brigade 
due to allegations linking him to former paramilitary leader 
Rodrigo Tovar, aka \"Jorge 40.1 The allegations mainly 
occurred during Mejia\'s 2002-04 tenure as commander of \"La 
Popa\" Battalion in Valledupar, Cesar. After learning of the 
allegations against Mejia, Santos ordered Military Criminal 
Justice authorities to review the case. On January 22, they 
transferred Mejia\'s case to the Prosecutor General\'s Office, 
which assumed control of the investigation. The Inspector 
General\'s Office has also opened a disciplinary action 

against Mejia. Lt. Colonel Juan Carlos Gomez, head of the 
MOD\'s human rights unit, told us Mejia has not been suspended 
or dismissed from the military, but he will be effectively 

kept out of service until the investigations by the 

Prosecutor General and Inspector General\'s offices conclude. 
Santos\' announcement of the charges against Mejia was the 
first time a defense minister has publicly recognized an 

active military officer\'s ties to paramilitary groups. 


3. (U) Santos explained that in addition to paramilitary 

ties, Mejia could be charged with corruption and complicity 

in extrajudicial killings. There are numerous allegations of 
human rights abuses against \"La Popa\" Battalion, and the 
Prosecutor General\'s Office apparently has evidence that the 
Battalion falsely presented civilians as enemy combatants 
killed in action during Mejia\'s command. Incidents in 

question include the 2004 killings of Juan Daza and 
indigenous leader Victor Hugo Maestre Rodriguez. Allegations 
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of extrajudicial killings also include a 2002 military 

operation that had reportedly resulted in the deaths of 19 
National Liberation Army (ELN) guerrillas. According to 
witness testimony, however, the 19 victims were 

paramilitaries sentenced to death by their commander, David 
Hernandez Rojas, aka \"39,\" and executed by soldiers selected 
by Mejia. Press reports indicate that family members 
confirmed the victims\' paramilitary affiliation but have not 

gone public for fear of retribution. 


4. (C) Leonardo Cabana, director of the Prosecutor General\'s 
Human Rights Unit, told us his office had assumed 
responsibility for the case against Mejia. His unit was also 
handling cases against 31 soldiers from \"La Popa\" Battalion, 
10 of whom were currently on trial and 21 of whom were in 
preventive detention. The Human Rights unit is currently 
evaluating the credibility of the principal witness, Edwin 
Guzman Cardenas, a retired noncommissioned officer and 
18-year veteran formerly under Mejia\'s command. The press 
reports that Guzman was imprisoned for arms trafficking, and 
then allegedly worked with paramilitary groups before 
deciding to abandon illegal activities. 


5, (U) The principal witness against Mejia has also 


reportedly alleged that retired General Rito Alejo del Rio, 
commander of the 17th Brigade between 1994 and 1996, had 
close paramilitary ties. The witness claimed del Rio was 
called \"the father of the AUC\" because he had provided 
uniforms, military training, and battlefield mobility to 
paramilitary forces. Then-Prosecutor General Camilo Osorio 
dismissed charges against del Rio in 2004. We revoked his 
U.S. visa in 1999 due to human rights and narcotrafficking 
concerns. 


6. (U) The action against Mejia, and the testimony 

implicating Rito Alejo del Rio, may spark further revelations 

of past and present military-paramilitary ties. President 

Uribe, Defense Minister Santos, and COLMIL Commander General 
Padilla de Leon recently condemned any military-paramilitary 

links and said any personnel implicated in such acts will be 
punished. In a December 2006 speech at Colombia\'s war 
college, Uribe urged members of the military to reveal any 
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paramilitary ties. In a January 29 op-ed in El Tiempo," 
Padilla de Leon stressed that respect for human rights and 
international humanitarian law is the backbone of the GOC\'s 
\"Defense of Life\" policy. He said,\"There is no question that 
it is better that one or a 100 guerrillas demobilize rather 

than be killed.\" Padilla de Leon also wrote, \"Military 
personnel must respect the Geneva Conventions and all 
humanitarian laws that democracies have emphasized.\" 


7. (SBU) Mejia has never been vetted under the Leahy 
Amendment, either individually or as part of a unit. \"La 
Popa\" Battalion, which Mejia commanded until 2004, has not 
been vetted due to the numerous allegations of human rights 
abuses against it. The 13th Mobile Brigade, which Mejia was 
commanding when he was relieved from duty, was vetted in 
February 2006. He joined the brigade after this date; we 
have no reports that the 13th Mobile Brigade was involved in 
human rights violations after Mejia assumed command. 
WOOD 
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STATE FOR S/WE SMEHRA AND GLANE 


E.O. 12958: N/A 
TAGS: PHUM, PREL, NU 
SUBJECT: NICARAGUA: NAMES OF TOP INFLUENTIAL WOMEN 


REF: A. 06 STATE 178055 
B. 07 MANAGUA 00225 
C. 07 MANAGUA 00181 


1. The following is in response to reftel A request for 
Nicaragua\'s top five most influential women representing 
government, politics, civil society, private sector, and 
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media. We have also provided the names of other women who 
are making an impact on Nicaraguan society and could be of 
interest as post strengthens our own women\'s network that 
will contribute to the Secretary\'s continuing efforts to plan 
follow-on strategy sessions on women\'s empowerment with 
governments and civil society. 


GOVERNMENT, POLITICS, SOCIETY 


2. Rosario Murillo 

First Lady of Nicaragua. Appointed by President Daniel Ortega 
to serve as the country\'s Director of Communications and 
Citizenry, was Ortega\'s campaign manager, and is a key 
influence with the FSLN Party (reftel B). 

Constado de Oeste del Parque El Carmen 

Phone: (505) 266-3791/268-6686 

(Comment: Regarded as the most influential woman in Nicaragua 
by supporters and detractors alike. Named as one of the top 
\"Women of Impact in 2006\" by the pro-business/political news 
daily Bolsa de Noticias.) 


GOVERNMENT, LAW ENFORCEMENT, SECURITY 


3. Aminta Granera Sacasa 

Chief of Nicaraguan National Police 

Plaza El Sol 

Managua, Nicaragua 

Phone: (505)277-0106/277-0050 

email: agranera@policia.gob.ni 

(Comment: The second woman to rise to the highest ranks of 
the national police, has taken strong position against crime, 
narcotics trafficking, and organized crime. Named as one of 
top Women of Impact in 2006 by Bolsa de Noticias)) 


POLITICS 


4. Maria Eugenia Sequeira 

Deputy to the National Assembly, Nicaraguan Liberal Alliance 
(ALN) Party 

ALN-Contigua a Controlaria de la Republica 

Managua, Nicaragua 

Phone: (505)279-1321 

e-mail: mesequeira@yahoo.com 

(Comment: An outspoken and active member of the National 
Assembly reelected in November 2006, and serves as head of 
ALN caucus (reftel C). From 2002-2006, she served on the 
National Assembly as member of the Liberal Constitutional 
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Party (PLC). Named as one of top Women of Impact in 20061" 
by Bolsa de Noticias) 


MEDIA, POLITICS, CIVIL SOCIETY 


5. Cristiana Chamorro 

Journalist and Head of the Violeta Barrios de Chamorro 
Foundation 

Plaza Espana, 

Edificio Malaga, Modulo B-9 

Managua, Nicaragua 

phone: (505)268-6500 

(Comment: The Chamorro Foundation is a pro-democracy 
organization dedicated to promoting press freedom. It is 
also involved in civil society programs, including gender 
initiatives. Ms. Chamorro, daughter of former President 
Violeta Chamorro, is highly regarded and well-known in 
political and media circles.) 


PRIVATE SECTOR, CIVIL SOCIETY 


6. Vivian Pellas 

President and Founder of the Association for the Protection 

of Child Burn Victims (APROQUEN), an organization dedicated 
to providing free burn care for children 

Camino de Oriente, Modulo J-7 

Managua, Nicaragua 

Phone: (505) 270-1220 

(Comment: Received national acclaim as philanthropist and 
advocate for children.) 

OTHER INFLUENTIAL WOMEN OF INTEREST AND IMPACT 


We also suggest the following names for consideration: 


7. Ruth Herrera 

Executive President of the autonomous institute Water and 
Sewage Services Enterprise (ENACAL) 

KM 5, Carretera Sur 

Managua, Nicaragua 

(505) 266-7896 

(Comment: Served as former Coordinator of the National 
Consumers\' Defense Network (RNDC), named as one of the top 
“Women of Impact in 20061" by Bolsa de Noticias) 


8. Xiomara Chamorro 

Political Editor of leading daily La Prensa, co-anchor of 
Channel 2 morning program \"Primera Plana" 

La Prensa 
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KM 4.5 Carretera Norte 
Managua, Nicaragua 
Phone: (505)255-6769 


9. Azalia Aviles 

President of the Conservative Party (PC) 

Costado Sur, Antigua 

Galeria Internacional 

Managua, Nicaragua 

(Comment: First woman president of the PC. Named as one of 
the top Women of Impact in 2006 by Bolsa de Noticias.) 


10. Lucy Valenti 

Head of Nicaraguan Chamber of Tourism (CANATUR) 
Reparto Los Robles 

2do Piso Edificio Camara Espanola 

Managua, Nicaragua 

Phone: (505)268-6500 


11. Maria Nelly Rivas 

Phone: (505) 883-9900 

(Comment: Former Executive Director for the Institute of 
Tourism, one of the youngest government officials to serve in 
this type of leadership capacity, and made an important 
impact in bringing international attention to Nicaragua\'s 
tourism industry during her term in this position. Named as 
one of the top \"Women of Impact in 2006\" by Bolsa de 
Noticias) 


12. Poloff Irene Marr handles post\'s Women\'s Issues 
portfolio. Ms. Marr can be reached at (505) 266-6010 x4308, 
marrif@state.gov 

TRIVELLI 
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SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR SCA/A, S/CT 

STATE PASS TO USAID FOR AID AA/ANE MARK WARD 
NSC FOR AHARRIMAN 

CENTCOM FOR CG CFC-A, CF CJTF-76, POLAD 


E.O. 12958: N/A 
TAGS: ECON, AID, ECON, PGOV, PREL, ELTN, SNAR, ASEC, AFIN, AF, JA 
SUBJECT: JAPANESE UPDATE OF AFGHAN RING ROAD PROJECT 


REF: 06 KABUL 04432 


1. Summary. Japan has signed a contract with a construction 
company, SAITA of Afghanistan, to complete its 114 km segment 
of the Afghan Ring Road (Kandahar to Herat), and expects work 
to be completed by December 2008, if not sooner. MOFA 
International Cooperation Bureau Grant Aid/Technical 
Cooperation Division Director Wada said that on January 20, 
2007 SAITA began construction on the first ten kilometers. 

End summary. 


2. In Fall 2006, the initial contract for this section of 

the Ring Road was canceled due to security concerns and 
Taisei\'s employees departed Afghanistan. A new tender was 
issued to include third parties (other companies in addition 

to Japanese and Afghan companies.) Negotiations with an 
Indian company were undertaken, however no agreement was 
reached. As a result, Japanese procurement agent, the Japan 
International Cooperation System (JICS) issued yet another 
tender requesting bids by early December. MOFA Grant 
Aid/Technical Cooperation Division Director Mitsuhiro Wada 
said of four companies submitting bids, the best bid was from 
SAITA of Afghanistan. On December 26, 2006, the Government 
of Afghanistan, through JICS, signed an agreement with SAITA 
of Afghanistan (a Japanese invested firm) to construct the 
Road. In addition, a Japanese engineering services firm, 
Pacific Consultants International (PCI), was contracted to 
provide the technical oversight. 


3. Director Wada reported that SAITA began construction on 
January 20, 2007, with PCI providing technical oversight. 


4. Director Wada said that the contracting system is 
somewhat complicated. MOFA initially only had sufficient 
funds to cover the first 50 kilometers, and asked the Afghan 
Government through JICS to issue the contract accordingly. 
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MOFA is now waiting a formal request from the Afghan 
Government for grant funds to complete the remaining 64 
kilometers. Once the request is received, MOFA will 
calculate the necessary funding, and obtain budget approvals 
from the Ministry of Finance and the Cabinet, so that the 
funding can be issued during 2006 fiscal year (FY 2006 ends 
March 31, 2007.). Director Wada assured AID Counselor that 
funding is not a problem, but these administrative procedures 
must be followed. 


5. Director Wada also told AID Counselor that the Afghan 
Government and JICS would approve and sign a contract with 
SAITA of Afghanistan for the final 64 kilometers, perhaps 
following the same procedure of constructing 10 kilometers at 
atime. Director Wada assured that the 114 kilometers from 
Kandahar to Herat would be completed by December 2008 if not 
earlier. 


6. MOFA recently appointed senior official, Yoshiki Mine, as 
the Ambassador in Charge of Afghanistan Assistance 
Coordination and NGOs. Director Wada reported that the Ring 
Road is one of Mine\'s highest priorities. 

SCHIEFFER 
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E.O. 12958: N/A 

TAGS: AORC, AFIN, UN 

SUBJECT: UN REQUESTS PAYMENT OF U.S. ASSESSMENTS FOR 14 
PEACEKEEPING OPERATIONS 


1. USUN has faxed to Department (IO/MPR-David Leis and 
EUR-IO/EX/FM-Alice Green) a copy of a note and three related 
annexes from the SYG dated January 31, 2007 concerning the 
financing of 14 peacekeeping operations. Annex One contains 
current amounts payable by the U.S. Government as follows: 


Operation Amount($) 
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UN Disengagement Observer Force 
(UNDOF) 5,424,449 

01/01/2007 to 06/30/2007 


UN Interim Force in Lebanon (UNIFIL) 80,899,401 
07/01/2006 to 06/30/2007 


UN Mission for the Referendum in 
Western Sahara (MINURSO) 3,865,998 
01/01/2007 to 04/30/2007 


UN Peacekeeping Force in Cyprus (UNFICYP) 3,322,566 
12/16/2006 to 06/15/2007 


UN Observer Mission in Georgia (UNOMIG) 2,649,816 
01/01/2007 to 04/15/2007 


UN Interim Administration Mission in 
Kosovo (UNMIK) 29,660,236 
01/01/2007 to 06/30/2007 


UN Organization Mission in the Democratic 
Republic of the Congo (MONUC) 38,009,161 
01/01/2007 to 02/15/2007 


UN Mission in Ethiopia and Eritrea (UNMEE) 2,340,155 
01/01/2007 to 01/31/2007 


UN Mission in Liberia (UNMIL) 48,623,155 
01/01/2007 to 01/31/2007 


UN Operation in Cote d\'Ivoire (UNOCI) 76,120,979 
07/01/2006 to 06/30/2007 


UN Stabilization Mission in Haiti (MINUSTAH) 16,642,938 
01/01/2007 to 02/15/2007 


UN Operation in Burundi (ONUB) 5,066,361 
01/01/2007 to 06/30/2007 


UN Mission in the Sudan (UNMIS) 97,936,495 
01/01/2007 to 04/30/2007 


UN Integrated Mission in Timor-Leste (UNMIT) 37,945,867 
08/25/2006 to 02/25/2007 


Total Payable: $448,507,577 
2. The note states that funds are urgently required for the 


financing of these operations and are due within thirty days 
of receipt of the note. Bank accounts to which payment may 
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be made are contained in Annex Three. 


3. Annex Two provides the legislative basis, the period 
covered, the gross and net amounts to be apportioned and the 
symbol of the document in which the details of the 
assessments of all member states will be reflected. 


4. Action requested: Department is requested to facilitate 
payment of the peacekeeping missions noted above in paragraph 
1. 


WOLFF 
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E.O. 12958: N/A 

TAGS: PREL, PARM, KTIA, UN 

SUBJECT: UN REQUESTS USG VIEWS ON PROPOSED CONVENTIONAL 
ARMS TRADE TREATY 


1. USUN has received the following diplomatic note dated 16 
January 2007 from the United Nations Department of 
Disarmament Affairs (DDA) requesting Member State input on a 
“comprehensive, legally binding instrument establishing 
common international standards for the import, export, and 
transfer conventional arms!" as called for in GA resolution 
61/89. The U.S. voted against this resolution and opposed 
the establishment of a reporting requirement. DDA has asked 
all Member States for input by 30 April 2007 in order to 
prepare a report for the 62nd GA. USUN requests instructions 
on how/whether to respond to the DDA request given our 
opposition to the resolution. Full text of DDA note below. 


2. BEGIN TEXT 


The Department of Disarmament Affairs presents its 
compliments to the Permanent Mission of the United States of 
America to the United Nations and has the honor to refer to 
resolution 61/89 entitled Towards an arms trade treaty: 
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establishing common international standards for the import, 
export, and transfer of conventional arms adopted by the 
General Assembly on 6 December 2006. By operative paragraph 
1, the General Assembly: 


\"Requests the Secretary General to seek the views of Member 
States on the feasibility, scope, and draft parameters for a 
comprehensive, legally binding instrument establishing common 
international standards for the import, export and transfer 

of conventional arms, and to submit a report on the subject 

to the General Assembly at its sixty second session". 


The Department of Disarmament Affairs would be grateful if, 
in preparation of its views, the Permanent Mission\'s 
Government would consider including information on the 
following: (i) elements of the conventional arms trade that 
should be included in the scope of the envisaged arms trade 
treaty; (ii) principles, guidelines and parameters that 

should govern the international transfer of conventional 
arms; and (iii) any other features that might contribute to 

the development and adoption of an effective arms trade 
treaty. 


The Department for Disarmament Affairs would appreciate it if 
the Permanent MissionYs Government could communicate its 
views on the subject to the Department by 30 April 2007, so 
as to facilitate issuance of a report in time for 

consideration by the General Assembly. 


END TEXT 
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SUBJECT: INVITATION TO FRB CHAIRMAN BERNANKE TO ADDRESS THE 
UN ECONOMIC AND SOCIAL COUNCIL - APRIL 2007 
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1. Action request. USUN received January 29 the following 

letter from Ambassador Dalius Cekuolis (Lithuania), incoming 
President of The UN Economic and Social Council (ECOSOC), 
inviting Federal Reserve Chairman Bernanke to deliver a 

keynote address to the UN Economic and Social Council on the 
subject of globalization. USUN strongly supports this 

invitation and requests the Department assist FRB Chairman 
Bernanke in arranging an appropriate date for an April 

keynote address to ECOSOC (UN Headquarters, New York). Text 
of letter follows in para 2. below. End action request. 


2. Begin text: 
25 January 2007 
Dear Mr. Bernanke, 


On behalf of the members of the United Nations Economic and 
Social Council, | have the honor to invite you to deliver the 
special keynote address to the Council on the subject of 
globalization, at a time convenient to you during the second 
half of April 2007. 


The Economic and Social Council is a principal organ of the 
United Nations. lts main function is to serve as the central 
forum for discussing international economic and social 
issues, and formulate policy recommendations addressed to 
Member States and to the United Nations system. 


At the 2005 World Summit, world leaders adopted important 
decisions for the realization of the development goals agreed 
at the UN global conferences and summits since the 1990s. 
Together, they have defined the most ambitious development 
agenda in history. The challenge is delivering on the 
implementation of these commitments. 


This challenge is especially relevant in the current 
international context, shaped by the extraordinary reach of 
globalization. In this regard, we, at the United Nations, 

are very much inspired by your insightful remarks at the 
Jackson Hole conference held in August 2006, highlighting the 
unprecedented scale and pace of global interdependence and 
the challenge for policymakers-and global institutions-to 
ensure that the benefits of economic integration are 
sufficiently widely shared that a consensus for 
welfare-enhancing change can be obtained. 


This year\'s ECOSOC\'s session offers new windows for building 
such a consensus. 
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ECOSOC engages Member States and leaders from the public and 
private sectors and from wider civil society in the UN\'s 
development dialogue. Previous speakers have included 
economic luminaries, high level officials, and Former Nobel 

Prize winners such as The Honorable Lawrence H. Summers, US 
Treasury Secretary, as well as Amartya Sen and Joseph E. 

Stiglitz. 


The Council, and | personally, are sincerely counting on your 
contribution and vision, which would be critical in setting 
the tone for this important year. 


Your participation this year will be very important to ensure 
the success of our common endeavor. 


Sincerely 
Dalius Cekuolis 


Mr. Ben S. Bernanke 

Chairman of the Board of Governors 
of the Federal Reserve System 
Washington, DC, 
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E.O. 12958: N/A 

TAGS: AORC, AFIN, UN 

SUBJECT: UN REQUESTS PAYMENT OF U.S. ASSESSMENTS FOR 14 
PEACEKEEPING OPERATIONS 


1. USUN has faxed to Department (IO/MPR-David Leis and 
EUR-IO/EX/FM-Alice Green) a copy of a note and three related 
annexes from the SYG dated January 31, 2007 concerning the 
financing of 14 peacekeeping operations. Annex One contains 
current amounts payable by the U.S. Government as follows: 


Operation Amount($) 


Column 3 


UN Disengagement Observer Force 
(UNDOF) 5,424,449 
01/01/2007 to 06/30/2007 


UN Interim Force in Lebanon (UNIFIL) 80,899,401 
07/01/2006 to 06/30/2007 


UN Mission for the Referendum in 
Western Sahara (MINURSO) 3,865,998 
01/01/2007 to 04/30/2007 


UN Peacekeeping Force in Cyprus (UNFICYP) 3,322,566 
12/16/2006 to 06/15/2007 


UN Observer Mission in Georgia (UNOMIG) 2,649,816 
01/01/2007 to 04/15/2007 


UN Interim Administration Mission in 
Kosovo (UNMIK) 29,660,236 
01/01/2007 to 06/30/2007 


UN Organization Mission in the Democratic 
Republic of the Congo (MONUC) 38,009,161 
01/01/2007 to 02/15/2007 


UN Mission in Ethiopia and Eritrea (UNMEE) 2,340,155 
01/01/2007 to 01/31/2007 


UN Mission in Liberia (UNMIL) 48,623,155 
01/01/2007 to 01/31/2007 


UN Operation in Cote d\'Ivoire (UNOCI) 76,120,979 
07/01/2006 to 06/30/2007 


UN Stabilization Mission in Haiti (MINUSTAH) 16,642,938 
01/01/2007 to 02/15/2007 


UN Operation in Burundi (ONUB) 5,066,361 
01/01/2007 to 06/30/2007 


UN Mission in the Sudan (UNMIS) 97,936,495 
01/01/2007 to 04/30/2007 


UN Integrated Mission in Timor-Leste (UNMIT) 37,945,867 
08/25/2006 to 02/25/2007 


Total Payable: $448,507,577 


2. The note states that funds are urgently required for the 
financing of these operations and are due within thirty days 


Column 3 
of receipt of the note. Bank accounts to which payment may 
be made are contained in Annex Three. 


3. Annex Two provides the legislative basis, the period 
covered, the gross and net amounts to be apportioned and the 
symbol of the document in which the details of the 
assessments of all member states will be reflected. 


4. Action requested: Department is requested to facilitate 
payment of the peacekeeping missions noted above in paragraph 
1. 
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E.O. 12958: N/A 

TAGS: PREL, PARM, KTIA, UN 

SUBJECT: UN REQUESTS USG VIEWS ON PROPOSED CONVENTIONAL 
ARMS TRADE TREATY 


1. USUN has received the following diplomatic note dated 16 
January 2007 from the United Nations Department of 
Disarmament Affairs (DDA) requesting Member State input on a 
\"comprehensive, legally binding instrument establishing 
common international standards for the import, export, and 
transfer conventional arms\" as called for in GA resolution 
61/89. The U.S. voted against this resolution and opposed 
the establishment of a reporting requirement. DDA has asked 
all Member States for input by 30 April 2007 in order to 
prepare a report for the 62nd GA. USUN requests instructions 
on how/whether to respond to the DDA request given our 
opposition to the resolution. Full text of DDA note below. 


2. BEGIN TEXT 
The Department of Disarmament Affairs presents its 


compliments to the Permanent Mission of the United States of 
America to the United Nations and has the honor to refer to 
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resolution 61/89 entitled Towards an arms trade treaty: 
establishing common international standards for the import, 
export, and transfer of conventional arms\" adopted by the 
General Assembly on 6 December 2006. By operative paragraph 
1, the General Assembly: 


\"Requests the Secretary General to seek the views of Member 
States on the feasibility, scope, and draft parameters for a 
comprehensive, legally binding instrument establishing common 
international standards for the import, export and transfer 

of conventional arms, and to submit a report on the subject 

to the General Assembly at its sixty second session". 


The Department of Disarmament Affairs would be grateful if, 
in preparation of its views, the Permanent Mission\'s 
Government would consider including information on the 
following: (i) elements of the conventional arms trade that 
should be included in the scope of the envisaged arms trade 
treaty; (ii) principles, guidelines and parameters that 

should govern the international transfer of conventional 
arms; and (iii) any other features that might contribute to 

the development and adoption of an effective arms trade 
treaty. 


The Department for Disarmament Affairs would appreciate it if 
the Permanent Mission\'s Government could communicate its 
views on the subject to the Department by 30 April 2007, so 
as to facilitate issuance of a report in time for 

consideration by the General Assembly. 


END TEXT 
WOLFF 
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SUBJECT: INVITATION TO FRB CHAIRMAN BERNANKE TO ADDRESS THE 
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UN ECONOMIC AND SOCIAL COUNCIL - APRIL 2007 


1. Action request. USUN received January 29 the following 

letter from Ambassador Dalius Cekuolis (Lithuania), incoming 
President of The UN Economic and Social Council (ECOSOC), 
inviting Federal Reserve Chairman Bernanke to deliver a 

keynote address to the UN Economic and Social Council on the 
subject of globalization. USUN strongly supports this 

invitation and requests the Department assist FRB Chairman 
Bernanke in arranging an appropriate date for an April 

keynote address to ECOSOC (UN Headquarters, New York). Text 
of letter follows in para 2. below. End action request. 


2. Begin text: 
25 January 2007 
Dear Mr. Bernanke, 


On behalf of the members of the United Nations Economic and 
Social Council, | have the honor to invite you to deliver the 
special keynote address to the Council on the subject of 
globalization, at a time convenient to you during the second 
half of April 2007. 


The Economic and Social Council is a principal organ of the 
United Nations. lts main function is to serve as the central 
forum for discussing international economic and social 
issues, and formulate policy recommendations addressed to 
Member States and to the United Nations system. 


At the 2005 World Summit, world leaders adopted important 
decisions for the realization of the development goals agreed 
at the UN global conferences and summits since the 1990s. 
Together, they have defined the most ambitious development 
agenda in history. The challenge is delivering on the 
implementation of these commitments. 


This challenge is especially relevant in the current 
international context, shaped by the extraordinary reach of 
globalization. In this regard, we, at the United Nations, 

are very much inspired by your insightful remarks at the 
Jackson Hole conference held in August 2006, highlighting the 
unprecedented scale and pace of global interdependence and 
the challenge for policymakers-and global institutions-to 
ensure that the benefits of economic integration are 
sufficiently widely shared that a consensus for 
welfare-enhancing change can be obtained. 


This year\'s ECOSOC\'s session offers new windows for building 


Column 3 
such a consensus. 


ECOSOC engages Member States and leaders from the public and 
private sectors and from wider civil society in the UN\'s 
development dialogue. Previous speakers have included 
economic luminaries, high level officials, and Former Nobel 

Prize winners such as The Honorable Lawrence H. Summers, US 
Treasury Secretary, as well as Amartya Sen and Joseph E. 

Stiglitz. 


The Council, and | personally, are sincerely counting on your 
contribution and vision, which would be critical in setting 
the tone for this important year. 


Your participation this year will be very important to ensure 
the success of our common endeavor. 


Sincerely 
Dalius Cekuolis 


Mr. Ben S. Bernanke 

Chairman of the Board of Governors 
of the Federal Reserve System 
Washington, DC, 
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TAGS: PREL, PGOV, PHUM, UNSC, BM, TH 
SUBJECT: HOW THE THAI FORMULATE POLICY TOWARD BURMA 


Column 3 
Classified By: Political Officer J.R. Littlejohn, reason: 1.4 (b) and ( 
a). 


SUMMARY 


1. (C) The Thai MFA has a lead role in drafting policy toward 
Burma and normally clears its drafts through an interagency 
body that includes the National Security Council (NSC) and 

the Army. When the RTG formulated its position on the UNSC 
resolution on Burma, however, the MFA had full control of the 
process and did not seek outside clearances. The key MFA 
official responsible for Burma explained to us the details of 

Thai policy formulation. Despite a change of 

administrations, it appears the MFA retains a leading role in 
charting the course of Thai policy toward Burma. End Summary. 


GENERAL POLICY TOWARD BURMA 


2. (C) In a January 30 conversation, MFA East Asian Affairs 
Division | Acting Director, Kallayana Vipattipumiprates 

described to us how the MFA formulates Thailand\'s general 
approach toward Burma. The East Asia Department\'s Division | 
(responsible for Burma, Philippines, Singapore, and Brunei) 
formulates a policy, and then passes it up to the Permanent 
Secretary for review. After the PermSec clears, the document 


SIPDIS 

is sent to the Foreign Minister for use in cabinet level 
interagency discussion. Principal participants in all 
interagency discussions on Burma include the National 
Security Council (NSC) and the Army. Other groups in the 
business sector may be encouraged to weigh in. For example, 
if an issue pertains to the security of the Thai-Burma 

border, discussion with the private sector would be 

warranted. Kallayana said this group might include members 
of the Chamber of Commerce, the Thai Bankers Association and 
the Federation of Thai Industry. 


3. (C) Kallayana told us that Thai policy toward Burma 
post-coup will remain essentially the same as pre-coup. He 
said the Thai would continue to honor past commitments with 
Burma, but full transparency would be a prerequisite for 
future deals. 


THAILAND\'S POSITION ON THE UNSC RESOLUTION ON BURMA 


4. (C) Kallayana said that the Foreign Ministry developed its 
stance on the UN Security Council resolution on Burma 
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internally. According to Kallayana, the RTG\'s position paper 
on the draft resolution on Burma was prepared in Division |, 
under his supervision. The document was vetted by Permanent 
Secretary Krit Garnjana-Goonchorn and forwarded to Foreign 
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Minister Nitya Pibulsonggram. Kallayana said that the FM and 
Prime Minister Surayud Chulanont tend to \"see eye-to-eyeW on 
most foreign policy issues, including Burma. However, he 
said, they do not always agree on Malaysian issues, and when 
there is disagreement, the PM does not hesitate to assert his 
views on Malaysia, because he feels \"he is quite 
knowledgeable in this area.\" 


5. (C) Kallayana said his office has a say in policy planning 
regarding the formulation of Thai views on ASEAN\'s position 
toward Burma, but the bulk of the work in this area is 
handled by the MFA Secretariat, which drafts position papers 
used by MFA officials for ASEAN meetings. Foreign policy 
issues are covered at meetings and final authority on formal 
Thai positions rests with the Foreign Minister, the NSC and 
the Army. 


6. (C) When asked if international concerns relating to Burma 
are most appropriately dealt with in the context of ASEAN, 
Kallayana said that Thailand and more broadly ASEAN cannot go 
it alone. He said that Thailand and ASEAN need the United 
States and the European Union to continue applying pressure 
on Burma. He noted that the Thai are also talking to the 
Russians and the Chinese inside Burma. The Thai hope these 
two countries will encourage Burma to step up efforts toward 
democratization and reconciliation. Specifically, he said 

they would like the Russians to communicate that they cannot 
continuously exercise the veto in defense of a Burma that is 
non-responsive to the will of the international community. 
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Kallayana emphasized that Thailand still wants Burma to move 
toward democratization. 


THE TRANSPARENCY STANDARD 


7. (C) When asked about the impact of the PM\'s use of 
transparency as a keystone of Thai foreign engagement, 
Kallayana said that it was no secret that ousted PM Thaksin 
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was believed to have had significant business interests in 
Burma. He said this government does not have the same 
interests. According to Kallayana, Surayud himself came up 
with the idea of using \"transparency\" as a buzzword 
associated with good governance. 


8. (C) Kallayana also said that PM Surayud would not plan to 
visit Burma again during his time in office. Kallayana noted 

that in the lead up to tabling the UNSC resolution, PM 

Surayud specifically told the generals in Burma that the 

Thais and the ASEAN community are looking to Burma to deliver 
\"credible\" results. Kallayana said that the Thai never heard 
back from the Burmese government on this request. (When asked 
to define a credible result, Kallayana said the Thai would 

like to see progress on the five issues UN Under Secretary 
General Gambari mentioned during his November trip to Burma: 
the release of political prisoners; humanitarian access; a 

more inclusive political process; the need to work with the 

ILO; and the need for a cessation of hostilities against 

ethnic minorities.) 


COMMENT 


9. (C) Despite a change in Thai administrations, and a 
widespread belief that PM Surayud personally has little 
affinity for Burma, the Foreign Ministry appears to have 
ceded little influence over formulation of Thai policy toward 
its neighbor. In fact, the wider involvement of the military 
and the private sector in policy formulation could mean that 
the PM\'s personal view will have less of an impact, given 
that Burmese affairs are not a top priority for him. 
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DEPT FOR EAP/MLS, EAP/IET, MED/DASHO/EMR AND MED 

DEPT FOR G/AIAG AND OES 

DEPT PASS TO USDA/FAS/DLP/HWETZEL AND FAS/ROSENBLUM 
DEPT ALSO PASS TO USDA/FAS/FAA/DEVER AND USDA/APHIS/ANNELLI 
DEPT ALSO PASS TO USDA/FAS/OTCB/ROSENBLUM AND USDA/AHHIS 
AUSTGEN 

DEPT ALSO PASS TO USAID/ANE/CLEMENTS AND GH/CARROLL 

DEPT ALSO PASS TO HHS/WSTEIGER/ABHAT/MSTLOUIS AND HHS/NIH 
PARIS FOR FAS/AG MINISTER COUNSELOR 

BANGKOK FOR APHIS/CARDENAS, RMO, CDC, USAID/RDM/A 
CANBERRA FOR APHIS/EDWARDS 

ROME FOR FAO 

NSC FOR JMELINE 


E.O. 12958: N/A 
TAGS: TBIO, AMED, CASC, EAGR, AMGT, PGOV, ID, 
SUBJECT: INDONESIA - JANUARY 30 AVIAN INFLUENZA (Al) UPDATE 


REF: A) Jakarta 00166 B) Jakarta 00107 


1. (SBU) Summary. The Mission is working to reverse a 

January 11 directive from the National Institute of Health 

and Research Development (NIHRD) instructing NAMRU-2 to no 
longer ship Al specimens to CDC until NAMRU-2 signs a 
Materials Transfer Agreement (MTA). At a January 26 
ceremony, the Ambassador presented the GOI with 100,000 
USAID-provided kits of Personal Protective Equipment and 
1,000 decontamination kits for use in preventing the spread 

of bird flu. USAID organized a 2-day workshop to harmonize 
mass media and behavior change communications messages on 
January 24-25. On January 24, local press reports carried 

a claim by an Indonesian scientist that he had found the Al 

virus in flies. Teams of health workers have slaughtered 

poultry in advance of Jakarta\'s February 1 ban on 

residential poultry. The Mission\'s Naval Medical Research 

Unit (NAMRU-2) has confirmed two additional human Al cases 
since Ref A, both of whom have died. End Summary. 


NAMRU-2 Instructed To Stop Sample Shipments to CDC 


2. (SBU) On January 11, the National Institute of Health 

and Research Development verbally instructed NAMRU-2 to no 
longer ship Al specimens to the WHO Influenza Reference 
Center at the CDC until NAMRU-2 signs a Materials Transfer 
Agreement (MTA). The decision came just a day after the 
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GOI introduced text mandating an MTA during negotiations on 

a new NAMRU-2 Memorandum of Understanding. The Mission is 
working hard to reverse this decision. The Ambassador has 
raised the issue with Presidential Advisor Dino Djalal, 
Coordinating Minister for People\'s Welfare Aburizal Bakrie, 

and National Committee for Al Control and Pandemic 
Preparedness (KOMNAS) Executive Director Bayu Krisnamurthi. 
Djalal in turn told us he phoned Minister of Health Siti 

Fadilah Supari, who claimed the issue is a misunderstanding 
and promised to rectify it. However, on January 31 NAMRU-2 
received a copy of a December 20 notice signed by Supari 
prohibiting the shipment of specimens out of Indonesia by 

any organization without the Ministry of Health\'s 

permission. The DCM is scheduled to meet NIHRD Director 
Triono Soendoro on January 31 to further discuss the issue. 


Pascoe Presents Personal Protective Equipment 


3. (U) On January 26, the Ambassador presented Coordinating 
Minister Bakrie with 100,000 kits of Personal Protective 
Equipment (PPEs) and 1,000 decontamination kits to be used 
in preventing the spread of bird flu here in Indonesia. 

The USAID-funded donation represents the first installment 

of a transfer of 200,000 sets of PPE and 2,000 
decontamination kits in 2007. The PPEs and decontamination 
equipment include protective suits, respirators, goggles 

and gloves, and will enable Indonesia\'s Al Control programs 
to expand their efforts to increase avian influenza-related 
surveillance and detection. The Ambassador also 
acknowledged the donation of almost 100K of equipment from 
USAID/NAMRU-2 for the Al laboratory at NIHRD. 


USAID Sponsors Al Communications Harmonization Workshop 


4. (U) USAID\'s Community-Based Al Control (CBAIC) program 
organized and sponsored a communications harmonization 
workshop on 24-25 January 2007 in Jakarta. Over 70 
representatives from 25 Indonesian and international donor 
organizations attended the KOMNAS-hosted event. The 
workshop resulted in agreement on communication strategies 
and messages in five key areas, including 1) bird to bird 
transmission; 2) bird to human transmission; 3) strategic 
positioning and branding; 4) pandemic simulation; and 5) 
institutional mechanisms for collaboration and 

coordination. As a next step, a representative team formed 
from the workshop participants will finalize a 

communications guide book based on the results of the 
workshop. Within the last 12 months, various GOI and donor 
agencies have launched eight separate communication 
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initiatives without full coordination, raising the 
potential for conflicting or confusing messages. 


Indonesian Scientist Claims Al Found in Flies 


5. (U) The Jakarta Post published an article on January 24 
claiming that Veterinary Pathologist Wasito of Gadja Madah 
University has found avian influenza virus present in 

flies. Details of the research remain unknown. If 
confirmed, the findings would suggest that flies may carry 
the virus in previously infected areas. \"We do not yet 
dare to say whether the avian influenza we found in the 
flies is low pathogenic or highly pathogenic. We can only 
say that in flies, we also found the bird flu virus in 
organs,\" Wasito said. Wasito did not say whether he 
planned to submit his research for publication. 


Health Teams Begin Jakarta Poultry Culling 


6. (U) Throughout the week of January 21, teams of health 
works have slaughtered thousands of birds in Jakarta ahead 
of a February 1 ban on backyard poultry. Until the end of 
January, the program to eliminate birds is essentially 
voluntary: residents may eat or kill their birds and will 
receive 12,500 rupiahs (about $1.40) compensation for each 
bird, if officials find no virus in the area. Residents 

are not compensated if officials find evidence of infection 
nearby. Effective February 1, authorities plan to 

confiscate without compensation all birds found on domestic 
premises without certification. 


NAMRU-2 Identifies Additional Cases 


7. (SBU) NAMRU-2 reports two additional cases of human H5N1 
infection since Ref A, both of whom died. The cases 

include a 32-year-old female from Garut and a six-year-old 
female from Magelang. The 32-year-old female was admitted 
to the Dr. Slamet Hospital in Garut on January 16 and died 
January 20. The six-year-old was admitted to the Sardjito 
Hospital in Yogyakarta on January 19 after 11 days of 

illness and died the same day. She had initially been 

treated for typhoid fever at Morangan Hospital, near 
Magelang. The NIHRD has not permitted NAMRU-2 to ship 
specimens from the two to the U.S. CDC. 


8. (SBU) NAMRU-2 data indicates the following Al-related 
case profile as of January 26: 
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-- Number of laboratory confirmed (positive PCR and/or 
serology) human Al cases: 81, of which 63 have been fatal 
(case fatality rate of 78 percent). 


-- Number of probable Al cases: 4, of which 2 are fatal 
(case fatality rate of 50%). 


-- Number of cases awaiting analysis at the U.S. CDC: 0. 


-- Number of possible untested Al cases under investigation 
(last 30 days): 25. 


Note: NAMRU-2 data corresponds with Ministry of Health 
(MOH) data but may vary at times with Al case figures 
presented on the official World Health Organization (WHO) 
website, which usually lags NAMRU-2 data by one week. The 
WHO website, last updated on January 22, notes 80 human Al 
cases in Indonesia with 62 deaths. For WHO figures, log 

onto their website at 

www.who.int/csr/disease/avian_ influenza. 
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DEPT FOR EAP/MLS, EAP/IET, MED/DASHO/EMR AND MED 

DEPT FOR G/AIAG AND OES 

DEPT PASS TO USDA/FAS/DLP/HWETZEL AND FAS/ROSENBLUM 

DEPT ALSO PASS TO USDA/FAS/FAA/DEVER AND USDA/APHIS/ANNELLI 

DEPT ALSO PASS TO USDA/FAS/OTCB/ROSENBLUM AND USDA/AHHIS AUSTGEN 
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DEPT ALSO PASS TO USAID/ANE/CLEMENTS AND GH/CARROLL 

DEPT ALSO PASS TO HHS/WSTEIGER/ABHAT/MSTLOUIS AND HHS/NIH 
PARIS FOR FAS/AG MINISTER COUNSELOR 
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E.O. 12958: N/A 
TAGS: TBIO, AMED, CASC, EAGR, AMGT, PGOV, ID, 
SUBJECT: INDONESIA - JANUARY 30 AVIAN INFLUENZA (Al) UPDATE 


REF: A) Jakarta 00166 B) Jakarta 00107 


1. (SBU) Summary. The Mission is working to reverse a January 11 
directive from the National Institute of Health and Research 
Development (NIHRD) instructing NAMRU-2 to no longer ship Al 
specimens to CDC until NAMRU-2 signs a Materials Transfer Agreement 
(MTA). Ata January 26 ceremony, the Ambassador presented the GOI 
with 100,000 USAID-provided kits of Personal Protective Equipment 

and 1,000 decontamination kits for use in preventing the spread of 

bird flu. USAID organized a 2-day workshop to harmonize mass media 
and behavior change communications messages on January 24-25. On 
January 24, local press reports carried a claim by an Indonesian 
scientist that he had found the Al virus in flies. Teams of health 

workers have slaughtered poultry in advance of Jakarta\'s February 1 
ban on residential poultry. The Mission\'s Naval Medical Research 

Unit (NAMRU-2) has confirmed two additional human Al cases since Ref 
A, both of whom have died. End Summary. 


NAMRU-2 Instructed To Stop Sample Shipments to CDC 


2. (SBU) On January 11, the National Institute of Health and 

Research Development verbally instructed NAMRU-2 to no longer ship 
Al specimens to the WHO Influenza Reference Center at the CDC until 
NAMRU-2 signs a Materials Transfer Agreement (MTA). The decision 
came just a day after the GOI introduced text mandating an MTA 

during negotiations on a new NAMRU-2 Memorandum of Understanding. 
The Mission is working hard to reverse this decision. The 

Ambassador has raised the issue with Presidential Advisor Dino 

Djalal, Coordinating Minister for People\'s Welfare Aburizal Bakrie, 

and National Committee for Al Control and Pandemic Preparedness 
(KOMNAS) Executive Director Bayu Krisnamurthi. Djalal in turn told 

us he phoned Minister of Health Siti Fadilah Supari, who claimed the 
issue is a misunderstanding and promised to rectify it. However, on 
January 31 NAMRU-2 received a copy of a December 20 notice signed by 
Supari prohibiting the shipment of specimens out of Indonesia by any 
organization without the Ministry of Health\'s permission. The DCM 

is scheduled to meet NIHRD Director Triono Soendoro on January 31 to 
further discuss the issue. 
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Pascoe Presents Personal Protective Equipment 


3. (U) On January 26, the Ambassador presented Coordinating Minister 
Bakrie with 100,000 kits of Personal Protective Equipment (PPEs) and 
1,000 decontamination kits to be used in preventing the spread of 

bird flu here in Indonesia. The USAID-funded donation represents 

the first installment of a transfer of 200,000 sets of PPE and 2,000 
decontamination kits in 2007. The PPEs and decontamination 
equipment include protective suits, respirators, goggles and gloves, 
and will enable IndonesiaWs Al Control programs to expand their 

efforts to increase avian influenza-related surveillance and 

detection. The Ambassador also acknowledged the donation of almost 
100K of equipment from USAID/NAMRU-2 for the Al laboratory at 
NIHRD. 


USAID Sponsors Al Communications Harmonization Workshop 


4. (U) USAID\'s Community-Based Al Control (CBAIC) program organized 
and sponsored a communications harmonization workshop on 24-25 
January 2007 in Jakarta. Over 70 representatives from 25 Indonesian 
and international donor organizations attended the KOMNAS-hosted 
event. The workshop resulted in agreement on communication 
strategies and messages in five key areas, including 1) bird to bird 
transmission; 2) bird to human transmission; 3) strategic 

positioning and branding; 4) pandemic simulation; and 5) 

institutional mechanisms for collaboration and coordination. As a 

next step, a representative team formed from the workshop 
participants will finalize a communications guide book based on the 
results of the workshop. Within the last 12 months, various GOI and 
donor agencies have launched eight separate communication 
initiatives without full coordination, raising the potential for 

conflicting or confusing messages. 


Indonesian Scientist Claims Al Found in Flies 


5. (U) The Jakarta Post published an article on January 24 claiming 
that Veterinary Pathologist Wasito of Gadja Madah University has 
found avian influenza virus present in flies. Details of the 

research remain unknown. If confirmed, the findings would suggest 
that flies may carry the virus in previously infected areas. \"We do 
not yet dare to say whether the avian influenza we found in the 

flies is low pathogenic or highly pathogenic. We can only say that 
in flies, we also found the bird flu virus in organs,\" Wasito said. 
Wasito did not say whether he planned to submit his research for 
publication. 


Health Teams Begin Jakarta Poultry Culling 
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6. (U) Throughout the week of January 21, teams of health works have 
slaughtered thousands of birds in Jakarta ahead of a February 1 ban 
on backyard poultry. Until the end of January, the program to 
eliminate birds is essentially voluntary: residents may eat or kill 

their birds and will receive 12,500 rupiahs (about $1.40) 

compensation for each bird, if officials find no virus in the area. 
Residents are not compensated if officials find evidence of 

infection nearby. Effective February 1, authorities plan to 

confiscate without compensation all birds found on domestic premises 
without certification. 


NAMRU-2 Identifies Additional Cases 


7. (SBU) NAMRU-2 reports two additional cases of human H5N1 
infection since Ref A, both of whom died. The cases include a 
32-year-old female from Garut and a six-year-old female from 
Magelang. The 32-year-old female was admitted to the Dr. Slamet 
Hospital in Garut on January 16 and died January 20. The 

six-year-old was admitted to the Sardjito Hospital in Yogyakarta on 
January 19 after 11 days of illness and died the same day. She had 
initially been treated for typhoid fever at Morangan Hospital, near 
Magelang. The NIHRD has not permitted NAMRU-2 to ship specimens 
from the two to the U.S. CDC. 


8. (SBU) NAMRU-2 data indicates the following Al-related case 
profile as of January 26: 


-- Number of laboratory confirmed (positive PCR and/or serology) 
human Al cases: 81, of which 63 have been fatal (case fatality rate 
of 78 percent). 


-- Number of probable Al cases: 4, of which 2 are fatal (case 
fatality rate of 50%). 


-- Number of cases awaiting analysis at the U.S. CDC: 0. 


-- Number of possible untested Al cases under investigation (last 30 
days): 25. 


Note: NAMRU-2 data corresponds with Ministry of Health (MOH) data 
but may vary at times with Al case figures presented on the official 
World Health Organization (WHO) website, which usually lags NAMRU-2 
data by one week. The WHO website, last updated on January 22, 
notes 80 human Al cases in Indonesia with 62 deaths. For WHO 
figures, log onto their website at 
www.who.int/csr/disease/avian_influenza. 
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Classified By: Amb. J. Thomas Schieffer. Reason: 1.4 (b, d) 


1. (C) Summary: The endorsement of Japan\'s 
proposal for an academic study of a free trade 
area including the 10 ASEAN states along with 
Japan, China, South Korea, Australia, New 
Zealand, and India at the January 15 East Asian 
Summit was a better outcome than had been 
expected, according to an official of the 

Japanese Ministry of Foreign Affairs (MOFA). 
Nevertheless, prospects for an agreement between 
Japan and ASEAN alone remain weak, with Japan 
seeing little to gain despite ASEAN\'s insistence 


Column 3 

on making those negotiations a priority. Japan\'s 
Trade Ministry continues to be the driving force 
behind the \"ASEAN Plus 6\" proposal for regional 
economic integration, although officials of that 
agency did not confirm the extent of their 
involvement. End summary. 


Cebu Summits Show Acceptance of ASEAN Desire for 
Regional Integration Options 


2. (C) The January summit meetings in Cebu 
yielded a better response than the Japanese had 
first predicted coming out of the December 
preparatory sessions, according to MOFA Economic 
Partnership Division Deputy Director Kohei Saito 
in a January 25 meeting with econoff. In Saito\'s 
view, what had changed fundamentally was a new 
acceptance on the part of ASEAN\'s economic 
dialogue partners that ASEAN preferred to have a 
range of options on broader regional economic 
integration once all of its agreements with 
individual partners had been completed. 


3. (C) Saito, who had attended the December 
meetings, said that initially the Japanese had 

been concerned that ASEAN would insist on 
completion of a Japan-ASEAN economic partnership 
agreement before it would consider any movement 
on a \"Track IN" academic study of the 
Comprehensive Economic Partnership in East Asia 
(CEPEA, or so-called \"ASEAN Plus 6\" arrangement) 
put forward by Japan at the August meeting of 
economic ministers from ASEAN and its chief 
dialogue partners. Instead, the ASEAN leaders in 
Cebu agreed to language calling for a Track II 

study on CEPEA in the joint statements of both 

the ASEAN-Japan summit and the larger East Asian 
Summit (EAS). Nevertheless the ASEAN leaders 
still stressed the need to complete the ASEAN- 
Japan agreement under negotiation as soon as 
possible. This language, Saito noted, was 

basically a repeat of the wording that emerged 

from the August meetings and allowed progress on 
the CEPEA initiative without an absolute 

necessity to finish the Japan-ASEAN agreement. 


4. (C) Saito also noticed a shift in ASEAN\'s 
position on a possible ASEAN Plus 3-based free 
trade agreement. In December, the ASEAN 
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representatives had been cool to the idea put 
forward by the South Koreans to move ahead with 
an in-depth sector-by-sector Phase IN" study on 
the FTA proposal. Nevertheless, the final 
statement from the ASEAN Plus 3 summit endorsed 
the Koreans! initiative. In addition, neither 

the Koreans nor the Chinese -- both of whom had 
indicated reservations toward the CEPEA proposal 
and had been far more supportive of economic 
integration centered on ASEAN Plus 3 -- voiced 
further opposition to a study on the ASEAN Plus 6 
arrangement. Although the Chinese ambassador to 
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the Philippines, who had represented Beijing at 

the December meetings, had characterized a Track 
Il study on CEPEA as \"premature,\" no similar 
comments had emerged at the January summit. 


5. (C) Regarding prospects for a Japan-ASEAN 
agreement, however, Saito acknowledged that many 
problems remained. During the meeting of ASEAN 
and Japanese economic ministers in December, the 
ASEAN side had accepted the latest Japanese 
modality for trade in goods -- elimination of 

tariffs on 92 percent of trade by trade volume 

with establishment of a maximum tariff or a 
reduction of tariffs on the remaining eight 

percent (mostly agricultural products) -- as a 

basis for discussion. This opened the way for 
formal negotiations, suspended since August, to 
restart. ASEAN, however, wanted to see the 

details of the Japanese proposal, Saito stressed. 

He expected the next round of negotiations with 
ASEAN to take place in the latter part of 

February. 


6. (C) Saito also acknowledged that the 
Japanese had little interest in pursuing 
negotiations on trade in services in the Japan- 
ASEAN context beyond adding a few \"endeavor 
clauses\" to the agreement and establishing a 
committee with ASEAN to explore the topic. 
According to Saito, although Japan would benefit 
by having accumulated rules of origin on trade in 
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goods via a Japan-ASEAN agreement, this obviously 
did not apply to trade in services. From the 
Japanese perspective, the sections pertaining to 
services in the various bilateral economic 
partnership agreements with individual ASEAN 
states were preferable to any arrangement that 
could be achieved with ASEAN as a whole, Saito 
said. With ASEAN and China having just concluded 
an agreement on trade in services, however, Saito 
expected that ASEAN would likely present Japan 
with a proposal similar to the recently concluded 
arrangement with China. 


7. (C) Interestingly, the Japanese had been 
surprised at the decision announced in the 
statement of the East Asian Summit leaders to 
task the ASEAN Secretariat to take charge of the 
CEPEA Track II study, according to Saito. As the 
host of the EAS, the Philippines had 
responsibility for drafting the joint statement 

for the summit and did not consult with the 
Japanese on that point before the statement was 
released. Saito stressed, however, that the real 
work on CEPEA was not going to be done by ASEAN 
but by Japan\'s own Ministry of Economy, Trade, 
and Industry (METI), albeit in conjunction with 
the ASEAN Secretariat. 


8. (SBU) Waseda Univesity Professor Shujiro 
Urata, an expert on regional integration in Asia 
and a participant in the Track Il study on an 
ASEAN Plus 3-based free trade agreement, 
indicated to econoffs January 25 that, according 
to his understanding as well, METI remained the 
guiding force behind the CEPEA initiative despite 
the ostensible involvement of the ASEAN 
Secretariat. In fact, there was already 


SIPDIS 


TOKYO 00000448 003.2 OF 003 


substantial discussion within METI on where to 
locate the Japanese-funded Economic Research 
Institute for ASEAN and East Asia (ERIA, billed 
initially as an Asia-only version of the OECD) 
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promised as a way to win ASEAN support for the 
CEPEA proposal, Urata said. METI officials, 
according to Urata, wanted to locate the facility 
in Thailand because of the large amount of 
Japanese investment in that country while Urata 
himself felt that Singapore would be a more 
appropriate venue. 


9. (SBU) In general, Urata believed the Cebu 
summits had signaled a much more pragmatic 
approach to economic integration than had been 
seen a year earlier. The rhetoric on \"East Asian 
Community" had largely vanished to be replaced by 
more concrete, programmatic proposals, 
exemplified by Prime Minister Abe\'s ten points 

for enhancing cooperation among the EAS member 
states. 


10. (C) METI officials, however, have been less 
forthcoming about the extent of the ministry\'s 
ongoing involvement in CEPEA. When asked by 
econoff on January 19 regarding the outcome of 
the Cebu meetings, Tetsuya Watanabe, the head of 
METI\'s office charged with developing the CEPEA 
proposal, provided little additional information 

on the CEPEA study beyond what had been contained 
in the official statements. According to 

Watanabe, it was unclear as to when the ASEAN 
Secretariat would begin work on the CEPEA study 
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as called for in the EAS statement. According to 
Watanabe, the ASEAN Secretary was on a break 
following the summits in Cebu and had not wanted 
to receive the tasking in the first place. As a 
result, it was unclear as to when the study might 
actually begin, who the participants would be, 

and what timeframe it would involve. His 
colleague from the METI Americas Division who 
attended the meeting acknowledged to econoff that 
Watanabe\'s briefing had been underwhelming. 


11. (C) For Japan, the various summit meetings 

in Cebu were successful because the Japanese won 
some endorsement of their proposals. 

Nevertheless, with Korea launching the next stage 
of preparations for an ASEAN Plus 3 FTA and the 
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Chinese having come to agreement on trade in 
services with ASEAN, securing the blessing of 
ASEAN and the other EAS states to move ahead on 
the METI-driven CEPEA Track II study is small 
beer. Even as the announced (but not binding) 
deadline of April to complete negotiations on an 
ASEAN-Japan economic partnership agreement looms, 
there remains little enthusiasm within the 
Japanese Government to make the concessions 
needed to strike a significant deal. The 

question is whether the Japanese will find a way 
to come to a minimally acceptable arrangement 
with ASEAN that will allow a claim of partial 
success or walk away entirely, risking domestic 
political criticism for diplomatic failure. In 

the meantime, none of Japan\'s initiatives in Cebu 
would seem to point the way toward a true Asia- 
Pacific Economic Community envisioned by the 
United States. 
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E.O. 12958: DECL: 01/30/2017 
TAGS: PREL, UNSC, BU, HU, LO, RO, JA 
SUBJECT: JAPAN,S FOREIGN MINISTER VISITS EASTERN EUROPE 


Classified By: Ambassador J. Thomas Schieffer for reasons 1.4 (b) and ( 
d). 


1. (C) Summary: Foreign Minster Taro Aso\'s January 9-14 trip 
to Eastern Europe demonstrated Japan\'s increasing global 
focus, said a MOFA official during a January 16 meeting. In 
addition to promoting stability via economic development and 
exchanges, Japan took advantage of the trip to build support 


Column 3 
for addressing North Korean issues and obtaining a permanent 
seat for Japan on the UN Security Council. End Summary. 


Building the Arc of Freedom and Prosperity 

2. (C) Japan is opening a new front in diplomacy, MOFA 
Central and South Eastern Europe Division Deputy Director 
Hiroki Takabayashi told Embassy Tokyo Political Officer on 
January 16. Historically, Japan\'s diplomatic strategy has 
focused on the U.S.-Japan alliance and Asia, but FM Aso\'s 
November 2006 speech delineated Japan\'s new policy objective: 
building an \"Arc of Freedom and Prosperity\" around the 
periphery of the Eurasian continent. The arc starts in 
Europe, then passes through Southeast Europe, South and 
Central Asia, Southeast Asia, and up into North Korea, 
explained Takabayashi, admitting that it was more like a 
\"dotted line\" at this point. FM Aso\'s January 9-14 trip to 
Romania, Bulgaria, Hungary, and Slovakia was intended to 
\"promote Japan\'s worldwide diplomacy,\" stated Takabayashi, 
noting that all four countries were recent additions to 

either NATO or the EU. This was the first cabinet-level 
Japanese visitor to Romania and Bulgaria since 1983, when 
then-FM Shintaro Abe (the current Prime Minister\'s father) 
visited the region. The 2007 visit was the first ever by a 
cabinet member to Slovakia, and the first to Hungary since 
1995. 


3. (C) FM Aso also used the East Europe tour to elicit 
support for Japan\'s global agenda, Takabayashi continued. 
Aso asked the four countries to help pressure the North Korea 
to give up its nuclear weapons program and resolve the 
abduction of Japanese citizens. Japan also recognizes that 
support from European countries is critical to its bid for a 
permanent UN Security Council seat, explained Takabayashi. 
In addition, the Japanese Foreign Minister conveyed Japan\'s 
intention to strengthen Japan-NATO cooperation, according to 
Takabayashi. 


Hungary and Slovakia 

4. (C) In Budapest and Bratislava, Aso focused on further 
developing economic relations and on expanding cultural 
exchanges. Japan already has strong economic ties with 
Hungary and The Slovak Republic, which have both encouraged 
Japanese foreign direct investment (FDI) since joining the 

EU, according to Takabayashi. In addition, Japan made plans 
with Hungary and The Slovak Republic to use the V4 Japan 
framework as a basis for organizing a ministerial meeting in 

the coming months (Visegrad 4 - The Czech Republic, Hungary, 
Poland, and The Slovak Republic). 
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5. (C) Japan found common ground with Hungary and The Slovak 
Republic on a variety of international issues. When the 

Slovakian Prime Minister brought up Japan-China relations, FM 
Aso used the opportunity to lobby against the EU lifting its 

army embargo on China. The Slovak Republic stated its 
agreement with Japan\'s position on EU arms embargo, and 
Takabayashi reported that both The Slovak Republic and 

Hungary expressed support for Japan\'s UNSC aspirations as 
well. 


Romania and Bulgaria: Graduation Day 

6. (C) Romania and Bulgaria are still receiving Japanese 
Overseas Development Assistance (ODA) and used the Aso visit 
to request additional loans. In both countries, Japan agreed 

to one final \"graduation\" loan, but will expect the 

relationship to transition from donor-recipient to \"equal 
partnership,\" said Takabayashi. In Bucharest and Sofia, Aso 
also laid the groundwork for purchasing pollution credits 

under the Kyoto Protocol framework. Both countries pledged 
their support for Japan as a permanent UNSC member. 


7. (C) Comment: Aso\'s visit to Eastern Europe marks a 
significant step in Japan\'s foreign policy, particularly when 
viewed together with Prime Minister Abe\'s almost simultaneous 
visit to Western Europe. The Foreign Minster\'s call for 
promotion of the \"Arc of Freedom and Prosperity\" has MOFA 
officials looking for diplomatic and programatic 

opportunities throughout Eurasia. By promoting itself as an 
active participant in global issues, Japan hopes to be 
recognized not just for its checkbook diplomacy, but as a 
serious \"player\" worthy of a permanent UNSC seat. 
SCHIEFFER 
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E.O. 12958: DECL: 02/01/2027 

TAGS: ECON, EINV, ETRD, PREL, JA, CH, KS 

SUBJECT: JAPAN GINGERLY SEEKS NEW ECON TIES WITH CHINA, 
SOUTH KOREA 


Classified By: Amb. J. Thomas Schieffer. Reason: 1.4 (b, d) 


1. (C) Summary: Japan sees little prospect for 
substantial improvement in its official relations 
with South Korea in the near term because of the 
attitudes of the present Korean administration, 
according to a senior official of the Asia Bureau 
of Japan\'s Ministry of Foreign Affairs (MOFA). 
The official believed talks with Korea on an 
\"economic partnership agreement" would remain 
suspended until a new government came to power in 
Seoul. In contrast, relations with China had 
undergone a surprisingly rapid turnaround. 
Nevertheless, although Japan was ready to begin 
negotiations on a trilateral investment agreement 
with China and South Korea, Japanese interest in 
a free trade agreement with China remains 
confined to simply studying the option. An 

official of MOFA\'s office in charge of free trade 
agreement negotiations also noted that, even in 
the improved political environment, working out a 
successful three-way investment agreement will 
still be a challenge for the Japanese. End 
summary. 
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2. (C) Meeting with ECON Mincouns over lunch 
January 19, MOFA Asia Bureau Deputy Director 
General Shiro Sadoshima said that there was no 
hope of progress in relations with South Korea 
under the current Korean administration. Using 
very colorful language, he said the problem lay 
not with the Korean Foreign Ministry but with the 
Blue House and President Roh himself. 
Nevertheless, Sadoshima pointed to a number of 
MOFA-sponsored people-to-people exchanges with 
Korea initiated recently -- particularly youth -- 
that indicated the level of animosity among the 
general public in both countries was actually 
much lower than either the media or politicians 
portrayed it to be. MOFA looked to support more 
of these kinds of exchanges utilizing some of the 
USD 315 million over the next five years for this 
purpose that Prime Minister Abe had announced 
during the East Asian Summit meetings in the 
Philippines. 


3. (C) Sadoshima, consequently, was pessimistic 
about the chances of restarting the \"economic 
partnership agreement\" (i.e., FTA) negotiations 
between Japan and Korea. He acknowledged that 
there had been some discussion in MOFA to the 
effect that renewed economic talks might help to 
improve the atmosphere in the relationship 
between the two countries. Because the prospects 
of substantive progress in the near term were dim 
and the time left to the Roh administration 

limited, however, there was little interest in 

Japan on restarting the negotiations only to face 
the prospect of having to start all over again 
potentially with a new Korean government. 
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Interaction with China Dramatically Improved... 


4. (C) Turning to China, Sadoshima indicated 
that the progress in the relationship with 
Beijing had been dramatic. He pointed to China\'s 
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decision on January 18 to lift its ban on imports 
of Japanese rice as exemplifying the way in which 
the Chinese position could shift 180 degrees 
without warning. Japan was now looking to 
initiate a ministerial-level discussion with 

China like the U.S. Strategic Economic Dialogue. 
At present, however, the specific Chinese and 
Japanese participants, timing, agenda have yet to 
be decided, Sadoshima said. The main focus for 
the moment, according to Sadoshima, is 
preparation for a visit by Chinese Premier Wen 
Jiabao to Japan in April. 


5. (C) With respect to the possibility of a 
trilateral investment treaty among Japan, South 
Korea, and China, Sadoshima said that the 
objective was to use the existing Japan-South 
Korea investment agreement as the basis for 
negotiation and to extend those terms to China. 
Despite the announcement from the trilateral 
meeting in Cebu regarding a study for a full FTA 
among the three countries, Sadoshima indicated 
that the Japanese had relatively little interest 

in the prospect. Japan still has too many 
concerns over ChinaWs protection of investor and 
intellectual property rights, and remains 

unwilling to make enough concessions on 
agriculture to make an FTA feasible, he noted. A 
China FTA is still at least four to five years 

down the pike. 


Three-way Investment Agreement Challenges 
Japanese Diplomacy 


6. (SBU) Takako Ito, Senior Deputy Director for 
FTA/EPA Negotiations of MOFA\'s Economic 
Partnership Division, told econoff January 25 

that Japanese, Korean, and Chinese officials had 
met six times between May 2005 and December 2006 
in preparatory talks on the proposed investment 
agreement and had reached agreement at the 
meeting last December to advise their various 
leaders to announce the launch of formal 
negotiations. The meeting between Japan Business 
Federation Chairman Fujio Mitarai and Chinese 
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Premier Wen Jiabao in September, followed by 
Prime Minister Abe\'s China trip in October, had 
given added impetus to finalizing the 
arrangements to begin formal negotiations. 


7. (SBU) According to Ito, the Japan-Korea 
bilateral investment treaty, which went into 
effect in 2003, is one of Japan\'s best, having 
been influenced by the (unsuccessful) 
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negotiations for the OECD Multilateral Agreement 
on Investment (MAI). Whereas Japan\'s previous 
bilateral investment agreements had focused on 
investment protection, the MAI experience had led 
to new thinking on possibilities for investment 
liberalization, many of which had been 
incorporated into the agreement with Korea, Ito 
said. 


8. (C) The 1990 Japan-China investment 
agreement, Ito noted, was one of Japan\'s older 
arrangements. Japanese investors, for example, 
received most favored nation treatment under the 
agreement but not national treatment. Japan\'s 
hope was that, by teaming with Korea in three-way 
negotiations, it would be possible to bring the 
Chinese to agree on key areas such as greater 
regulatory transparency and intellectual property 
rights protection. Japan also hoped that the 
Chinese could be persuaded to accept the 
existence of an investment agreement as automatic 
consent for investors to utilize the World Bank\'s 
International Center for Settlement of Investment 
Disputes (ICSID). Currently, Ito said, the 

Chinese Government insisted on granting written 
permission to allow ICSID arbitration on a case- 
by-case basis. 


9. (C) Establishing such a three-way agreement 
will not be easy, Ito confessed. The Japanese do 
not want the trilateral agreement to supersede 

the bilateral arrangement with Korea, with which 
they are quite happy. As part of the 

preparations, the Japanese have been studying the 
investment chapter of the North American Free 
Trade Agreement (NAFTA) for clues as to how best 
to manage a three-way negotiation. Ito indicated 
that the Japanese had also studied the U.S. model 
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bilateral investment treaty but remained 
uncomfortable with certain elements of the U.S. 
model. Notably, the requirement for transparency 
in the dispute settlement mechanism did not 
appeal to Japanese and other Asians, who 
preferred a more private arbitration process, Ito 
stated. 


10. (C) Sadoshima\'s frustration with the 
current Korean administration recalled the 
sentiments expressed by many inside and outside 
Japan who had been waiting out the tenure of 
former Japanese Prime Minister Koizumi in 
anticipation of better relations with Japan\'s 
Asian neighbors. The relative improvement of 
relations with China in particular does appear to 
have given an opening for some limited 
initiatives on the social and economic side that 
have been gestating in the bureaucracies of all 
three countries for some time. Nevertheless, as 
Ms. Ito\'s comments indicate, although a better 
political atmosphere has allowed these 
initiatives to emerge, the practical difficulties 

of bringing them to fruition remain. 
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Classified By: AIT Deputy Director Robert S. Wang, Reason 1.4 b/d 


1. (C) Summary: The lack of direct air links between 

Taiwan and the Mainland causes considerable harm to 
Taiwan\'s economy. Inconvenient passenger routes change 
how Taiwan businessmen and foreign investors do business. 
More expensive air cargo makes Taiwan exporters less 
competitive. Direct air links would increase investment 

in Taiwan, foreign trade, the number of residents in 

Taiwan, and tourists. Tentative progress on direct air 

links to date has produced an unsatisfactory situation 

for both sides. AIT will continue to support American 
businesses in encouraging Taiwan to move forward on 
direct air links and include foreign passengers and 

carriers. End summary. 


2. (U) Of the original three links (san tong) -- postal 

and telecommunications links (tong you), trade (tong 
shang), and transportation (tong hang) -- transportation 
still remains primarily indirect. Ref A reported on the 
status of cross-Strait maritime links and their impact on 
the Taiwan economy. This report will examine efforts to 
establish direct air links and the potential benefits for 
Taiwan. 
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Wasting Time on Bad Connections 


3. (SBU) The lack of direct passenger flights to the 
Mainland China creates inconvenience, causing 
considerable harm to Taiwan\'s economy. In 2005, more 
than 10 million passengers traveled on flights linking 
Taiwan to Hong Kong and Macau. They accounted for 39 
percent of Taiwan\'s international air travelers. Most of 
them had connecting PRC flights. EVA Air estimates that 
60 percent of its Hong Kong passengers and 80 percent of 
its Macau passengers connect to the PRC flights. In 
addition, Taiwan airlines also offer connections to 
Mainland flights through Okinawa, Japan, and Cheju, South 
Korea. 


4. (U) The inconvenience of stopping in Hong Kong, Macau 
or other connecting airports has a greater impact on 
Taiwan\'s economy than the added expense of indirect 
flights. With a connection in Hong Kong, the average 

trip to Shanghai takes at least five hours from take-off 

in Taipei to arrival. Direct charter flights only take 

three hours. The stop in Hong Kong, Macau or elsewhere 
makes it impossible to fly to Shanghai in the morning, 
attend a meeting and get back the same day. This can 
have a significant impact on how people run their 
businesses, especially for Taiwan investors in the PRC 
and foreign investors who want to better integrate their 
Taiwan and Mainland operations. 


Bound by More Cumbersome Supply Chains 


5. (C) For air cargo, cost savings could be much more 
substantial. Michael Chu, Managing Director of FedEx 
Express in Taiwan, speculated to AIT that with daily 
cargo flights, the cost of general cargo air shipment 
could be 20 to 30 percent lower than currently. For 
express mail with door-to-door service, he believes the 
savings will be smaller at 10 to 15 percent. 


6. (U) Air cargo plays an important role in Taiwan\'s 
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export industry. Taiwan exported more than 567,000 
metric tons of goods by air in 2005. Electronic 
equipment manufactured by Taiwan\'s powerful high-tech 
industries accounted for 62 percent of those exports by 
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weight at 350,000 metric tons. Of Taiwan\'s total exports 
shipped by air, Mainland China, including the PRC, Hong 
Kong and Macau, accounted for 30 percent. The United 
States had the next highest percentage at 18 percent. 


7. (U) Cargo is particularly important to Taiwan\'s major 
airlines. In 2005, China Airlines and EVA ranked seventh 
and ninth, respectively, for total scheduled freight 

flown by ton-kilometers. If combined, they would rank 
second after FedEx and ahead of UPS. While cargo 
generally accounts for about half of total revenue for 

the two airlines, it usually makes up a much higher 
portion of total profit. 


More, More, More 


8. (SBU) Direct cross-Strait flights would have few 
economic drawbacks for Taiwan. Some of the many 
advantages include the following: 


--Domestic Investment - Direct air links would make 
Taiwan a more attractive investment environment. The 
Taiwan government has long promoted the goal of making 
the island a regional operations and logistics center. 

These plans have been stuck on the runway in no small 
part because the lack of direct links eliminates one of 
Taiwan\'s main advantages -- its close proximity to China, 
the most rapidly growing economy in the region. The 
American Chamber of Commerce in Taipei and other foreign 
business interests have repeatedly told Taiwan (and AIT) 
that with direct links, expatriates who might otherwise 

need to reside in the Mainland could opt to live in 

Taiwan. They underscore Taipei\'s conveniences and high 
standard of living. As an example, air quality, one of 
Taiwan\'s advantages has only improved with the migration 
of manufacturing to the Mainland. At the same time, 
poorer air quality has hurt Hong Kong\'s attractiveness as 
a home for expatriate businessmen. 


--Foreign Trade - Less expensive air cargo costs would 

only increase the competitiveness of Taiwan\'s exports to 

the Mainland. More rapid and efficient transportation 

could reduce pressure on some firms to move manufacturing 
operations to the Mainland in order to stay integrated in 
industry supply chains. 


--Residents - In addition to expatriate businessmen, 

direct links could allow some Taiwan investors now 
resident in the Mainland to move back to Taiwan. By some 
accounts, Taiwan investors and their families total as 
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many as one million residents in the PRC. Some market 
observers believe that anticipation of direct flights has 
helped fuel recent strong performance in Taiwan\'s 
residential property market. 


--Tourists - Taipei and Beijing are currently discussing 
further opening Taiwan to PRC tourists. Many hope that 
Taiwan can replicate the experience of Hong Kong, where 
PRC tourists have made a major contribution to recent 
growth. Direct flights would facilitate PRC tourism to 
Taiwan. 


Moving Forward 


9. (SBU) Some of the important recent milestones in 
cross-Strait aviation include the following: 


--January 2003 First Lunar New Year (LNY) Charters - For 
the first time, Taiwan airlines carried passengers from 
Shanghai to Taiwan before the holiday with return flights 
to the Mainland afterwards. The flights carried 
passengers in one direction only on each roundtrip 

flight. The flights had to land in Hong Kong before 
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proceeding to Shanghai. Passengers were limited to 
Taiwan investors in the PRC and their families. In all, 
the six Taiwan airlines flew a total of 16 flights (ref 

K). 


--January 2005 Two-Way, Non-Stop LNY Charters - Taipei 
and Beijing were unable to reach agreement on charter 
flights for the LNY holiday in 2004. However, for 2005, 
they agreed that Chinese airlines would participate in 

the flights. Planes carried passengers in both 

directions on each roundtrip across the Strait. In 

addition, planes did not have to land in Hong Kong en 
route. Instead, they passed through Hong Kong airspace. 
PRC destinations were expanded to include Beijing and 
Guangzhou. However, passengers were again limited to 
Taiwan investors and their families. Taiwan and PRC 
airlines flew a total of 96 flights over the course of 

about 3 weeks (ref J). 


--August 2005 PRC Overflight - Taiwan announced in August 
2006 that it would permit Taiwan airlines to seek 

permission from the PRC to fly through Chinese airspace 

on routes to Europe and the Middle East. PRC aviation 
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authorities have generally approved these requests (ref 


l). 


--January 2006 LNY ChartersQurther Expansion - LNY 
holiday charters were expanded in 2006 to include Xiamen 
as an additional PRC destination. In addition, passenger 
restrictions were relaxed to include any Taiwan passport 
holder with valid PRC entry documents, employees of 
Taiwan companies, and their family members. A total of 
144 flights were operated over more than 3 weeks (ref H). 


--June 2006 Institutionalized Holiday Charter Flights - 

On June 14, 2006, Taipei and Beijing announced an 
agreement to implement charter flights during each of 
four major holidays -- LNY, Tomb Sweeping Festival, 
Dragon Boat Festival, and Mid-Autumn Festival. Eligible 
passengers are still limited to the same restrictions for 
2006 LNY charter flights. Airlines will fly 192 flights 

over 4 weeks during the LNY holiday and 48 flights over 2 
weeks during each of the other three holidays. This 
expands charter flights to a total of 336 flights during 

10 weeks of the year. The first round of holiday 

charters under the new agreement was conducted for the 
Mid-Autumn Festival in September and October 2006. The 
next round for the Lunar New Year holiday will begin on 
February 5 (ref G). 


--June 2006 New Charter Flights - In addition, the two 

sides agreed in June to allow special cargo, medical 
emergency and humanitarian charters. The special cargo 
charters are limited to flights chartered to carry the 

cargo of a single firm. To date, the only cargo charters 

have been contracted by Taiwan Semiconductor 
Manufacturing Company (TSMC). It chartered five flights 

to carry equipment to its factory in China. Seven 

medical emergency charters have been conducted. To date, 
there have been no humanitarian charters. Some observers 
have commented that it is unclear what would be 
categorized as a humanitarian charter but fall outside 

the scope of medical emergency charters (ref G). 


Comment - Stopping Short 


10. (C) These events show that the two sides have made 
significant progress, but the current situation still 

falls far short of what the business community seeks. 
Regularly scheduled, frequent, widely accessible cross- 
Strait air travel would help Taiwan, U.S. and other 
foreign businesses. It could have a transformational 
effect on Taiwan\'s economy, assisting its efforts to 
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become a regional operations and logistics center, 
develop the service sector and prevent economic 
marginalization. Taipei and Beijing are currently 
engaged in industry-led discussions on a more extensive 
set of frequent cargo and weekend passenger charter 
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flights as reported refs B and C. Nonetheless, political 
considerations on both sides continue to block more 
significant progress on direct air links. AIT has 

publicly supported American businesses in encouraging 
Taiwan to move forward on this most important of cross- 
Strait economic initiatives. End comment. 
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E.O. 12958: DECL: 10/31/2016 
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SUBJECT: HINDUS LAMENT \"ISLAMIZATION\" OF INDONESIA 


REF: JAKARTA 01649 


Classified By: POLITICAL OFFICER SANJAY RAMESH FOR REASONS 1.4 (b) and 
(d) 


1. (C) Summary: Several prominent Hindu leaders of the 
Parisada Hindu Dharma Indonesia (PHDI) told us the Hindu 
community faced increasing discrimination at the hands of a 
rapidly Islamizing Indonesian Muslim community and 
government. In a January 24 discussion, they claimed that 
the \"Islamization of the country\" had resulted in the 2006 
government decree on building places of worship, which 
imposed what they consider to be difficult conditions for 
minority religious groups seeking to construct new places of 
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worship. The PHDI leaders alleged that Hindus in Java 
seeking government services, including birth and marriage 
certificates, faced widespread discrimination. PHDI leaders 
said that the plight of Hindus received little attention as 

the Hindu community did not have the international support 
base and financial resources enjoyed by the Christians. End 
Summary. 


2. (C) On January 24, Poloff made a courtesy call on several 
officials of the Parisada Hindu Dharma Indonesia (PHDI) 
including Chairman Agus Mantik, Director of International 
Communications A.S. Kobalen, Chairman of Daily Affairs Made 
Erata, and Chief Secretary Gusti Widana. (Strictly Protect) 

The PHDI describes itself as a privately funded, 

non-political, religious body which represents the voice!" of 
Indonesian Hindus and issues religious edicts that it claims 

are widely adhered to by the Hindu community. Chairman Agus 
said the Hindus in Indonesia number close to 10 million, of 
whom 3 million live in Bali. The rest are widely dispersed 
across the archipelago, with concentrations in East Java, 

South Sumatra, and Sulawesi. However, PHDI leaders claimed 
the Indonesian census deliberately under-counted the Hindu 
population to reinforce Indonesia\'s Muslim majority. (Note: 
according to 2004 data from the Ministry of Religion, 

Indonesian Hindus numbered 3.6 million). 


3. (C) Agus said Indonesian Hindus faced \"increasing 
discrimination\" from a rapidly Islamizing Indonesian Muslim 
society, including from members of \"so-called moderate groups 
Muhammadiyah and Nahdlatul Ulama,\" as well as from the 
government. Agus told us that while the highest officials in 

the Indonesian government and moderate Muslim organizations 
talked the language of \"tolerance,\" partly in order to 

placate foreign governments, this message was deliberately 

not being transmitted to the grassroots level. 


4. (C) Agus and Kobalen alleged that an important 
manifestation of increasing Islamization was the 2006 decree 
on the construction of new places of worship, which took 

effect in March of that year. (Note: In 2006, the Ministries 

of Religion and Home Affairs issued a joint decree 

stipulating that building a new house of worship requires a 
petition signed by 90 congregation members and at least 60 
other community members. The petition must then be approved 
by the local offices of the Religious Affairs Department and 

the Communications Forum for Religious Harmony (reftel)). 
Agus and Kobalen refuted the government claim that the decree 
prevented inter-religious tension caused by the erection of 
unauthorized places of worship. They asserted that the 
decree\'s real effect was to make it extremely tough for 
non-Muslims to build new places of worship. They felt the 
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decree particularly hurt Hindus in Java and Sumatra, a widely 
dispersed minority who found it extremely difficult" to 
obtain the 90 congregation signatures needed. Agus and 
Kobalen noted that the requirement to get 60 community 
signatures posed an even more insurmountable obstacle; in 
effect, it meant getting 60 Muslim signatures. Kobalen said 
that even if the Hindus managed to negotiate this barrier, 
their efforts would be thwarted at the final \"checkpoint,\" 

the need for approval from the local offices of the Religious 
Affairs and Communications Forum for Religious Harmony. 
Almost all the PHDI leaders believed the government issued 
this decree in response to demands by \"Muslim groups.\" 


5. (C) To substantiate their claims about the decree, Agus 
and Kobalen pointed to Cengkareng district in Java where the 
Hindus have been trying to build a temple since 2003. Kobalen 
said that after extensive lobbying efforts last year, the 

Hindus obtained the requisite 90 congregation signatures and 
60 community signatures. However, to date, the local 
Religious Affairs office had not issued a permit to raise the 
temple. PHDI leaders did not foresee a resolution to the 
problem and appeared resigned that a temple could not be 
built in Cengkareng. (Note: PHDI leaders also claimed that 
Sikhs in Jakarta had been unable to obtain a permit for a new 
temple despite obtaining needed signatures. We will follow 
up with the Sikh community and other minorities on this 
issue.) They also said that radical Muslims from the Islamic 
Defenders Front (FPI) had demonstrated in front of the 
proposed temple to intimidate the Hindus. 


6. (C) The PHDI leaders said another indicator of growing 
Islamization was increasing government and social 
discrimination being reported by Hindus, especially in 

eastern Java. The PHDI continued to receive accounts of 
Hindus unable to procure birth and marriage certificates, 
identity cards, and other basic local government services. 
Consequently, many Hindus simply identified themselves as 
Muslim on government identification cards to escape 
discrimination. Agus asserted that in recent years many 
Muslims in East Java, influenced by local Islamic preachers 
who characterized Hindus as \"idol worshippers,\" had forced 
their Hindu neighbors to declare themselves Muslim. Kobalen 
claimed that even local Muslim preachers affiliated with 
Muhammadiyah and Nahdlatul Ulama preached intolerance against 
minorities. According to him, in some local districts such 

as Banten near Jakarta, strident Muslims had gone a step 
further and forced the rewriting of the local curriculum to 
de-emphasize Indonesia\'s \"great Hindu past.\" 


7. (C) PHDI leaders also claimed the plight of Hindus tended 
to be ignored by the government, media, and diplomats as the 
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Hindus had no international support base. They argued that 
Christian missionaries, often based in the U.S., had used 
their enormous financial wherewithal to focus a spotlight on 
discrimination against Indonesian Christians. Indonesian 
Hindus had little recourse to such resources. Kobalen said 
he had traveled to India and forged links with nationalist 
Hindu parties, but these efforts had not yet translated into 
financial support. Therefore, PHDI was exploring tapping 
into the wealthy Hindu community in the United States. 


8. (C) The PHDI leaders concluded that until now Balinese 
Hindus had escaped discrimination due to their majority 

status and the island\'s importance as a tourist destination. 
They did not think the Bali bombings were related to its 

Hindu character. However, they expressed foreboding that the 
drive towards Islamization in Indonesia would inevitably end 
up impacting Bali. 


PASCOE 


94796 

RR RUEHMR RUEHPA RUEHRN RUEHROV 

DE RUEHKM #0193 0320251 

ZNY CCCCC ZZH 

R 010251Z FEB 07 

FM AMEMBASSY KAMPALA 

TO RUEHC/SECSTATE WASHDC 8187 

INFO RUEHZO/AFRICAN UNION COLLECTIVE 

RUCNIAD/IGAD COLLECTIVE","C ON FIDENTIAL KAMPALA 000193 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 01/31/17 

TAGS: PREL, MOPS, EAID, KPKO, ET, SO, ER, KE, UG 

SUBJECT: UGANDA: VOTE ON APPROVAL OF SOMALIA DEPLOYMENT 
INITIATED 


Classified By: P/E Chief Kathleen FitzGibbon for reasons 1.4 (b) and (d 
). 


1. (U) On January 31, ruling party parliamentarians 

rejected the Defense Minister\'s motion to short-circuit 
parliamentary procedures to move forward a resolution to 
approve the Ugandan military\'s deployment to Somalia. Ina 
45-43-4 vote, ruling National Resistance Movement (NRM) 
parliamentarians refused to suspend a three-day rule required 
for the introduction of motions. Only the ruling party and 

few independents were present. The opposition had walked out 
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of parliament on January 30 in protest of the government\'s 

refusal to release Peoples Redemption Army (PRA) members who 
had been granted bail in court. 


2. (C) During debate over the motion to suspend the 

three-day rule, NRM members argued that \"rushing the 
resolution\" was not in the national interest or the party\'s. 

They argued that the opposition needed to be present to 
discuss an issue of this magnitude. The parliamentarians 

also requested additional information on what other countries 
would be joining Uganda and how large the force should be. 
They expressed concern that 1500-2000 Ugandan troops would 
not be able to protect themselves without the presence of 
additional African contingents. One ruling party MP angered 
the Speaker by accusing the government of \"not playing by the 
rules.\" Others accused the Parliamentary Speaker of trying 

to push through the resolution. The Speaker\'s staff told 

poloff privately that President Museveni would be calling 

many members on the carpet for not supporting the suspension 
of the rules. 


3. (C) Internal Affairs Minister Ruhakana Rugunda and 
Minister of State for Foreign Affairs Henry Okello Oryem 
expect the vote on the resolution to be on Tuesday, February 
6. They both said that the Speaker was working with the 
opposition leadership to persuade opposition members to 
return to Parliament. Oryem bemusedly described the vote as 
\"democracy in action\" within the ruling party. Several 
opposition members had arrived after the vote, including 
Reagan Okumu, an outspoken government critic. He told poloff 
separately that many opposition MPs would support the 
deployment to Somalia because stability in the Horn of Africa 
was important for Uganda. However, the government needs to 
assure the opposition that the necessary funding is in place, 
and that the Ugandan troops will be joined by other 
contingents. 

BROWNING 
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REF: A. SEOUL 0097 
B. 06 SEOUL 4194 


SUMMARY 


1. (SBU) The Korean Confederation of Trade Unions (KCTU) 
elected a new president on Saturday January 27. Lee 
Seok-haeng was chosen by a narrow margin as the head of the 
more radical umbrella labor organization supported by 760,000 
workers. As a self-proclaimed moderate, Lee\'s election marks 
a shift in KCTU\'s approach to labor relations both with the 
government and with employers. Choosing a moderate as the 
new leader also sends a signal that the organization 
recognizes it fell out of favor with the general public and 

will work to restore that trust over the next three years 

during Lee\'s tenure. In his acceptance speech, Lee said that 
his first two agenda items were to defeat the KORUS FTA and 
improve conditions for non-regular workers (explicitly 

raising the priority of these two items above others in the 

prior leadership\'s broader agenda). 


A NARROW VICTORY 


2. (SBU) In the wake of a difficult year for labor unions 
where the public openly criticized them for pursuing 

political agendas and unnecessarily disrupting the economy, 
KCTU chose a moderate to lead the organization for the next 
three years. Lee joined the labor movement after he was 
fired from Daedong Heavy Industries and went on to serve as 
KCTU\'s general secretary until recently. Lee Seok-haeng 
received 482 votes from 919 representatives participating in 
the voting process to claim a narrow 52 percent victory. 
Reports indicate that this win came only after a second vote 
was held, necessitated by an initial lack of a simple 

majority. 
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THE WAY FORWARD 


3. (SBU) Lee takes control of one of the two largest 

umbrella trade organizations in Korea that is best known for 
its violent protests and propensity for prolonged strikes. 
Suggesting a shift from this past, Lee said in his acceptance 
speech \"I will do my best so that the Korean Confederation of 
Trade Unions will be respected by its members and loved by 
the nation.\" A recent poll indicated that 65 percent of 
respondents favored cracking down on illegal strikers while 
only 21 percent were opposed. KCTU supported a number of 
illegal strikes last year, the most recent came at the end of 
2006 at Hyundai Motors (Ref A). Some workers under the KCTU 
umbrella complained that walkouts were led by union leaders 
and did not reflect the opinions of ordinary workers. In 
response to these concerns, Lee said that he will strive to 
obtain internal consensus before initiating talks with 
management. 


4. (SBU) In perhaps the most telling statement during his 
acceptance speech, Lee stated that \"A strike is a means, and 
it can never be a goal.\" One editorial suggested that this 
new approach to labor negotiations may help in changing the 
foreign investor\'s perception that the Korean labor force is 

a major hurdle preventing foreign investors from coming to 
Korea. KCTU argues that it is working to protect the jobs 

and rights of Korean citizens. It has actively (and 

sometimes violently) advocated against the KORUS FTA for this 
same reason. In his acceptance speech, Lee said that his 
first two agenda items were to defeat the KORUS FTA and 
improve conditions for irregular workers (explicitly raising 

the priority of these two items above others in the prior 
leadership\'s broader agenda). 


5. (SBU) Lee also said that he would not reject talks with 

the Federation of Korean Trade Unions (FKTU), the other trade 
union umbrella organization. This is a positive sign that 

KCTU may rejoin the Tri-Partite Commission working toward 
labor reform through an agreement between labor, employers 
and government. KCTU has been at odds with FKTU after the 
more moderate umbrella group signed a deal with employers and 
the government in November of last year (Ref B) to provide 
protections for non-regular workers. KCTU has not 
participated in Tri-Partite Commission, meetings designed to 
foster positive labor relations, since 1999. 


COMMENT 


6. (SBU) Although Lee\'s election marks a shift away from 
KCTU\'s radical past, the small margin of victory shows the 
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lack of a broad consensus among the unions about which 
tactics will best serve them and the workers they represent. 

If Lee is not able to appease the hard-liners who did not 

support his rise to power, they are likely to break away from 
KCTU and form their own umbrella organization. In his first 
public statements as President, Lee focused on common ground 
by confirming his opposition to the KORUS FTA, a sentiment 
not only shared by the vast majority of KCTU members but also 
the majority of FKTU members. Given that Lee has reconfirmed 
his strong opposition to the KORUS FTA, it is likely that 

there will be loud (but not necessarily violent) opposition 

as the talks draw nearer to conclusion and on to possible 
ratification. 

VERSHBOW 
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E.O. 12958: N/A 

TAGS: OIIP, KMDR, KPAO, JA 

SUBJECT: MEDIA REACTION - DEFENSE MINISTER KYUMA\'S 
REMARKS - TOKYO 


LEAD STORIES: Most Thursday morning papers front-paged an 
agreement Wednesday at the meeting in Tokyo of the 
International Commission for the Conservation of Atlantic 

Tunas to cut catches of bluefin tunas in the Eastern 

Atlantic and Mediterranean by 23 percent over four years 
through 2010. 


1. \"The Responsibility of Defense Minister Kyuma\" Guest 
commentator Naoyuki Agawa, a Keio University professor 
and former minister at the Japanese Embassy in 
Washington, wrote in the conservative Sankei (2/1): 
\"...Meeting the press on January 24 at the Japan National 
Press Club in Tokyo, Defense Minister Kyuma made remarks 
critical of President Bush\'s decision to launch the Iraq 
war. Kyuma also criticized Bush for failing to come up 

with plans to bring an end to the chaos in that 

country.... Kyuma is neither a scholar nor a commentator. 
He is in charge of Japan\'s national defense, which rests 
upon the US-Japan security system. His criticism of a 
decision made by the president of Japan\'s closest ally 
thus carries unusual weight. Japan, of course, does not 
necessarily support every US policy.... But when it comes 
to key US policies, particularly on issues that directly 
concern Tokyo, Japan as an ally should voice support as a 
matter of courtesy.... That was why although the Koizumi 
cabinet had counseled caution prior to the opening of the 
Iraq war, it offered support to the Bush administration 
once the decision was made.... The Bush administration 
never - not even once - publicly rebuked then PM Koizumi 
when he was the target of criticism from China and South 
Korea for his visits to Yasukuni Shrine. Had then Defense 
Secretary Rumsfeld said that the prime minister should 


SIPDIS 

not visit the shrine, how would Japan have reacted? US- 
Japan relations would have been badly damaged. Kyuma has 
made very serious remarks that could shake the foundation 
of trust between the two allies, including his criticism 

of the US regarding the relocation of MCAS Futenma.\" 


SCHIEFFER 
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SIPDIS 
SIPDIS 


USDA FOR FAS/FAA/DEVER, USDA/APHIS/SUSAN RITCHIE 


E.O. 12958: N/A 
TAGS: EAGR, NZ 


SUBJECT: DICK-NEW ZEALAND COUNTRY CLEARANCE 
REF USDA FAS 682558 


1. Embassy grants country clearance to Dr. Jere Dick, Veterinary 
Medical Officer, Veterinary Services, APHIS/USDA to visit Waitangi, 


New Zealand from March 25-30, 2007 to attend the Animal Health 
Quadrilateral Meeting. 


2. Embassy understands that country clearance is the only 
assistance required. 


3. Point of contact at the American Embassy is the office 
of Foreign Agricultural Service, USDA. Their contact 
details are: 


Atn: Laura Scandurra, Agricultural Attache 
Tel: 64-4-462-6012 

Fax: 64-4-462-6016 

Email: agwellington@usda.gov 


4. Travelers can exchange currency at the airport upon 
arrival and ATM machines are readily available throughout 
New Zealand. Check cashing privileges at the Embassy are 
restricted to travelerYs checks only upto US100.00. 
Personal checks will not be accepted. 


5. Visitors should use local taxi service, which is 

generally safe, reliable and frequent. Taxi fare from 

the airport to downtown Wellington hotels is 

approximately NZD30.00. A commercial shuttle service is 
also offered at the airport. Taxi fare from the airport 

to downtown Auckland hotels is approximately NZD55-NZD65. 
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A commercial shuttle service is also offered at the 
Auckland airport. 


6. Travelers can exchange currency at the airport upon 
arrival and ATM machines are readily available throughout 
New Zealand. Check cashing privileges at the Embassy are 
limited to travelerYs checks only up to USD 300.00 daily. 
Personal checks will not be accepted. 


7. Biosecurity Fines: 


The Government of New Zealand instituted fines for non- 
declared biosecurity hazards on travelers entering New 
Zealand with undeclared plant, animal or food material. 
Travelers found carrying these undeclared items will be 
immediately fined NZD200.00 (USD150.00). Biosecurity is 
a serious issue in New Zealand and fines will be 
administered immediately and without warnings. 


8. Security Information: 


a. All U.S. citizen personnel serving under the Chief of 
Mission authority in a temporary status of 30 days or 

more must complete appropriate overseas personal security 
training prior to travel (04 State 66580). Employees who 
have completed the Security Overseas Seminar course at 
the Foreign Service Institute (FSI) after June 1, 2000, 

meet this requirement. All other TDY personnel must 
either (1) complete the approved seminar at FSI entitled 
\"Serving Abroad for Families & Employees\" (SAFE), or (2) 
have their agency certify to the Department of State\'s 
Bureau of Diplomatic Security that the employee has 
undergone equivalent security training. The contact for 
this training is Assistant Director for Training at (703) 
205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. The U.S. Mission in New Zealand currently rates the 
threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. Anonymous telephonic threats and obscure threat mail 
have occasionally targeted U.S. diplomatic missions in 
New Zealand. In response to U.S. policies and actions, 
various groups in New Zealand have demonstrated 
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occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations, the host country police and protective 
services normally provide adequate protection to the 
Embassy and Consulate. 


d. New Zealand is considered a medium threat crime 
environment. As such, Wellington and Auckland have 
experienced an increase in violent and petty crimes, but 
they are usually non-confrontational in nature. However, 
home invasion robberies and assaults, once very rare, are 
becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of 

Auckland, Christchurch and Wellington, and visitors 
should be especially aware that street crime, such as 
scams and pickpockets is a daily occurrence in these 
cities. Common sense precautions should be taken, 
especially at night, to avoid becoming a target of 
opportunity. 


e. Generally, New Zealand does not play a significant 
role in the world drug situation; however, evidence 
indicates that New Zealand has been utilized as a transit 
point for shipments of Ecstasy, Heroin and Cocaine to 
Australia. The most abused drug in New Zealand is 
locally produced methamphetamine and cannabis. There 
have been increased amounts of lab seizures and violent 
crime associated with groups attempting to control this 
market. 


f. All forms of public transportation are generally safe 

at all times of the day; however, at night visitors 

should use common sense precautions so as to not become a 
target of opportunity. 


g. The traffic situation in Auckland can be difficult 

with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however, 
during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However, 
visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular 
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telephones, and to securely safeguard classified or 
sensitive information at the Chancery and not at hotels 
or residences. 


i. Visitors should also be aware of the State 

Department\'s Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements, which are available via the Internet at 
http://travel.state.gov 


j. In essence, visitors to New Zealand must exercise 
appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000, 24 hours/day). 

Keegan 
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E.O. 12958: N/A 
TAGS: EINV, ECON, PARM, JA 
SUBJECT: METI TO REVIEW SECURITY CRITERIA FOR FDI 


SENSITIVE BUT UNCLASSIFIED - PROTECT ACCORDINGLY 


1. (SBU) SUMMARY: The Ministry of Economy, Trade and Industry (METI) 
has established an outside study group to recommend possible 
revisions to the law that governs those sectors in which foreign 

direct investment (FDI) requires prior government notification and 
approval. The study group\'s ideas will feed into METI 
recommendations to the Ministry of Finance (MOF) regarding possible 
future amendments to the law. The announcement of the study group 
coincided with the issuance of a report by the Japan Business 
Federation (Keidanren) calling for changes to Japan\'s existing M&A 
legislation, including, inter alia, stricter review of proposed M&A 
transactions on national security grounds. METI officials insist 

the timing of the two announcements is coincidental. The 
composition of the study group is sufficiently broad that we do not 
believe it will recommend significant tightening of Japan\'s current 

FDI rules. End Summary. 


Study Group to Examine Rules Governing M&A Deals 


2. (U) On December 19, 2006, METI announced the formation of a 
\"Study Group on the International Investment Climate in a Globalized 
Economy.\" The ministry\'s instructions to the 20-member panel were 
to review the Foreign Exchange and Foreign Trade Control Law, (FEL) 
from the viewpoint both of protecting technologies important to 
national security as well as \"clarifying problems with measures to 
improve corporate value (i.e. M&A), while maintaining an equitable 
international investment climate.\" 


3. (U) Under Articles 26 and 27 of the FEL, foreign direct 
investment - defined as acquisition of more than 10 percent of a 
firm\'s listed stock by a foreign investor - in certain sectors 
requires prior notification to the Minister of Finance and the 
minister in charge of the specific industry. The ministers have 
thirty days (extendable) to review the proposed transaction after 
which they may approve, reject, or recommend changes to the deal. 
The sectors in which FDI is subject to prior notification are: 
aircraft manufacturing, nuclear power, lethal weaponry and 
gunpowder, spacecraft and rocketry, electricity generation, 
distribution of gas, heat or water, communications, broadcasting, 
railroads, passenger transport, biological chemicals, guard 
services, oil, leather, and air/maritime transport. 


4. (SBU) The government has not updated the criteria governing the 
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notification process or the list of covered sectors since 1991, 

although in that time there has been significant liberalization of 
Japan\'s FDI regime. METI officials in the Trade Finance and 
Economic Cooperation Bureau, which is overseeing the study group\'s 
work, told us that Ministry officials want to be sure that the 

coverage of Article 27 keeps pace with changes to Japan\'s FDI regime 
and changes in the global security environment (e.g. development of 
new technologies and materials and increasing concerns about 
proliferation.) A January 4 Sankei newspaper article on the 

formation of the study group described it as part of an effort to 

prevent proliferation of technology that could be used in production 

of WMD and linked the group\'s mandate to Japan\'s efforts to improve 
its counter-terrorism laws. 


No Weakening of Japan\'s Welcome to Inward FDI 


5. (SBU) The minutes of the study group\'s first meeting in December 
reflect some of these concerns, especially the worry that new 
commercial technologies, especially those with dual-use 

applications, could be outpacing Japan\'s regulatory regime. Some 
members expressed concern about potential diversion of such 
commercial technologies to military use and thought the government 
needed to develop a regulatory system that reflected both the high 
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level of Japanese technology and the increasing amount of inward 
FDI. Other participants noted the growing use of \"holding 
companies\" for investment purposes which made it difficult to 
identify the party that has effective control over the investment. 

METI officials also noted the concerns were not about investment 
from Japan\'s close partners such as the United States but that some 
business sectors worried that increased inward M&A by Chinese 
companies could, over time, result in a drain of sensitive 

technology. 


6. (SBU) At the same time, according to the minutes, members of the 
study group in their discussion emphasized the importance of 
maintaining an open investment climate and the growing contribution 
of FDI to Japan\'s economic growth. Others noted that FDI growth 
last year had been below expectations so it was important that the 
study group and the government avoid giving the impression that 
Japan is turning its back on international investment flows. Other 
members called for clarity in the regulations noting that 

uncertainty about whether a particular sector was covered would by 
itself have a discouraging effect on investment. 


7. (SBU) METI officials as well as the chairman of the study group, 
Waseda University Graduate School Professor Dr Shujiro Urata, 
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emphasized to us that the group\'s mandate did not signal a reversal 
of the government\'s pro-FDI policies. A look at the composition of 
the study group does not indicate any obvious protectionist bias in 
the membership. Of the 20 members, eight are professors from 
prominent economic or business faculties. Two others are lawyers 
who are active in M&A deals. The remaining ten are business 
executives from \"blue-chip\" firms as Mitsubishi Heavy Industries, 
Canon, Toyota and JFE Steel Corporation including executives from 
Sumitomo and Mitsubishi trading companies. METI officials involved 
in selecting the study group\'s members told us they included 
companies that both \"like and dislike METI\'s regulatory regime.\" 


8. (SBU) The Committee has already met twice and Urata expected it 
would meet twice more before submitting an interim report to METI 
Directors General of Trade and Economic Cooperation and Economic and 
Industrial Policy in April this year. The group\'s report will 

provide input into METIVs formal recommendations to MOF on whether 
and how to amend the FEL. If the cabinet agrees amendments are 
needed, the earliest it could submit draft legislation to the Diet 

would be during the 2008 regular session (January-July 2008). 


No Connection to Keidanren\'s Recommendations 


9. (U) The announcement of the study group coincided almost exactly 
with the release by Keidanren of a report calling for further 
amendments to Japan\'s M&A legislation. Among its recommendations, 
Keidanren expressed concern over the \"threat to JapanYs economic 
foundation or damage to national security from the outflow of 
technology.\" It called for a review of the FEL to consider possible 
changes to prior notification requirements and the expansion of the 
scope of production and technologies subject to regulation, and 
establishment of a process similar to that in the United States\' 

CFIUS process. Keidanren used similar arguments about the threat to 
Japanese high technology firms in its recent public campaign for 

strict rules to govern the triangular merger mechanism ostensibly 
designed to facilitate M&A through cross-border stock swaps. 


10. (SBU) Despite the coincidence of timing, METI officials 

insisted that the study group was not a response to the Keidanren 
report. In fact, they said, the establishment of the study group 

had been planned since early 2006 in expectation of the 
liberalization of M&A rules and full implementation of JapanYs new 
Company Law in May 2007. The officials opined that Article 27 and 
its implementing regulations do not reflect changing geopolitical 
circumstances in the region including changes in technology and the 
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rapid emergence of the East Asia region not only as a destination 
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but also as a source of FDI. 
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DEPARTMENT FOR CA/FPP AND INL/HSTC 
DEPARTMENT PLEASE PASS TO KCC FRAUD MANAGER 
POSTS FOR FRAUD PREVENTION MANAGER 


SIPDIS 


E.O. 12958: N/A 
TAGS: KFRD, CVIS, CPAS, CMGT, ASEC, SN 
SUBJECT: SINGAPORE QUARTERLY FRAUD SUMMARY - Q1 FY2007 


REFS: (A) Kuala Lumpur 00008 (B) 06 SINGAPORE 03469 (C) 06 SINGAPORE 
01335 
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1. SUMMARY: H-1B fraud remained the most common fraud activity that 
we saw in Singapore this quarter. Post began utilizing Lexis Nexis 

this quarter to support fraud-prevention activities. The number of 

H-1B applications from unqualified and/or short-term residents of 
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Singapore originating from India seems to have dropped this quarter. 
Post devoted significant resources to addressing potential adoption 
fraud. END SUMMARY. 


2. Singapore Fraud Summary 


A. COUNTRY CONDITIONS: Singapore remained a low-fraud environment 
for consular services. Singapore\'s pool of visa applicants is 

comprised of well-qualified individuals with reliable documentation 

for the most part. Our key concern continued to be the potential 

for fraud by the Indian H-1B applicant pool. 


B. NIV FRAUD 


Post continued to implement more stringent measures in the 
adjudication of H-1B IT applicants originating from India. The FPU 

unit utilized Nexis Lexis to vet petitioners\' information submitted 

through tax returns, W-2 forms, payroll registries, LCAs, I-129s, 

and other documents. In addition, post continued to exchange 
information with nearby posts concerning the legitimacy of local 
companies. Officers applied the enhanced understanding of USCIS and 
its requirements that they gained through attendance at fraud 
conferences to improve the focus and substance of memos recommending 
petition revocation for suspect petition-based visa applications. 

Our sense is that there has been a drop in fraudulent applications 

as well as a decrease in applications from recent arrivals to 

Singapore, though it is too early to develop meaningful statistics. 


C. IV FRAUD: See adoption fraud. Otherwise, IV fraud remained 
minimal. 


D. DV Fraud: No change. 
E. ACS AND PASSPORT FRAUD: No change. 


F. ADOPTION FRAUD: In August 2006, post\'s IV unit noticed a trend 
in American citizens inquiring about applying for immigration 

benefits for Malaysian babies to be adopted in Singapore. 

Prospective adoptive parents gave inconsistent information to IV 

staff and officers concerning whether or not they had already 
identified a child for adoption and the details surrounding the 
prospective adoption. While absolute numbers were low (half a dozen 
in a few months), on a relative scale for this post it was a surge. 
Post\'s immigrant visa officer swiftly engaged Embassy Kuala Lumpur 
(ref A), CA, and USCIS Hong Kong, as some of the information 
provided by inquirers raised concerns about potential child 

trafficking. In particular, it was noted that the children 

apparently had been brought to Singapore on social visit passes by 
un-named \"agents\" of some sort for the purpose of adoption, possibly 
without compliance with Malaysian laws on adoption or guardianship. 
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Only one couple has filed a formal application for immigration 
benefits (1-600), which post referred to USCIS for adjudication. 
USCIS denied the case w. We have posted a notice on our website 
urging American citizens who wish to adopt in Singapore to consult 
with the Embassy, submitted an updated adoption flyer to CA for 
clearance and posting, and scheduled joint outreach activities with 
USCIS for the current quarter to educate potential adoptive parents 
about the intricacies of international adoption and U.S. immigration 
requirements. 


G. ASYLUM AND OTHER DHS BENEFIT FRAUD: No change. 
H. COOPERATION WITH HOST GOVERNMENT AUTHORITIES: The GOS in general 
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remained eager to share information related to non-Singapore 
citizens involved in alien smuggling or mala fide travel schemes. 
The GOS also remained reluctant to release information about 
Singapore nationals due to strict privacy laws, though there are no 
significant cases to report. 


|. AREAS OF PARTICULAR CONCERN: None 


J: STAFFING AND TRAINING: Embassy Singapore hosted the CA-organized 
EAP Fraud Conference in November. Post\'s Fraud Assistant and all 
officers attended all or parts of the conference. Officers had the 
opportunity to meet their counterparts in the region and discussed 
face-to-face issues previously approached only via emails or phone 
calls. Post\'s FPM also attended the KCC-hosted L-1 Visa Fraud 
Prevention Conference in October, which was a great success. The 
FPM brought back invaluable information on work visa fraud and 
trends to share with other officers at Post. The FPM encouraged all 
LES staff to complete the online training related to detecting 
impostors and almost all LES staff members have completed the 
course. 
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E.O. 12958: N/A 
TAGS: OTRA, PREL, JA 
SUBJECT: COUNTRY CLEARANCE FOR THY M. NGUYEN 


REF: STATE 11879 


1. (U) Embassy welcomes and grants country clearance for 
the February 06 - May 03, 2007 visit to Japan by Bureau of 
International Security and Nonproliferation Foreign Affairs 
Officer Thy M. Nguyen. 


2. (U) Embassy Point of Contact for the visit will be 
Geneve Menscher. She can be reached at: 


Office phone: (81-3)3224-5344 

Home phone: (81-3)3224-6423 

Mobile phone: 81-90-7907-9591 

Fax: (81-3)3224-5322 

E-mail: menscherge@state.gov (unclassified) 


3. (U) Visitors should take the airport \"limousine\" bus 
directly to the ANA hotel in Akasaka where she will be met by 
Embassy staff. The limousine bus counter is located in the 
Tokyo Narita Airport Arrival lobby. Look for the orange 

signs as you walk through the doors from the customs area to 
the main lobby. The bus fare is 3,000 Yen. Twenty-four hour 
currency exchange facilities are available in the customs 

area and the arrival lobby of the airport. Travel time from 
Tokyo Narita Airport to downtown Tokyo is 90-120 minutes, 
depending on traffic. 


Visa 


4. (U) Holders of U.S. diplomatic or official passports 
must have a Japanese visa to enter Japan. Travelers ona 
U.S. tourist (blue cover) passport may enter Japan as a 
tourist without a Japanese visa for up to 90 days. 
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5. (U) The Embassy\'s laptop policy is as follows: 

Absolutely no personal, non-government owned laptop computers 
may enter the Embassy. Absolutely no laptop, even government 
owned, may be connected to the Embassy network in any way. 
TDY employees are reminded that no government owned laptops 
may enter the Embassy without prior RSO approval. Absolutely 
no laptop, even government owned, inside CAA areas unless 
special pre-approval, based on business need, has been given. 

If you would like to bring a US government owned and 

provided laptop computer into the Embassy, please contact the 
RSO\'s office prior to your visit for the briefing and 

approval. 


6. (U) U.S. Government facilities worldwide remain at a 
heightened state of alert. As the U.S. Government has 
reported in public announcements over the last several 
months, U.S. citizens and interests abroad may be at 
increased risk of terrorist actions from extremist groups, 

which may target civilians and include suicide operations. 
Most recently, we advised that we had unconfirmed information 
that terrorist actions may be taken against U.S. Military 
facilities and/or establishments frequented by U.S. military 
personnel in Korea and Japan. Americans should increase 
their security awareness and avoid locations where Americans 
are generally known to congregate. The Department will 
continue to develop information about potential threats to 
Americans overseas and to share credible threat information 
through its consular information program documents available 
on the internet at the Bureau of Consular Affairs home page: 
http://www.travel.state.gov. 


7. (U) In addition, we continue to be concerned about 
information we received in May 2001 that American citizens 
may be the target of a terrorist threat from extremist groups 
with links to Usama Bin LadenWs Al-Qaida organization. In 

the past, such individuals have not distinguished between 
official and civilian targets. The Embassy takes all threats 
seriously. The U.S. Embassy Tokyo can be contacted 24 hours 
a day at 03-3224-5000 (locally) or 81-3-3224-5000 
(internationally). 


8. (SBU) The general threat from crime in Tokyo and 
throughout Japan is low. Crime is at levels well below the 
U.S. national average. Violent crime is rare, but does 
exist. The Japanese National Police report continued 
problems with pick-pocketing of foreigners in crowded 
shopping areas of Tokyo. Although street crime is low, 
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common sense security measures are advised for all American 
citizens traveling in Japan. 


9. (SBU) Visitors are urged to maintain a high level of 
vigilance and to increase their security awareness. 
Americans should maintain a low profile, vary routes and 
times for all required travel, and treat mail and packages 
from unfamiliar sources with suspicion. Visitors are also 
urged to avoid contact with any suspicious, unfamiliar 
objects, and to report the presence of such objects to local 
authorities. Vehicles should not be left unattended and 
should be kept locked at all times. 

SCHIEFFER 
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SIPDIS 
SIPDIS 


EAP/TC HART 
DEPARTMENT PLEASE PASS TO AIT/W 


E.O. 12958: N/A 
TAGS: AMGT, APER, OTRA, TW 
SUBJECT: DEPARTURE OF DIRECTOR 


REF: TAIPEI! 186 


1. Director Stephen M. Young departed AIT for consultations 
in Hong Kong on Thursday, February 1 at 12:00 p.m. local time. 


2. Deputy Director Robert S. Wang has assumed Charge. 
WANG 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: OTRA, PREL, JA 
SUBJECT: COUNTRY CLEARANCE FOR JOHN HILL AND JOHN GEIS 


REF: SECDEF 302351Z JAN 07 


1. (U) Embassy welcomes and grants country clearance for 
the February 02 -05, 2007, visitto Japan by OASD, East Asia 
John Hill and John Geis. A notional schedule will follow 
separately. 


2. (U) Control Officer for the visit will be Geneve 
Menscher. She can be reached at: 


Office phone: (81-3)3224-5344 

Home phone: (81-3)3224-6423 

Mobile phone: 81-90-7907-9591 

Fax: (81-3)3224-5322 

E-mail: menscherge@state.gov (unclassified) 


3. (U) Tokyo hotel reservations have been made for the 
nights of 03-04 February at: 


Hotel Okura 

2-10-4 Toranomon 
Minato-ku, Tokyo 105-8416 
Tel: (81-3) 3582-0111 

Fax: (81-3) 3582-3707 
Email: www.okura.com 


4. (U) Visitors should take the airport \"limousine\" bus 
directly to the hotel or the Narita Express (NEX) train to 
Tokyo Station and then a taxi to the hotel. The limousine 
bus counter is located in the Tokyo Narita Airport Arrival 
lobby. Look for the orange signs as you walk through the 
doors from the customs area to the main lobby. The bus fare 
is 3,000 Yen. The NEX train is located in the basement of 
the airport terminal. The train fare is 2,900 Yen. 

Twenty-four hour currency exchange facilities are available 
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in the customs area and the arrival lobby of the airport. 
Travel time from Tokyo Narita Airport to downtown Tokyo is 
90-120 minutes, depending on traffic. 


Visa 


5. (U) Holders of U.S. diplomatic or official passports 
must have a Japanese visa to enter Japan. Travelers on a 
U.S. tourist (blue cover) passport may enter Japan as a 
tourist without a Japanese visa for up to 90 days. 


6. (U) The Embassy\'s laptop policy is as follows: 

Absolutely no personal, non-government owned laptop computers 
may enter the Embassy. Absolutely no laptop, even government 
owned, may be connected to the Embassy network in any way. 
TDY employees are reminded that no government owned laptops 
may enter the Embassy without prior RSO approval. Absolutely 
no laptop, even government owned, inside CAA areas unless 
special pre-approval, based on business need, has been given. 

If you would like to bring a US government owned and 

provided laptop computer into the Embassy, please contact the 
RSO\'s office prior to your visit for the briefing and 

approval. 


7. (U) U.S. Government facilities worldwide remain at a 
heightened state of alert. As the U.S. Government has 
reported in public announcements over the last several 
months, U.S. citizens and interests abroad may be at 
increased risk of terrorist actions from extremist groups, 

which may target civilians and include suicide operations. 
Most recently, we advised that we had unconfirmed information 
that terrorist actions may be taken against U.S. Military 
facilities and/or establishments frequented by U.S. military 
personnel in Korea and Japan. Americans should increase 
their security awareness and avoid locations where Americans 
are generally known to congregate. The Department will 
continue to develop information about potential threats to 
Americans overseas and to share credible threat information 
through its consular information program documents available 
on the internet at the Bureau of Consular Affairs home page: 
http://www.travel.state.gov. 
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8. (U) In addition, we continue to be concerned about 
information we received in May 2001 that American citizens 
may be the target of a terrorist threat from extremist groups 
with links to Usama Bin Laden\'s Al-Qaida organization. In 

the past, such individuals have not distinguished between 
official and civilian targets. The Embassy takes all threats 
seriously. The U.S. Embassy Tokyo can be contacted 24 hours 
a day at 03-3224-5000 (locally) or 81-3-3224-5000 
(internationally). 


9. (SBU) The general threat from crime in Tokyo and 
throughout Japan is low. Crime is at levels well below the 

U.S. national average. Violent crime is rare, but does 

exist. The Japanese National Police report continued 
problems with pick-pocketing of foreigners in crowded 
shopping areas of Tokyo. Although street crime is low, 
common sense security measures are advised for all American 
citizens traveling in Japan. 


10. (SBU) Visitors are urged to maintain a high level of 
vigilance and to increase their security awareness. 
Americans should maintain a low profile, vary routes and 
times for all required travel, and treat mail and packages 
from unfamiliar sources with suspicion. Visitors are also 
urged to avoid contact with any suspicious, unfamiliar 
objects, and to report the presence of such objects to local 
authorities. Vehicles should not be left unattended and 
should be kept locked at all times. 

SCHIEFFER 
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SIPDIS 
NOFORN 


E.O. 12958: DECL: 01/29/2016 
TAGS: PK, PREL, PTER 
SUBJECT: FORWARD MOVEMENT THE BEST PROTECTION FOR MIRWAIZ 


REF: A. ISLAMABAD 00414 
B. NEW DELHI 00406 


Classified By: Ambassador Ryan C. Crocker, Reasons 1.4 (b) and (d) 


1. (C//NF) Summary and Comment. Bold statements made during 
the visit of All Parties Hurriyat Conference Leaders Mirwaiz 
Omar Farooq, Abdul Ghani Bhatt, and Bilal Ghani Lone 
(reftels) have drawn both praise (from Pakistani and Indian 
government leaders and Pakistani opinion leaders) and threats 
from militants that they will \"sort him out\" upon his return 

to Jammu and Kashmir (J&K). Mirwaiz,s public addresses in 
Pakistan belie careful calculation of both the content of his 
speeches and his anticipation of the potential reaction. 

Mirwaiz is operating with the clear backing of Pakistan\'s top 
leadership, reflecting President Musharraf\'s request that he 
bring both militants and all other interested parties on 

board. With that in mind, he seems to be daring the key 
constituents with the power to change the status quo--the 
Indian and Pakistani governments--to prove wrong the 
detractors who accuse him of \"selling out\" and \"giving up the 
cause without any true sincere signs of movement from India.\" 
The best protection that either Islamabad or New Delhi can 
offer Mirwaiz at this stage--other than arresting or 
incapacitating those threatening him--is to break the current 
stalemate over Kashmir, Siachen Glacier, and Sir Creek. End 
Summary and Comment. 


Calculated Statements 

2. (C//NF) The bold statements by All Parties Hurriyat 
Conference (APHC) leader Mirwaiz Omar Farooq during the APHC 
delegation\'s week long visit to Pakistan (Refs A and B) are 

part of a well-considered strategy to move the recent 
Pakistan-India talks on Kashmir forward in a meaningful way. 

Each of Mirwaiz,s statements (ref A) have built on an 
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uniform agenda: drawing attention to Islamabad\'s proposals, 
which India has yet to concretely respond to; calling for 
Kashmiri representatives of all stripes to unite around a 
concrete set of proposals to ensure that the Kashmiri voice 
is included in the discussions; and pushing militants to come 
to the negotiating table, ideally after dropping their 

weapons so that India feels comfortable demilitarizing the 
region. 


3. (C//NF) Since 2005, Mirwaiz, Bhatt, and Lone and other 
Kashmiri moderates have received direct backing from the top 
levels of the Government of Pakistan (GOP); it has been more 
than a year-and-a-half since Islamabad discarded the more 
militant Syed Ali Gailani in favor of Mirwaiz as its chief 
interlocutor with Kashmiri separatists. Mirwaiz\'s speeches, 

his two meetings with Musharraf, and talks with Prime 
Minister Aziz, Foreign Minister Kasuri, and several other 
high-ranking politicians reflect the high level of confidence 
Islamabad has placed in Mirwaiz\'s ability to push forward its 
Kashmir agenda and take on the intransigent militants who 
refuse to put down their arms. Mirwaiz, in arranging meetings 
with opposition leaders and an \"All Parties Conference\" with 
all of the Kashmiri parties--including militant factions--in 

Azad Jammu and Kashmir was guided by Musharraf, who had asked 
him to provide the GOP political cover with Pakistani 

political parties by making sure they were all \"brought into 
confidence\" on Mirwaiz\'s and Pakistan\'s plans for a Kashmir 
resolution. 


4. (C//NF) Not surprisingly, Mirwaiz,s statements have 

drawn strong reactions, including threats from those he is 

trying to reach. Many Indian-based Kashmiri separatists 

accuse Mirwaiz (and probably Bhatt and Lone) of selling out 

the Kashmiri cause by calling on them to put down their 
weapons without first seeing concrete concessions by India. 
Arguing that \"jihadis didn,t pick up their weapons out of 
boredom or romanticism,\" hard-line J&K based leaders such as 
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Syed Ali Gailani say Mirwaiz,s call to back away from the 
armed struggle before India agrees to a \"settlement that 
meets the interests of the Kashmiris\" is premature. What 
Gilani, the United Jihad Council, and some anti-peace 
Pakistani opinion leaders say is missing from the deal is 
evidence of a true commitment from India. The onus is now on 
New Delhi to prove them wrong. 

CROCKER 
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DEPT FOR SCA/CEN 

E.O. 12958: DECL: 02/01/2017 

TAGS: PGOV, PREL, KG 

SUBJECT: KYRGYZ GOVERNMENT OFFICIALS REFLECT ON PARTIES, 
ORDER, AND GOVERNANCE 

REF: BISHKEK 86 
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Classified By: Amb. Marie L. Yovanovitch, Reason 1.4 (b) and (d). 


1. (C) Summary: During conversations with the Ambassador and 
visiting Central Asian Affairs Office Director Pamela 

Spratlen, Kyrgyz government officials defended the December 
30 version of the constitution that restored numerous powers 

to the president. Presidential advisors stressed the need 
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for order" and \"proper behavior, in place of \"irresponsible 
democracy.\" Parliament\'s approval of a new prime minister 
diminished the threat that parliament would be dissolved, but 
some may still push for early elections. And President 
Bakiyev has kept up his criticism of the parliament, accusing 
it of inaction. End summary. 


2. (U) The Ambassador and Central Asian Affairs Office 

Director Pamela Spratlen met then-Prime Minister Felix Kulov, 
First Deputy Prime Minister Daniyar Usenov, Parliament 

Speaker Marat Sultanov, State Secretary Adakham Sultanov, and 
Chief of the Presidential Staff Medet Sadyrkulov during 
Spratlen\'s January 21-26 visit to Kyrgyzstan for discussions 

of bilateral relations, as well as Kyrgyz political and 

economic developments. 


Constitutional Upgrade ) Views on Version 3.0 


3. (C) With the exception of Kulov, interlocutors expressed 
support for the December version of the constitution. 

Although the new version stripped many of the powers 
parliament gained in November, Sultanov considered the 
December version a \"stabilizing factor\" that eliminated 
\"imperfections\" in the November version. Usenov minimized 
the importance of the \"stylistic\" corrections, a stance 

echoed by Madumarov. Kulov, the dissenting voice, saw no 
\"progress\" in the December document, and instead favored the 
old constitution, most recently amended in 2003. 


Political Parties ) A Uniting Force? 


4. (C) The new party list voting system outlined in the 
December version of the constitution received nearly 
unanimous endorsements. Kulov argued that political parties 
\"will help bridge the North-South divide, and make it easier 
for the political elite to come to agreement." Sadyrkulov 
opined that there is grassroots interest in political 

parties, as people \"see this is the future.\" Even though the 
new version of the constitution splits parliamentary 
representation evenly between single mandate and party list 
seats, Sadyrkulov believed that most seats would be won on 
the basis of political party affiliation. President Bakiyev, 

in a January 27 speech, lauded the \"significant democratic 
development\" of parties taking shape in parliament. 


5. (C) While parliament\'s January 29 approval of Azim 
Isabekov as prime minister likely diminished the threat of 
dissolution, there may still be pressure for early elections. 

In his January 24 comments, Sultanov cautioned that parties 
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not currently represented in the parliament, such as Ar Namys 
(Kulov-aligned) and Jany Kyrgyzstan (pro-Bakiyev), might 
continue to agitate for new parliamentary elections. 


Give People What They Want ) Order 


6. (C) Madumarov claimed that most Kyrgyz outside of Bishkek 
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were not attuned to political developments, and simply wanted 
discipline and public order. As a result, he argued, the 
majority of Kyrgyz supported \"strong presidential power." 
Madumarov, reflecting on the lively Kyrgyz protest culture, 
said it was time \"to introduce responsibility ) democracy 
without responsibility turns into anarchy.\" In a similar 

vein, Usenov, while highlighting the \"ideal\" state of 

freedoms in Kyrgyzstan, advocated a need for \"balance and 
behavioral standards.\" As an example of the new order, 
Usenov noted that MP Omurbek Babanov, a leader of the 
November protests, was \"behaving now\" and was \"being treated 
fairly.\" (Note: Under pressure, Babanov recently sold his 
stake in television station NTS, and has maintained a low 
profile since November. End note.) 


You Don\'t Work for Kyrgyzstan, Kyrgyzstan Works for You 


7. (C) In an hour-long address to a Kyrgyz business 

convention January 27, President Kurmanbek Bakiyev ridiculed 
Parliament and criticized the (Kulov-led) government for 

failing to aid businessmen and agree on economic reforms. He 
vowed, under the approving eye of uber-businessman Usenov, to 
remove any government official blocking the path of business 
and commerce. Parliamentarians, Bakiyev noted, lacked 
practical work experience, failed to pass critical 

legislation regarding the power sector, specifically the 
Kumbarata hydroelectric stations, and \"needed to work.\" He 
chastised ministers for taking three years, and counting, to 
revise the tax code, when it \"only takes nine months to make 

a baby.\" The new government, Bakiyev predicted, would herald 
a \"new era of dynamism\" amounting to 100 times the Kulov-led 
government\'s level of activity. Parliamentarians seated 

behind emboff chuckled at Bakiyev\'s advocacy of reform, 
asking what efforts at reform he has taken since coming to 
power. 


Comment 
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8. (C) During our meetings, the President\'s advisors seemed 
satisfied with the course of political developments in 

Kyrgyzstan. And why not? Over the past month, Bakiyev has 
managed to regain the powers he ceded in November, gotten rid 
of his chief competitor, the Prime Minister, and -- at least 
temporarily -- outmaneuvered parliament. Bakiyev appears to 
be trying to keep parliamentarians where he wants them: with 
the imminent threat of parliamentary dissolution and early 
elections fading with the agreement on Isabekov\'s apointment, 
the Presidents attacks on parliament may be an effort to 

keep parliamentarians at bay. The rhetoric, and continuing 
pressure on opposition politicians as suggested by Usenov\'s 
comments about Babanov and numerous other cases observed by 
Embassy, are troubling and worth watching. 


9. (C) Kulow\'s belief that political parties can bridge the 
North-South divide may run into obstacles. Unless 
implementing legislation (due by the end of June) or party 
platforms mandate nationwide membership in political parties, 
political parties may simply reflect the existing divide. 
However, given Kulov\'s reported bitterness about his ouster, 
the political party structure could strengthen whatever 
activities he wishes to pursue now that his \"tandem\" 
relationship with Bakiyev is shattered. 

YOVANOVITCH 
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E.O. 12958: N/A 

TAGS: PARM, AORC, EIND 

SUBJECT: JAPAN\'S RESPONSE: CHEMICAL WEAPONS CONVENTION 
(CWC) - SEEKING SUPPORT TO BLOCK IRAN BECOMING EXECUTIVE 
COUNCIL CHAIR 


REF: SECSTATE 11293 
1. On February 1, ESToff delivered reftel demarche to 


Principal Deputy Director Nobuharu Imanishi and Officer 
Masamichi Ito in MOFA\'s Biological and Chemical Weapons 
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Conventions Division. Imanishi said that he would share the 
demarche with other officials for interagency coordination. 
He reported that the Government of Japan discussed Iran\'s 
candidacy for EC Chair and considered the possibility of 
Japan seeking the position. At this time, however, no 
decision has been made. Imanishi pointed out that unlike the 
U.S. who has two Ambassadors, Japan only has one. It may be a 
major time constraint for Japan to take on EC Chair 
responsibilities in addition to other ambassadorial roles. He 
also felt strongly that it should not appear that names are 
being put forward simply to provide an alternative to the 
Iranian candidate. Imanishi said that such a scenario could 
create bad feelings that might cause the elected Chairperson 
to lose credibility after the election. Imanishi did not 

offer names for possible alternative candidates. 


2. At the conclusion of the meeting, ESToff informed MOFA 
counterparts that Embassy Tokyo will follow-up next week. 
SCHIEFFER 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PGOV, HR 

SUBJECT: ILLNESS TAKES MAIN OPPOSITION LEADER \"TEMPORARILY\" OUT OF 
POLITICS 


1. (U) Social Democratic party (SDP) leader and former PM Ivica 
Racan told the press January 31 that he will \"temporarily\" withdraw 
from active politics pending the results of surgery and therapy for 
an \"atypical\" tumor. Racan\'s deputy party president (and defense 
minister in the 2000-2003 coalition government) Zeljka Antunovic 
will take over for the time being. 


2. (SBU) It is not yet clear how long Racan will be out of politics, 
or whether Zelka Antunovic as his appointed stand-in will eventually 
take over. Antunovic is a long-time Embassy contact and a strong 
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supporter of Euro-Atlantic integration. The big unknown in SDP 
politics is Zagreb Mayor Milan Bandic, not currently in the party 
leadership but clearly a contender. Certainly the SDP, the largest 
opposition party, could use a fresher image as it gears up for 
November 2007 elections. 


BRADTKE 
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STATE FOR OES/OA/JFIELD 


E.O. 12958: N/A 
TAGS: SENV, EFIS, PREL, ETRD, KSCA, IWC, Fl 
SUBJECT: FINNS ASK 8 EU COUNTRIES TO JOIN IWC 


REF: SECSTATE 10537 


1. (SBU) Econoff delivered reftel demarche on the recent 
meeting of the pro-conservation countries of the 

International Whaling Commission (IWC) to Esko Jaakkola, 
Environment Counsellor at the Finnish Ministry of the 
Environment. Jaakkola, who represented the Government of 
Finland at the meeting in Washington, welcomed the 
opportunity to participate and stressed that similar 
coordination meetings should happen more frequently in the 
future. 


2. (SBU) In an effort to strengthen the position of the 
pro-conservation countries, Jaakkola said then Finnish 
Minister of the Environment Jan-Erik Enestam sent a letter 
late last year to 8 EU countries (Greece, Malta, Romania, 
Bulgaria, Poland, Estonia, Lithuania, Latvia) asking them to 
join the IWC prior to its annual meeting this May in 
Anchorage, Alaska. While many of these EU countries may 
ultimately join the IWC, only Lithuania has communicated to 
the Finnish government that it plans to join prior to the 
annual meeting. 
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3. (SBU) Regarding Japan,s Conference for the Normalization 
of the IWC, Finland is not/not planning to attend. According 
to Jaakkola, Switzerland is the only pro-conservation country 
that may still attend. 


4. (SBU) Finland is planning to send two government officials 
(Jaakkola and one other) to the annual IWC meeting, along 
with one participant from a Finnish NGO (Finns for Whales). 


WARE 
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SIPDIS 


E.O. 12958: N/A 

TAGS: ENRG, SF 

SUBJECT: SOUTH AFRICA HIT BY ELECTRICITY CUTS AND FACED 
WITH A PROLONGED PERIOD OF TIGHT ENERGY SUPPLY 


REF: PRETORIA 00317 


1. (SBU) Summary. South Africa was hit by widespread power 
outages on January 18-23 that affected many industries and 
one-fifth of all households. Technical problems caused 
unexpected shut-downs at six conventional coal powered plants 
and at the country\'s sole nuclear power plant near Cape Town. 
Claims by businesses and economists that the power cuts will 
hinder economic growth were disputed by South Africa\'s 
Finance Minister. Additional generation capacity has been 
stalled since the mid-1990\'s, as the newly elected ANC 
government attempted and then largely abandoned the notion of 
privatizing the energy sector. New capacity, from additional 

coal plants, will not come on line until 2010. South 

Africans have been warned to live with a tight energy supply 

and adopt energy conservation measures until new power comes 
on-line. End Summary. 


Column 3 


2. (U) South African parastatal electricity provider Eskom 

was forced to institute mandatory rolling blackouts on 

January 18 when it unexpectedly lost 4,900 MW out of its 
36,800 MW generation capacity. An additional 4,400 MW were 
already down due to planned maintenance. The outages, which 
affected many industries and one-fifth of all South African 
households, ended January 23. Technical problems caused six 
coal power plants to shut-down and another shut-down at the 
country\'s sole nuclear reactor at Koeberg near Cape Town. 
Note: The Koeberg plant has been the subject of intense 
scrutiny since last year when a stray bolt caused major 

damage to a generator and shut the plant down for months, 
causing major power outages in the Cape region. Department of 
Public Enterprise Minister Alec Erwin attributed that 

incident to sabotage but his allegation was never proven. 

End Note. 


3. (U) The blackouts caused particular problems for the 
power-hungry mining and metal industries which must 
completely shut-down and then re-start operations for each 
black-out. After last years power cuts, many industries, 
including most banks, installed costly back-up generators. 
South Africa\'s largest group of home-supply stores, Massmart, 
reported that it has experienced a ten-fold increase in 
home-generator sales since the electricity blackouts began. 


4. (SBU) The blackouts whipped up a storm of media 
controversy, with some businessmen and economists claiming 
that the power shortages would shave GDP growth by 0.2-0.3 
percent this year -- claims which Finance Minister Trevor 
Manuel dismissed as \"utter garbage.\" Manuel said that Eskom\'s 
capacity constraints were not a problem and that mothballed 
coal generating plants would be brought on line 
\"immediately.\" The mothballed coal plants will not come 
on-line until 2008. Meanwhile, Eskom hopes to start 
construction on a coal plant which will bring an additional 
2,250 MW on-line in late 2010. This will be the first new 
power plant Eskom will have built in twenty years. Eskom is 
also planning additional nuclear plants (reftel). 
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5. (SBU) In the mid-1990\'s, the newly elected ANC government 
put a freeze on Eskom\'s power plant construction, expecting 
that private power generation would take up the slack. Since 
then, numerous energy experts, including Eskom itself, 
predicted that the country was heading for a power crunch 
unless the government built new capacity. Unfortunately, 
private sector power generation never materialized, and by 
2004, it was clear that electricity demand growth had far 
exceeded projections as a result of strong economic growth. 
That year, the SAG rescinded the freeze on Eskom expansion, 
mandating that Eskom remain in public hands and continue as 
the country's foremost energy provider. SAG has now budgeted 
$14 billion to upgrade generation capacity by 8,000 MW over 
the next five years. 


6. (SBU) Eskom CEO Thulani Gcabashe warned South Africans 
last week that they will have to live with a tight energy 
supply and adopt energy conservation measures until new power 


comes on-line in 2010. On January 30 Eskom released a 
statement warning that load shedding on a rotational basis 

will be instituted if additional plant shut-downs occur and 

asked consumers to switch off non-essential equipment such as 
air conditioners, geysers (hot water heaters) and swimming 

pool pumps. Demand for electricity will peak in the coming 
Southern Hemisphere winter months of June, July and August. 


7. (SBU) CEO Gcabashe\'s warning is significant because it 
marks the first time Eskom has admitted it may not be able to 
meet energy demand in the coming years. During last year\'s 
power outage, Eskom reassured the public that the electricity 
cuts were a one-time event. Eskom\'s acceptance of reality 
establishes a breach between Eskom and Finance Minister 
Manuel\'s dismissal of the problem. The question is now how 
long it will take Manuel to accept publicly the same reality. 
BOST 
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E.O. 12958: DECL: 02/01/2017 
TAGS: MARR, PREL, PGOV, MG, IZ, PL 
SUBJECT: MONGOLIA NONCOMMITTAL ON 8TH ROTATION IN IRAQ 


REF: STATE 10550 (NOTAL) 


Classified By: Ambassador Mark C. Minton, for reasons 1.5 (B) 
and (D) 


1. (S) Summary: In meetings this week, visiting EAP Deputy 
Assistant Secretary Thomas Christensen urged that Mongolia 
send a full 8th rotation of soldiers to provide force 

protection to Polish troops in Iraq. In response, Foreign 
Minister Enkhbold noted the government\'s earlier decision to 
reduce the deployment to a few staff officers, opined that 

the government would need a good reason to show the public 
for reconsidering this, and was noncommittal about changes. 
Vice Defense Minister Erdenebat responded that the U.S. 
should adjust its planning to a reduced deployment, citing a 
more complex domestic political environment, and complaining 
that past U.S. promises of military and civilian assistance 

had been slow to be fulfilled. The President\'s Foreign 

Policy Advisor noted that the size of the 7th rotation had 

been hotly debated last summer, but said that the President 
remains supportive of deployments to Iraq. There is a 
reasonable chance Mongolia will send a full deployment -- but 
it likely will be slow in deciding, partially because of the 
governmentVs political distraction. End summary. 


2. (S) In a January 29 meeting with Foreign Minister 

Enkhbold, DAS Christensen drew on reftel points to urge that 
Mongolia reconsider its preliminary decision to reduce its 

8th rotation of soldiers in Iraq to a small number of staff 
officers. Mongolia\'s role in providing force protection for 

Polish soldiers at Camp Echo is greatly appreciated, DAS 
Christensen said. One of the reasons for the very positive 
views of Mongolia in Washington is the image of Mongolia and 
Poland, two young democracies, cooperating to protect the new 


Column 3 
democracy in Iraq. 


3. (S) Enkhbold responded that Mongolia had taken on board 
the position of U.S. and other Coalition partners on its role 

in the process. Mongolia earlier had decided not to send a 
full eighth rotation to Iraq. Mongolia would take U.S. and 
Polish views into account, but that remained Mongolia\'s 
position at the moment. The Foreign Minister said he did not 
know how the issue would come out. However, he said, 
Mongolia would need a good \"excuse\" for reconsidering its 
decision to show the public. As a democratic country, public 
opinion means a lot. This is not something decided by MFA 
alone, but rather by MFA and MoD first, then the Cabinet and 
the National Security Council (note: the President, Speaker 
and Prime Minister), as well as public opinion and views in 
Parliament. One thing is very clear: Mongolia wants to 
develop relations with the U.S. further, and MFA works toward 
that goal. 


4. (S) During a January 30 meeting with Vice Defense 
Minister Erdenebat, DAS Christensen also urged that Mongolia 
send a full eighth rotation to Iraq. Erdenebat responded 

that Mongolia\'s support for OIF and OEF had been consistent 
through three Cabinets. However, in making its decision on 
the 7th rotation, Erdenebat said, the NSC had suggested that 
the 8th rotation should consist of a few staff officers. The 
Ministry of Defense, he said, must follow the NSC. Erdenebat 
asserted that Mongolia\'s Democratic Party (DP) had taken 
issue with the decision to deploy to Iraq, while the MPRP had 
pushed the issue. President Enkhbayar had been Prime 
Minister when the decision was made and remained supportive. 
Erdenebat noted that he had been Vice Defense Minister from 
Enkhbayar\'s Cabinet until now. Speaker Nyamdorj, he 
continued, had also been a member of the Cabinet in 2003 when 
the OIF deployment decision was made. The Ministry of 
Defense remained supportive. However, the political 

situation currently is complex, Erdenebat commented, with 
pressures from civil society and a diversity of views in the 
current \"unity\" Cabinet. MPRP poll ratings are down, and 
there is concern that a casualty in Iraq would inflame the 

street and provide a tool for the DP to try to bring the 

Cabinet down. Even with a reduced deployment, Erdenebat 
commented, Mongolia\'s flag would remain in Iraq, possibly its 
greatest contribution. The Vice Defense Minister suggested 
that the U.S. adjust its planning to take into account a 

reduced Mongolian deployment. 


5. (S) Erdenebat commented that, before each rotation, a 
senior U.S. official comes to Mongolia and makes promises of 
assistance. Once the rotation goes, however, fulfillment of 
these promises is slow. This has been true, he said, of 
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promised U.S. equipment for Mongolia\'s increased number of 
peacekeeping troops, as well as for Millennium Challenge 
Account (MCA) assistance, which has been promised for several 
years but only now seemed to be approaching. Erdenebat 
quoted a Mongolian adage about enticing a child with candy 
which is tantalizingly visible, but is behind glass. He 
commented that he was firmly convinced that the original 
decision in 2004 to include Mongolia as an MCA-eligible 

country had been linked to the OIF deployment. Erdenebat 
noted that long range MoD budgetary studies indicated that 
more resources will be needed to support defense reform needs 
for \"Vision 2018\" (note: as well as peacekeeping troop needs, 
this vision almost certainly includes some aircraft). Would 

the U.S. help cover these needs? 


6. (S) DAS Christensen responded that U.S. assistance to 
Mongolia, military and civilian, is rooted in U.S. commitment 
to Mongolia\'s democratic transformation, and is not linked to 
specific Mongolian policies related to OIF. MCA eligibility 
was based on a variety of factors related to governance and 
transparency, not to OIF. It is true that OIF is a key 

factor in the positive image of Mongolia in Washington, and 
that image makes advocating support for Mongolia easier 
within the USG, but this is an abstract link. 


7. (S) In a January 31 meeting with the Foreign Policy 
Advisors to the Prime Minister and to the President, DAS 
Christensen also urged that Mongolia send a full 8th rotation 
to Iraq. In response, presidential FPA Tsogtbaatar noted 
that the size of the 7th rotation had been hotly debated 
within the National Security Council last summer, and said 
that personalities had not changed. He added that one 
important factor last summer had been the recognition that 
Mongolia had not signalled far enough in advance that it 
intended to downsize its deployment; this factor would not be 
present during discussion of the 8th rotation. Nevertheless, 
Tsogtbaatar said, President Enkhbayar remained supportive of 
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Mongolian deployments to Iraq. 


8. (S) On January 31, Ambassador asked the Polish ambassador 
whether he had been in contact with the GOM to urge a full 

8th rotation. The Pole replied that he had not, and had not 
received instructions on the matter from Warsaw, nor 

information on whether the issue had been raised in Warsaw 

with the Mongolian embassy there. The Polish ambassador 
undertook to check with Warsaw on the issue and to get back 

to the Ambassador. 


9. (S) Comment: We have some optimism that Mongolia will in 
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the end decide to send a full 8th rotation, although this is 

not a certain outcome. Poland\'s decision to stay on at Camp 
Echo changed the situation from that when Mongolia made its 
preliminary decision last September for a reduced follow-on 
rotation, and withdrawal now would disappoint the Poles as 
well as the U.S. However, the GOM likely will officially 

make any decision to send a full 8th rotation only shortly 
before the 7th rotation is due to leave in April, akin to the 
cliffhanger verdict last September. As with the 7th 

rotation, if MoD starts training troops, this will be a 

promising sign of the direction of the eventual official 
decision. While the Vice Defense Minister exaggerated the 
domestic politics a bit, the current coalition government is 

not a decisive one, has a dysfunctional Cabinet which is 
divided on Iraq deployments, and is distracted by ongoing 
Cabinet turbulence. 


10. (U) DAS Christensen has cleared this cable. 
MINTON 
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E.O. 12958: N/A 

TAGS: PHUM, PREL, UNHRC-1, MG 

SUBJECT: UN HUMAN RIGHTS COUNCIL: MONGOLIA DOES NOT INTEND 
TO BE ASIA GROUP CANDIDATE 


REF: SECSTATE 12521 


On February 1, E/P Chief conveyed reftel points to Deputy 
Director for Multilateral Affairs Gansukh. Gansukh expressed 
appreciation for the U.S. interest in Mongolia as a 

candidate, but said that Mongolia had decided some time ago 
not to run for a seat. Asked if Mongolia might reconsider 

its position, Gansukh responded that this is unlikely. 
Embassy will continue to urge Mongolia to reconsider its 
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decision not to run, and will report any developments. 
MINTON 
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E.O. 12958: N/A 

TAGS: ETTC, ETRD, BEXP, IN 

SUBJECT: EXTRANCHECK: PRE-LICENSE CHECK: COMBAT VEHICLE RESEARCH AND 
DEVELOPMENT ESTABLISHMENT, MINISTRY OF DEFENSE, AVADI, CHENNAI, 
LICENSE NO. D366417 


REF: USDOC 06617 


1. Unauthorized disclosure of the information provided below is 
prohibited by Section 12(c) of the Export Administration Act. 


2. Acting Export Control Officer (ECO) David Nardella and BIS FSN 

Prem Narayan conducted a Pre-license Check (PLC) at the Combat 
Vehicle Research and Development (CVRDE), Avadi, Chennai, on January 
24, 2007. 


3. BIS requested a PLC at CVRDE, a Defence Research Development 
Organization (DRDO) laboratory, Ministry of Defence (MOD), GOI, 

website: www.drdo.org. CVRDE was listed as the Ultimate Consignee; 

CMC Ltd. (CMC), Mumbai as the Foreign Purchaser and CMC Ltd., 

Chennai as the Intermediate Consignee for one PIX-515-VPN-3DES: PIX 
515E 3DES/AES VPN/SSH/SSL encryption license and one 
PIX-515E-R-DMZ-BUN: PIX 515E-DMZ Bundle (CHAS, restricted SW, 64MB, 
3 FE Ports) controlled under ECCN 5D002 and ECCN 5A992, 

respectively. The license applicant was Cisco Systems, Inc. 

(Cisco), San Jose, CA. 


4. ECO along with FSN Narayan met with S. Sathyamurthy 
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(Sathyamurthy), Additional Director; G. Kannan (Kannan), Scienntist 
\G\'; Usha Narayanaswami (Usha), Scientist \'F\ and G. Harinarayanan, 
Senior Manager-Customer Services, CMC, Chennai. CMC is the 
marketing agent, after sales support provider and systems integrator 
for Cisco in India. Prashant Agrawal (Agrawal), Under Secretary 

(AMS), facilitated the meeting. Agrawal was also present at the 
meeting. 


5. CVRDE officials were not aware of the BIS regulations. This was 

the first USG or BIS official visit to CVRDE. They were cooperative 

and forthcoming. They produced the documents before ECO and FSN 
Narayan to view pertaining to the proposed transaction. Those 
contained the CVRDE Supply Order and Cisco questionnaire which was 
completed by CVRDE concerning the BIS export license compliance. 
Kannan stated that CVRDE has a procedure in place for releasing 
copies of their documents to foreign mission representatives. He 
stated that he would route the documents through the proper channel 
and send them to MEA\'s Agrawal. In turn, Agrawal greed to send the 
transaction papers to BIS New Delhi. The ECO and FSN reviewed the 
proposed transaction documents and determined that the CVRDE Supply 
Order number matched the Purchase Order number provided in reftel. 
CVRDE officials were asked by ECO if the products were going to be 
used in any Nuclear Weapon, CBW, or Missile Applications. ECO was 
advised no, and told them that such a use would be prohibited. 


6. CVRDE floated a limited tender for replacing the existing LAN 
system. CMC on behalf of Cisco submitted the quotation for 
supplying the equipment for the new LAN system to be installed at 
the CVRDE campus. The Cisco LAN system at the CVRDE facility is 
fully installed and awaiting the Cisco PIX box. Kannan stated that 
the PIX box on order is a hardware product that will be integrated 

in the LAN system. 


7. Kannan and Usha confirmed the stated end-use of the products on 
order. Kannan stated that CVRDE is engaged in designing and 
developing of infantry combat vehicles. Once the designs are 
approved the MOD\'s different ordnance factories produce these 
vehicles. CVRDE will use Cisco technology to provide a secure and 
reliable network infrastructure. The Cisco equipment will be used 

to support the creation of a campus wide LAN for providing internet 
services for CVRDE Scientists. Kannan further stated that the 
secured internet access using VPN firewall technology is required to 
safeguard the research and development that CVRDE undertakes. The 
type of data that will be encrypted using Cisco technology is email 

and internet traffic. The PIX box on order will also protect the 

system from receiving junk mail, viruses and software hackers. Only 
CVRDE will have access to the data over the network. Kannan stated 
that in the earlier system CVRDE used broadband dial up process that 
was unsafe for email and internet traffic. Kannan confirmed that no 
remote access is permitted. The systems can be accessed only in the 
CVRDE campus. Approximately 100 scientists will use the system. 
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8. ECO and FSN Narayan were given a brief tour of the CVRDE Data 
Center where the Cisco equipment will be installed. Only 12 CVRDE 
employees will have access to the Data Center. ECO and FSN Narayan 
noted the Cisco CPU serial number with which the PIX box will be 
connected. CVRDE building is guarded 24 hours a day. 


9. Established in 1975, CVRDE is one of the 51 laboratories/research 
establishments operated by DRDO. CVRDE is responsible for designing 
and development of armored fighting vehicles. CVRDE\'s Mechanical 
Systems Laboratory caters facilities for testing, evaluation and 


analysis of major and sub-systems of armored fighting vehicles. It 
has various facilities for evaluating high speed output engines, 
fuel injection systems, power packs of armored fighting vehicles, 
automatic transmission, hydro gas suspension, road wheel and air 
cleaner. The test facilities help in evaluation of automotive 
systems in simulated field conditions for their performance before 
integration in armored fighting vehicles for field trials. CVRDE 
employs approximately 1,500 personnel including 200 scientists. 


10. Recommendation: Post recommends the Combat VehiclesResearch and 
Development Establishment as a reliable recipient of the controlled 

U.S. origin commodities. All indications are that the listed 

commodities will be used in accordance with U.S. Export 

Administration Regulations (DNARDELLA/PNARAYAN) Mulford 
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WHITEHOUSE FOR NSC/WEUROPE 


E.O. 12958: N/A 


Column 3 
TAGS: KPAO, AU, OPRC 


SUBJECT: AUSTRIAN MEDIA HIGHLIGHTS: January 31, 2007 


Document Incriminates Platter 


1. Findings by the parliamentary investigative committee, which is 
looking into the purchase of Eurofighter jets for Austria, have 
incriminated former Defense Minister Guenther Platter from the OeVP. 
According to one of the committee\'s files, Platter had ordered to 
have part of the jets\' acquisition costs listed as maintenance 

costs, which will only incur at a later date, in order to make the 
official purchase price appear as low as possible. According to 

Peter Pilz, the head of the investigative committee, the move was a 
\"deliberate deception\" of Parliament. Platter, who serves as 

Interior Minister in the new SPOe-OeVP cabinet, has dismissed the 
allegations. 

ORF radio\'s early morning news Morgenjournal quotes former Defense 
Minister Guenther Platter as rejecting the claims: \"The three blocks 
of expenses in question have long been made public, and were dealt 
with in a transparent manner. On top of that, they were all been 
checked by the Audit Court and the entire issue was discussed at 
length in Parliament. That is why | am very strongly rejecting the 
allegations.\" Asked about a former Finance Ministry official, who 
allegedly claimed Platter ordered part of the Eurofighter costs to 

be filed under maintenance, Platter said he \"can not say\" whether 
the official \"imagined things.\" He had \"never placed an order with 
the Finance Ministry; that is not the defense minister\'s job.\" 

Platter stressed that he had \"in no way\" misled Parliament on the 
issue: \"That was never my intention. On the contrary, | have always 
considered it important that the costs are presented transparently. 
Again: everything has already been checked and debated in 
Parliament, and | strongly reject these allegations.\" 

Meanwhile, independent provincial daily Salzburger Nachrichten 
suggests in a front-page report that a SPOe proposal could envisage 
purchasing from interceptor producer EADS not 18, but only 14 
Eurofighters jets plus a number of helicopters. 


Muzicant: Chancellor\'s Reaction Not Acceptable 


2. Ariel Muzicant, the President of ViennaYs Jewish Community, has 
added his voice to criticism of Social Democratic Chancellor Alfred 
Gusenbauer for his response to past activities of Freedom Party 
leader Heinz-Christian Strache. The President of the Jewish 
Community told journalists the Chancellor\'s description of Strache\'s 
activities as youthful pranks was \"unacceptable.\" Muzicant 
underscored the photos of Strache taking part in paramilitary games 
reflected a disposition towards National Socialism. Gusenbauer is 
also under fire from members of his own party for what some believe 
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is a too mild response to the photos. 

All major Austrian media report on Jewish Community President Ariel 
Muzicant\'s criticism of Chancellor Alfred Gusenbauer over the 
latter\'s statements on the controversial Strache photos. 
Mass-circulation tabloid Oesterreich writes Muzicant appeared 
\"visibly disappointed\" by Gusenbauer\'s stance on the issue, and told 
journalists he \"can not accept the chancellor's reaction.\" He 
suspects the SPOe was concerned a weakened FPOe could decide to 
re-unite with its spin-off BZOe, which is \"no excuse\" in his 

opinion, Muzicant said: \"| doubt it is admissible to disregard all 

the basic principles of our political philosophy.\" In an interview 

with the daily, Austrian political analyst Peter Filzmaier argues 

the ongoing \"discussion of the SPOe\'s position is helping Strache. 
Suddenly, the issue is no longer the FPOe boss, but the Social 
Democrats,\" the expert says. 

The Chancellor has meanwhile also distanced himself from the FPOe, 
saying the explanation for the pictures presented by the FPOe leader 
was \"insufficient,\" liberal daily Der Standard writes, and quotes 
Gusenbauer as saying Strache had \"missed the chance to distance 
himself from such activities in his youth.\" 


Bawag Hearings Begin 


3. An Austrian civil court has begun hearing the charges brought by 

the Austrian Unions Association OeGB against former senior 
executives of the Bawag bank, as well as claims for eleven million 
Euros in damages. 

According to a report in semi-official daily Wiener Zeitung, the 

Austrian Unions Association OeGB is seeking eleven million Euros in 
damages after Bawag bank, which the OeGB once owned, suffered 
massive losses in speculative currency deals. Among those being sued 
are former Bawag executives Helmut Elsner and Johann Zwettler, along 
with four former board members. The OeGB is also seeking damages 
from its own boss Fritz Verzetnitsch, claiming he knew of the 
speculative losses and provided guarantees without seeking approval 
from the Unions Association\'s executive committee. Helmut Elsner 
continues to fight extradition to Austria from France, claiming he 

is suffering from heart problems and citing his doctors as saying he 

is too ill to travel to Austria. In late December, US consortium 

Cerberus won a bid to purchase bank Bawag. 


US Chief Seeks New Iraq Approach 


4. Admiral William Fallon, who has been chosen by US President Bush 
to become chief of US forces in the Middle East, has urged the 
administration to take a new and different approach in Iraq. 

Speaking at his confirmation hearing, Admiral Fallon said that time 
was short for the US to turn Iraq around and that countering Iranian 
influence in Iraq would also be an important priority if he was 
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confirmed in his post. 

ORF radio early morning news Morgenjournal quotes Admiral William 
Fallon as stressing that the \"situation in lraq is serious, and 

clearly in need of new and different actions. But time is short, and 
there are no guarantees. It seems obvious to me that what we have 
been doing has not been working. We have not been getting the 
results we desire and we clearly have to do something different.\" 
The Admiral's comments came on another day of bloodshed in Iraq, 
when about 40 people died in attacks across the country. More than 
100 people were also injured in bombings and mortar attacks as 
Shiite Muslims were celebrating the religious Ashura festival. 
Meanwhile, foreign affairs editor for liberal daily Der Standard 
Gudrun Harrer comments: \"The battle of Najaf, where earlier this 
week approximately 300 fighters and followers of a Shiite sect were 
killed, is another horrible episode in the Iraqi pandemonium. It 

gives rise to doubt whether the US, with an additional 21,000 
troops, is in a position to manage the security situation in Iraq. 

(...) These days, it is clear that the future of Iraq will not be 

decided by a Sunni uprising, but by the question of whether the 
Shiite majority still has sufficient confidence in the Iraqi 

project. The tendencies towards disintegration among the Shiites 
suggest things are not looking good.\" The US, Harrer concludes is 
meanwhile \"pointing its finger at Teheran and it would be naove not 
to see the Iranian influence in Iraq. It would be just as naove, 
though, to assume that everything would be all right in Iraq if only 
the Iranians could be eliminated from the equation.\" 


Fatah and Hamas Exchange Hostages 


5. After agreeing on a cease-fire earlier this week, rivaling 
Palestinian factions Hamas and Fatah have begun exchanging their 
hostages. According to reports published in Israeli media, 20 Hamas 
members and 18 supporters of Fatah were set free Tuesday evening. 
The cease-fire meanwhile appears to hold, with unrest in Gaza having 
declined considerably since yesterday. 

Although the cease-fire between the two rivaling Palestinian 

factions Hamas and Fatah appears to hold for the time being, 
mass-circulation daily Kurier is skeptical it is going to last. In a 

report entitled \"Out of control,\" the daily\'s Tel Aviv correspondent 
Norbert Jessen says \"many Palestinians have no confidence in the 
truce, because most of the armed groups are no longer listening to 
their leaders.\" Thus, \"all political compromises are no more than an 
illusion as long as the violence in the streets continues to have a 

life of its own. In that case, we can expect the opposite: Armed 
struggles between undisciplined groups could draw everyone into the 
struggle and trigger a war between the secular branches and the 
fundamentalists.\" 

The daily\'s foreign affairs writer Stefan Galoppi argues: \"When the 
Middle East quartet starts its new peace initiative it has to 

overcome the short term approach that characterized its previous 
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initiatives. A real peace plan needs clearly-defined steps and a 
clear deadline. Only if the Palestinians see that they can have 

progress without violence, religious fanatics and war profiteers 
will lose their fatal influence in the end." 

McCaw 
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E.O. 12958: DECL: 2/1/2027 

TAGS: PGOV, CH 

SUBJECT: SICHUAN PARTY SCHOOL ON IMPLEMENTATION OF \"HARMONIOUS 
SOCIETY\" 


REF: BEIJING 620 


CLASSIFIED BY: James A. Boughner, Consul General, United States 
Consulate, Chengdu. 
REASON: 1.4 (b) 


1. (C) Summary: Officials from the Sichuan Province Party 
School and Organization Department said the Harmonious Society 
doctrine represents a significant change from the \"class 
struggle\"-oriented Marxism that was the former ideological focus 
of Party member education. While actual implementation of the 
concept is still in its early stages, in general it encourages 

Party members to work toward development, peace and stability. 
Zhou Zhibin, Vice President of the Sichuan Party School said 
\"deliberative democracy\" promotes consultation, tolerance and 
understanding. According to Zhou, Harmonious Society will 
achieve a balance between centralism and democracy at the local 
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level by shifting from a previous focus solely on economic 
development to one which values service. Democratic experiments 
at the local level include the phasing out of the \"secretaries 
working meeting and the broadening of the representative nature 
of party committees. 


2. (C) Training for cadres now focuses on integrating practical 
experience and ideology, as well as on developing relationships 
outside of the Party, according to Wang Chuan, Vice President of 
the Sichuan Organization Department. The cadre evaluation and 
promotion system is also under revision to reflect Harmonious 
Society\'s new emphasis on improving people\'s livelihoods, 
unemployment, and gaps in development rather than solely 
improving GDP numbers. Sichuan Province appears to be moving 
forward slowly on implementing Harmonious Society, and its Party 
School and Organization Department leaders are unwilling or 
unable to comment on ongoing debates about Harmonious Society. 
End Summary 


3. (C) On January 18, Congenoff and visiting EAP Desk Officer 
Marc Abramson met with the Zhou Zhibin, Vice President of the 
Sichuan Party School, Li Xin, Director of the Sichuan 
Administration Institute (the non-Party \"government\" side of the 
Sichuan Party School), and Mr. Xiao, Director of the Training 
Department of the Sichuan Party School, to discuss the training 
Party members receive on implementation of the \"Harmonious 
Society\" policy. In a separate meeting on January 19, we met 
with Wang Chuan, Vice President of the Sichuan Province 
Organization Department, which oversees Party personnel matters 
and is involved in Party training and ideological education. 


What is \"Harmonious Society?\" 

4. (C) The Harmonious Society doctrine, also referred to as 
Socialist Harmonious Society, represents a significant change 
from the \"class struggle\"-oriented Marxism that was the former 
ideological focus of Party member education, according to Zhou. 
The new policy is much broader and targets all levels of cadres 
and Communist Party members. Both Zhou, and Wang, in a separate 
meeting, said Harmonious Society works toward the goals of 
development, peace and stability, and that the related 

Scientific Development Concept is a guiding ideology (zhidao 
sixiang) to assist in attaining these goals. Wang noted the 
Scientific Development Concept, as a \"comprehensive platform\" 
(tongling), was ideologically more important than Harmonious 
Society, which he characterized as a \"development goal.\" Zhou 
admitted \"Harmonious Society\" is an abstract concept in its 
initial stage, and that the basic framework is still under 
development. 


5. (C) According to Zhou, unlike the New Socialist Countryside 
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program (introduced as a formal goal at the plenary session of 
the National People\'s Congress in March 2006) and the goal of 
achieving a Relatively Well-off Society (xiaokang shehui) -- 

first raised during Jiang Zemin\'s tenure as Party General 
Secretary -- which have quantitative goals, Harmonious Society 


SIPDIS 

has no specific numerical targets. He added that local level 
governments down to at least the county level have new 
\"implementation offices\" (tuijin ban) to carry out the \"New 
Socialist Countryside,\" but did not mention the existence of 
similar organizations relating to Harmonious Society. 


Deliberative Democracy 
6. (C) In response to a question from Abramson, Zhou said that 
while the Party recognized two basic forms of democracy, 
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electoral democracy and \"deliberative democracy\" (xieshang 
minzhu), the Party was currently focused much more on the 
latter. In the context of Harmonious Society, he viewed the 

role of \"deliberative democracy\" as promoting the resolution of 
disputes outside of the court system, thereby avoiding costly 
and contentious lawsuits. Specifically, Zhou said the system 
should promote mutual consultation, tolerance and understanding. 
He lamented the fact that electoral democracy does not always 
achieve an ideal outcome, using competitive elections as an 
example. Without giving further details, Zhou gave as an 
example that village officials elected in competitive elections 
face many obstacles. (Note: Zhou\'s general comment on 
problematic outcomes of local elections is interesting given 

that Sichuan Province has a history of being touted as a model 
in China for village-level democratic reform and 
experimentation. End Note.) 


Democratic Centralism 

7. (C) In response to a question on how Harmonious Society will 
achieve a balance between centralism and democracy at the local 
level, Zhou said policy has shifted from a previous focus solely 

on economic development to one which also values providing 
public services and public goods. The key to achieving a 
balance, he continued, is a system evaluating and supervising 
local officials that provides carrots and sticks for government 

to create this balance. Zhou gave an example of views toward 
achieving targets in reduction of sulfur dioxide emissions. In 

the past, the view was that development should be \"both fast and 
good,\" (you kuai, you hao), but this formulation has now been 
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reversed, as part of the goal of a harmonious society, to having 
\"both good and fast\" development (you hao, you kuai), implying 
it is more important to have balanced development than simply 
rapid growth. Today, according to Zhou, officials are taught 
development should not take place at the expense of the 
environment. 


8. (C) Separately, Wang said the Sichuan Organization 
Department was instructed by Beijing to study how to 
\"systematize\" the implementation of democratic centralism in 
Sichuan. He opined it was necessary to carry out consultations 
inside and outside the Party during the process of choosing 
provincial bureau (ting) and prefecture-level Party secretaries 
(formally done by party congresses). Wang also said that a key 
part of democratic centralism was spreading out policy-making 
powers. Wang noted that the head of the Sichuan Propaganda 
Department had recently issued directions for Party bodies in 
Sichuan to be more open and transparent in their operations. 


Democratic Experiments at the Local Level 

9. (C) When asked about reform of the institution of the 
\"secretaries working meeting\" (shuji bangonghui) in Sichuan, 
Wang replied the meeting went away \"naturally\" at the county 
level when the number of party deputy secretaries was reduced 
from 6-10 to only two. (Note: The \"secretaries working 
meetingW was a decision-making body at the sub-provincial level 
made up of the party secretary and the deputy party secretaries 
of an organization or government which was regularly used to 
circumvent, and often render irrelevant, the approved 
decision-making bodies of the party committee and the party 
standing committee. End Note.) The representative nature of 
party committees (quan wei hui) is also broader, Wang said. For 
example, county-level party committees now meet every four 
months on a fixed schedule, as opposed to the previous practice 
of once or twice a year, and will also meet on an ad hoc basis 

to meet particular needs. This reform, however, has not yet 
reached the prefecture level (one level above the county). The 
party standing committee meets more frequently than the party 
committee. 


Is Democracy a Good Thing? 

10. (C) When asked if he had an opinion on the controversial 

book \"Democracy Is a Good Thing\" by Beijing scholar Yu Keping, 
Zhou claimed he had not heard of it (Reftel). He instead 
commented on the recent Chinese television program, \"The Rise of 
Great Nations.\" He noted the show had developed out of a 2003 
Politburo study session on the topic and said that he drew two 

basic messages from the show. First, democratic systems only 
function successfully under strong federal systems. He noted 
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century had led to the Civil War. Second, he opined that 
European social democracy was successful because it was able to 
effectively provide social goods to the populace. In general, 

Zhou concluded, only slightly tongue in cheek, that the show 
demonstrated democracy was a good thing and that, without 
democracy, there could be no socialism. In response to a 
question on the debate over efficiency versus fairness, Zhou 
responded that the lesson of the European socialist model was 
that the combination of increased wealth and increased equality 
led to increased economic efficiency. 


Training for Cadres: Service, Law and Management 

11. (C) Xiao, Director of the Training Department at the 
Sichuan Party School, described the recently initiated five-year 
plan for the curricula of the linked Sichuan Provincial Party 
School and School of Administration. The Party School 
emphasizes theory and improvement of cadresY governing 
abilities, and the School of Administration focuses on practical 
management techniques. The three principle course areas for the 
students -- most of whom are county or deputy county heads or 
hold equivalent ranks as department directors or vice directors 
-- are 1) public servant awareness (gongpu yishi), 2) legal 
administration (yifa xingzheng), and 3) management (guanli). 


12. (C) Xiao listed several current courses offered to county 

and department-level officials in a typical two-month training 
course: \"Basic Theory and Practical Knowledge, \"Law and the 
Administrative Approval Process, Modern Management," \"History 
and Cultural Experience." (including teaching Laozi and Tang 
Dynasty poetry) and \"Basic Skills." Xiao described the last 
course\'s goals of teaching social surveying and reporting 

skills. Part of the class entails having students conduct 

one-week on-site surveys of developed areas in Eastern China and 
underdeveloped areas in Western China. Xiao added that the 
curriculum included 33 topics on Harmonious Society, including, 
among others, social development (health and education), 

minority policy and social management. The school will begin to 
use case studies as a teaching tool this year. 


13. (C) In response to a question on whether Party members\' 
attitudes were changing, Director Zhou responded that they now 
focused more on practicality (shiyong zhuyi) as opposed to 
idealism (lixiang zhuyi), and that this was a positive 

evolution. However, he did note that the members\' level of 
ideological sophistication was somewhat lacking compared with 
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cadres of his generation (Zhou appeared to be in his late 50s or 
early 60s). Separately, Wang of the Organization Department 
noted that training is no longer limited to a Party focus, but 

rather strives to work on relationships with elements outside 

the Party and to deal with the many economic disparities and 
\"contradictions\" currently facing Chinese society. He also 
emphasized the flexible and multi-faceted nature of current 
training, and echoed Zhou\'s description of an integration of 
practice and theory. As an example, he stressed the need to 
adapt Western theories of governance to China\'s conditions, and 
highlighted internships for government employees in the United 
States and Europe that include both a study and work aspect. 
(Note: The Sichuan Organization Department annually sends three 
groups of students to Minnesota to study public management and 
intern at local Minnesota government offices. End Note.) 


14. (C) At the village level, 500,000 leaders were trained 
nationally in 2006, according to Wang, completing planned 
training for all village heads. Wang said he had personally 
trained the village heads in Sichuan. A similar plan to train 

all county leaders would be completed by the end of 2008. The 
funding for this training came only from the provincial level 

and below. In general, new county heads and Party secretaries 
receive between three weeks and three months of training soon 
after they are promoted. Other officials attend training 

classes in Sichuan in order to meet a requirement to receive 
training at least once every five years. At the provincial 
department (ting) level, Sichuan sends approximately 20-30 
cadres each year to Beijing for central training. Wang added 
that their training schedule has accelerated in the last year 
because of the large turnover in personnel tied to the ongoing 
election of new party congresses and people\'s congresses at the 
provincial and local levels. 


Evaluation of Cadres 
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15. (C) Zhou said Sichuan had not started modifying its system 
of evaluating local officials (kaohe tixi) to reflect the new 
socioeconomic goals outlined under Harmonious Society, but he 
noted that other provinces had begun to do so. Zhou pointed out 
that his school offered an entire class on how to evaluate 
government work, and he argued that proper supervision of 
government work aimed at providing services to the public was 
more important than centralizing administrative authority. 


16. (C) Wang was more forthcoming with details of how the 
system was being revised, noting that pilot projects had been 
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carried out in 2006, but that no set standards had yet been 
established in Sichuan. He added that standards would 
inevitably differ to some extent within the province based on 
regional characteristics. Among the standards currently being 
used or under consideration, he listed employment, environmental 
protection, mode of production, efficiency of growth, social 
issues (health, poverty, education), and the management of 
taxation as specific factors considered in the evaluation 
process. He stressed that the emphasis of the new standards 
would be on meeting the concerns of ordinary citizens. 


17. (C) Wang also explained that public opinion surveys were a 
mandatory part of the evaluation process for all officials below 
the provincial level who were up for promotion. He described 
three methods that local governments in Sichuan were currently 
using to assess \"public\" opinion about particular officials: 1. 
Anonymous voting by local non-Party bodies sanctioned by the 
United Front Work Department, e.g., local people\'s congresses, 
local people\'s political consultative conferences, and local 
representatives from the approved \"democratic parties;\" 2. 
Internet polls on government websites; 3. Advertisements by 
local governments soliciting comments from citizens. In response 
to a question, Wang said the most important change from the old 
evaluation system was that there was no longer an overriding 
emphasis on just one number: GDP. Now, people\'s livelihoods, 
unemployment and gaps in development were being considered, 
though GDP growth would still be important. 


Unresponsive on implementation details 

18. (C) Zhou was unwilling or unable to respond to questions on 
structural reforms or leadership changes that could have an 
impact on Harmonious Society. He was reluctant to answer 
questions on changes to local government budget authority, and 
asserted the Party School had not done research on the topic. 
He did not indicate that there had been any experiments in 
Sichuan on reforming local government budgetary processes. When 
questioned about new Sichuan Party Secretary Du Qinglin\'s role 
in the province and whether he was assigned to implement 
Harmonious Society, Director Zhou was unwilling to comment. In 
response to a question, Wang said he did not view one of the 
goals of Harmonious Society as controlling the power of local 
Party secretaries. 


19. (C) Zhou also ducked a question on the relationship of 
people\'s democracy to inner-Party democracy, though he did note 
the importance of the latter in the Party\'s political 

development. Instead, he wanted to focus on recent inner-Party 
reform pilot projects that have been successful in Sichuan, such 
as the Standing Committee system (changrenzhi) for local Party 
congresses and the system of \"open nomination, open selection\" 
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(gongtui gongxuan) of government/Party officials. He noted that 
the Party school was now teaching a class on open nomination, 
open selection. Wang also discussed these pilots, noting that 
the changrenzhi pilot carried out in Ya\'an had still not been 

fully evaluated by the Party. 


Comment 

20. (C) Sichuan Province appears to be moving forward slowly on 
implementing the Harmonious Society concept. Sichuan Party 
School leaders were unwilling or unable to comment on ongoing 
Harmonious Society debates, perhaps reflecting their own 
confusion about the specifics of the policy and how it should be 
executed. The fact that Sichuan has opened \"implementation 
offices\" (tuijin ban) to carry out the New Socialist Countryside 
policy may indicate increased bureaucratic muscle behind 
implementation of the directive. 
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1. (C) Summary: A women\'s issues NGO-founder and researcher 
from the Guizhou Academy of Social Sciences recently told 
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Congenoff that Guizhou Province -- one of China\'s poorest -- 
lacks both human and financial resources to fight trafficking in 
persons. Guizhou faces a serious problem with trafficking 
primarily due to poverty. Trafficking victims who return to 

their homes in Guizhou face discrimination and a lack of 
services. The expert said there is also an increasing problem 
with children from both urban and rural areas being smuggled to 
eastern China and sold for \"adoption.\" Guizhou would be an 
ideal potential candidate for support from the G/TIP office, 
particularly for programs to raise awareness of employers and 
migrant workers about the dangers of trafficking. End Summary. 


2. (C) During a recent reporting trip to Guizhou Province, 
Congenoff met informally with Li Qing (strictly protect) of the 
Guizhou Academy of Social Science (GASS) and founder of the 
domestic non-governmental organization (NGO) Guizhou Women\'s 
Capacity Building and Development Association to discuss gender 
issues in the province. (Note: almost all of Congenoff\'s 

requests for official meetings were denied by the Guizhou FAO. 
End note). Li has previously studied trafficking in persons and 
prostitution. In the coming year she has a research grant from 

the central government to study HIV/AIDS. She also has funding 
from GASS to begin research on the phenomenon of \"left behind\" 
children of migrant workers. 


Guizhou Lacks Resources for Anti- TIP Work 

3. (C) Li said Guizhou Province lacks both human and financial 
resources to fight trafficking in persons, which is a serious 
problem in Guizhou. Li stated the Public Security Bureau (PSB) 
only has one officer devoted to trafficking for the whole 

province, and that one person could not possibly be effective in 
pursuing traffickers over such a large area. (Note: Li 
acknowledged she knew the PSB system well because her husband 
was a PSB officer. End Note.) When asked about the Guizhou 
Women\'s Federation\'s (WF) role in anti-trafficking efforts, Li 
admitted the WF currently had no staff devoted to working on the 
issue. 


Trafficking in Persons a Serious Problem in Guizhou 

4. (C) Li acknowledged Guizhou has a serious trafficking 

problem primarily due to poverty. Guizhou is one of the poorest 
provinces in China with a per capita GDP of 4,893 RMB (USD 631), 
has a large minority population, and is known as a politically 
conservative province. She added that disparities in economic 
development between Han and minority areas and urban and rural 
areas were also factors that made women vulnerable to 
trafficking. Li said many women leave voluntarily to work in 

other cities or provinces, but become vulnerable to deception 
along the way and may be forced into prostitution or other 
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bonded labor. In an academic published in 2005, Li reported 
that in a 2001 case 95 women were deceived. Ninety percent of 
the victims were unmarried, they ranged in age from 14-34 and 
were largely illiterate. 


5. (C) Li also noted a demographic shift. In the past, most 

cases of trafficking of women occurred in rural areas, but now, 
the crime is gradually extending to urban areas. Traffickers 

are forming well-organized gangs, Li said, and their methods are 
becoming more sophisticated. Many traffickers are now using the 
Internet and cross-country networks to move their victims. 


Discrimination Obstacle for Returned Victims 

6. (C) Li lamented that discrimination is a significant 
obstacle for trafficking victims who try to return home, 
especially in rural communities. She said there were no 
specific community, health, job training or other social 
services provided for returning victims. 


Smugglers Target Children 

7. (C) According to Li, the main targets of human trafficking 

in the 1980s and 1990s were rural women, but since the late 
1990s, the crime has expanded to include \"smuggling\" of 
children. She noted that boys sold for 2000-3000 RMB (USD 
258-387) in their villages would be purchased for 20,000-30,000 
RMB (USD 2,580-3,870) in eastern China, primarily for the 
purpose of \"adoption.\" She said she had not heard of any cases 
of children trafficked for prostitution or bonded labor. 
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Comment 

8. (SBU) Given the evident lack of financial resources, Guizhou 
would be an ideal potential candidate for support from the G/TIP 
office, provided local PSB and WF officials could provide 
creative ideas about how to initiate expansion of current 
anti-trafficking efforts. Post observes that although the 

central government has poured funds into fixed investment in 
infrastructure for Guizhou as part of the Great West Development 
Initiative, few funds appear to have been dispersed to local 
government agencies for education, health care, or social 
programs. Press reports have also stated that 15 percent of 
Guizhou\'s population (approximately 5 million) has left to find 
work outside the province. Programs to increase awareness of 
both employers and migrant workers about the dangers of 
trafficking would be an area ripe for funding. 
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(SBU) On February 1, Post delivered reftel talking points to 
Dinesh Bhattarai, Joint Secretary for the United Nations and 
International Organizations at the Ministry of Foreign 
Affairs, highlighting the importance of the U.S. designating 
the listed entities domestically to freeze their assets. 
Bhattarai said that the information provided was useful and 
that he would share it with the concerned parties within the 
Government of Nepal at the earliest opportunity. 
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1. (SBU) Summary: Aik Htun acknowledged that his position 
stems from his comfortable relations with major government 
and business players built on 30 years of experience working 
deals through the regime. He denied the widespread 
allegations connecting him to narcotics trafficking and money 
laundering. Aik Htun enjoys the regime\'s confidence, and 
benefits handsomely from its business. Nevertheless, Aik 

Htun shared with us many of the same complaints we hear from 
less well-connected business reps about Burma\'s poor business 
climate and its citizens\' low purchasing power caused by 
regime policies. Although he may lose some business 
opportunities from the GOB\'s economic mismanagement, he 
continues to profit from close ties to the SPDC. End summary. 


2. (U) Aik Htun employs 3,000 workers in multiple companies 
in the construction, real estate, retail trading, agriculture 

and concrete sectors, and has profited handsomely from good 
relations with regime leaders. Signs for his brand of 

concrete, High Tech, adorn most large construction projects 
in Rangoon, while his construction company, Olympic, built 
major projects in Nay Pyi Taw and Rangoon. On January 23, 
Aik Htun described for econoff his perspective on the current 


Column 3 
economic climate. 


Even Cronies Feel the Pinch 

3. (U) The move to Nay Pyi Taw caused real estate values and 
consumer demand in Rangoon to plummet, Aik Htun said. Some 
of the downturn was offset for his businesses by new 
contracts for construction services and supplies in the new 
capital. Massive construction in Nay Pyi Taw created huge 
demand for his businesses and continues to drive increased 
sales. Private construction companies bought almost all 

their concrete for projects in Nay Pyi Taw from Aik Htun\'s 
High Tech. When government officials could not obtain 
adequate cement from state factories for their own projects 

in the capital, they also bought from High Tech. 


4. (U) Aik Htun imports materials for his concrete from 
Thailand and Malaysia. High Tech is one of only a few 
companies granted permits to import cement. He receives 
preferential treatment in the import process, and said he has 
experienced no delays or difficulties, either in obtaining an 
import license from the Trade Policy Council chaired by Vice 
Senior General Maung Aye, or in customs clearance procedures. 
This contrasts sharply with the experiences of less 
well-connected businesspersons, who complain about routine 
delays, unpredictability, and corruption in the import 

license and customs clearance processes. 


5. (U) Aik Htun\'s construction and real estate development 
firms -- Olympic, Golden Tristar, and Shwe Taung -- built 

many of the largest projects around Rangoon, including 
housing complexes, shopping malls, schools, and medical 
facilities, as well as some buildings in Nay Pyi Taw. He 

said the government instructed private firms to construct 
buildings in the new capital but paid very little for the 

work. He preferred not to build in the new capital, but 

added that construction firms had no choice but to obey. He 
told how he lost a great deal on money on an earlier 
government road project, when the GOB reneged on a commitment 
to allow builders to charge tolls to recoup their costs. The 
government plans to build a new highway from Rangoon to Nay 
Pyi Taw, he said, but will use state-supplied cement. Other 
builders tell us that construction materials in Nay Pyi Taw 

are now more expensive than those in Thailand due to high 
demand. 


6. (U) Describing the construction industry overall, Aik 
Htun said the GOB does not award projects through a tender 
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process, but rather, gives contracts to its favored firms, 

such as Tey Za\'s Htoo Construction company. While Aik Htun 
claimed he did not have close personal ties to regime 

leaders, he has received approvals to develop many prime 
residential and commercial real estate locations in Rangoon. 
He said his Rangoon real estate development business slowed 
considerably after the capital moved to Nay Pyi Taw, and that 
many firms have halted construction projects until the market 
turns up again. Purchasing power is low, according to him, 
and he can sell a 1,000 sq. ft. apartment in one of his 

buildings for only $5,000-10,000, when he had expected to 
offer them for $20,000 - $30,000. His trading business, 

which mostly exports marine products, however, still earns 
strong profits. He predicted that current economic 

conditions would continue through 2007, but that the 

situation might begin to improve in a few years. 


7. (SBU) Aik Htun is Chairman of the International Business 
Promotion Center (IBPC), a group of \"the top 50 companies in 
the country,\" he claimed. IBPC activities primarily support 
visiting foreign delegations and the travel of Burmese 
business delegations to other countries. Relations with 
Chinese business interests are the most active, he said, 
through investments, joint ventures, trade and other business 
deals, and many IBPC members are second and third generation 
Chinese. Acknowledging this importance, the IBPC 2005 and 
2006 Directories listed members\' names in both English and 
Chinese. While many members are leaders in their industry, 
most are not in Aik Htun\'s league. 


Bio Information 

8. (U) Aik Htun was born in 1948 in Mine Kaing, southern 
Shan State. He attended middle school in Mandalay and high 
school in Rangoon. Although he has been called by some a 
\"shadowy figure who emerged from in the early 1990\'s from 
Kokang,\" Aik Htun said he moved to Rangoon permanently in 
1970, and began work as a driver, biscuit shop owner, and tea 
trader, before he moved into agricultural trade, attracting 
investors and traded products between Burma, Thailand and 
China. In 1991, he established Olympic Company with three 
other investors and retained 50% ownership. In the 
beginning, Olympic imported cars and other commodities and 
exported marine products and timber. The government, 
however, banned private exports of timber a short time later. 


9. (U) In the mid-90s, Aik Htun moved into the property 
development business and constructed many large commercial 
and residential projects, including the first shopping center 

in Rangoon and some of its first housing developments. Close 
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ties with the SPDC government were required to gain approval 
for all large projects, and the regime handed Aik Htun some 
of the most profitable properties. At the end of 1996, 

Olympic had invested $700 million in property development 
projects, and Aik Htun said he earned substantial returns. 
Olympic is still considered one of the most successful 
construction firms in the country. 


10. (U) With eight other shareholders and approximately $1 
million in capital, he opened Asia Wealth Bank (AWB) in 1995 
and become its Vice Chairman. Annual profits rose steadily 
from $108,000 in 1995-96, and by 2000-01, AWB was the largest 
private bank in the country, with profits of $6.7 million, 
deposits of $333 million, and assets worth $367 million. 
Suspicious that the bank was laundering proceeds from drug 
traffickers and organized crime groups in Shan State, US 
Treasury designated Asia Wealth Bank a \"Financial Institution 
of Primary Money Laundering Concern\" in 2003, and cited Aik 
Htun as \"having connections with the narcotics trade\". 
Treasury rules prohibited covered institutions from 
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maintaining banking relations with Asia Wealth, and in 2005, 
the GOB closed the bank for violations of banking 
regulations. Ata November 29, 2006, press conference, 
Police Chief Khin Yi stated, \"though the investigation was 
unable to discover concrete evidence of money laundering, 
circumstantial evidence...indicates the possibility, and 
accordingly...(the bank license) was revoked.\" 


11. (SBU) Much speculation surrounds Aik Htun, including 
claims that has close ties to drug traffickers, who use 

Olympic to launder money. Some local business 
representatives believe Aik Htun could not have amassed such 
profits at AWB without drug money. Law enforcement agencies 
continue to suspect he was a drug trafficker, despite his 

claims to the contrary. Others believe he is a front-man for 
Chinese businessmen, and that AWB provided a comfortable 
avenue for Chinese investors to enter the Burmese market and 
earn significant returns. 


12. (SBU) Aik Htun clearly enjoys the support of SPDC 

leaders, but does not have the close relationship enjoyed by 
the most privileged, such as Tey Za. Aik Htun complained 
about treatment he received from the regime when officials 
closed AWB and banned most private companies, including his 
own, from the timber export trade. When asked why some 
private businesses, e.g., Htoo Trading, continued, Aik Htun 
said that only very close friends of the regime can export 
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timber now. Despite these setbacks, he has managed to amass 
a great deal of wealth with GOB backing, and has good access 
to regime leaders. 


13. (SBU) Aik Htun meets the criteria in the Presidential 
Proclamation on Burma that restricts visa issuance. He is 
annoyed that he is still subject to U.S. provisions, while 

the EU lifted its visa ban on him when AWB closed. He seeks 
every opportunity to profess his innocence to Embassy 
employees. Aik Tun\'s son, Aung Zaw Naing, and one daughter 
work in his family businesses. His second daughter studies 
business. His wife\'s family has moved to Hong Kong, and his 
family travels there regularly. He also maintains residences 

in Rangoon and in his home village in Shan State. 


14. (SBU) Comment: Business representatives, such as 
individual business leaders, the IBPC, and the Myanmar 
Chamber of Commerce and Industry have no power to influence 
government policy makers. Rather, it is the close 

relationships nurtured with regime leaders that allow top 

firms to dominate the economy as they are awarded coveted 
construction contracts, export and import licenses, and 
purchase orders to supply the productive sectors, which are 
almost entirely controlled by SPDC leaders. End Comment. 
VILLAROSA 
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E.O. 12958: N/A 

TAGS: EFIN, MNUC, OECD, TW 

SUBJECT: TAIWAN EXPORT CREDITS FOR SHIPMENTS TO IRAN 


REF: SECSTATE 4760 


Taiwan Export-Import Bank 


1. (SBU) Per reftel request, AIT/T Econ Chief on January 24, 
25 and 26 requested Taiwan banking authorities provide 
information on the status of export credit facilities Taiwan 
provides to Iran. While Taiwan authorities are still 

gathering comprehensive information to respond to our 
request, the President of Taiwan\'s Export-Import Bank, LII 
Sheng-yann, told us January 25 that Taiwan provides about 
US$13 million in short-term credits for Taiwan exporters to 
conduct business with Iran. President LII said their 
long-term exposure was \"very small.\" 


2. (SBU) LII, along with his two Executive Vice Presidents, 

Charles C.C. WANG and Robert R.F. CHU, emphasized that Taiwan 
EXIM Bank has no relationship of any kind with either lranian 

banks or Iranian companies. Lll said his bank only extends 

credit to Taiwan exporters. Taiwan\'s EXIM also provides 

export credit insurance of around US$20 million. They said 

they have never had a claim filed on Iran for the insurance 

they have provided and do not have any delinquent accounts on 

the credit side either. 


Central Bank Collecting Data 


3. (SBU) On January 24, we met with George CHOU, Director of 
the Foreign Exchange Department, Central Bank of China (CBC). 
We advised him that the U.S. is proposing to limit export 

credits for lran and that as a first step we would like to 
understand the nature and volume of export credits Taiwan may 
be extending to Iran. CHOU said he believes Taiwan\'s 
Export-Import bank extends credits for trade with Iranian 
companies and agreed to find out how much business is done by 
Taiwan\'s official credit agencies and also see if data is 

available on credits that may be provided by private 

commercial banks. CHOU also suggested we meet with the 
Financial Supervisory Commission (FSC), Taiwan\'s banking 
regulator. On January 31, CHOU notified us that he is still 
collecting information and believes that several private 
commercial banks in Taiwan provide export credits for trade 

with Iran. AIT will forward further information upon receipt. 


Banking Supervisor 
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4. (SBU) On January 26, per CHOU\'s suggestion, we visited the 
FSC and met with CHANG Tzy-hao, Assistant Director, Banking 
Bureau, LO Tien-hui, Director, International Affairs 

Department and several staff people. We posed the same 
question to FSC as we had to CBC. The FSC staffers also 
agreed to look into the question, but did not have any 

immediate information on the amount or type of credits 

available for trade with Iran. 

WANG 
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Summary 


1. (C) Foreign Minister Song Min-soon discussed bilateral 
relations with high-level Chinese officials and raised 

growing concerns about the treatment of North Koreans in 
China in a day-long series of meetings with ROK consular 
officers in the PRC on his recent visit to Beijing. Our PRC 

and ROK Embassy contacts express optimism about progressively 
improving bilateral relations. Increased exchanges between 
the two nations and growing trade and investment demonstrate 
the significant changes that have come about in the fifteen 
years since they established diplomatic relations. Moving 
forward, Beijing and Seoul seek to sign a consular agreement 
to solidify normalization of relations and to sign a Free 

Trade Agreement, though that may be several years in the 
future. End Summary. 


2. (C) ROK Foreign Minister Song Min-soon split his recent 
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visit to Beijing between meeting with Chinese officials and 
meeting with the heads of the ROK\'s six Consulates in the 
PRC, ROK Embassy political officer Kim Gunn told Poloff 
January 29. Song had extended meetings with Foreign Minister 
Li Zhaoxing and head of the International Department of the 
Central Committee (CCID) of the Communist Party Wang Jiarui 
and paid courtesy calls on State Councilor Tang and Premier 
Wen Jiabao. In a day-long series of meetings with the 

consular officials, Song discussed both the issue of North 
Koreans in China and general \"management issues,\" Kim said. 


North Koreans in China 


3. (C) ROK Foreign Minister Song Min-soon\'s visit to Beijing 
January 25-27 was in large part designed to address growing 
domestic concerns about treatment of North Koreans in China, 
Kimtold Poloff. Because ROK Six-Party Talks negotiator Chun 
Young-woo had very comprehensive discussions during his 
January 23 visit to Beijing, Song only briefly discussed the 

North Korean nuclear issue, Kim added. Instead, Kim 
highlighted the recent incident in which an ROK official was 
recorded responding to relatives of South Koreans who had 
been held as POWs in North Korea and were seeking assistance 
by asking how they had gotten his phone number. While this 
issue was receiving tremendous public attention in South 

Korea, the media reported a separate incident, which had 
happened a year before, in which a South Korean fisherman who 
had been abducted by the North received a similarly brusque 
response when he approached an ROK official. 


4. (C) While Kim said that Song called on PRC officials to 
work more closely with the ROK and not to return individuals 
to North Korea, MFA Office of Korean Affairs Director Chen 
Hai told Poloffs January 30 that Song raised this issue but 
avoided strong criticism of the PRC. Noting that ROK 
Ambassador Kim had complained in stronger terms immediately 
before FM Song\'s visit, Chen said that Song had expressed 
appreciation for PRC cooperation to date in \"managing\" the 
issue of North Koreans in China while stressing the need for 
even greater cooperation. Kim did not discuss the content of 
the \"internal meetings\" Song had with ROK consular officers, 
the media reported that Song told the consuls that their 
behavior could be factored into performance evaluations. 


Diplomatic Relations 


5. (C) Song discussed general PRC-ROK relations and the 
planned visit of Premier Wen Jiabao to the ROK this April in 
his meetings with FM Li Zhaoxing and Central Committee 
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International Department (CCID) Director Wang Jiarui. During 
this visit, Wen hopes to initiate a broad strategic dialogue. 
Seoul hopes to supplement this strategic dialogue with broad 
policy dialogue at the Vice Ministerial level, Kim told 

Poloff. Both sides are please with the generally positive 

trend in bilateral relations, as evidenced by the 2007 

Exchange Year to commemorate the fifteen years of diplomatic 
relations. 


Trade Relations 


6. (C) Beijing and Seoul are seriously studying a Free Trade 
Agreement and have established a panel of academics, 
government officials and industry experts to further examine 
the specifics, both Chen and Kim said. Chen noted that both 
China and Japan are carefully watching Seoul\'s ongoing FTA 
negotiations with Washington to better understand Seoul\'s 
willingness to negotiate. In particular, Chen noted that 

Seoul must decide whether it is willing to trade off 
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protection of its agricultural sector for greater market 

access for its increasingly important high-tech exports to 

its three largest trading partners. Speaking personally, 

Chen (who attended Kim Il Sung University and has served at 
the PRC Embassy in Seoul) said that the ROK \"must\" move in 
this direction eventually, but that the process will not be 

easy and will be made worse because of the upcoming election. 
He commented that the PRC is studying an \"early harvest\" to 
eliminate tariffs and trade barriers in less politically 

sensitive areas, as it has done with some Southeast Asian 
neighbors. However, moving forward will require the ROK to 
address some key PRC concerns on investment issues as well as 
China\'s USD 40 billion trade deficit with South Korea. 


7. (C) Song also discussed a joint cooperation development 
vision,\" Kim told poloff, and PRC officials asked for 

increased cooperation in energy, environment, 
telecommunications, and a proposed \"train-ferry\" between 
China and South Korea. While Seoul and Beijing had 

previously discussed expanding bilateral trade to USD 200 

billion by 2012, they agreed on this visit to try to achieve 

this goal within the next couple of years. Chinese officials 

also asked Song to encourage South Korean companies to invest 
in China\'s midwest and northeast. 


Consular Relations 
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8. (C) Song asked PRC officials to support the drafting of a 
formal consular agreement between the two nations, to which 
they responded favorably,\" Kim told Poloff. Working-level 
Chinese officials are in Seoul during the week of January 29 
for a second round of meetings to discuss the details of this 
agreement. Song also asked for permission to send more 
officers to work at the ROK Consulate in Shenyang than the 
current limit of sixteen, which Beijing said they would 
consider. PRC officials asked for Song\'s support of an MOU 
to allow Chinese workers permission to legally work in South 
Korea, which Song told them he would \"study further,\" Kim 
said. Chen confirmed that the two countries are holding 
further discussions on a formal consular agreement and said 
the PRC understands ROK concerns on this issue. However, 
Chen stated that Seoul needed to be \"realistic\" in its goals, 
saying that it would be \"difficult\" for the PRC to give more 

to the ROK than it has in consular agreements with other 
countries. 


Other Issues 


9. (C) PRC officials raised the usual issues\" with Song, 

such as Taiwan and Falun Gong, Kim said. They also inquired 
about the possibility of allowing shuttle flights between 

Seoul\'s Gimpo airport and Shanghai\'s Hongqiao airport. Song 
asked for PRC support of ROK bids to host the 2012 Expo and 
the 2014 Winter Olympics. 

RANDT 
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E.O. 12958: DECL: 02/01/2017 

TAGS: ECON, EFIN, EINV, CH, HK 

SUBJECT: FOREIGN EXCHANGE RESERVES: PROBABLE INVESTMENT IN 
NEW ASSETS WITH ATTENTION TO MARKET STABILITY 


Classified By: A/ECON MINCOUNS CHRIS BEEDE; REASONS: 1.4 (B/D) 


SUMMARY 


1. (C) Top officials from the State Administration of Foreign 
Exchange (SAFE) said in a January 25 meeting with Treasury 
Department Deputy Assistant Secretary for International 
Monetary Affairs Mark Sobel, Finatt Loevinger, and Econoffs, 
as well as a January 23 meeting that took place before 
Sobel\'s arrival, that SAFE will place a higher emphasis on 
long-term returns and a lesser emphasis on liquidity in its 
management of foreign exchange reserves. They stressed, 
however, that any change would be gradual and done in a way 
that minimizes market volatility, particularly with regard to 
United States Treasury bonds. They noted that SAFE has 
already extended the maturity of its fixed income holdings 
beyond the consensus expectations of market analysts. SAFE 
officials agreed that developing and sticking to a public 

mantra on the management of reserves could help minimize 
market uncertainty. They said that quotas for the qualified 
foreign institutional investor program (QFII, an inbound 
investment channel enabling foreigners to buy Chinese stocks) 
and the QDII program (an outbound channel enabling domestic 
investors to purchase foreign stocks) should be expanded at 
an opportune time. Separately, a Deutsche Bank economist in 
Hong Kong told us on January 18 that he believes China is 
considering investing some foreign exchange reserves in 
shares of companies based in emerging markets but traded in 
large and liquid stock exchanges (such as American Depository 
Receipts). END SUMMARY 


MEETINGS WITH SAFE 


2. (C) On January 25, Treasury Department Deputy Assistant 
Secretary for International Monetary Affairs Mark Sobel, 


SIPDIS 
Finatt Loevinger, and Econoffs met with SAFE Deputy 
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Administrator Wei Benhua and Deputy Director General for 
Reserve Management Yin Yong, following up on a January 23 
meeting between Finatt, Econoffs, and SAFE DG for General 
Affairs Liu Guangxi. 


CARE WITH PUBLIC COMMENTS 


3. (C) In both meetings, Sobel and Loevinger stressed that 
management of China\'s foreign exchange reserves is a 
sovereign decision, though the United States Government has 
an interest that public statements not contribute to market 
uncertainty and a rise in risk premiums. Wei agreed that, 

just as in foreign exchange policy, developing and sticking 

to a public mantra on the management of reserves could help 
minimize market uncertainty. Yin asserted that China had not 
officially even stated a reserve management policy. He 
admitted, however, that some government officials in China 
have made public comments that have impacted markets. 


DIVERSIFICATION WITH MARKET STABILITY 


4. (C) SAFE\'s Wei, Liu, and Yin said that China\'s reserves 
are adequate to meet short-term liquidity needs, such as 
terms of trade shocks or shifts in market sentiment. As a 
result, SAFE can now place less emphasis on safety and 
liquidity and more emphasis on achieving higher long-term 
returns. However, any movement into new assets will be done 
in a way to minimize volatility in financial markets. Yin 

noted that in determining the foreign currency composition of 
its investments, SAFE considers: (1) the composition of its 
current and capital account transactions as well as its 
foreign liabilities; (2) the liquidity of foreign currency 

markets; and (3) the expected return on foreign currencies. 


5. (C) DG Liu separately told Finatt and Econoffs that he had 

a \"message\": China has a stake in the stability of foreign 
financial markets and has no interest in doing anything that 
would increase the volatility of, or erode, the value of 

United States dollar (USD) denominated assets, particularly 
United States Treasury bonds. As China contemplates changes 
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in its management of foreign exchange reserves, it will act 
in accordance with these principles, said Liu. 


6. (C) Separately, Deutsche Bank Managing Director Jun Ma 
told Finatt and Econoff in Hong Kong on January 18 that, 
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based on talking with his Chinese Government finance 
contacts, he expects an entity to be created along the lines 

of Singapore\'s Government Investment Corporation (GIC). As 
Ma sees it, China is likely to focus on acquiring stocks with 

high growth potential, especially those that offer underlying 
exposure to emerging market economies. Given SAFE\'s size, it 
will need to operate in large and liquid markets and thus is 
likely to focus on instruments like American Depository 
Receipts (ADRs) of corporations based in non-OECD countries. 
(Note: ADRs currently trade in the United States and are a 
means for United States investors to buy into foreign 
corporations not actually listed on United States exchanges. 
End Note.) 


CHINESE FOREIGN ASSETS NOT LARGE, BUT GOVERNMENT OWNED 


7. (SBU) Liu acknowledged that China\'s officially-held stock 
of foreign exchange reserves is the world\'s highest (USD 
1.066 trillion as of 12/31/06), but noted that China\'s 

overall foreign assets, considering both private and public 
holdings, are not exceptionally large, totaling USD 1.3 

trillion, as compared to 11 trillion for the United States, 

4.8 trillion for Japan, and 3.5 trillion for Germany. As Liu 

sees it, there is much room for expansion of non-official 
foreign currency denominated assets, which the government is 
trying to encourage. 


CREATION OF CHINESE DEPOSITORY RECEIPTS 


8. (SBU) Liu noted that SAFE is undertaking research on 
creating Chinese Depository Receipts (CDRs). (Note: ACDR 
would be a locally issued and traded financial instrument 

with the underlying foreign stock shares held by mainland 
banks; the net effect would be that local investors would 

have a vehicle, in addition to the QDII, for investing in 

foreign stocks. End Note) State-controlled media has 
speculated that CDRs would enable Hong Kong-based Red Chips 
(subsidiaries of Chinese state-owned enterprises that are 

listed in Hong Kong, e.g., CNOOC Ltd and Bank of China Hong 
Kong) to trade their shares in Mainland China; these entities 
cannot list on domestic stock exchanges because they are 
technically \"foreign.\" The Hong Kong Government recently 
published recommendations from its in-house think tank, the 
Central Policy Unit, calling for the introduction of 

\"depository certificates of financial instruments issued in 

the HKSAR for trading on stock exchanges, interbank markets, 
or over the counter on the Mainland,\" i.e., CDRs. 


STOCK MARKET BUBBLE? 
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9. (SBU) Liu acknowledged the widespread focus on the rapid 
rise of China\'s stock markets (which rose 130% in 2006). 
Given this concern about excessive market valuations, now is 
not the right time to expand foreign access to Chinese 
domestic shares through the QFII program. That said, Liu 
agreed that expanding QFII -- whose volume is presently very 
small relative to overall market capitalization -- is a 

laudable goal. 


COMMENT: IMPACT OF MOVE TO RISKIER ASSETS 


10. (SBU) Recent conversations with government officials, 
Chinese think tanks, and Hong Kong-based bankers and analysts 
suggest that Chinese foreign currency reserves will be 
increasingly invested in financial assets beyond fixed 

income, whether or not a new entity is created to manage 

them. These discussions indicate that changes are likely to 

be gradual, and that SAFE may have already been investing in 
longer-maturity and riskier fixed income assets for some 

time. As Chinese foreign exchange reserves grow beyond what 
is needed as a short-term liquidity cushion, SAFE officials 
appear to be grappling with two conflicting challenges: (1) 
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there is greater scope to diversify into riskier and 
higher-yielding assets; yet (2) SAFE is increasingly limited 

to markets where it can take meaningfully sized positions 
without causing disruption. As a result, the bulk of SAFE\'s 
investments outside of fixed income are likely to be in large 
and liquid financial assets and markets, most likely equities 

in the United States, Europe, Hong Kong (including Red Chips 
and H-shares), and Japan. 


11. (SBU) Moreover, a shift towards more risky financial 
assets will not necessarily lead to major changes in the 
currency composition of reserves, given the emphasis 
officials place on matching the currency denomination of 
foreign exchange assets with the currency composition of 
China\'s current and capital flows and its foreign liabilities. 
RANDT 
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ARTICLES: 

(1) Responsibility of Kyuma for remarks critical of US Iraq policy; 
Person who undermines confidence in Japan unqualified to be defense 
minister 


Commentary by Naoyuki Agawa, professor at Keio University 


SANKEI (Page 11) (Excerpts) 
February 1, 2007 


Defense Minister Fumio Kyuma said in a press conference at the Japan 
National Press Club on Jan. 24: \"Although President Bush decided (to 
go to war) probably because he suspected Iraq might have nuclear 
weapons, | think his decision was a mistake.\" Kyuma also attributed 
the current confused situation in Iraq to the lack of the US 
government\'s follow-up measures. 


Even in the US, many people believe that the Bush administration 
fabricated nonexistent weapons of mass destruction and easily 
accepted less credible information. The ambiguous decision-making 
process regarding the Iraq war is behind the current criticism of 

the Bush administration\'s Iraq policy. 


Many Japanese people who hate the use of armed force have harbored a 
vague anxiety about the lraq war. Kyuma\'s statement represented 
their feelings, in a sense. 


Kyuma, though, is not an academic or a commentator. The 2006 Defense 
White Paper specified the Japan-US security arrangement as \"the 
bedrock of Japan\'s national defense policy.\" Criticism of the US by 

the top officer responsible for the nation\'s defense policy has a 

weighty meaning. 


Of course, Japan does not support all US policies. In diplomatic 
negotiations, Japan and the US often differ with each other. 

However, once the US makes a decision on a key policy that does not 
directly involve Japan, it is a matter of courtesy for Japan, as its 

ally, to support the decision. That is why the Koizumi cabinet, 

though it had frequently urged the US to be prudent until it went to 
war, supported its ally\'s military option in Iraq in the end. 


Defense Minister Kyuma\'s statement breaks the rules of courtesy. Any 
individual is free to have doubts about the Iraq war and think the 

war was improper. But it should be impermissible for the defense 
minister to publicly criticize the war in his official capacity. 


Column 3 
When Prime Minister Koizumi was under heavy fire from China and 
South Korea for his visits to Yasukuni Shrine, the Bush 
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administration issued no critical comments. Some US government 
officials reportedly viewed the prime minister\'s shrine visits 
unfavorably, but such negative views did not come to the fore. 


If Defense Secretary Rumsfeld had said, \"Though this is my personal 
view, Prime Minister Koizumi should refrain from paying homage at 
Yasukuni Shrine,\" what response would Japan have made? | think 
Japan-US relations would have been seriously damaged. 


Kyuma made a grave remark that could undermine the current state of 
the Japan-US alliance relationship, when the Bush administration is 
having hard time in searching for a future Iraq policy. | wonder how 
American soldiers and their families received the Kyuma remark. Will 
even the Democratic Party, which is opposed to the Bush 
administration\'s Iraq policy, trust a defense minister who makes 
careless statements? 


According to press reports, Kyuma also made a remark criticizing the 
response of the US to the issue of the relocation of US forces\' 
Futenma Air Station. He said that the US does not listen to 

Okinawa. 


Last December, Kyuma said in the Diet that Japan\'s support for the 
United States\' military option in Iraq was based on Prime Minister 
Koizumi\'s personal view. Later, however, he withdrew this remark. 
Asked if he supported the Iraq war on that occasion, Kyuma replied: 
WI do not have such feelings." adding, \"I thought at that time that 
the US decision on the Iraq war was a mistake. In my personal view, 
| still think so.\" 


Kyuma made a similar statement again, probably based on his firm 
view about the Iraq war as a politician. In such a case, why did he 
receive the offer for the post of defense minister in the cabinet, 

which supports the Bush administration\'s Iraq policy? If he would 
like to continue to make this kind of remarks, | recommend he should 
step down from the cabinet. 


(2) Merger examination with global share in mind: FTC sets new 
guidelines with focus on degree of oligopoly: Likely to encourage 


corporate reorganization 


NIHON KEIZAI (Page 3) (Abridged) 
February 1, 2007 


The Fair Trade Commission (FTC) on Jan. 31 revealed a draft plan to 
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revise guidelines for approving corporate mergers. The new 

guidelines include an eased standard for screening planned mergers, 
prioritizing an index gauging the degree of oligopoly of an industry 

as a whole (Herfindahl-Hirschman Index = HHI) instead of the share 

of a company created as a result of the merger on the domestic 
market. Mergers of companies in an industry that is exposed to 
international cooperation will be approved even if a domestic share 

of a company created as a result of a merger becomes outstanding, by 
taking into account the HHI of the global market. 


The FTC yesterday presented new draft guidelines at a Liberal 
Democratic Party (LDP) committee meeting. The draft was approved and 
will be adopted as early as April. 


The present guidelines set strict conditions, such as that mergers 

can only be approved with almost no screening if a merged companys 
domestic market share is 25 percent or lower. Under the new 
guidelines, which abandon the use of the so-called market share 
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standard, a decision will be made, based on the HHI. 
Products with high internationality 


In addition, depending on types of industries, overseas markets will 
be taken into consideration in determining HHI. Currently HHI is 
worked out, based on the domestic market, in principle. For products 
that are exposed to international competition, the global market is 
taken into consideration in determining the degree of oligopoly. If 

a product is competing in the Asian region, then the HHI of that 
product\'s industry is worked out, based on the Asian market. 


The FTC will judge whether the industry in question has 
internationality or not. Products that can be easily traded in many 
countries due to low transportation cost and low tariff barriers or 
products with high substitutability can be regarded as having an 
international nature. Semi-conductors and liquid crystal will likely 
be regarded as products traded on the global market. Steel will be 
regarded as products on the Asian market. 


Then, it will be determined that in an industry where the degree of 
oligopoly of 5-10 higher-ranked companies is low, there will be no 
problem for higher-ranked companies to amalgamate. Even in an 
industry where high degree of oligopoly exists, a company with a low 
share can be merged with almost no examination. 


Stricter screening will be made for a merger of fairly large company 
in an industry with a high HHI. However, the market share standard 
will also be applied under new guidelines as a standard for 
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determining whether to apply simplified examination to planned 
mergers that are regarded as posing few problems. The condition for 
approval in such a case is that a share of a company resulting from 
a merger is 35 percent or lower. Overseas markets will be taken into 
account in applying this standard. Conditions for determining the 

HHI itself will also be eased. 


If draft revisions were applied to 178 mergers over the past five 
years, cases that do not require screening would increase from three 
to 54. lf cases that require only simplified examination were 
included, the number would expand from 48 to 84. 


For instance, in the case of the domestic liquid crystal TV market, 
Sharp, the largest company in the industry, commands a 47 percent 
share. The HHI of five higher-ranked companies comes to 2900. It 
would therefore be difficult to approve Sharp\'s merger with another 
company. However, if liquid crystal televisions are recognized as an 
international commodity, then, it would be easier to approve its 

merger, because Sharp\'s share on the global market is 20 percent and 
the HHI of five higher-ranked companies in the industry comes down 

to 929. 


Technical innovation to be taken into account 


The new guidelines will take improvement of productivity and 

technical innovation as a result of a merger into consideration. If 
planned mergers lead to consumer benefits with the mergers promoting 
large-scale R&D contributing to a drop in the prices of products or 

if mergers would bring about new markets due to development of new 
products, then applications for such mergers will be granted even if 

the share and HHI of a company created as a result of the merger 
exceed the set ceiling. 


However, a proposal made by the Ministry of Economy, Trade and 
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Industry (METI) for raising the share standard from 35 percent or 
lower to 50 percent or lower has been dropped. The adoption of the 
new guidelines is not a major deregulation for companies based on 
the domestic market. Some take the view that overseas markets have 
already been taken into account for some of international 
commodities. As such, to what extent corporate reorganization will 
advance under the new guidelines is unclear. 


Industrial circles give certain scores to new guidelines as 
expanding range of options 


Industrial circles have generally given high scores to the new 
guidelines with Takehiro Fukuda, general director of the treasury 
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section of Elpida Memory, saying, \"We appreciate the expanded range 
of options for corporate reorganization.\" Corporate M&As likely will 
pick up further speed, spurred by the removal of a ban on triangular 
mergers, which will make it easier for foreign companies to take 

over Japanese companies. 


The yardstick for gauging competitiveness in the chip industry is 

not a domestic share but a global share. The combined share of 
Renaissance Technology and NEC Electronics on the microcomputer 
market tops 60 percent, but it comes down to only about 30 PERCENT 
on the global market. Amid the falling prices and growing 

international competition, there is the possibility of the new 

guidelines spurring the reorganization of the domestic 

semi-conductor industry. 


The beer industry pins hopes on the adoption of the new guidelines 
with Senior Managing Director Kazuhiro Sato of Kirin Brewery noting, 
\"The revised guidelines will lead to prompt management decisions 
enhancing corporate competitiveness. The industry circles take the 
view that the new guidelines will encourage corporate reorganization 
and provide companies with an opportunity for looking into an even 
more efficient management environment." 


Global reorganization is under way in the steel industry. Chances 
are that the Asian market as a whole instead of the domestic market 
will be taken into account in judging whether to approve planned 
mergers in the steel industry. 


An executive of a leading steel company said, \"We welcome the FTC 
judges whether to approve a merger application, based on a larger 
market. However, Japan imports only a small amount of hot coils 
used for a wide range of purposes, such as autos. Shares of Japanese 
companies in the Asian market are also high. As such, the new 
guidelines will not immediately spark reorganization in the steel 
industry. 


In the meantime, the impact of the new guidelines on areas that are 
not exposed to international competition is limited. A mood for 
seeking corporate reorganization is mounting in the paper industry. 
However, since the industry is based on the domestic market, its 
response is no more than that they want to pin down the details of 
the new guidelines. 


M&As between Japanese companies last year marked a record high of 
2,760, up 1 percent from the preceding year, or 15 trillion yen in 
monetary terms, a jump of 30 percent. The application of the new 
guidelines and the lifting of the ban on triangular mergers are 

bound to raise a corporate desire for reorganization. 


(3) Repercussions of Yanagisawa\'s comment referring to women as 
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\"baby-bearing machines"; Can he escape from attack? 


TOKYO SHIMBUN (Page 24) (Full) 
January 31, 2007 


Health, Labor and Welfare Minister Hakuo Yanagisawa apologized 
yesterday for his calling women \"baby-making machines." However, 
repercussions from his discriminatory remark continue to spread, as 
seen in one citizens\' group visiting the Health, Labor and Welfare 
Ministry to lodge a protest. A look at the past shows there were too 
many discriminatory remarks by politicians to mention. Will 
Yanagisawa be able to escape from the barrage of criticism? 


Yanagisawa stated in a speech delivered on Jan. 27 in Matsue City: 


\"The number of women aged 15 to 50 is fixed. Since the number of 
baby-bearing machines and devices are fixed, | think all we can ask 
is for each of them to do her best." 


On Jan. 29 female Diet members belonging to the main opposition 
party Minshuto (Democratic Party of Japan), the Japanese Communist 
Party (JCP), and the Social Democratic Party (SDP), handed 
Yanagisawa a letter calling on him to resign. On Jan. 30 several 

civic organizations, including the | Women\'s Conference (Ai Jyosei 
Kaigi), called at the welfare ministry to submit a letter calling on 
Yanagisawa to withdraw his remarks, as well as to step down from his 
post. The letter stated: 


\"(Yanagisawa\'s comment) is associated with the past population 
policy of giving birth to children to increase the nation\'s 
population; but he also meant that he is trying to shift the 
responsibility for the low birthrate to women. He has ignored 
women\'s rights.\" 


Before submitting the letter to the ministry, various civic groups 

protested outside the Health, Labor and Welfare Ministry, taking 

turns. Demonstrators wore masks of Prime Minister Shinzo Abe and 
Yanagisawa and conducted a mock performance of tossing about female 
mannequins, ordering them to: \"Make babies!" 


Sumiko Shimizu, standing advisor to the | Women\'s Conference, 
pointed out: 


\"At the United Nations International Conference on Population and 
Development (ICPD), the reproductive right of women is not 
controlled by their countries. How then he can make such remarks?\" 


She continued: 
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\"There are many women who want to have two or more children, but the 
employment system and housing situation do not allow them to do so. 
The low birthrate is because public policy is insufficient; it is 

not because women don\'t want to give birth." 


Another civic group member lamented: 


\"] was just recently told by a person who was urged to quit her job 
when she told the company of her pregnancy, even nine months were 
left until her contract expired. | can\'t believe that the health, 

labor and welfare minister, who should be cracking down on the many 
companies that lack morals, made remarks indicating that women are 
responsible for the low birthrate. Providing a promising livelinood 

for women would be one measure to counter the falling birthrate.\" 
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One demonstrator said: 


\"When the HIV-tainted-blood scandal came up, Mr. Yanagisawa made 
efforts to resolve the issue positively although he was in the 

ruling camp. We are shocked because that such a politician made such 
a remark.\" 


Politicians have repeatedly made remarks discriminating women and 
racial discrimination statements. 


In 1983 when (then) Prime Minister Yasuhiro Nakasone visited 
Hiroshima, he told atomic-bomb victims: \"Worry often brings on 
illness.\" This is a notoriously discriminatory comment, which has 
been talked about by human rights organizations and other 
organizations. 


Regarding the intellectual level of American people, Nakasone 

remarked in 1986: \"Since there are many African-Americans and people 
coming from Puerto Rico and Mexico in the US, the intellectual level 

is extremely low.\" 


(The late) Deputy Prime Minister Michio Watanabe stated in 1988: 
\"Even if African-Americans are bankrupt, they say VI don\'t have to 
pay, for there always is a tomorrow.\' They don\'t care.\" In 2003 then 
Prime Minister Yoshiro Mori\'s statement is well known: \"It is 
strange that women having only one child after enjoying their lives 
say that the nation should take care of them when they get old with 
taxpayers\' money.\" 


With politicians repeatedly saying that there was no malicious 
intent, the media usually got tired of criticizing and the matter 
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was settled. This pattern has been repeated. Yoko Sakamoto, 
representative of the civil law reform information network, said: 


\"In the past, there were politicians who lost their posts because of 
their controversial comments. Recently politicians do not resign 
their posts. The day is gone that politician\'s remarks are called 
into serious question.\" 

Percent 


(4) Abe administration experiences three uproars involving cabinet 
ministers in only four months 


TOKYO SHIMBUN (Page 2) (Abridged) 
February 1, 2007 


Although only four months have passed since the Abe administration 
was inaugurated, it has experienced a number of scandals involving 
cabinet ministers. 


On Jan. 27, Health, Labor and Welfare Minister Hakuo Yanagisawa made 
a remark comparing women to baby-bearing machines. This remark did 
not create a great uproar immediately, but on the morning of Jan. 

29, the contents of Yanagisawa\'s controversial remark were reported 
widely, upsetting the public. At almost the same time, Prime 

Minister Abe tried to calm down the situation with \"a reprimand,\" 

and this approach only added fuel to the fire of public 

indignation. 


Given this, the object of their anger was directed at Yanagisawa as 
well as the prime minister. 
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When scandals involving Masaaki Honma, who then chaired the 
government\'s Tax Commission; and Genichiro Sata, who was state 
minister in charge of administrative reform, came to light, the 

prime minister said, \"| want you to continue to carry out your 

duty,\" and \"I want you to give an explanation to the people.\" With 
such a stance, the prime minister gave the impression that he was 
being lenient to his aides. 


In actuality, however, the prime minister was very upset by the 
Yanagisawa remark. Abe shouted at Yanagisawa in admonishing him on 
the phone. But such anger of the prime minister has not been 
transmitted to the public. 


It remains to be seen whether the prime minister will protect 
Yanagisawa to the last or decide to dismiss him under pressure from 
the ruling camp and the public. 
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If Abe protects Yanagisawa to the last, he will continue to be 
exposed to public criticism, but even if the prime minister 
dismisses Yanagisawa, he will be criticized as taking an \"irresolute 
attitude.\" 


The Yanagisawa problem is the most troublesome problem among the 
scandals reported so far. Popularity rates of the Abe administration 
have dropped to 40 percent, with loss of support coming from women. 
But the Yanagisawa remark would further bring down the current 
support rates. 


What is worse, deliberations on the FY2007 budget bill are about to 
start. Attention is being paid to what cabinet ministers say. The 
Yanagisawa gaffe could not come at a worse time. 
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DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - LLOYD NEIGHBORS 
DEPARTMENT PASS AIT/WASHINGTON 


E.O. 12958: N/A 
TAGS: OPRC, KMDR, KPAO, TW 
SUBJECT: MEDIA REACTION: TAIWAN POLITICS, WAR IN IRAQ, 


1. Summary: Taiwan\'s major Chinese-language dailies focused their 
coverage February 1 on former President Lee Teng-hui, who made an 
about-face move by saying Wednesday that he has never advocated 
Taiwan independence; and on the rezoning of electoral districts for 
the year-end Legislative Yuan elections. The pro-status quo \"China 
Times\" ran a banner headline on page two that read \"Lee: Pursuit of 
Taiwan Independence Is Both Regressive and Dangerous.\" The 
front-page headline of the pro-unification \"United Daily News\" also 
said \"A Big Change of Direction; Lee Teng-hui Criticizes Taiwan 
Independence.\" 
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2. In terms of editorials and commentaries, editorials in the 
pro-independence \"Liberty Times," Taiwan\'s largest-circulation 
daily, and the pro-unification \"United Daily News\" both discussed 
the recent revisions to the history textbooks for Taiwan\'s high 

school students - namely, changing and taking out the portion on 
Chinese history. The \"Liberty Times\" editorial said the move was an 
educational reform to recover historical truth and to intensify the 
Taiwan-centered values and the Taiwan peoples\' nativist 
identification, while the \"United Daily News\" called it a forcible 
means of using political power to interfere with education. An 
editorial in the limited-circulation, conservative, pro-unification, 
English-language \"China Post,\" on the other hand, discussed the war 
in Iraq and said it is a war the Americans must win. End summary. 


3. Taiwan Politics 


A) \"New Edition of History Textbooks Are Meant to Reveal the 
Original Look of Taiwan History\" 


The pro-independence \"Liberty Times\" [circulation: 550,000] 
editorialized (2/1): 


\"... Frankly speaking, the new edition of history textbooks for high 
school students emphasizes nativist values and historical documents; 
it discards the phony grand Chinese consciousness and reduces the 
portion on Chinese history. The move was indeed a kind of cultural 
revolution, but not the one launched by Mao Zedong in 1960s and 70s. 
China\'s Cultural Revolution was a power struggle ... and a means 
used by Mao to purge the dissidents in the party via mass movements. 
But as for Taiwan\'s revisions to its history textbooks, this is an 
educational reform to recover historical truth, to interpret 

Taiwan\'s history from the perspective of the Taiwan people, to 
intensify Taiwan-centered awareness and the Taiwan people\'s nativist 
identification, and to eliminate the poisonous ideas of alien 

regimes. ...\" 


B) \"Whether Sun Yat-sen Should Be Named as [Our] National Father 
Depends on Whether or Not Chen Shui-bian is the President of the 
Republic of China!\" 


The pro-unification United Daily News!" [circulation: 400,000] 
editorialized (2/1): 


\"... Those in charge of the revision of the history textbooks this 
time used two nominal reasons to explain their move: Vcultural 
diversity and \'Taiwan-centered awareness But in fact their real 
purpose was \'de-ROC- ification\' -- using the force of political power 
to Vinterfere with education. Such a move has violated not only 
substantive justice but also procedural justice. ...\" 
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4. War in Iraq 


U.S. Must Win Iraq War\" 


The conservative, pro-unification, English-language \"China Post" 
[circulation: 30,000] editorialized (2/1): 


\"... The war in Iraq, however, has been far harder and longer than 

the Americans could have imagined. They go off on the wrong foot by 
letting the rabble loot the country. While optimism was in the air 
when the constitution was approved and after the elections, it has 

not translated into success on the ground. ... Tell Americans it 

could take decades to win this war, and they are incredulous. 
Americans like a war to be like a basketball game - fast and 

furious, with a clear winner in a short time. The United States is 
unchallenged in high intensity warfare, but dropping a lot of bombs 

on Iraq won\'t change much - what is needed are boots on the ground. 


\"This type of war is a hard grind - stressful for the troops and the 
politicians at home. In the U.S., the anti-war movement is growing. 

... lt must be said that the U.S. pulling out of Iraq would be a 

disaster for the Americans, the Middle East and the world. The 
shameful exit of the Americans from Vietnam was shameful not because 
they lost, but because of the way the Congress cut off funds to its 

South Vietnamese allies. The U.S. now has an all-volunteer army. 
Recruiting figures have held, but the strain on the armed forces has 


been considerable - the steady grind of anti-insurgent warfare is 
taking its toll on the troops. This is a war the Americans must 
win. The Bush administration will not pull out - in the short term, 
it may even boost troop numbers in Iraq - but in 2008 a new 
administration will be elected. Who can tell then?\" 
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E.O. 12958: DECL: 02/01/2017 

TAGS: OSCE, PREL, PBTS, MD, RS, UP, SP 

SUBJECT: TRANSNISTRIA: RUSSIANS WARN AGAINST PREMATURE 
RESUMPTION OF 5-PLUS-2 TALKS 
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Classified By: DCM Hugo Llorens for reasons 1.4 (b) and (d) 


1. (U) January 25, 2007; 11:30 a.m.- 6:00 p.m.; Ministry of 
Foreign Affairs, Madrid, Spain. 


2. (U) Participants: 

Observers 

United States - DAS David Kramer 

European Union - Amb. Adriaan Jacobovits, EU Special 
Representative 


Mediators 

Ukraine - Deputy FM Andriy Veselovsky 

Russian Federation - Amb. Valeriy Nesterushkin, Special Amb. 
for Transnistria 

OSCE - Amb. Louis O\'Neill, Head of Mission to Moldova 


Chair in Office 

Spain - Jose Maria Pons Irazazabal, DG for Europe and North 
America 

Amb. Jose Angel Lopez Jorrin, Coordinating Ambassador for 
Spanish OSCE CIO 

Amb. Fernando de Galainena, Special Ambassador for OSCE 
\"frozen conflicts\" 


3. (C) SUMMARY: In a January 25 meeting in Madrid, 
representatives of the 3-Plus-2 (Russia, Ukraine, the OSCE 
plus the U.S. and EU) on the Transnistria conflict agreed to 
invite the Moldovans and Transnistrians to a full-fledged 
5-Plus-2 meeting on February 15-16. This would be the first 
5-Plus-2 meeting since the Transnistrians announced their 
boycott over the introduction of strict Ukrainian-Moldovan 
customs rules in March 2006. Russian envoy Nesterushkin 
warned that the Smirnov regime would reject the invitation, 
thereby \"destroying\" the 5-Plus-2 process. Transnistria, he 
claimed, had no intention of returning to negotiations until 
after resolution of the Kosovo final status question; the 
“Kosovo precedent\" would allow the separatists to return to 
the table with \"quite different intentions.\" Nesterushkin 
offered a thinly-veiled threat that the EU and the U.S. might 
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not be invited to participate in future Transnistria 

negotiations if the 5-Plus-2 process broke down. As Spanish 
Chairman-in-Office, Director General Pons expressed Spain\'s 
commitment to the Transnistrian settlement but promised that 
Spain would not propose a new direction for the talks. END 
SUMMARY. 


KRAMER CITES TIRASPOL\'S INTRANSIGENCE 


4. (C) DAS Kramer expressed hope that the 5-Plus-2 could move 
forward in 2007 but noted that 2006 had not seen nearly 

enough progress. He noted that, unlike Chisinau, Tiraspol 

did not want to meet and had no interest in talking to the 
Moldovans. He therefore said that Moldova was right to 
approach the Russians directly. O\'Neill concurred, noting 

that he had recently met with Transnistrian \"foreign 

minister\" Litskai, who had told him that he would not meet 

with Moldovan Reintegration Minister Sova under any 

conditions. 


CIO OFFERS SPANISH EXPERTISE 


5. (C) DG Pons expressed the Spanish view that the final 
outcome of negotiations should respect the sovereignty and 
territorial integrity of Moldova. The ultimate fate of 
Transnistria, he added, rested with Moldova. Pons objected 
to the term \"frozen conflict,\" saying it implied that parties 
could live with the frozen state; it failed to make clear 

that such situations are unacceptable to the parties and 

carry with them a cost. As evidence of Spain\'s credentials 

in territorial disputes, he offered Spanish expertise to the 
mediators on the success of decentralization and made 
reference to the recent agreement with the United Kingdom on 
confidence and security building measures (CSBMs) in 
Gibraltar. Pons suggested that CSBMs may be necessary to 
resume the 5-Plus-2 talks and asked the mediators what Spain 
could do to help. 


UKRAINE OPTIMISTIC ON 2007 


6. (C) Deputy FM Veselovsky expressed optimism that the 
Madrid talks, coming as they did in early 2007, meant that 
something positive might be accomplished by the end of 

Spain\'s OSCE presidency. He said that clear beacons had been 
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set by both parties to the conflict, and there was general 
agreement on how best to proceed. Ukraine hoped that the 
5-Plus-2 could resume quickly, and Veselovsky saw no 
obstacles to reconvening the negotiations in the near future, 
either with the unfinished previous agenda or an entirely new 
agenda. He also noted that Russian President Putin had 
called for the resumption of talks during a visit to Kyiv. 
Veselovsky said that the mediators had already made good 
progress on some CSBMs such as the railway issue and 
Transnistrian export of some agricultural products. He 
suggested that work on integrating the two banking systems as 
well as ending extortion at the administrative border between 
Moldova and Transnistria could be areas for mutual confidence 
building. 


DESTRUCTION OF THE 5-PLUS-2? 


7. (C) Nesterushkin said resumption of the talks might have 
been possible in 2006 if not for objections to Transnistria\'s 
proposed transit protocol. However, now that Transnistria 
had resolved some of its economic problems and Kosovar 
independence was on the horizon, the separatist regime could 
live with the current situation. Nesterushkin warned that 
although the observers were ready to resume negotiations, the 
parties to the conflict were not. He stressed the need to 

keep Transnistria in the 5-Plus-2 and to make the two sides 
talk. Jacobovits replied that if the three mediators were to 
agree to ask the parties to return to negotiations, it would 

be difficult for them to refuse. Nesterushkin objected, 

saying that such a plan would be doomed to failure; Litskai 

did not have Smirnow\'s permission to return to negotiations 
and therefore an invitation would only prove the 
powerlessness of the 3-Plus-2 and jeopardize the 5-Plus-2 
process. Kramer and Jacobovits pointed out that the 5-Plus-2 
had not accomplished anything in almost a year, and they 
therefore had nothing to lose. Kramer added that informal 
inquiries had yielded no success and would continue to fail, 

so a formal invitation was the proper way to proceed. 
Nesterushkin became increasingly agitated and asked why the 
observers would want to destroy the 5-Plus-2. He suggested 
that if the negotiations were to collapse completely, the 

U.S. and the EU would surely not get a seat at the table at 
any future negotiations. The Transnistrian leadership, he 
concluded, did not see the need for the 5-Plus-2 and felt 

that Moldova and Transnistria could resolve their differences 
in Moscow. 


THE BASQUE MODEL? 
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8. (C) Nesterushkin next pointed to SpainYs ongoing internal 
debates and negotiations on balancing local nationalist 
desires with the need to preserve its territorial integrity. 

By contrast, he alleged that Chisinau preferred to negotiate 
with Moscow rather than negotiating with their \"countrymen\" 
in Tiraspol. However, he cited the autumn restoration of 

rail service between Moscow and Tiraspol as an example of 
Russian and Ukrainian success in the region and criticized 
Moldova for \"not trusting\" the Transnistrians to secure 
Moldovan trains, which take a circuitous route from Chisinau 
to Moscow bypassing Transnistria. 


MOLDOVAYS COMPREHENSIVE PLAN 


9. (C) Kramer noted that the Moldovans had offered a 
comprehensive plan that deserved to be discussed. The plan 
was significant as it represented the first effort at 

settlement by a party to the conflict; as such, it would be 

an excellent tool to resume negotiations. Should the 
3-Plus-2 agree to meet again, he proposed that such a meeting 
ought to include the Moldovans; they should not be punished 
through exclusion from future meetings by Transnistrian 
intransigence. Veselovsky and Jacobovits agreed that the 
Moldovan paper was a serious proposal worthy of debate. 
Jacobovits added that if the mediators agreed that the plan 
was serious, then there was no reason not to take it to the 
5-Plus-2. Jacobovits observed that several plans already 
existed and that additional plans were not needed. He also 
cautioned against looking to a federal solution or to the 
autonomy plans of other nations such as Spain or Belgium for 
possible solutions, since Transnistria posed a unique 
problem. Nesterushkin refused to give his views on the 
Moldovan paper, saying that he was not authorized to discuss 
it as he had understood it was a confidential document. He 
did say it was \"unrealistic,\" however, and claimed that the 


MADRID 00000167 003.2 OF 004 


Moldovans had submitted several different versions to Moscow. 


KOSOVOYS IMPACT 


10. (C) Nesterushkin predicted that Tiraspol would delay its 
participation in the 5-Plus-2 until after resolution of the 

Kosovo status question. The \"Kosovo precedent\" would allow 
them to return to the negotiating table with \"quite different 
intentions.\" OVNeill responded that the same questions of 


Column 3 

Kosovo, rail service, and the transit protocol had all been 

on the horizon in 2006; Nesterushkin\'s argument therefore 
seemed disingenuous. He complained that the goalposts for 
resumption of the talks keep being pushed back. Jacobovits 
noted that authorities in South Ossetia, Abkhazia, and 
Nagorno-Karabakh had previously renounced comparisons of 
their situations with Kosovo and expressed their wishes not 
to be associated with the Kosovo question. For that and 
other reasons, Jacobovits reiterated that the EU did not 
accept the idea of Kosovo as a precedent for Transnistria; 
Kramer agreed with Jacobovits. 


VORONIN-SMIRNOV TALKS 


11. (C) Veselovsky suggested that Moldova could make progress 
by sharing some of its 1.2 billion euros in EU donor funds 

with Transnistria. In response, Nesterushkin said that such 
financial enticements constituted \"seduction\" of Transnistria 

by Europe. He reiterated that Moldova needed to direct its 
negotiations toward Tiraspol and not Moscow. To that end, he 
recommended that the Ukrainian government arrange a bilateral 
meeting between Transnistrian \"president\" Smirnov and 
Moldovan President Voronin; no other figures in either 
government had the authority to make the necessary decisions. 
Veselovsky interjected that Ukraine had already made such a 
proposal to Smirnov, who responded that if he were to attend 

a meeting with a foreign president, it would be as \"President 

of Transnistria\" and would be a \"meeting of Presidents.\" 
O\'Neill offered that Litskai had told him he was tired of 

small steps and wanted to deal with the final resolution of 

the conflict. OVNeill urged Russia to force Smirnov to send 
Litskai to the negotiating table. 


AGENDA FOR PROPOSED 5-PLUS-2 


12. (C) Attendees closed the meeting with a more amicable 
discussion of a possible agenda for a 5-Plus-2 meeting. 

Citing O\'Neill\'s statement that the Transnistrians were tired 

of confidence building, Veselovsky suggested that the meeting 
could simply be an exchange of views followed by a discussion 
of the Moldovan proposal. Nesterushkin cautioned that asking 
the Transnistrians to share their views could be 
counterproductive, but added that he would enjoy watching 
these \"embarrassing games\" at such a meeting. DAS Kramer 
said he hoped that Nesterushkin would do more than sit on the 
sidelines in future talks. Kramer also proposed an informal 
discussion on internationalizing the peacekeeping forces in 
Transnistria. 


Column 3 

13. (C) COMMENT: Throughout the day, Veselovsky was 
consistently successful in corralling Nesterushkin and 

bringing him along, including during the drafting of the 
5-Plus-2 invitation letter which Nesterushkin reluctantly 
signed. Nesterushkin was himself mildly more agreeable than 
during previous meetings, perhaps in an effort to make a good 
impression with the Spanish chair. The Spaniards appeared 
somewhat caught off guard at first by the severity of the 
debate, but they warmed to the issue and handled the meeting 
with typical multilateralist charm and hospitality. At one 

point, however, when Pons presented the attendees with a 
draft meeting protocol in English, Nesterushkin lectured Pons 
on the established agreement that all official documents and 
meetings of the 5-Plus-2 be in Russian. Nesterushkin asked 
if Pons was trying to \"break with precedent,\" at which point 

a shocked Pons assured him that Spain had no idea. Spanish 
diplomats then hustled admirably to round up 
Russian/English/Spanish speakers and a Cyrillic keyboard. 
END COMMENT. 


14. (U) DAS David Kramer cleared this message. 


Visit Embassy Madrid\'s Classified Website; 
http://www .state.sgov.gov/p/eur/madrid/ 
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SUBJECT: Taipei Economic Brief for January 2007 


REF: (A) TAIPEI 0049, (B) TAIPEI 0063, (C) 06 TAIPEI 4175 


1. This cable summarizes selected January 2007 economic events in 
Taiwan: 

--Economic Performance in 2006; 

--Science-based Industrial Parks; 

--PRC Tourists to Taiwan\'s High-Tech Centers; 

--Major Investment Projects; 

--China Rebar Pacific Group Collapse; 

--Problem Banks Taken Over; 

--Transfer of 0.18-micron Wafer Feb Technologies to China; 
--2007 Central Budget Fails to Pass Legislature; 

--Three More Taiwan Firms Become WEF Members; 
--Taiwan to Make Vaccines. 


Economic Performance in 2006 


2. In 2006, exports accounted for 60% of Taiwan\'s GDP and 75% of 
Taiwan\'s economic growth. Exports grew 13% y-o-y to US$224 billion, 
while imports increased 11% to US$202.7 billion. Export expansion 
drove real GDP growth above four percent and kept unemployment below 
4% in 2006. A decline in international petroleum prices kept 

Taiwan\'s inflation rate below one percent in 2006. 


Science-based Industrial Parks 


3. Taiwan\'s National Science Council (NSC) projects that sales from 
Taiwan\'s three science-based industrial parks will increase 11% to 
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exceed NT$2 trillion (US$61.5 billion) in 2007. There are 776 
companies currently operating at these three parks, including 475 at 
the Hsinchu Science-based Park, 103 at the Central Taiwan 
Science-based Park, and 198 at Southern Taiwan Science-based Park. 
Eleven percent of these firms are foreign-invested companies. 


PRC Tourists to Taiwan\'s High-Tech Centers 


4. Taiwan\'s science parks have opened their doors to many 
international tourists and may open soon to PRC tourists as well. 
The Mainland Affairs Council (MAC) has indicated that it is working 
on revisions to the regulations for PRC tourists in order to permit 
them to tour the parks. MAC expects the parks to be incorporated 
into tours in Hsinchu and Tainan. Groups of Mainland tourists will 
have to submit applications to visit the parks and will be approved 
on a case-by-case basis. Taiwan and PRC officials have indicated 
that they are likely to reach agreement soon to open Taiwan further 
to Mainland tourists. 


Major Investment Projects in 2007 


5. Economic Minister Steve Chen predicted Taiwan\'s private 
investment in 2007 will grow 11.4% to NT$1.65 trillion (US$51 

billion) and become a driving force behind Taiwan\'s economic growth 
this year. Semiconductor and LCD industries are expected to lead in 
private investment. Powerchip Semiconductor recently announced a 
joint venture with Japan\'s Elpida Memory that will invest US$1.6 
billion in 12-inch wafer semiconductor manufacturing facilities in 
Taichung in 2007. In all, some industry observers expect Taiwan 
semiconductor firms to invest more than US$30 billion over the next 
three to five years building as many as ten new plants in Taiwan. 


China Rebar Pacific Group (CRPG) Collapses 


6. On January 4, 2007, CRPG announced reorganization plans for two 
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affiliated companies, China Rebar (CR) and Chia Hsin Food and 
Synthetic Fiber (CFSF), triggering declines in share prices of all 
companies affiliated with CRPG. The announcement also prompted a 
run on Chinese Bank (CB, Zhonghua Yinhang) (ref A) and dumping of 
commercial paper underwritten by the Great Chinese Bills Finance 
(GCBF) Company. Authorities have indicted 30 major shareholders and 
senior executives of CRPG and affiliated companies, and restricted 

87 from leaving the island. Financial Supervisory Commission (FSC) 
Chairman Shih Jun-ji resigned to take responsibility for the 
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scandal, and was replaced at FSC by Council for Economic Planning 
and Development Chairman Hu Sheng-cheng. Minister Without Portfolio 
Ho Mei-yueh took over as the new CEPD Chairman. 


Problem Banks Taken Over 


7. In late December 2006 and early January 2007, Taiwan took over 
three insolvent banks: Taitung Business Bank (TBB) (ref C), 
Enterprise Bank of Hualien (EBH, Hualien Qiyin), and Chinese Bank 
(ref A). The Financial Supervisory Commission (FSC) had repeatedly 
urged these three banks and another four problem banks to improve 
their financial status on their own ever since Taiwan\'s legislature 

in June 2005 denied additional funding for the Financial 
Reconstruction Fund (FRF, ref B). The run on Chinese Bank prior to 
its takeover is seen as unlikely to lead to systemic problems as 
Taiwan\'s banking community has substantially improved its quality in 
recent years. The average non-performing loan (NPL) ratio dropped 
steadily from nearly 12% in March 2002 to 2.1%, the lowest over the 
past two decades. 


Transfer of 0.18-micron Wafer Fab Technologies to China 


8. Following its December 2006 approval for two Taiwan firms to 
build two 8-inch wafer semiconductor plants in China, the Ministry 

of Economic Affairs (MOEA) announced at the end of December 2006 
that it will permit transfer of 0.18-micron chip processing 

technologies to China for use by the investors themselves. The 
announced permit was based on a December 2004 amendment to the 
Wassennaar Agreement that removed controls over 0.18-micron 
semiconductor fab technologies. According to MOEA, Taiwan currently 
has ten 12-inch wafer semiconductor plants which account for 
one-quarter of total 12-inch wafer semiconductor plants in the 

world. 


2007 Central Budget Fails to Pass Legislature 


9. The Legislative Yuan (LY) failed to enact the central budget 
proposed for the 2007 fiscal year (January 1 to December 31) prior 
to the closure of its last session on January 19. The LY also 

failed to call a special session to review the 2007 budget. 
Consequently, central authorities will have limited funding without 
authorization to launch major projects. The LY will not review the 
budget bill again until its next session in March. The Executive 
Yuan asserts that a long delay in legislation of the central budget 
could hurt Taiwan\'s real GDP growth. 


Three More Taiwan Firms Become WEF Members 
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10. The World Economic Forum (WEF), a Geneva-based independent 
international organization committed to improving the state of the 

world, offered 25 Taiwan companies opportunities to become WEF 
members. Taiwan\'s High Tech Computer (HTC), Chunghwa Telecom, and 
Chinese Petroleum Corp. (CPC) were recently admitted as members. 

Their joining the WEF is expected to increase interactions and 

exchanges between Taiwan and the WEF. HTC Chairman Cher Wang, HTC 
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President Chen Wen-chi and Chunghwa Telecom President Lu Hsueh-chin 
took part in the WEF 2007 annual meeting in Davos, Switzerland 
January 24-28. 


Taiwan to Make Vaccines 


11. Vaxin, a U.S. biotech company, is negotiating with Taiwan firms 
for manufacture of its latest products in Taiwan, including 

intranasal and \"stick-on\" vaccines. Vaxin, formed in 1997, was the 
first company in the world to introduce a \"stick-on\" vaccine which 
is delivered through the skin. Vaxin will also release a vaccine 

for avian influenza in 2008. Licensing rights for production of the 
vaccines in France were sold to Sanofi-aventis, France\'s largest 
pharmaceutical company. The licensing rights in South Korea were 
recently sold to Kolmar, a Korean cosmetics company. 


YOUNG 


94826 

OO RUEHWEB 

DE RUEHML #0379 0320912 

ZNR UUUUU ZZH 

O 010912Z FEB 07 

FM AMEMBASSY MANILA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 5038 

INFO RHHMUNA/CDR USPACOM HONOLULU HI IMMEDIATE 
RUEKJCS/SECDEF WASHDC IMMEDIATE 


SIPDIS 

SIPDIS 

E.O. 12958: N/A 

TAGS: PREL, MARR, RP 

SUBJECT: GENERAL SANTOS CITY WILL WELCOME USS BLUE RIDGE 


REF: 06 MANILA 4126 


Column 3 


1. (U) South Cotabato provincial governor Daisy Avance-Fuentes and 
General Santos City Mayor Pedro Acharon, Jr., in separate meetings 
on January 31 with an Embassy delegation composed of Pol/C, JUSMAG 
chief, and DATT, voiced enthusiastic support for the February 17-18 
visit of the USS Blue Ridge to General Santos City and predicted a 
warm welcome. Governor Fuentes admitted that a few leftist groups 
may stage some protests, but opined that these would be small scale 
and not reflective of the views of most inhabitants. Mayor Acharon 
pledged full security support, while noting interest in moving a 
projected Blue Ridge band concert from the pier to a downtown 
location so that more people could enjoy it. 


2. (U) Pol/C expressed our condolences on the January 10 bombing 
in General Santos city that killed six and injured 30. Governor 

Fuentes said that such bombings \"set General Santos back 2-3 years\" 
in terms of attracting investment and tourism, but she commented 

that a high profile visit like the Blue Ridge\'s could help 

counteract this image. She underscored that this ship visit, the 

first by a U.S. Navy vessel in many years, would also dispel the 
impression that the U.S. Government was only interested in the Sulu 
Archipelago, the focus of many counterterrorism and developmental 
programs. Both Governor Fuentes and Mayor Acharon were appreciative 
of the new U.S. Government reward - up to US$50,000 - for Abdul 
Basit Usman, believed to be involved in the January 10 bombing. 


3. (U) Mayor Acharon joined Pol/C at a separate event to 

inaugurate a USAID-funded Computer Literacy and Internet Connection 
(CLIC) program at the Training Department (high school) of the 
College of Education of the Mindanao State University campus in 
General Santos City. This school is now among the 489 schools 
throughout Mindanao, including 17 in General Santos City, to benefit 
from this program, which has brought the internet and computers to 
about 440,000 students and 12,000 teachers already. Pol/C 
underscored the importance of partnership - with the school and its 
Parent Teacher Cooperative Association and with private and 
corporate sector donors, as well as between the U.S. people and 
government and the Philippine people and government - especially as 
our two nations celebrate the 60th anniversary of our bilateral 
friendship. 


Visit Embassy Manila\'s Classified SIPRNET website: 
http://www. state.sgov.gov/p/eap/manila/index. cfm 
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Classified By: DCM John A. Heffern, for reasons 1.4 (b,d). 


1. (U) Summary: An interim session of the annual 
U.S.-Indonesian Bilateral Defense Dialogue (BDD) in Jakarta 
on January 30-31 reached agreement on several important 
additions to the FY2007 agenda. Those included a 

multi-tiered set of exercises on humanitarian 
assistance/disaster relief (HA/DR) with PACOM, increased ship 
visits, the first brigade-level Command Post Exercise and 
agreement to initiate peacekeeping training under the Global 
Peace Operations Initiative (GPOI). The Hawaiian National 
Guard also announced it would invite the TNI to a state 
disaster relief exercise. The Indonesian side was 

represented by about two dozen officers representing all the 
services and was led by BG Imam Safaat, Deputy Assistant for 
Operations (WASOPS). The U.S. delegation, led by the Office 
of Defense Cooperation, included representatives from 
USPACOM, Department and Embassy Jakarta. End summary. 


HUMANITARIAN ASSISTANCE/DISASTER RELIEF 


2. (C) The three HA/DR events, all scheduled for June 2007, 
consist of separate Disaster Management Workshops for policy 
makers and for operational planners and a Disaster Management 
Exercise for tactical forces and local authorities. The 

first two will be held in Jakarta, the third in Yogyakarta.. 

The policy-level workshop, to be co-hosted by PACOM\'s Center 
for Excellence (COE), will include the National Coordination 
Agency (BAKORNAS) and other civilian counterparts on the 
Indonesian side. The operational-level workshop, co-hosted 

by PACOM\'s Multinational Planning Augmentation Team (MPAT) 
and USAID\'s Office of Disaster Assistance (OFDA) will 
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constitute Tempest Express 12 and be an initial step toward 
the creation of an HA/DR capability within the ASEAN Regional 
Forum (ARF).. All three events will have an interagency 
dimension, i.e., coordination with civilian agencies, and 

will involve the international community and NGOs. The TNI 
also agreed to participate in a DR exercise and a triborder 
workshop in the Philippines, both including interagency 
partners. The TNI has in the past been critical of BAKORNAS\' 
capabilities but encouraged the agency\'s inclusion in these 
events as a necessary partner in future operations and 
therefore equally needful of training or at least the 

benefits of participation in these events. 


3. (U) In a further development in this area, the Hawaiian 
National Guard announced its intention, as part of its 
cooperation under the State Partnership Program (SPP) with 
the TNI, to invite TNI and possible civilian Indonesian 
officials to its state-level disaster management exercise, 
Makani Pahili, in May. 


4. (C) At the same time, TNI sensitivity to U.S. 

participation in HA/DR activities in more distant regions was 
apparent, notably the proposed visit of the amphibious 
assault ship USS Peleliu to eastern Indonesia and Papua. It 
was unclear whether this stemmed from the disparity between 
U.S. and Indonesian capabilities, which operations in 
far-flung areas would make especially obvious, or the optics 
of conducting full-scale, combined bilateral operations with 
the United States. This is an issue which will need further 
exploration. Mission has subsequently decided to drop this 
visit from the BDD agenda. 


GLOBAL PEACE OPERATIONS INITIATIVE (GPOI) TRAINING 


5. (C) Indonesian defense officials have cited the formal 
establishment of the TNI\'s planned Peacekeeping Training 
Center, expected in March 2007 (ref a), as the event that 

will allow peacekeeping training assistance with the United 
States to proceed. However, the TNI revealed that the 
Indonesian chief of Staff (Panglima) had signed the order to 
establish the center. USPACOM offered to provide briefings 
and background materials on the GPOI program to relevant 
agencies, if needed. The TNI did not officially respond to 

the U.S. training offer but did not indicate any such 

briefings were necessary and evinced interest in GPOI 

training. Assistant for Operations (ASOPS) MG Bambang Darmono 
has gone on record within the TNI command in support for GPOI 
training. 


6. (U) The TNI also agreed to increased participation in KHAN 
QUEST, a major GPOI exercise that will be held in Mongolia in 
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summer 2007. Depending on the fate of the annual COBRA GOLD 
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in Thailand this year, the TNI could send up to 30 
participants for the command post exercise and one or two 
platoons for the field training exercise. 


BRIGADE CPX, MORE SHIP VISITS 


7.(U) The TNI also agreed to hold the first-ever 
brigade-level Command Post Exercise (CPX) with US Army 
Pacific (USARPAC) in April. As the TNI does not normally 
conduct operations above the battalion level, this will 
represent an important step toward interoperability of larger 
units. The TNI also agreed in principle to accepting a 
higher number of ship visits, currently about two per year. 
PASCOE 


94828 

RR RUEHGH RUEHVC 

DE RUEHCN #0033/01 0320921 

ZNY CCCCC ZZH 

R 010921Z FEB 07 

FM AMCONSUL CHENGDU 

TO RUEHC/SECSTATE WASHDC 2373 

INFO RUEHOO/CHINA POSTS COLLECTIVE 

RUCPDOC/DEPT OF COMMERCE WASHINGTON DC 
RHEHAAA/NATIONAL SECURITY COUNCIL WASHINGTON DC 
RUEHCN/AMCONSUL CHENGDU 2868","C ONFIDENTIAL SECTION 01 OF 03 CHENGDU 00( 


SIPDIS 
SIPDIS 


STATE FOR EAP/CM 
BANGKOK FOR USAID/MSTIEVATER AND SKISSINGER 


E.O. 12958: DECL: 2/1/2032 
TAGS: ECON, EAGR, PGOV, SENV, CH 
SUBJECT: ORANGE GROVES AND CORRUPTION ALONG THE YANGTZE 


CHENGDU 00000033 001.2 OF 003 
CLASSIFIED BY: James Boughner, Consul General, Chengdu, 


Department of State. 
REASON: 1.4 (b), (d) 


Column 3 


1. (U) This cable contains business sensitive information - 
please protect accordingly. 


2. (C) Summary. During a recent visit by Consul General and 
Congenoff to Chongqing\'s Zhongxian County, U.S. investors in a 
citrus cultivation project described the many trials and 

tribulations of trying to turn a profit in this remote corner of 

China. Although relatively small in terms of dollars invested, 

if successful the project could prove a great boon to an 
economically backward area. Corruption, poor local government 
practices, and outright theft and bureaucratic incompetence, 
however, remain major challenges for an investment that has 
reportedly been brought to the attention of the highest levels 

of the Chinese government. End summary. 


3. (SBU) Consul General, Congenoff, and Consulate Econ Assistant 
recently visited Chongqing to investigate economic and social 
conditions in the Three Gorges Dam reservoir area. Results of 
official meetings, and of a visit to the nearby city of Fuling, 

will be reported septel. During that same trip, Congenoffs also 

visited Zhongxian County, about four hours by car from 

Chonggqing\'s urban areas. There they inspected a project 
undertaken by the Edgar M. Bronfman Citrus Company (\"Bronfman\") 
to develop an orange juice industry in the area. 


4. (C) Before the visit, FAO officials contacted Consul General 
and made two requests: first, that Congenoffs would only visit 
certain orange groves designated by local officials; and second, 
that an FAO official be present whenever Congenoffs met with 
Bronfman representatives. Consul General declined those 
requests. 


5. (C) In Zhongxian, Consul General and Congenoff met with 
Bronfman CEO Jeffrey S. Muir, Business Operations Director Cindy 
Lau, and Project Construction Director Rene Trevino (strictly 
protect all). Neither Chinese officials nor Consulate Econ 

Assistant attended, and the meeting took place in Muir\'s hotel 
room. Muir, an Amcit resident in Hong Kong, has more than 30 
years of experience in China and in agricultural development 
generally, and he claims access to the highest levels of Chinese 
political leadership. He speaks both Mandarin and Cantonese. 


6. (C) Muir began by outlining the history of the project. 

Shortly after 2000, managers of what was then the Seagram 
Company conceived the idea of using the resettled areas of the 
Three Gorges project for the cultivation of juice oranges. 
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(Note: Seagram\'s parent company Bronfman took over the project 
after 2004. End note.) Although transportation and other basic 
infrastructure were lacking, Muir and Trevino indicated that 
Zhongxian\'s climate and soil conditions make it perhaps the best 
location in all of East Asia in which to develop juice orange 
groves. After obtaining the approval of central and local 
government agricultural officials, company representatives gave 
large numbers of orange seedlings to Zhongxian farmers, with the 
idea that by the time the trees matured in five to seven years\' 
time, the company would have a juice processing plant 
constructed and operating. 


7. (C) According to Muir, local officials assigned a Zhongxian 
businessman named Lan Yihua to assist the company, and urged 
Seagram/Bronfman to consider Lan as a joint venture partner once 
the project became commercially viable. (Note: Muir said that 

Lan had served as a high-level manager of the Three Gorges 
Construction Group before that entity had been privatized, and 

as a result had powerful political connections. He currently 

serves as Vice Chairman of the Zhongxian CPPCC. End note.) 
Muir alleged that Lan quickly moved to \"use\" the 
Seagram/Bronfman names to get financial assistance from central 
and local government agencies, and then diverted those funds to 
his own use. One example Muir gave was the town of Wuyang 
across the river from Zhongxian, where Muir said Lan had 
misappropriated funds intended for the construction of roads and 
orange groves. Muir remarked it was well known in the area that 
Lan was protected by Chongqing Deputy Mayor Chen Guangguo, the 
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number three in the Chongqing Communist Party hierarchy. 


8. (C) Muir also said that Seagram/Bronfman had invested USD 11 
million in constructing and staffing a technical assistance 

center to help farmers deal with the challenges of raising 
commercially viable fruit. In December of 2004, Muir continued, 
the company was served with a \"court order\" requiring it to turn 
the center and all of its funds over to the county government. 

Muir described how \"five cars full of thugs\" delivered the 
\"order.\" At the same time, according to Muir, the center\'s 
former general manager and other local businesspeople began a 
smear campaign against Muir, accusing him of having diverted 
project funds to Hong Kong. Muir was however able to leave the 
area and return to his home in Hong Kong. The local government 
assumed oversight of the orange groves. 
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9. (C) By the summer of 2005, said Muir, the technical center 

had been \"abandoned,\" and farmers had become unhappy with the 
lack of support, to the point of organizing occasional 
demonstrations against local officials. In an effort to restart 

the project, Muir said he contacted former Hong Kong Chief 
Executive C.H. Tung, and wrote letters to the National People\'s 
Congress and to central bodies of the Chinese Communist Party. 
Muir said the Bronfman family patriarch personally visited China 
and raised the project with Premier Wen Jiabao and Chongqing 
Party Secretary Wang Yang. Although the \"lobbying\" process was 
lengthy, the political pressure proved effective, and in 

December 2005 local officials invited Bronfman to return. 

However, only about half of the orange groves were returned to 
Bronfman\'s oversight, while the remainder continued to be 
managed by Lan and by the local government. 


10. (C) Muir noted the time and money lost as a result of those 
malfeasances had caused significant delays, and the project now 
looked likely to get only half of its originally anticipated 

juice supply. In addition, project managers faced enormous 
challenges in educating local farmers to maintain the trees 
properly, and to avoid the process of \"intercropping,\" in which 
other crops such as tobacco, cabbages, potatoes, and peanuts 
were planted between the rows of orange trees. Addressing the 
subject of damage from the recent drought, Muir and Trevino said 
that although trees had suffered some stress, none had died, 
partly as the result of \"water bucket brigades\" organized by 
local farmers. 


11. (C) Bronfman is proceeding with the construction of the 

juice processing plant, and Congenoffs toured the site. Muir 

and Trevino told Congenoffs that they hoped to have the plant 
operating by the end of 2007. Muir claimed Bronfman\'s main 
purpose in maintaining the project was not \"economic\" at this 
time, but Bronfman hoped to make political points at the central 
government level. At one point, Bronfman officials had hoped to 
market an orange juice product for the Chinese domestic market 
in time for the 2008 Olympic Games, but Muir and Trevino agreed 
that this goal was almost impossible. 


12. (C) In a comment on the current state of local leadership, 
Muir described corruption as extensive," although he said the 
situation had improved somewhat as the result of increased 
central government attention to the Three Gorges resettlement 
areas. According to Muir, corruption and large income gaps in 
areas of Chongqing have attracted the personal interest of 
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Premier Wen Jiabao, who has \"lambasted\" local officials for poor 
performance. Businessman Lan, however, has been able to 
continue to create problems for the project by interfering in 
Bronfman\'s relationship with the local government. 


13. (C) Addressing his relations with local farmers, Muir said 
he is careful to avoid being cast as an \"advocate\" for rural 
residents. He said that local officials were \"terrified\" of the 
farmers, due to ongoing discontent over land use and 
resettlement, and the farmers\' reputation for violence. Asked 
about farmer\'s associations, Muir said that although they 
operated outside the immediate control of the local government 
and Communist Party, those associations closely mirrored the 
structure of previous agricultural work units dating from the 
time of collectivization, and local security officials monitored 
all of their activities carefully. He said that Bronfman\'s 

local office had two or three staff members who reported to 
security officials as well. 


14. (C) Congenoffs and Bronfman officials later met with 
Zhongxian Vice Party Secretary Chen Daoliu, who called the 
project a \"win-win\" situation. He also noted that Bronfman\'s 
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total planned investment in the project (USD 13 million for the 
technical center and trees plus USD 30 million for the 

processing center) was far in excess of the county\'s annual GDP, 
underscoring its importance to the area\'s economy. He stressed 
the Zhongxian government\'s support for the project. (Note: Muir 
later described Chen Daoliu as a \"relatively good guy\" compared 
with other local officials. End note.) 


15. (C) Bronfman\'s citrus project is quite small by the 
standards of multinational FDI, but if it succeeds, it could 
have an notable impact on the local economy of one of 
Chongqing\'s most backward areas. However, Muir\'s story of 
corruption makes it clear local officials and business figures 
often do not have the long-term interests of their citizens at 
heart, and the project\'s ultimate commercial viability is far 
from certain. The story serves as a cautionary tale about the 
challenges of doing business in China\'s hinterlands and the 
major developmental difficulties faced by government 
authorities. Congen will continue to try to monitor the project 
closely. 

BOUGHNER 
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E.O. 12958: DECL: 02/01/2017 
TAGS: PREL, PINR, PGOV, TH 
SUBJECT: THAI UPDATE: KINGVS HEALTH, SINGAPORE SPAT 


REF: A. SINGAPORE 221 (DUSTUP) 
B. OSC REPORT SEP20070130116019 (MAHATHIR) 
C. BANGKOK 524 (MEETING WITH NITYA) 


Classified By: Ambassador Ralph L. Boyce, reason: 1.4 (b) and (d). 


SUMMARY 


1. (C) The King appeared mentally alert if only moderately 
energetic and able to engage in a sustained discussion when 
the Ambassador observed him in a discussion with visiting 
Mahidol Prize Award winners. A Singaporean diplomat told us 
her Embassy was consumed with efforts to minimize recent 
damage to Singapore\'s bilateral relationship with Thailand. 

A Thai MFA official, however, downplayed the significance of 
recent contentious exchanges between Singapore and Thailand. 
End Summary. 


UPDATE ON KING\'S HEALTH 


2. (C) The Ambassador attended January 31 ceremonies in honor 
of the recipients of this year\'s prestigious Prince Mahidol 
Awards for outstanding achievement in the field of public 
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health. In a private session with the recipients (three of 

the four of whom were Americans), King Bhumiphol not 
uncharacteristically spoke so softly that even those close to 
him had difficulty hearing what he said. However, once he 
began discussing soil projects and other issues of 
longstanding interest to him, the King was actively engaged 
in the conversation, which continued for an hour. He still 
walks shakily, with a cane, but his overall health seems 
stronger than when the Ambassador last saw him, in early 
December. 


SINGAPORE-THAI SPAT 


3. (C/NF) A Singaporean diplomat told us on January 31 that 
her embassy was currently consumed with efforts to minimize 
the damage to the bilateral relationship caused by Thai 
denunciation of deposed Prime Minister Thaksin\'s recent visit 
to Singapore, and allegations that Singaporeans could monitor 
communications on networks owned by Singaporean firms (ref 
A). The diplomat noted that Singaporeans considered the 
latter charge by far the more serious, as it pertained to 
violations of Thai sovereignty. 


4. (U) A prominent Thai journalist seemed happy to stoke the 
controversy by airing an interview with former Malaysian 

Prime Minister Mahathir Mohamad, in which Mahathir, with the 
reporter\'s encouragement, denounced Singaporeans as 
self-centered and uncaring (ref B). Mahathir agreed that 
Singapore owed Thailand an apology for the reception given to 
Thaksin, and he thought it quite likely that the Singaporeans 
were eavesdropping on Thai communications. 


5. (C/NF) The Singaporean diplomat said that the recent 
controversy had cast a serious chill over the bilateral 
relationship, which was unlikely to improve significantly 

during the term of Surayud\'s administration -- despite her 
government knowing well Surayud and other key figures. 

Citing MFA Permanent Secretary Krit Garnjana-Goonchorn\'s 
prior close ties to Thaksin, she speculated that Krit might 

have found bashing Singapore a convenient way to demonstrate 
his loyalty to the interim administration. 


6. (C/NF) The Singaporean diplomat noted that, although the 
Thai lack a tradition of soccer hooliganism, she was 
monitoring with concern the upcoming ASEAN Championship 
soccer matches between the Singaporean and Thai national 
teams. Singapore -- the home team -- won the January 31 
match, which featured the Thai team temporarily abandoning 
the field to protest a penalty. The second match will take 
place in Bangkok on February 4. 
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7. (C) A Thai official in MFA\'s East Asia Department offered 
a much less alarmed view, claiming the current friction did 
not represent a serious rift. However, our MFA contact 
highlighted Foreign Minister Nitya\'s discussions with his 
Singaporean counterpart in Cebu (ref C), and the sensitivity 
of any matter involving Thaksin. The Thai official said 

Nitya remained actively engaged in managing relations with 
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Singapore. Our contact added the Thai Police were concerned 
about the upcoming soccer game and would heighten security 
for the Singaporean players. 
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DEPT FOR DRL/NESCA 

E.O. 12958: N/A 

TAGS: PHUM, EUN, KDEM, PREL, IR, NL 

SUBJECT: DUTCH HUMAN RIGHTS PROGRAMS IN IRAN 

REF: A) THE HAGUE 145, B) SECSTATE 2659 (NOTAL), C) 06 THE HAGUE 


2661 (NOTAL), D) 06 THE HAGUE 2634 (NOTAL) 


1. (U) This is an action request. Please see paragraph 4. 


2. (SBU) Summary: The Dutch embassy in Tehran is responsible for 
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administering approximately one million Euros annually in human 
rights program funding. Details are included below. This is in 
addition to 13 million Euros of Iran media diversity programs the 
Dutch are currently supporting (ref D). Dutch MFA has provided this 
information, with the request that it be kept between our 
governments. The Dutch repeat their request that we share with them 
details of our Iranian human rights and democratization programs 

(ref A), to maximize impact. End summary. 


Dutch-Funded Programs in Iran: 


3. (SBU) According to the Dutch MFA, the Dutch embassy in Tehran 
administers or supports the following human rights and good 
governance programs. Euro figures indicate Dutch contributions 
only. 


a. UNODC 
Project title: Cooperation in the promotion of the reform process 


of the Judiciary and the Prison System of the Islamic Republic of 
Iran.\" 


Amount: 434,000 euro for one year (12/05-12/06). 

Objectives: Support reform of the judiciary and improvement of the 
prison system; pilot application of fair trial; establishment of 
complaint system and awareness raising within the judicial system; 
increase the role of women in criminal justice; e-courts pilot 

project; improve prisoner conditions in line with UN standards. 

b. UNDP 

Project title: \"UNDP/Iran Governance Program 2004-2009." 
Amount: 600,000 Euro over six years. 

Objectives: Promote good governance with emphasis on rule of law; 
promote human rights; strengthen capacity for human rights research 
and training; provide opportunities for experience and knowledge 
sharing as well as networking; strengthen capacity of institutional 
and professional organizations. 


c. Association of Dutch Municipalities 


Project title: \"Promoting participatory local governance practices 
in Iran.\" 


Amount: 270,136 Euros for 16 months (11/05-02/07) 


Description/Objectives: The project is intended to promote good 
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local governance practices in urban areas if Iran, i.e., through a 
mayoral exchange program and follow-up activities. 


d. University of Amsterdam 


Project title: \"The Islamic Republic of Iran and its relationship 
with the international community, especially the European Union: the 
role of human rights." 


Amount: 88,581 Euros for three years (2005-2007) 


Description: This is a student exchange program. ltis intended to 
raise awareness of Iranian human rights issues both in Holland and 
in Iran and to promote the establishment of contacts between Dutch 
and Iranian participants. 


e. UNICEF 


The Dutch are finalizing details on a planned contribution to a 
UNICEF project on children\'s rights and media. 


The total project value is expected to be 600,000 Euro. The 
intended Dutch contribution has not been disclosed. 


f. Possible NGO projects 
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The Dutch are looking at several small NGO projects, as well. Dutch 
MFA Human Rights Policy Officer Sonja van der Meer said that it has 
been \"increasingly difficult to identify (Iranian) organizations 

that are willing to receive foreign funding. However, since the 

major UN programs are by now sufficiently funded,\" the MFA is 
looking for NGO/civil society partners. 


Request for Information on U.S. Programs: 


4. (SBU) In providing the above information, the Dutch MFA Human 
Rights Division (which also provided information reported ref C), 
repeated its request that we provide similarly detailed information 

on USG-supported human rights and democratization programs related 
to Iran. Post believes it would be useful to share such information 

in government-to-government channels. We therefore request that the 
Department provide a fact sheet or other documentation in a format 
which can be provided to the Dutch, either via post or through the 
Dutch Embassy in Washington. 

Arnall 


Column 3 

94831 

OO RUEHWEB 

DE RUEHKO #0475/01 0321000 

ZNY CCCCC ZZH 

O 011000Z FEB 07 

FM AMEMBASSY TOKYO 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 0285 
INFO RUEHBJ/AMEMBASSY BEIJING PRIORITY 5674 
RUEHRL/AMEMBASSY BERLIN PRIORITY 1231 
RUEHBS/AMEMBASSY BRUSSELS PRIORITY 2250 
RUEHLO/AMEMBASSY LONDON PRIORITY 1689 
RUEHFR/AMEMBASSY PARIS PRIORITY 5278 
RUEHRO/AMEMBASSY ROME PRIORITY 2000 
RUEHUL/AMEMBASSY SEOUL PRIORITY 1759 
RUEAIIA/CIA WASHDC PRIORITY 
RHMFISS/COMUSJAPAN YOKOTA AB JA PRIORITY 
RHEHAAA/NSC WASHDC PRIORITY 
RUEHBS/USEU BRUSSELS PRIORITY 
RUEHNO/USMISSION USNATO BRUSSELS PRIORITY 
RHHMUNA/HQ USPACOM HONOLULU HI PRIORITY 


SIPDIS 
SIPDIS 
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TAGS: PREL, PGOV, UK, FR, GM, BE, KN, CH, JA 

SUBJECT: PM ABE\'S MESSAGE TO EUROPE: WE SHARE YOUR VALUES, 
SUPPORT US ON NORTH KOREA 


REF: A. USNATO 22 
B. TOKYO 23 


Classified By: Ambassador J. Thomas Schieffer. Reason: 1.4 


(b) (d). 


1. (C) Summary. During PM Abe\'s January 9-13 trip to London, 
Berlin, Brussels and Paris, Abe underscored his desire to 
strengthen Japan\'s ties with Europe, including NATO, based on 
a new values-focused foreign policy. Abe\'s interlocutors 

agreed with him that the DPRK nuclear issue must be addressed 
and that UNSCR 1718 must be fully implemented. Responses to 
Abe\'s appeal to maintain the EU arms embargo on China were 
mixed. French President Chirac asserted the arms embargo 
should be lifted and German Chancellor Merkel forcefully 

urged it be kept in place. Abe also reiterated Japan\'s 

desire to work within the G-4 mechanism to pursue a permanent 
UNSC seat. End summary. 
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2. (C) Prime Minister Shinzo Abe\'s first visit to Europe as 

prime minister achieved its primary goal: demonstrating that 
Japan values its relations with Europe, according to MOFA 
Western Europe Division Director Akira Kono. Embassy Tokyo 
obtained separate readouts on Abe\'s trip from Kono, European 
Policy Division Director Hideo Suzuki, National Security 

Policy Division Director Jun Shimmi, German Embassy Political 
Counselor Martin Ebert and French Embassy Political Counselor 
Pauline Carmona. 


3. (C) PM Abe traveled to London, Berlin, Brussels and Paris 
from January 9-13. In Brussels, he addressed the North 
Atlantic Council -- a first for a Japanese leader. In all 

four capitals, Abe had addressed three issues: common 
values, North Korea and UN Security Council reform. Abe was 
Vvery pleased\" with his European experience, Kono reported. 


Common Values: NATO and the North Atlantic Council Speech 


4. (C) PM Abe used his European meetings to convey Japan\'s 
new foreign policy focus on shared values, including the rule 
of law and human rights, Kono explained. The message came 
across clearly, according to German Embassy Political 
Counselor Ebert. Abe plainly wanted to demonstrate that 
Japan -- in contrast to China -- was committed to a foreign 
policy based on values shared by its European \"natural 
partners,\" he related. Japan\'s interest in closer ties with 
NATO, Kono reminded (ref b), is a natural outgrowth of PM 
Abe\'s new values-based foreign policy. Commenting on Abe\'s 
well received January 12 address before the North Atlantic 
Council in Brussels, MOFA National Security Policy Division 
Director Jun Shimmi explained that Abe\'s speech reflected his 
strong political commitment to having Japan play a greater 
global role, including through enhanced ties with NATO. 
Shimmi said he had been particularly struck by the \"strong 
views\" Abe had expressed on future contributions by the 
Ministry of Defense (MOD) to that effort. At present, he 

noted, there has been no substantive coordination within the 
government on how Japan would make this MOD contribution. 
Putting this commitment into practice will take time, Shimmi 
underscored. 


5. (C) Japan is ready to develop closer ties with NATO, as PM 
Abe explained in his speech, according to MOFA European 
Policy Division Director Hideo Suzuki. Suzuki, who drafted 
the Prime Minister\'s speech, observed that joint Japan-NATO 
activities have been conducted on an ad-hoc basis. Asa 
first step toward a more mature and structured relationship, 
Japan and NATO will discuss a framework for closer 
cooperation at their \"high-level consultations\" in March, 
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Suzuki stated. He cautioned that the process of 

strengthening ties with NATO would take time. French Embassy 
Political Counselor Pauline Carmona acknowledged to Embassy 
Tokyo officers that France had earlier opposed Japan\'s 
partnership with NATO and that NATO\'s November meeting in 
Riga marked a change in France\'s position. In the end, Paris 
had decided not to let the NATO issue further affect its 

bilateral relations with Tokyo, she observed. 


North Korea 


6. (C) PM Abe raised the DPRK nuclear issue and the abduction 
issue with each of his interlocutors, MOFA\'s Kono reported. 

He asked them to use their influence to press North Korea to 
implement the provisions of UNSCR 1718 and to cooperate in 
resolving the abduction issue. All the leaders agreed that 

the DPRK must comply with UNSCR 1718. PM Tony Blair seemed 
to be particularly seized of both the nuclear and abduction 
issues, Kono commented. In Paris, Abe urged that France 
adopt unilateral sanctions if the UNSC committee failed to 

take timely action, Carmona related. In Berlin, Chancellor 
Merkel and Abe shared the hope that China would continue to 
play a constructive role in the Six-Party process, according 

to Ebert. Kono commented that MOFA had planned to have its 
embassies in all four capitals sponsor screenings of the 
award-winning movie \"Abduction\" in conjunction with Abe\'s 
visit, but weren\'t able to make arrangements quickly enough. 
All planned screenings in the near future. 


UN Security Council Reform 


7. (C) Japan already has the support of the UK, France, 

Belgium and Germany for its permanent UNSC seat bid, Kono 
explained. PM Abe reiterated in each capital Japan\'s 

intention to press ahead with its bid, despite the fact that 

its most recent \"Model D\" initiative had not garnered the 

hoped for support. In Berlin, Abe and Merkel agreed to 

maintain the G-4 format, Ebert related. He insisted that 
Germany is not concerned that Japan will split off from the 

group (Japan, Germany, India and Brazil), as rumored. French 
Embassy\'s Carmona, in discussing the G-4 initiative, stressed 
that France would only move forward on UNSC reform in concert 
with Germany. Abe asked the UK and France, which are 
permanent members, and Belgium, which took a seat as a 
non-permanent member on January 1, to help represent Japanese 
interests on the UNSC now that its nonpermanent UNSC 
membership has expired. Belgian PM Verhofstadt indicated 

that Belgium is willing to cooperate with Japan on a broad 

range of UNSC matters, Kono reported. 
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East Asian Security/EU Arms Embargo on China 


8. (C) In addition to DPRK-related matters, PM Abe raised 
broader East Asian security issues in all of his meetings, 

Kono related, focusing on China. Abe took advantage of the 
fact that his interlocutors were all aware that he had moved 
quickly to improve Japan\'s relations with China soon after 
taking office. He stressed to all that he believes China\'s 
development is not a threat, but an opportunity. 

Nonetheless, problems remain, including significant IPR 
violations and double-digit expansion of defense spending, 
coupled with military non-transparency. China\'s behavior in 
Africa, particularly with regard to exploitation of natural 
resources, was also troubling. The international community 
should encourage China to act more responsibly and help lead 
China in a more constructive direction, Abe argued. In his 
private meeting with Chancellor Merkel, Abe complained about 
China\'s \"Japan bashing,\" and argued that Beijing was using 
the historical issue as an excuse to oppose Japan\'s bid for a 
permanent UNSC seat, according to the German Embassy\'s Ebert. 
Nonetheless, Abe had stressed, he was \"determined to 
strengthen dialogue\" and build a cooperative relationship 

with China, according to Ebert. 


9. (C) In each meeting, Kono related, Abe pressed for 
retention of the EU arms embargo on China. The reactions 
were mixed. President Chirac simply replied briefly that 
France had not changed its position, i.e., that the ban 
should be lifted once a new EU Code of Conduct is in place. 
This, Kono observed, was a very different response than the 
last time Japan had raised the issue with Chirac. During 
Chirac\'s March 2005 Tokyo visit, he had passionately and at 
length explained the rationale behind France\'s position to 
then Prime Minister Koizumi. This time with Abe, Chirac 
provided a perfunctory response, simply noting that \"Japan 
understands France\'s position,\" according the French 
Embassy\'s Carmona. 


10. (C) At her press conference, Chancellor Merkel was firm 
that \"now is not the time\" to lift the arms embargo, German 
Embassy\'s Ebert observed. This was a change in the German 
position; former Chancellor Schroeder, along with Chirac, had 
actively promoted its lifting. EC President Jose Barroso had 
been more \"nuanced\" in his response, Suzuki said, noting that 
this was \"not an eminent issue.\" Barroso likely took this 
position because Germany, which now opposes lifting, holds 
the EU Presidency and Portugal, which will assume that role 

in July, is unlikely to champion the issue, Suzuki 

speculated. (Note: Suzuki noted that Italy and France remain 


Column 3 

actively interested in lifting the ban. He opined that China 

may use an anticipated China boom!" resulting from the 2008 
Beijing Olympics to make a gesture, perhaps in the area of 
human rights, in exchange for lifting the ban. Even though 

the EU insists that its new code of conduct will eliminate 

any need for concern when the ban in lifted, Suzuki said \"we 
need to be prepared" and urged close U.S.-Japan 
consultation.) 


Comment 


11. (C) The major \"outcome\" from Abe\'s European trip was his 
strong message that Japan wants to engage more actively with 
the Europeans, including through closer ties with NATO. His 
\"values-focused\" foreign policy message was clear. 
Conspicuous in its absence, however, was mention of the \"Arc 
of Freedom and Prosperity\" concept put forward by FM Aso in 
his November 2006 speech. While also values-focused, some 
have criticized the \"Arc\" notion as not well thought through 
and susceptible to criticism that it aims to encircle Russia 

and China. Whether intentional or not, Abe\'s failure to 
mention it has raised questions about Abe\'s embrace of the 
concept. 
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E.O. 12958: DECL: 02/01/2032 

TAGS: PGOV, PREL, CH, TW 

SUBJECT: KMT\'S CROSS-STRAIT DIALOGUE: ECONOMICS NOW, 
POLITICS LATER 


Classified By: AIT Acting Director Robert S. Wang, 
Reasons: 1.4 (b/d) 


1. (C) Summary: The KMT plans to continue focusing on 
economic issues in its engagement with the Chinese Communist 
Party (CCP) for the near term, hoping to benefit politically 

by serving as an intermediary between Taiwan\'s business and 
agricultural interests and Beijing. If KMT Chairman Ma wins 
the presidential election in 2008, many KMT cross-Strait 
experts predict he will work to build cross-Strait relations 

on the basis of the \"1992 consensus,\" which the KMT defines 
as consensus on \"one China, separate interpretations,\" with 
the KMTVs \"one China\" being the Republic of China (ROC). 
While these KMT experts are optimistic that Beijing will show 
greater flexibility toward a KMT-ruled Taiwan, some pro-DPP 
academics doubt that Beijing will accept the KMT\'s \"separate 
interpretation\" of one China.\" End Summary. 


KMT-CCP Dialogue on Economics but not Politics 


2. (C) Since the historic visit to Beijing in April-May 2005 

by then-Kuomintang (KMT) Chairman Lien Chan, who met and 
issued a joint press communique with PRC President Hu Jintao, 
the KMT has engaged the Chinese Communist Party (CCP) ina 
broad dialogue on economic issues. While this economic 
dialogue pressures the ruling Democratic Progressive Party 
(DPP) to further liberalize its cross-Strait policy, KMT 

Director for Mainland Affairs Chang Jung-kung told AIT, the 
KMT-CCP exchanges also help Taiwan\'s business interests in 
China. The KMT is able to raise the concerns of Taiwan 
business people in China with PRC officials, Chang explained, 
a role the DPP government cannot play as Beijing refuses to 
deal directly with the pro-independence DPP. Chang told AIT 
that the KMT is working to expand its role as an intermediary 
between Beijing and Taiwan businesses via another joint 
conference and communique planned for this spring. 


3. (C) Growing cross-Strait economic ties and exchanges do 
not give the CCP substantial political leverage over the KMT, 
Chang argued. No political party in Taiwan, especially one 
that seeks to become the ruling party, can afford to appear 
to \"sell out\" Taiwan. Chang noted that he was considering 
broaching the idea of a KMT-CCP political dialogue with the 
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KMT leadership, adding that two possible topics of interest 
to Taiwan would be reducing the PRC missile threat and 
expanding Taiwan\'s international space. Despite the 
progress on economic dialogue, however, Chang acknowledged 
the possibility of discussing more sensitive political issues 
with Beijing appeared low in the near term. Chang surmised 
the CCP might prefer to wait until the KMT is the ruling 

party before addressing sensitive political issues on which 
the KMT, as an opposition party, now has only limited 
influence. 


4. (C) Chang said he did not agree with KMT Chairman Ma 
Ying-jeou\'s recent suggestion that the KMT could serve as an 
intermediary between the CCP and the DPP, a suggestion the 
DPP immediately rejected. Chang, who told AIT that Ma\'s 
comments were poorly chosen, emphasized it is unrealistic for 
his party to serve as a \"broker\" between the two sides. 
Especially when it comes to political issues, the CCP has no 
interest in engaging the ruling DPP directly since it 

advocates Taiwan independence. (Comment: A number of DPP 
members have told AIT that Beijing is, in fact, reaching out 
gingerly to \"light Green\" DPP leaders, in order to wean them 
toward improved cross-Strait relations in the event the DPP 
wins the 2008 presidential election. Former DPP legislator 
Shen Fu-hsiung, for example, told AIT that Beijing had 

several times approached him with invitations to visit 
Mainland China, which Shen had turned aside in order not to 
handicap his own chances in upcoming legislative elections. 
End Comment.) 


KMT Looks to 2008... 


5. (C) KMT-affiliated National Policy Foundation (NPF) 
Research Fellow Kao Koong-liang told AIT that the KMTVs 
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mainland policy guidelines, published in the party\'s 2004 
white paper, along with Chairman Ma\'s \"five dos\" announced 
early last year, will serve as a blueprint for the KMT\'s 
cross-Strait policy should the party come into power in the 
2008 presidential election. Kao argued that Taiwan\'s 
acceptance of the \"1992 consensus\" is the key to any 
breakthrough in cross-Strait relations, including resumption 

of the cross-Strait dialogue, which the PRC suspended in 1999 
following President Lee Teng-hui\'s announcement of his 
\"two-state theory.\" While the KMT under Ma Ying-jeou accepts 
the 1992 consensus, the DPP has opposed it and is unlikely to 
accept it in the future, Kao suggested. (Note: Ma\'s \"five 
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dos\" call on Beijing and Taipei to resume talks on the basis 

of the 1992 consensus, conclude a peace agreement, work 

toward building a common market, seek a modus vivendi for 
Taiwan\'s international participation, and expand cultural and 
educational exchanges. End Note.) 


6. (C) KMT Director of Overseas Affairs Ho Szu-yin, a close 
advisor to Ma, told AIT that Ma acceptance of the \"1992 
consensus,\" means \"one China, separate interpretations,\" with 
one China being the Republic of China (ROC). However, Ma 
does not support rapid unification, Ho emphasized, 
characterizing the party\'s stance as more a policy of 
anti-Taiwan independence than pro-unification. Chang 
Jung-kung explained that the \"1992 consensus\" is the only 
framework ambiguous enough to allow the CCP and KMT to return 
to the negotiating table, adding that the party does not 

accept the \"special state-to-state relations\" framework put 

forth in 1999 by President Lee Teng-hui, who was then leader 
of the KMT. Other KMT leaders have in recent weeks taken 
pains to publicly assert that the KMT does not support 
unification in the foreseeable future. Deep-Blue legislator 

Ting Shou-chung told AIT that he and his close (read: 
deep-Blue) colleagues have no desire to unify with a 
\"non-democratic\" PRC, and that only eventual changes in the 
PRC itself would warrant support for eventual unification. 


7. (C) The KMT\'s acceptance of the \"1992 consensus\" and its 
willingness to engage with the CCP does not mean the party 
will weaken its relations with the U.S., Kao Koong-liang 
hastened to add. He contrasted the KMT\'s policy of 
maintaining balanced relations with Beijing and Washington 
with the DPP\'s policy aimed at keeping Beijing at arms 

length. An improved relationship with the mainland is 
imperative for Taiwan\'s economic growth, Kao argued, adding 
that the KMT understands that Taiwan businesses need to 
invest in China in order to survive. 


...And to Beijing for Flexibility 


8. (C) KMT cross-Strait experts are generally optimistic that 
Beijing will demonstrate increased flexibility on 

cross-Strait issues should the KMT regain power in the 2008 
presidential election. Chang Jung-kung, who has frequent 
dealings with PRC officials, suggested that Beijing\'s growing 
self-confidence has made it more accommodating in its 
approach toward Taiwan. Asked how Beijing would respond to 
Ma\'s \"one China, separate interpretations\" formula, Chang 
said he thought Beijing would show some flexibility and 
exercise patience. To date, Beijing has not commented 
publicly or rejected Ma\'s formulation. This indicates that 
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while China cannot endorse Ma\'s position, it can tacitly and 
grudgingly accept it as a basis for resuming cross-Strait 
dialogue. 


Green Skepticism 


9. (C) Some pro-DPP academics have told AIT they do not 
expect Beijing to give ground to the KMT on the \"1992 
consensus\" issue. Hsu Szu-chien, an assistant research 
fellow at Academia Sinica, predicted that the PRC will not 
allow room for differing interpretations of \"One China.\" Lo 
Chih-cheng, head of Soochow University\'s political science 
department, expressed doubt that Beijing would allow Ma to be 
vague on this point or give him the leeway to interpret one 
China as the ROC. Lo predicted that cross-Strait policy will 
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be the main issue in the upcoming presidential election, as 
other issues such as economic development and constitutional 
reform are directly tied to cross-Strait policy. The DPP 

will try to keep Ma on the defensive by pressing him to 

provide details regarding his vision for future relations 

with the mainland. 


Comment 


10. (C) The KMT dialogue with the CCP is a double-edged 
sword. It appeals to those who think Taiwan\'s future, 
especially its economic future, requires closer relations 
with the PRC, while at the same time it fuels the DPP\'s 
political rhetoric that the KMT is all too ready to \"sell 

out\" Taiwan to the PRC for its own interests and to further a 
policy of \"ultimate unification.\" The KMT hopes that the 
economic benefits of cross-Strait relations will outweigh 
arguments against improved relations, convincing the 
electorate that voting KMT rather than DPP will bring 
increased prosperity to Taiwan. 

WANG 
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SUBJECT: GOJ COMMITED TO RESOLVING LABOR PROBLEM; 
STAKEHOLDERS LOOKING FOR MORE 


Classified By: Ambassador David Hale for reasons 1.4 (b) and (d). 


1. (SBU) SUMMARY: GoJ officials continue to pledge their 
commitment to resolving labor issues in Jordan. In response 
to Ambassador\'s warnings that congressional and U.S. investor 
concern is deepening, the labor minister highlighted positive 
steps taken to date and plans for the coming months, 
particularly improved labor inspections and prosecutions. 
Investor contacts have expressed frustration with the Gou\'s 
lack of responsiveness to business concerns as well as a lack 
of capacity to fully address labor market challenges in 

Jordan. Worker group representatives believe that the God is 
not doing enough for workers who attempt to unionize. END 
SUMMARY. 


Minister Continues to Pledge Reform 


2. (SBU) On January 25, Minister of Labor Basem Salem 
acknowledged to the Ambassador that labor problems persist in 
the QIZs and that he plans to re-double efforts to fix them. 

With a strong team now in place (including one international 
advisor and two monitors funded by USAID), Salem believes he 
can better tackle the challenges of capacity building in the 
inspectorate, more aggressively prosecuting labor violators, 
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and passing the new labor law in Parliament. 


3. (SBU) In response to Ambassadon\'s warning highlighting the 
interest of the U.S. Congress, buyer groups, and the AFL/CIO 
in the issue, Salem highlighted some of the strong actions 
taken to date including the closing of six factories and the 
re-location and regularization of approximately 1400 workers 
from closed factories, and over 3,700 fines placed on 
factories for labor violations in 2006. Citing the 

Minister\'s demonstrated commitment to transparency, 
Ambassador emphasized the need for more public communication 
of the problem at hand and the pro-active steps being taken. 
The Minister concurred and said, \"we are the first to 

criticize ourselves.\" Asked what the future includes, the 
Minister listed his top priorities as passage of a new labor 

law in this session of Parliament, encouraging a more 
pro-active approach to prosecution of labor violators, 
restoring credibility to the Golden List by tightening 

criteria, and doing a better job of differentiating between 

GoJ treatment of large-volume producing factories who treat 
workers fairly and smaller players who do not. NOTE: Quick 
analysis of a recent MoL report shows that large-volume 
factories do not treat workers better and may even be among 
the most serious violators. END NOTE. 


4. (SBU) On the labor law, the Minister said the draft he is 
about to submit to Parliament will, he believes, \"fly like 
hotcakes.\" While the new law will have provisions to allow 
migrant workers to join exsisting unions, Salem admitted to 
the lack of a provision for freedom of association that would 
allow the formation of new unions. NOTE: Currently there are 
17 unions in the General Federation of Jordanian Trade 
Unions. END NOTE. Such a provision, he argued, would have 
large political implications for the country and \"would never 
pass Parliament.\" Salem also indicated that he had talked to 
the Speaker of Parliament about the importance of the 
legislation and was promised the bill as currently drafted 
would receive priority when submitted in the coming weeks. 


5. (SBU) Responding to Ambassador\'s frustration that Post has 
been unsuccessful in getting GoJ to share details on the 

extent of prosecutions of labor violators and the 

implications for Jordan\'s TIP designation, the Minister said 

that the new Minister of Justice, ex-Minister of Industry and 
Trade Sharif Zu\'bi, is focused on obtaining this information. 
NOTE: GoJ contacts have said there are as many as 30 ongoing 
cases in the courts, but have not been able to provide 

details. Poloff continues to engage contacts at the Foreign 

and Interior Ministries. END NOTE. Based on the 
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recommendations of an international advisor, Salem also plans 
to have his legal office take a more pro-active approach in 
prosecuting labor violations. 


Continued Dissatisfaction Expressed by Business Interests 


6. (SBU) In a January 25 business roundtable with QIZ 
investors and factory operators, econoff heard numerous 
complaints about the Gou\'s inexperience and lack of capacity 
to deal with the labor issue, claiming this is unduly adding 

to the cost of doing business and meeting bureaucratic 
requirements. As an example, many said the new God policies 
are aimed at making it difficult for companies to hire guest 
workers in an attempt to get companies to hire more 
Jordanians but have only had the effect of making business 
more expensive and cumbersome. Due to the scant Jordanian 
labor pool for the garment industry, machines go idle and 
owners spent a lot of their time pleading with the Ministry 

of Labor to issue a percentage of the visas for foreign 

workers that had been previously promised. One buyer 
representative based in Amman indicated that the new minimum 
wage increase from 95 JD to 110 JD (about USD 160), effective 
January 1, would cost factories an additional 30 USD/worker 
per month and would do little to bring in additional 

Jordanian workers as Jordanian workers are already offered 
(and paid) wages above 110 JD/month to attract them to the 
garment industry. Others noted that the Goud is slow to 

refund bank guarantees, regularize transferred workers 
(costing factory owners new overstay fines), and approve work 
permits for previously hired foreign workers. 


7. (SBU) Asked what they would like to see changed, investors 
commented that they want the Gou to take a long-term (three- 
to five-year) approach, and to apply policies more 

consistently to all factory operators. Many factory 

operators claim uneasiness and a lack of clarity about the 
sector in Jordan has led buyers to drop orders. As an 
example, they point to Jordan Dragon, one of the largest 
textile producers in the Al-Tajamaout QIZ, which plans to 

exit Jordan by the end of 2007 due to a decrease in orders. 
NOTE: Jordan Dragon is the fifth largest exporter in the 

QIZs, but Post sources indicate that is guilty of requiring 
excessive overtime and not paying correct wages. END NOTE. 
They would like the GoJ to better communicate with the 
private sector and the public (i.e., media) the positive 

steps being taken to address labor problems. 


Despite Ministerial Assurances, Organizing Workers Remains 
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Difficult 


8. (C) On January 26, Shira Al-Qatarneh, a program officer 
with AFL-ClO/Solidarity Center told emboffs and poloff that 
\"things are worseningW with regard to organizing workers. 
While acknowledging government support in the establishment 
of new union offices in the QIZs, Al-Qatarneh complained that 
both national Textile Union and Solidarity Center 
representatives feel their access to workers remains stifled. 
According to Al-Qatarneh, workers have been threatened with 
physical abuse by factory supervisors if they discuss 

problems with outsiders. Those workers who do come to local 
union offices are allegedly subsequently punished by factory 
owners and do not return to the union offices. As a case in 
point, she highlighted a factory in which management 
terminated or deported the five Bangladeshis whom Solidarity 
Center had recruited for a ten-person worker committee. As 
an added hindrance, Al-Qatarneh claims that local police now 
require that union organizers have MoL permission to enter 
factories. To overcome these obstacles, Solidarity Center 
plans to take a narrower, grassroots approach by using union 
activists already inside five factories to recruit members 

for the committees. 
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Can God or Private-Sector can Rise to the Occasion? 


9. (C) COMMENT: While the Ministry of Labor continues to 
improve its handling of individual labor violations in 

Jordan\'s QIZs that are brought to its attention, systems are 
still not in place to remedy the pervasive abuses that 
continue. The IFC/USAID Factories Inspection Project should 
help to rectify this within the next six months. 

Furthermore, a review of MoL action since the NLC Report was 
released in May 2006 shows that the Ministry continues to 
operate in an ad-hoc manner without analyzing the short and 
long term implications of its actions. The GoJ should be 
commended for its openness about the labor violations in 
Jordan\'s QIZs and willingness to accept international 
assistance in fixing them. Additionally, out-of-the-box 
solutions like worker re-location and a Golden List of 

factories are good ideas but need to be refined and improved. 


10. (C) Stakeholders continue to be frustrated by the lack of 
a clear GoJ strategy on dealing with labor issues and some of 
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their unease stems from the government\'s failure to 
pro-actively open more channels of communication. The 
Ministry\'s decision to hire a PR firm both in the US and 

Jordan to communicate its message is a welcome change. A 
comprehensive message that highlights Jordan\'s determination 
(both within the government and the private sector) to root 

out the labor problem and at the same time keep good 

factories in Jordan needs to be driven home repeatedly, to 
different audiences, and in as many avenues of communication 
as possible. While the GoJ has expressed its commitment to 
regulate better now that the full extent of the problem is 
understood, it remains to be seen how many of the high-volume 
factories are willing to reform and abide by international 
standards. In a market where input costs remain high (e.g., 
fuel, water management, transportation), factory owners 
stubbornly employ the business practice of squeezing labor 
(i.e., violate Jordanian labor laws) as a way to save money 

and remain competitive. 
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SUBJECT: ANDHRA PRADESH: MAOIST REVERSES ... BUT WILL THEY LAST? 


REF: A) 06 CHENNAI 2145 B) 06 CHENNAI 1705 


1. (SBU) SUMMARY: With effect from mid-January 2007, The Communist 
Party of India Maoist (CPI-Maoist), also known as Naxalites, says it 

has suspended major activities in Andhra Pradesh (AP). The move 
comes after several months of Maoist setbacks in the state, 

including killings of several party leaders in police encounters and 
seizures of arms and ammunitions from Maoist camps. Media reports 
further claim Maoist leaders are planning to transform the banned 
grouping into a non-violent, mainstream people\'s organization to 
oppose the policies of AP\'s ruling Congress government. Despite 
these developments, the recent seizures of Maoist arms and documents 
also point to the possibility that the Maoists continue to plan to 

raise a guerilla army. While Andhra Pradesh, for long the part of 

the Naxalite heartland, saw a downturn of Maoist violence in 2006, 
some level of clashes are likely to continue between the rebels and 
state police. 


UPING THE ANTE ON ANTI-MAOIST OPERATIONS 


2. (SBU) In recent years, the Andhra Pradesh (AP) police have 
enjoyed considerable success against the Maoists, successfully 
pinpointing the movements of Maoist dalams (armed squads) and 
thereby dramatically reducing incidents of Maoist violence. The 
number of civilians killed by Maoists (as estimated by the police) 
dropped from 211 in 2005 to 42 in 2006. In 2005 approximately 601 
Maoists surrendered, about 269 did so in 2006. Combing operations 
and encounter killings resulted in about 124 Maoists killed by 
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police in 2005, as compared to an estimated 110 in 2006. The 
aborted peace negotiations of May 2004, followed by the January 2005 
announcement by the Maoists that they would withdraw from peace 
talks gave impetus to Congress Chief Minister Y.S. Rajasekhara Reddy 
to use a two-pronged approach to tackle the Maoists. Reddy declared 
the strategy would include implementation of development programs in 
Maoist-affected districts to wean away potential recruits, combined 
with strict law and order enforcement to check violence. The later 

has already shown demonstrable results and enabled the police, with 
the help of intelligence inputs from across the state and country, 

to fight the rebels. Weakening of the Maoist cadre is especially 
credited to the intensive combing operations in the Nallamalla 

forest area spanning five districts by the Greyhounds, an elite 

security team devoted to anti-Maoist operations. Post\'s 

interlocutors also credit state law enforcement with avoiding large 
scale violent situations through preemptive actions to force 

surrenders and to kill alleged Maoist attackers. 


3. (U) In recent months, seizures of arms and arrests of important 
Maoist leaders have further weakened the party cadre. Last 
December, Anantapur district police seized a large number of rockets 
and mines from four Maoist camps. Earlier, in October 2006 in 
Vijayawada city, police recovered landmines which supposedly were 
being taken to the rebel hideouts in the forest areas. Last 
September, AP police conducted a massive seizure of hundreds of 
Chennai-made rocket shells and dozens of rocket launchers from the 
warehouses of a transport company in the Mahabubnagar and Prakasam 
districts (ref A). Working with the Tamil Nadu police to undercover 
the arms supplying network, AP state police on October 17 arrested a 
Maoist couple wanted for their involvement in inter-state weapons 
manufacturing and transport. In this major blow to the Maoists, 
Raghu (alias Srinivasa Reddy and alias Madhu) and his wife, 
Sudharani (alias Sridevi), surrendered to AP police in Warangal 
district. 


4. (U) Last November, police killed top Maoist leader Obluesh, a 
state committee member, and eight other Maoists in the Gopavaram 
forests of Kadapa district. Obulesh was reportedly in line to take 
over as the next CPI-Maoist state committee secretary. Also slain 

in the encounter were his wife Prasanthi, who was Guntur district 
secretary, and Mallikarjuna, Anantapur district secretary. Later, 
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on November 24, another top Maoist leader was killed in East 

Godavari district near the Vishakhapatnam border. Continuing with 

last year\'s successful arrests of Maoist guerillas, police 

apprehension a person in Khammam led to a bust of two weapon making 
units in Rourkela (Orissa) and Bhopal (Madhya Pradesh) and the 

arrest of 13 Maoists rebels on January 11. An earlier arrest on 

January 9 of two important CPI-Maoist Central (national) Committee 
members in Bhadrachalam district in Andhra Pradesh was a major 
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breakthrough and provided substantial information about the Maoist 
insurgency in India. 


MAOIST TRANSFORMATION - MYTH OR REALITY? 


5. (SBU) Human Rights Forum lawyer K. Balagopal confirmed media 
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reports that the CPI-Maoist leadership is considering new strategies 
in an attempt to strengthen their following in Andhra Pradesh. He 
explains that \"unlike Chhattisgarh where the focus was on mass 
killings, Andhra Pradesh violence, so far, was targeted but not 
powerful enough.\" Balagopal previously filed cases for the Maoists 
against the state, and he is still in close contact with the group\'s 
leadership. He says the leadership told him that due to their 
weakened base, they are discussing non-violent strategies to 
transform the banned organization into a mainstream political party. 
While the Maoist movement traditionally has claimed to seek an end 
to the exploitation of poor and landless farmers, the new grouping 
would go further by raising issues of a separate Telangana area, 
tribal displacement at project sites, and land acquisition for 

special economic zones (SEZs). Even Balagopal, however, questions 
whether or not the Maoists\' truly plan to give up violence as a 

tactic. 


6. (SBU) Andhra Pradesh Police Intelligence Chief Arvinda Rao 
confirms that the rebels are on the run and growing weaker, but he 
disagrees with the view they plan to reform into a normal political 
party. Rather, Rao maintains that confiscated of CPI-Maoist 
documents reveal plans to create a guerilla army. Referencing the 
recent seizures of arms and ammunition, Rao emphasizes that \"in 
fact, (Maoist) attainment of self-sufficiency by manufacturing and 
owning arms and ammunitions is a cause of concern for us.\" The 
state police also have reasons to believe the Maoists are recruiting 
new cadre for their underground movement. Nevertheless, Rao told us 
that Maoist attacks on vital installations or business 

establishments AP are unlikely in the near future given the weakened 
condition of the party. 


7. (SBU) COMMENT: Andhra Pradesh\'s strict, sometimes heavy handed 
law-and-order approach has destabilized the Maoist insurgency and 
forced their activities to move into the bordering states of 

Chhatisgarh and Orissa, as well as Jharkhand. AP police estimate 

that the overall strength of the Maoist armed cadres in the state 

has been reduced from the previous 1,000 to about 450. This is 

quite significant given the fact that Maoist violence in AP has 

claimed more than 6,000 lives since 1967. As the Maoists struggle 

to revive their membership -- whether by advocating violence or a 
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civic approach -- the Greyhounds and state police intend to remain 
vigilant to counter and comprehensively root out their presence. 
Given the state\'s history of cyclical Naxalite violence followed by 

law enforcement gaining the upper hand, the counter-insurgency and 
violence are likely to continue - though at a lower level compared 

to years past. 
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NSC FOR HINNEN 


E.O. 12958: DECL: 01/15/2017 
TAGS: ENRG, PTER, EPET, KU, OIL SECTOR 
SUBJECT: UPDATE ON CRITICAL ENERGY INFRASTRUCTURE PROTECTION 


REF: A. KUWAIT 4581 
B. KUWAIT 4562 
C. LENDERKING - CONLON - KOLEVAR - ALVAREZ EMAILS 


Classified By: Econ Counselor Tim Lenderking for reasons 1.4 (b) and (d 


). 


1. (C/NF) On 10 January, Acting Chairman of Kuwait\'s Oil 
Sector Services Company (OSSCo) Ali Al-Obaid contacted 
Econoff to request assistance in arranging a visit to U.S. 
energy facilities to observe security programs, systems, and 
practices. Al-Obaid said that Kevin Kolevar, Director of the 
Department of Energy\'s Office of Electricity Delivery and 
Energy Assurance, had visited the U.S. offices of Kuwait 
Petroleum Company (KPC) in December to propose such a visit. 
As OSSCo Acting Chairman, Al-Obaid is effectively the 
security manager for all of KPC\'s infrastructure and the best 
candidate for the proposed visit. Specifically, Al-Obaid 
would like to tour a refinery and a petrochemical plant. He 
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also expressed interest in Kolevar\'s suggestions to visit 
Strategic Petroleum Reserve facilities and to meet with 
energy company executives. Al-Obaid expressed interest in 
scheduling the visit for the second or third week in March. 
Due to schedule constraints, he would prefer to limit the 
visit to 2-3 days in Houston only. 


2. (C/NF) Al-Obaid is also eager to receive Alex de 

Alvarez, DOE Deputy Director for Infrastructure Security and 
Energy Restoration in Kuwait. Alvarez has been assigned TDY 
to Dhahran to work with the KSA on energy infrastructure 
security and has proposed a visit to Kuwait in mid-March. 

Post will coordinate with DOE to deconflict the two visits. 
Al-Obaid has expressed a preference to visit Houston before 
receiving Alvarez in Kuwait, but the two visits can be 

scheduled in the opposite order if necessary. 


3. (C/NF) Separately, at the invitation of Kuwait National 
Petroleum Company (KNPC), a CENTCOM security assessment team, 
which is visiting Kuwait for a force protection survey, will 
also consult with KNPC to identify security vulnerabilities 

in the vicinity of the Shuaiba-Ahmadi industrial area 
adjacent to the Shuaiba Naval Base. This zone includes all 
of Kuwait\'s refineries and major petroleum export terminals. 
The assessment will take place from 1-4 February. Post will 
report on the results of the assessment septel. 

For more Embassy Kuwait reporting, see: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Or Visit Embassy Kuwait\'s Classified Website: 
http://www .state.sgov.gov/p/nea/kuwait/ 
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DE RUEHKB #0147/01 0321030 

ZNR UUUUU ZZH 

R 011030Z FEB 07 

FM AMEMBASSY BAKU 

TO RUEHC/SECSTATE WASHDC 2322 
INFO RUCNCIS/CIS COLLECTIVE 
RUEHAK/AMEMBASSY ANKARA 1976 
RUCPDOC/DEPT OF COMMERCE WASHDC 
RHEBAAA/DEPT OF ENERGY WASHDC 
RUEATRS/DEPT OF TREASURY WASHDC","UNCLAS SECTION 01 OF 02 BAKU 000147 


SIPDIS 


SIPDIS 


Column 3 
SENSITIVE 


DEPT FOR EB A/S SULLIVAN 


E.O. 12958: N/A 

TAGS: ECON, PREL, PGOV, EFIN, EPET, ENRG, Ad 

SUBJECT: ECONOMIC PARTNERSHIP COMMISSION SCENESETTER FOR EB 
A/S SULLIVANYS VISIT TO AZERBAIJAN 


REF: (A) 06 BAKU 1721 (B) BAKU 131 (C) BAKU 89 


SENSITIVE BUT UNCLASSIFIED - NOT FOR INTERNET DISTRIBUTION - 
HANDLE ACCORDINGLY 


1. (SBU) The inaugural Economic Partnership Commission comes 
at a critical time as we look to elevate the U.S.-Azerbaijan 
bilateral economic dialogue. Azerbaijan\'s rapid economic 
growth, the fastest in the world, and its expected USD 250 

billion in energy revenues over the next decade, highlight 

the need for continued U.S. engagement to ensure Azerbaijan\'s 
successful sustainable economic development. The Government 
of Azerbaijan (GOAJ), led by President Aliyev and his 

economic team of Finance Minister Sharifov, Economic 
Development Minister Babayev, National Bank Chairman 
Rustamov, and Oil Fund Executive Director Movsumov, is keen 
to secure the correct path for sustainable long-term economic 
development. 


2. (SBU) Drawing upon the President Aliyev\'s long-term vision 
for sustainable development and sound use of Azerbaijan\'s 
energy revenue (ref a), the EPC could be a useful tool to 
help shape Azerbaijan\'s transition from a struggling 
post-Soviet state to a democratic, market-oriented regional 
leader that is a strong partner in Euro-Atlantic 

institutions. Key objectives for the EPC include instilling 
with the GOAJ the need for a stable macroeconomic 
environment, stressing the importance of an open business 
environment, highlighting the positives of World Trade 
Organization membership, and encouraging more GOAJ 
co-financing of U.S. assistance projects. In all of these 
areas, we would like to achieve concrete results and agree 
with the GOAJ on strategic objectives for the coming year. 


ECONOMIC CHALLENGES 


3. (SBU) The GOAJ faces many economic and political 
challenges as it attempts to utilize and manage efficiently 

its energy wealth. With the fastest growing economy in the 
world, Azerbaijan stands ready to receive more than USD 250 
billion in oil and natural gas revenues over the next decade 
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and a half. The Tsunami of money!" begins in 2009 when the 
GOAJ should receive approximately USD 20 billion in energy 
revenues. The GOAJWVs ability to absorb and appropriately 
manage this massive influx of money is limited by a fractured 
economic decision-making process, wide-spread corruption in 
all sectors, an opaque and monopolized business climate, weak 
rule of law, and a lack human capacity. While the GOAJ has 
taken some initiative to improve the economic situation, 

other areas, such as its efforts to combat corruption and 
implement rule of law, have fallen well short. 


MACROECONOMIC ENVIRONMENT 


4. (SBU) In 2005 and 2006 Azerbaijan experienced rapid 
economic growth, with GDP growth exceeding more than 30 
percent in both years. Local economic and financial experts 
expect GDP growth to exceed 30 percent again in 2007. The 
main engine behind the GDP growth remains the vibrant energy 
sector (energy scenesetter septel). Inflation remains 
relatively tame, although the recent fuel price and utility 

tariff increases in January (ref b and c) likely will raise 
inflation levels close to 20 percent for 2007. In 2006, the 
GOAJ tightly controlled the appreciation of the Azerbaijani 
manat, holding down prices at the expense of higher 

inflation. It is likely that the National Bank will resume 

its anti-inflation strategy in 2007, however, and allow the 
national currency to appreciate against the U.S. dollar. 


BUSINESS OPERATING ENVIRONMENT 


5. (SBU) Operating a legitimate business in Azerbaijan -- 
outside the transparent legal framework of the energy 
sector\'s Production Sharing Agreements -- is a challenging 
endeavor within a system stacked in favor of illegal 
operations. Many legal businesses in the non-energy sectors 
face official bureaucracy, lack of capacity, rule of law 
problems, and corruption that cloud the investment climate 
and create a difficult environment in which to do business. 
Days before your visit to Baku, the GOAJ plans to announce 
new measures in order to improve Azerbaijan\'s World Bank/IFC 
\"Doing Business\" rating. This first positive step needs to 
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be followed by a series of measures that ensure the effective 


development of Azerbaijan\'s non-oil sector, including 
agriculture. 
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6. (SBU) The agricultural sector continues to contract as 
more arable land remains untilled and rural agricultural 
workers come to the capital Baku looking for work. While the 
GOAJ, in coordination with the international donor community, 
has attempted to spur economic growth in the rural areas, 
positive development has been limited. In the long-term, the 
agricultural sector will be key to Azerbaijan\'s economic and 
political stability. Unlike its Caspian Sea neighbor 
Kazakhstan, Azerbaijan\'s proven energy resources will most 
likely be depleted shortly after 2030 and the country 

urgently needs to develop the non-oil sector to ensure future 
growth. 


7. (SBU) A fractured system of economic decision-making 
further hinders Azerbaijan\'s ability to manage the current 
transition. The GOAd\'s budgetary, fiscal and monetary policy 
decision-making has not always included all branches of the 
government. Finance Minister Sharifov (appointed in April 
2006) appears to be making a concerted effort to organize 
economic policy to ensure efficient management of the 
country\'s resources. The U.S. needs to support GOAJ efforts 
to reform the economic decision-making processes and 
transform Azerbaijan into an economically stable democracy. 


8. (SBU) Sharifov, along with Economic Development Minister 
Babayev, the State Oil Fund Executive Director and the 
National Bank Chairman, has been active in utilizing the 
recently implemented macroeconomic modeling unit set up at 
the Oil Fund to run macroeconomic scenarios based upon 
government spending and inflation. President Aliyev\'s 
economic team, however, faces an economy controlled by large 
state-owned enterprises and monopolies, effectively 
suffocating entrepreneurial growth. The banking sector, for 
example, is vibrant and dynamic but its long-term growth is 
stunted by the two large state-owned banks (International 
Bank of Azerbaijan and Kapital Bank) which control more than 
50 percent of the retail and commercial banking sectors. 


GOAJ COMMITTED BUT NEEDS U.S. ADVICE 


9. (SBU) Azerbaijan is interested in hearing U.S. advice on 

how best to manage its transition and long-term sustainable 
development. The EPC is a forum to present USG expertise and 
technical knowledge that will resonate with senior GOAJ 

officials. As in many post-Soviet countries, Azerbaijan 

lacks the experience necessary to manage its energy wealth 

and rapid growth. The USG, within the EPC framework, will 
have the opportunity to offer its collective thoughts and 

counsel on managing the macroeconomic environment, how to 
improve the business operating environment to spur more 
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foreign direct investment and stress the importance of 
combating corruption. 


10. (SBU) In addition, with falling U.S. assistance funds, 

the U.S. and GOAJ will need to implement a co-financing plan 
which enables continued U.S. technical assistance over the 
long term. While some of the U.S. messages may not resonate 
immediately within in the GOAJ, it is in the long-term U.S. 
interest that Azerbaijan take the stable and successful path 
towards economic, social and political reform. The robust 

U.S. assistance strategy with Azerbaijan remains an important 
part of the U.S.-Azerbaijan bilateral relationship. 


11. (U) The participation of a broad USG interagency 
delegation in the inaugural EPC signals to Azerbaijan the 
seriousness of U.S. economic commitment to successful 
development and provides an excellent opportunity to advance 
the critical reform agenda needed for a stable Azerbaijan. 
Embassy Baku looks forward to ensuring the EPC is a success. 
DERSE 


94838 

RR RUEHWEB 

DE RUEHRB #0177 0321035 

ZNR UUUUU ZZH 

R 011035Z FEB 07 

FM AMEMBASSY RABAT 

TO RUEHC/SECSTATE WASHDC 5729 
INFO RUEHAS/AMEMBASSY ALGIERS 4297 
RUEHAM/AMEMBASSY AMMAN 0560 
RUEHLB/AMEMBASSY BEIRUT 0460 
RUEHEG/AMEMBASSY CAIRO 1961 


SIPDIS 
SIPDIS 
DEPT PASS OPIC FOR BRERETON 


E.O. 12958: N/A 
TAGS: EINV, LE, JO, AL, MO, EG 
SUBJECT: OPIC-SUPPORTED INVESTMENT FUND IN THE REGION 


REF: STATE 7796 


1. (U) Post appreciates the opportunity to comment on OPIC\'s 
proposed support for the Euro MENA fund. There is increasing 
activity in the venture capital field in Morocco, and indeed 

the Financial Services Volunteer Corps (FSVC) is helping a 
Moroccan partner organize a roundtable on the subject in 
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March to discuss draft Moroccan legislation to regulate the 
sector. 


2. (U) Post believes the proposed fund is compatible with 
Morocco\'s economic program and would bring valuable 
competition to the market in its proposed transaction range. 
While some funding is available, there have not been that 
many investments of this size or type. We stand ready extend 
any appropriate assistance to fund managers as they 
inaugurate their activities here. 

Visit Embassy Rabat\'s Classified Website; 

http://www. state.sgov.gov/p/nea/rabat 
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OO RUEHCN RUEHGH RUEHVC 

DE RUEHBJ #0772/01 0321041 

ZNR UUUUU ZZH 

O 011041Z FEB 07 

FM AMEMBASSY BEIJING 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 4399 

INFO RUEHOO/CHINA POSTS COLLECTIVE", "UNCLAS SECTION 01 OF 02 BEIJING 000772 


SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: PREL, CH 

SUBJECT: FEBRUARY 1 MFA PRESS BRIEFING: US-DPRK FINANCIAL 
TALKS, SIX-PARTY TALKS, HUMAN RIGHTS, ORGAN HAVERSTING, 
CHINESE CITIZEN CASUALTIES IN IRAQ, KIM JONG IL\'S SON 


1. Key points made at the February 1 MFA press conference 
were: 


-- Despite comments from VFM Wu that the Fifth Round of 
Six-Party Talks would last 3-4 days, the MFA gave no 
timetable and had no substantive comments on the recent 
financial talks between the United States and the DPRK. 


-- The MFA gave no comment on calls to include the issue of 
religious freedom in any strategic dialogue with the United 
States and dismissed allegations of torture of a Tibetan boy 
as a legal matter. 


-- In response to criticism, the MFA Spokesperson defended 
China\'s cautious use of the death penalty and reiterated the 
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strict policy on organ transplants. 


-- China is carrying out gradual financial reforms despite 
pressure from Treasury Secretary Paulson. 


-- China calls on the United States to repatriate Uighurs 
held at Guantanamo and reaffirms its commitments to 
international anti-terrorists efforts. 


-- Amid deaths of Chinese citizens fighting in Iraq with the 
United States military, the MFA says China is concerned about 
the welfare of all overseas citizens. 


-- Japan calls for an explanation to increased Chinese 
production in the East China Sea; China claims the territory, 
but has no conflict with Japan. 


Six-Party Talks 


2. MFA Spokesperson Jiang Yu said at the February 1 regular 
press briefing that the duration of the Third Phase of the 

Fifth Round of Six-Party Talks would depend on the progress 
made during negotiations, despite reported comments from Vice 
Foreign Minister Wu Dawei that the Talks would likely last 

three to four days. Jiang had no news regarding this week\'s 
financial talks between the United States and the DPRK, nor 

on what role the issue would play in the upcoming phase of 
Six-Party Talks. 


Kim Jong Il, Jr. Sighting 


3. Jiang had not heard about reports that Kim Jong II\'s 
eldest son is living in Macau and Beijing while traveling on 
a Portuguese passport. 


Human Rights: Religion, Organ Harvesting, Executions 


4. Jiang denounced as \"groundless attacks\" claims by the 
United States Commission on International Religious Freedom 
that religious freedom in China is deteriorating. He 

declined to comment on a suggestion that the topic of 
religious freedom should be included in the \"strategic 
dialogue\" between the United States and China. Asked for 
comment on the case of a 15-year-old Tibetan boy who was 
allegedly beaten and tortured in custody after trying to 

escape to Nepal, Jiang cited a \"large-scale illegal 
border-crossing case\" in which suspects would be tried in 
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accordance with the law. Parents of children involved have 

been informed to retrieve them. Jiang said China\'s policy 

towards the Vatican remains unchanged, when asked for comment 
on Hong Kong Cardinal Zen\'s reported hopes that China will 
arrange a meeting with the Pope as Vietnam has done. 


5. Responding to reports that a conference of human rights 
groups in Paris would soon issue a statement calling for 
transparency in China\'s practice of the capital punishment, 
the spokesperson defended China\'s use of the death penalty. 
She said that releant information is openly reported by the 
head of the Supreme People\'s Court to the People\'s Congress. 
Jiang noted that half of the world\'s countries still employ 
capital punishment. Asked to comment on the report of a 
former Canadian diplomat on the practice of organ harvesting 
in China, Jiang maintained that China has a very strict 

policy on organ transplants, which requires the consent of 

all victims. 


Monetary Reform 


6. Responding to Treasury Secretary Paulson\'s comments that 
the international community was running out of patience with 
China\'s monetary reform, Jiang said that at the beginning of 
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2005 China began using a market managed floating exchange 
mechanism and will proceed with reforms in an active, 
controllable and gradual way. 


Media Labels Space \"Strategic Area\" 


7. Questioned about reports in the Chinese media labeling 
\"space\" as a V'strategic area,\" the negative impact of space 
debris left from China\'s January anti-satellite test and 

calls for more detailed explanations from Japan, the United 
States and others, Jiang replied that China has a purely 
defensive military strategy which threatens no other country. 
Its position on the anti-satellite test has already been 
expressed clearly, China upholds the peaceful exploration of 
space, opposes the weaponization of space and will not 
participate in a space arms race. 


Calls to Repatriate Uighurs 


8. Jiang called for the United States to work with China 
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through the bilateral relationship and relevant international 
laws to repatriate thirteen Uighurs currently held at 
Guantanamo Bay, adding that the international community 
should hold a firm and consistent attitude toward terrorism, 
which is a threat to all. 


Chinese Citizens Die in Iraq 


9. Asked to comment on the recent death and possible future 
deaths of Chinese citizens fighting for the United States 
military in Iraq, Jiang said China is concerned about the 
welfare of its citizens abroad, counsels them to be alert and 
takes every effort to ensure their safety, but Jiang had no 
specifics on the case. 


East China Sea, Japan Visits 


10. Commenting on Japan\'s demand for an explanation to 
increased Chinese production from Chunxiao natural gas field 

in the East China Sea, Jiang said that the field is in 

China\'s continental shelf zone and China has no conflict with 
Japan. Jiang would give no dates for the next round of East 
China Sea negotiations or FM Li and PM Wen\'s upcoming visits 
to Japan. 


Attacks in Africa 


11. A Xinhua News reporter asked Jiang to comment on the 
recent death of a Chinese worker in Kenya and attempts to 
rescue nine Chinese workers kidnapped in Nigeria. Jiang 
replied that armed robbers attacked a road construction 
project killing one Chinese worker and injuring another. 
China has activated its emergency response and is working 
with Kenyan authorities who have set up a special group to 
investigate the attack and increase protection of Chinese 
citizens in the region. Jiang added that China is trying its 
best to rescue the workers kidnapped in Nigeria. 


EU Pressure on Darfur 


12. When asked China\'s attitude towards Darfur in response to 
recent pressure from the European Union for President Hu to 
discuss the Darfur issue with Sudanese leaders, Jiang said 
China\'s position has not changed. China follows the Darfur 
issue very closely and is maintaining dialogue with all 

relevant parties. China hopes the issue is solved through 
political negotiation and is pleased by recent progress. 
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Repatriation of Fugitive in Canada 


13. Asked again for comment on China\'s demands that Canada 
repatriate Gao Shan, a Bank of China clerk from Northeast 
China who reportedly stole US$129 million and fled to Canada 
in 2005, Jiang voiced hopes that an international convention 

on anti-corruption would serve as a basis for positive 
cooperation on this issue. 

RANDT 


94840 

OO RUEHWEB 

DE RUEHAM #0438/01 0321053 

ZNY SSSSS ZZH 

O 011053Z FEB 07 

FM AMEMBASSY AMMAN 

TO RHEHAAA/WHITE HOUSE WASHDC IMMEDIATE 
INFO RUEHC/SECSTATE WASHDC IMMEDIATE 6724 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 02/01/2017 

TAGS: PTER, PREL, JO 

SUBJECT: SCENESETTER FOR APHSCT FRANCES TOWNSEND\S VISIT TO 
JORDAN 


Classified By: Ambassador David Hale for reasons 1.4 (b) and (d). 


1. ( C ) The Jordanian government and Embassy Amman are 
looking forward to your visit February 3-5. Jordan is a key 
partner on counterterrorism and other top U.S. priorities. 

King Abdullah views U.S. success in Iraq as essential to his 
own success; he also shares our concerns on Iran and is 
looking to blunt Iranian influence in the region. 


2. ( C ) The government of Jordan views combating takfiri 
ideology as a key element of its long-term counterterrorism 
strategy. The GOJ backs Islamic voices that promote 
tolerance, both directly with efforts like the Amman Message 
and its follow-on conferences, and indirectly through a range 
of Islamic institutions. However, much work remains to be 
done; one Jordanian think tank\'s poll indicated that only 
half of Jordanians consider Al-Qaeda a terrorist 
organization. 


3. ( C ) In the aftermath of the November 2005 Amman hotel 
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bombings, King Abdullah requested a large assistance package 
to combat terrorism. The USG responded by sending an ATA-led 
interagency assessment team that identified needs across the 
GoJ. The team\'s findings are serving as a basis for U.S. 
assistance and GOJ improvements including border security, 
C4ISR, and the establishment of a crisis management center. 
During your visit, it is likely that senior GoJ interlocutors 

will pitch their case for supplemental assistance, especially 
FMF, to meet potential terrorist and conventional threats 

from Syria. 


4. ( C ) Led by S/CT Coordinator Ambassador Crumpton, 
Embassy Amman and other posts in the region have been 
encouraging host governments to work together more closely on 
counterterrorism issues. In response, Jordan hosted a 
conference on biometrics in November, attended by security 
authorities from moderate Arab countries, and USG interagency 
security experts. Plans for follow-up conferences and 

biometric exchange programs are underway. 


5. ( C ) Embassy Amman is also working to support tolerance 
and moderation through its exchange programs -- the recent 
visit of a U.S. Army Imam generated considerable positive 
media coverage -- through MEPI, and through its other public 
diplomacy efforts. 


6. ( C ) Jordan\'s political class is gearing up for the 
elections scheduled for 2007. In order to minimize the 
electoral prospects of the Muslim Brotherhood\'s party, the 
King is pressing his government to do a better job in 
creating a positive socioeconomic climate for the polling, 
chiefly through the launch of public works and job creation 
projects in deprived areas. Politically, the regime 
exploited vulnerabilities and fissures within the Muslim 
Brotherhood adroitly last summer, and the movement is 
currently on the defensive. Nevertheless, the Brothers 
remain the best-organized political movement in the country 
and are likely to do well in the large cities. 


7.(S) The GOJ is working with other moderate Arab 
governments to head off an increase in violence in the West 
Bank and Gaza that would further inflame regional public 
opinion. King Abdullah believes we can and must achieve 
progress now. He has publicly voiced concern that a lack of 
substantial progress toward a two-state solution in 2007 will 
result in an irreversible deterioration in the situation. As 
always, not far in the background is the Jordanian fear that 
such a deterioration could generate refugee flows into 
Jordan, or even revive international discussion of \"Jordan as 
Palestine.\" 
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8. ( C ) The King views Iran as a strategic threat to Jordan, 
and seeks ways to minimize Iranian ability to exploit 
problems in the region, whether in the West Bank/Gaza, 
Lebanon/Syria, or Iraq. 


9. ( C ) During last summer\'s fighting between Israel and 
Hizballah, the image of the King and the GOJ suffered. 
Moderates were not seen as serving the interests of Arabs; 
instead, Nasrallah, Anmedinejad and al-Jazeera were defining 
the issues relevant to the Arab world. The footage of 
Saddam\'s execution has dampened popular admiration of Iran, 
and to a lesser extent of Hizballah. But moderate leaders 

like King Abdullah still have to demonstrate that their 

course of positive engagement with Israel and support for 

U.S. policies meets the needs of their people. Robust U.S. 
economic assistance has been critical in this regard, and 
Embassy Amman is continually creating opportunities to 
showcase how U.S. assistance helps average Jordanians. But 
in terms of blunting the extremist message, the Jordanians 

will stress, there is no substitute to our sustained 

diplomatic engagement to try to resolve regional conflicts. 


HALE 
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SIPDIS 

E.O. 12958: DECL: 2/01/2017 

TAGS: PREL, PARM, PGOV, PINR, IR, FR 

SUBJECT: CHIRAC ADVISER: FRANCE\'S IRAN POLICY HAS NOT 
CHANGED 

REF: PARIS POINTS OF FEBRUARY 1 


Classified By: Political Minister-Counselor Josiah Rosenblatt, reasons 
1.4 (b) and (d). 
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1. (C) Summary: According to Dominique Boche, President 
Chirac\'s Middle East advisor, Chirac\'s comments on Iran 
(reported in the February 1 edition of the International 
Herald Tribune) did not contradict official policy or 

Chirac\'s own professed views. \"France\'s (Iran) policy has 
not changed,\" Boche said flatly. End summary. 


The Gaffe 


2. (C) Embassy PolMinCouns telephoned Dominique Boche, 
President ChiracYs Middle East advisor, to express the 
Embassy\'s incomprehension concerning the remarks attributed 
to Chirac in a February 1 story in the International Herald 
Tribune by Elaine Sciolino. In the story, Chirac is quoted 

as saying during the course of a January 29 interview that 

Iran\'s possession of one or two nuclear weapons would not be 
\"very dangerous,\" and that any attempted use of such a weapon 
would result in Tehran being \"razed to the ground.\" Ina 

clumsy attempt at damage control, Chirac re-summoned Sciolino 
and her colleagues on January 30 to retract those statements. 


The Spin 


3. (C) Betraying no embarrassment or discomfort, the always 
taciturn Boche maintained that Chirac\'s statements did not 
contradict official policy or ChiracYs own professed views. 
\"France\'s policy has not changed,\" Boche said flatly. \"The 
French view is that it would be very dangerous for Iran to 
have nuclear weapons. That is what Chirac told the 
journalists,\" he continued. 


4. (C) In explaining the nature of the threat, said Boche, 
Chirac had tried to make the point that France is more 
concerned about proliferation than by the mere prospect of 
Iran obtaining a nuclear weapon. An Iranian bomb in and of 
itself would not change the regional strategic equation; the 
danger of its use would be limited given the deterrent power 
of the existing nuclear powers (hence the specter of razing 
Tehran). Boche dismissed the argument that Chirac seemed to 
have completely ignored the impact of the Iranian regime\'s 
acquisition of nuclear weaponry on its ability to dominate 

the region. Chirac\'s point, insisted Boche, was to emphasize 
proliferation as France\'s main concern. That said, Chirac\'s 
remarks were in no way meant to \"banalize\" the idea of a 
nuclear Iran -- which would only serve to reduce barriers to 
nuclear acquisition by other governments in the region. 


MFA in the Dark 
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5. (C) NEA Watcher also sought clarification of ChiracYs 
comments from Franck Gellet, MFA DAS-equivalent for Iran and 
Iraq. Gellet said he had received no guidance from the 
Elysee and was therefore unable to comment on Chirac\'s 
remarks. French media, other than the Nouvel Observateur, 
have not yet picked up the story. Separately, the special 
assistant to the Political Director, Gael Veyssiere 

(protect), told embassy polmiloff that the MFA fully expects 
the issue to be raised at today\'s press briefing and that the 
spokesperson may just refer press queries to the Elysee. In 
any case, he added, there has been no/no change in France\'s 
position against Iran\'s nuclear ambitions. Voicing a strong 
personal opinion, he qualified the article as a load of 

rubbish, \"connerie,\" as the author made personal attacks on 
Chirac. Further, Veyssiere (protect) added that there are 
unconfirmed reports that Chirac did not have his Diplomatic 
Advisor with him, someone who could have redirected the 
President towards the official French line on Iran. His 
general impression was that the Elysee did not adequately 
protect Chirac and subsequently compounded the problem 
through poor damage control efforts. Post will continue to 
seek clarification and will promptly report any additional 
developments. 


Please visit Paris\' Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 
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E.O. 12958: N/A 

TAGS: ETRD, PGOV, EFIS, EIND, SENV, IN, CE, BR, EC 

SUBJECT: US DUMPING DUTIES FORCE INDIAN SHRIMP EXPORTERS TO 
ALTERNATE MARKETS 


REF: (A) 06 CHENNAI 1497 (B) 05 CHENNAI 0121 (C) 04 CHENNAI 01306 
(D) 04 CHENNAI 0944 


1. (SBU) Summary: Elias Sait, Secretary General of the Seafood 
Exporters Association of India (SEAI), contends that the imposition 

of U.S. anti-dumping duties on Indian shrimp and subsequent U.S. 
Customs and Border Protection (CBP) bond requirements have reduced 
the number of seafood exporters to the U.S. Limited access to the 
U.S. market has depressed producer prices (while consumer prices in 
India have remained steady) and impacted a large number of Indian 
shrimp fishers and farmers. In order to cover lost sales and stay 

in business, small Indian shrimp operations are increasingly focused 
on alternate markets. In 2006, Europe and Japan overtook the United 
States as the principal markets for Indian shrimp exporters. Yet, 
SEAI remains hopeful that in due time the customs bond requirement 
and eventually the dumping duties will be removed by the U.S. End 
Summary 


DROP IN SHRIMP EXPORTS, SELLERS CLOSE SHOP 


2. (SBU) In a meeting with us to review the impact of the customs 
bond and anti-dumping duty requirements on Indian shrimp exporters, 
Sait emphasized that shrimp exports to the U.S. have plummeted. He 
explained that the countervailing duty (CVD) has affected shrimp 
prices and diminished producer prices while consumer prices have 
more or less remained steady. The CVD, combined with the subsequent 
bond requirement, has \"really killed\" about 60 to 70 percent of 

small to medium exporters who lack the liquidity to absorb the 
additional cost. According to SEAI, the number of company exporters 
fell from 130 in 2004, just before the dumping duties were 

introduced, to 66 in 2006. Particularly hard hit are the small 

exporting companies who, lacking sufficient liquid assets, found it 
difficult to comply with the additional bond requirement. Forced to 
choose between recovering losses or closing shop, the small to 
medium exporters started to concentrate on alternate markets. 


... AND WORKERS LOSE JOBS 


Column 3 


3. (SBU) According to SEAI, which represents the majority of seafood 
exporters in India, the losses to shrimp exporters dampened producer 
prices and thereby impacted approximately two million Indian workers 
involved in shrimp capture, farming, and processing. Neither the 
national or state governments have provided any aid to those 
affected, Sait asserted. However, in the past, fisheries experts 

have claimed that a drop in shrimp catch sizes along with stagnant 
productivity at farms ensured price stability (ref B). 


SO EXPORTERS EXTEND TO OTHER MARKETS 


4. (SBU) Europe and Japan have now emerged as the largest export 
markets for Indian shrimp. Europe\'s share of Indian shrimp exports 
has increased from 20 percent in 2004 to 33 percent in 2006, while 
Japan\'s share increased from 18 percent to 23 percent during the 
same period. In comparison, the U.S. share of Indian seafood 
exports (including shrimp and other products) fell from 30 percent 

in 2004 to 22 percent in 2006. Sait said that the rapid expansion 

into the European and Japanese markets is particularly remarkable 
given their strict phytosanitary (SPS) requirements. The Marine 
Products Export Development Agency (MPEDA), an agency under the 
Government of India\'s Ministry of Commerce and Industry, has helped 
facilitate small exporters\' entry into the European and Japanese 
markets by providing soft loans and training to undertake hazard 
analysis and pathogen reduction measures. 


5. (SBU) COMMENT: SEASI remains hopeful that at least the bonding 
issue will be resolved following the favorable December 15, 2006 

ruling by the U.S. Court of International Trade. Meanwhile, Indian 
shrimp exporters who have settled with U.S. shrimpers or have been 
forced to close down due to the dumping duties and bond requirements 
see little reason to celebrate. 


6. Embassy New Delhi cleared this cable. 
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E.O. 12958: DECL: 02/01/2017 

TAGS: KNNP, PARM, PREL, MNUC, ETTC, SN, MY, KN 

SUBJECT: (S) GOS QUESTIONS USG MOTIVES IN LINKING LATHES TO 
UNSCR 1718 


REF: A. SINGAPORE 224 


B. STATE 4238 
C. 06 STATE 184097 


Classified By: E/P Counselor Ike Reed for reasons 1.4(b) and (d) 


1. (S/NF) Tan Yee Woan, Director of MFAVs International 
Organizations Directorate, on February 1 requested a meeting 
with E/P Counselor to provide an update on the status of the 
precision lathes shipment (ref A). Tan began by saying that 

it was a USG suggestion that the shipment might violate UNSCR 
1718 that had prompted Singapore\'s decision to act in 
mid-December. After detaining the lathes, the GOS requested 
via separate channels additional information regarding the 
lathes, technical specifications. According to Tan, 

Singapore did not receive an adequate response. 
Nevertheless, GOS technical agencies performed their own 
physical inspection of the items in question and also 
requested and received additional documentation from the 
shipper, she continued. Based on its investigation, the GOS 
determined: 


a) the shipment did not violate UNSCR 1718; 

b) the lathes were not covered by the \"catch-all\" provision 
of Singapore\'s domestic export control laws; and 

c) the lathes were not controlled by any international export 
control regime. 


Therefore, Singapore had no legal basis to block the 
shipment, Tan said. 


2) (S/NF) Tan provided more information about the onward 
movement of the lathes, saying they were scheduled to leave 
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Singapore on February 3 aboard the vessel \"Uni-Angel\" 
056DS-131 bound for Port Klang, Malaysia. Note: We were 
originally told the lathes were to leave Singapore on January 
31. End note. 


3. (S/NF) \"Off the record,\" Tan said that some within the 
GOS were questioning why the USG had initially drawn a 
connection with UNSCR 1718, given that there did not appear 
to be a nexus with WMD and that we had later acknowledged the 
lathes did not appear to be controlled items. Stressing that 
the GOS takes its international obligations seriously, Tan 

said some in the GOS wondered if the USG had linked the 
lathes to UNSCR 1718 in order to spur Singapore into action. 
That suspicion and the U.S. inability to provide the details 
that could give the GOS legal grounds for holding the lathes 
had left a \"bad odor\" with some GOS officials, she said. E/P 
Counselor responded that although our information may have 
been incomplete when we first approached the GOS, we had 
presented the situation as we understood it to be in complete 
good faith. He reiterated points conveyed through other 
channels on the nature of our concerns about the shipment. 


4. (S/NF) Tan also provided a short update on the status of 
the steel plates Singapore seized at USG request in November 
2006 (ref C). She said that pursuant to our request that the 
plates not be released to the shipper, the GOS was continuing 
to hold the shipment and reexamining the details of the case, 
including reviewing the shipping documents (ref B). 
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E.O. 12958: DECL: 01/29/2017 

TAGS: NATO, PINS, PREL, MARR, MOPS, AF, NL 

SUBJECT: NETHERLANDS/AFGHANISTAN: PDASD LONGVS JANUARY 25 
VISIT TO THE HAGUE 


Classified By: Ambassador Roland Arnall, reasons 1.4 (b,d) 


1. (C) Summary: During her January 25 visit to The Hague, 
Principal Deputy Assistant Secretary of Defense for 

International Security Affairs Mary Beth Long commended Dutch 
efforts in their deployment to Uruzgan province in 

Afghanistan. She stressed the importance of a comprehensive 
approach!" incorporating kinetic and reconstruction efforts in 
fighting the Taliban insurgency, but also suggested a 

short-term emphasis on kinetic operations to repel the 
anticipated Taliban offensive this coming spring. Dutch 
interlocutors were receptive to this comprehensive approach, 
noting similarities with their own \"3D strategy" combining 
defense, development and diplomacy options, and emphasizing a 
balanced approach that is \"civilian as possible, but military 

as necessary.\" Noting a perception among European publics 
that we care more about kinetic options, Dutch officials also 
suggested the USG could do more to improve its public 
relations efforts regarding reconstruction efforts. End 

summary. 


2. (U) On January 25, PDAS Long with MFA Deputy Director for 
Political Affairs Wim Geerts, and other MFA officials 

including Deputy Head of Security Policy Henk Swarttrouw, 
Senior Policy Advisor Karen van Stegeren, and Task Force 
Uruzgan Deputy Coordinator Dewi van der Weerde. Long also 
met with the Dutch CHOD Gen. Berlijn, and participated in a 
lunch discussion with several Dutch parliamentarians. On 
January 26, Long participated in a conference focusing on the 
Dutch 3D strategy hosted by the Dutch MFA and the Centre for 
European Reform. 


MFA Meeting: Civilian as Possible, Military as Necessary 


3. (C) Geerts said on-going Dutch government coalition 

formation talks would not affect the GONL\'s two-year 

deployment to Uruzgan province in Afghanistan, and expressed 
confidence the new government will consider possibly 

extending -- the key question will be in what capacity. He 
mentioned SACEUR\'s Combined Joint Statement of Requirements 
(CJSOR) review, and anticipated difficulty in persuading 

Allies to contribute more toward a revised CUSOR when initial 
requirements were not met. Nevertheless, he expressed hope 
Allies like Norway might answer SACEUR\'s call, and 
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characterized a recent trip to Uruzgan by the Norwegian 

foreign minister as a success. PDAS Long acknowledged NATO 
was still struggling to fill gaps resulting from the ISAF III 

to IV transition. She suggested reviewing CJSOR shortfalls 

in light of short-term tactical needs for the anticipated 

Taliban offensive this spring. 


4. (C) Geerts stressed the importance of the Dutch \"3D 
Strategy, combining diplomacy, development, and defense. He 
emphasized balancing kinetic and reconstruction efforts, and 
suggested a perception exists that the USG prefers kinetic 

over development option -- this might prove problematic once 
the USG takes over ISAF command. He said the Taliban cannot 
be defeated by the military alone; the Afghan people must 
believe their lives have changed for the better, which can 

only be accomplished through combined military and 
reconstruction efforts. Geerts noted sensitivity to the term 

\"soft approach!" -- instead, the Dutch believe in a balanced 
approach that is \"civilian as possible, but military as 
necessary. He suggested the USG could do better in terms of 
public relations for its reconstruction efforts. 


5. (C) PDAS Long noted complete USG agreement with the need 
for a balanced strategy including both development and 

kinetic efforts; the U.S. comprehensive approach\" will 
incorporate both to counter the Taliban spring offensive. 

She praised Dutch leadership in that regard, noting the 
successful balance of development and kinetic efforts in 
Uruzgan. Long characterized the Afghan people as a center of 
gravity in the fight against the Taliban insurgency, and 
emphasized the importance of the 2009 Afghan elections -- 

will Afghans be able to say their lives had changed for the 
better? Development assistance will be an integral part in 

this effort, Long said. 


6. (C) In that vein, PDAS Long anticipated damaging 
psychological effects if the Taliban spring offensive is 
viewed as successful. She said the Afghan population in the 


southern provinces is already \"hedging its bets\" in order to 
determine whether NATO/GOA forces or the Taliban will win. 
In that respect, she said, an emphasis on kinetic operations 
this spring is certainly warranted. Long also argued that 
European populations would be greatly affected by a 
successful Taliban spring, especially if casualty rates for 
Allied soldiers is high and the press continues to highlight 
\"body counts\" over reconstruction projects. 


7. (C) Geerts raised the importance of empowering Afghan 
governance, and said Afghan President Karzai must do more to 
combat corruption and instill local level confidence in the 
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national government. Regionally, Geerts said Pakistan must 
do more to fight Taliban leadership in Quetta and limit the 
flow of Taliban across the border into Afghanistan. Long 
said Secretaries Rice and Gates will stress 
Afghanistan-Pakistan relations at their respective 
ministerials, and stressed Allies speaking with one, 
coordinated voice to Pakistan on the fight against the 
Taliban. At the same time, she said, the USG is looking at 
ways to help Pakistan economically by improving relations 
with tribes along the border, including especially in 
Waziristan. 


8. (C) On development assistance, Geerts said the Dutch 
contributed 70 million euros in Afghanistan in 2006 -- money 
is not a problem," he said, but \"absorption capacity" remains 
an obstacle. He said more must be done to improve training 
for Afghan National Army (ANA) and Police (ANP). Geerts also 
said the Dutch will continue to push for more UN, EU, and 
international NGO involvement in the southern provinces. Long 
concurred, and suggested bolstering NATO Senior Civilian 
Representative Dan Everts\' mandate and resources. 


9. (C) PDAS Long said the USG will shortly announce a new, 
comprehensive assistance package that will significantly 
increase allocations toward development and reconstruction 
efforts, counter-narcotics efforts, police and security force 
training, as well as kinetic operations. She noted that the 
supplemental package must obtain congressional approval. She 
added that the USG needs help on training efforts, noting 

delays in getting NATO\'s Operational Mentoring Liaison Teams 
(OMLTs) certified and embedded. 


Meeting with CHOD: Spot On 


10. (C) Dutch CHOD Gen. Berlijn started the meeting by 
thanking the U.S. for its commitment in Afghanistan. Berlijn 
said he had spoken earlier in the day with CUCS General Pace, 
who informed him the U.S. would have a 2-brigade overlap in 
Afghanistan for an additional four months. Berlijn 

considered the call very welcome news. PDAS Long emphasized 
the importance of the comprehensive approach to Afghanistan, 
stating that Allies should agree on a long-term strategy for 
security and reconstruction, with an eye to the 2009 Afghan 
elections. She said the elections would be the first 

benchmark for measuring the success of our efforts in 
Afghanistan; Berlijn concurred. 


11. (C) Long expressed her desire that our focus on the 
Taliban spring offensive would not cause concern in Allies\' 
capitals that the U.S. was overly focused on the kinetic 
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aspects of the NATO operation in Afghanistan. She said both 
the U.S. and Europeans needed to work on making sure that 
European publics -- a strategic center of gravity -- 

understood that reconstruction was at least as important as 
the security mission. Berlijn described the approach was 
\"spot on.\" 


12. (C) Long mentioned Secretary Rice would unveil the U.S. 
desire for a comprehensive strategy\" in Afghanistan at the 
NATO Foreign Ministerials. Berlijn noted the importance of 
public diplomacy and giving the world \"a more balanced\" story 
regarding U.S. reconstruction efforts in Afghanistan. He 

then said the GONL knows the U.S is spending billions of 
dollars and leading the reconstruction effort, but discussion 

in the press greatly overemphasizes U.S. kinetic operations. 


Parliamentary Lunch 


13. (SBU) In a lively lunch discussion hosted by Amb. Arnall, 


PDAS Long fielded questions from several Dutch 
parliamentarians, many of which had just returned from a 
parliamentary defense committee trip to Afghanistan. 

Christian Democratic Alliance (CDA) foreign affairs 
spokesperson Henk Jan Ormel questioned whether Allied efforts 
could help implement democratic practices by the 2009 Afghan 
national elections, especially given systemic corruption. 

CDA member Kathleen Ferrier asked what could be done to 
improve ANA/ANP training. Jan Arend Boekenstijn of the 
Liberal Party (VVD) commended U.S. reconstruction efforts -- 
he noted we far exceed Dutch contributions -- and challenged 
the Dutch to do more. Labor Party PvdA foreign affairs 
spokesperson Bert Koenders wondered if the public perception 
that the USG cares more for kinetic options might prove 
damaging once the U.S. assumes ISAF command. He added that 
the GONL is well aware of U.S. reconstruction efforts, but 

that \"tone and approach\" regarding military operations was 

also important. 


14. (SBU) PDAS Long thanked and commended the Dutch for their 
balanced efforts in Uruzgan, noting that they continue to 
\"punch above their weight.\" She said Secretary Rice would 
announce a large increase in funding for our efforts in 
Afghanistan at the NATO foreign ministerial, which will be 
used toward security and reconstruction, police training and 
equipping, and counter-narcotics efforts -- but contingent 
upon congressional approval. She also stressed the 
importance of the 2009 Afghan national elections, and the 
role of reconstruction efforts in a comprehensive approach 
aimed at improving the lives of the Afghan people. 
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15. (SBU) PDAS Long reviewed problems with police and 
security force training -- unfortunately, these forces spend 

so much time fighting, they hardly train, rest, or have the 
opportunity to return to their home villages as 

representatives of the national government. In that regard, 
she asked for more help from the Dutch regarding embedded 
trainers. She stressed the importance of getting the UN more 
involved in the south, and bolstering the mandate of the NATO 
Senior Civilian Representative. Long reiterated the need for 
a single, coordinated voice to get Pakistan to do more on 
fighting Taliban in Pakistan. She agreed with the need for a 
balanced, comprehensive approach -- but argued that kinetic 
options will likely be stressed in the short-term as Allied 

gear up for their own offensive against the Taliban in the 
spring. 


16. (U) PDASD Long has cleared on this cable. 
ARNALL 
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E.O. 12958: N/A 
TAGS: ECON, EFIN, PGOV, PINR, FR 
SUBJECT: FRENCH REACTION TO LIBERIA ARREARS CLEARANCE 


REF: STATE 9925 


We spoke on January 31 about the USG plan to clear Liberia\'s arrears 
to the international financial institutions, per reftel, with Ramon 
Fernandez, PDAS for international finance and development affairs at 
the French Ministry of Finance. Fernandez reported that France 
supports moving forward with arrears clearance at the World Bank. 
On IMF clearances, he reported that the finance deputies discussed 
the issue at their latest G7 meeting in Berlin. He agreed that 
significant issues remain for the IMF about the level of resources 
available, so arrears clearance will take additional time. On the 
African Development Bank, he reported that France still thinks the 
AfDB should stick to the rules (i.e., a balanced contribution 

between the AfDB and donor resources). He concluded that France 
remains committed to finding a way to move the issues forward. 
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SUBJECT: Presidential Decree Creating Prime Minister, 
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Head of Government 


REF: CONAKRY 118 


1. (U) On January 31, President Lansana Conte signed a decree 
setting forth, by delegation, the powers, duties, and functions of 
the Prime Minister, Head of Government (reftel). 


2. (U) Begin text of informal embassy translation: 


The President of the Republic, considering the Constitution, notably 
Article 39, 


Decrees: 


Article 1: By delegation of the President of the Republic, the post 

of Prime Minister, Head of Government, is hereby created. The Prime 
Minister is charged with leading, overseeing, coordinating, and 
energizing Government action. 


Article 2: He proposes to the President of the Republic the 
structure and composition of the Government, whose members are 
appointed by decree. 


Article 3: Members of the Government [i.e., Cabinet Ministers] are 
accountable to the Prime Minister for the management of their 
respective departments. They are jointly responsible for decisions 
at Cabinet meetings. 


Any vacancy in the Prime Minister\'s position automatically 
terminates the functions of the other Members of the Government. 


Article 4: The Prime Minister is fully accountable to the President 
of the Republic for the functioning of the Government. By 
delegation, he [the Prime Minister] presides over Cabinet meetings 
for a given agenda. 


Article 5: In agreement with the President of the Republic, he 

defines the powers, duties, and functions of each Minister. In this 
connection, he may delegate some of his prerogatives to the Members 
of the Government. 


Article 6: He makes appointments to civilian positions and manages 
the Administration. 


Article 7: He oversees the normal functioning of Government. 
Article 8: The Prime Minister is responsible for cleaning up 


Government finances and reviving the national economy. He ensures 
that all appropriate mechanisms are applied to check inflation. 
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Article 9: The Prime Minister is responsible for defining economic 
policy and implementing it. 


Article 10: The Prime Minister ensures that the commitments between 
the Government and its social partners [i.e., labor unions and 
employers\' organization] are implemented. 


Article 11: The Prime Minister may represent the President of the 
Republic at all sub-regional, regional, and international meetings. 


Article 12: The Prime Minister is responsible for promoting 
political and social dialogue, and ensures that accords with 
political parties are implemented and the electoral process is 
conducted in a fair and transparent manner. 


Article 13: The present decree takes effect on the date of its 
signature, and will be recorded and published in the Official 
Journal of the Republic. 


Conakry, January 31, 2007 


General Lansana Conte 
President of the Republic 


End text. 


3. (U) Under Guinea\'s constitution, the President of the Republic 
is both head of state and head of government. Effective 
immediately, this presidential decree creates, by presidential 
delegation, the position of prime minister as head of government. 


4. (U) A separate decree will be necessary to name the individual 

to fill this position. The decree is based on the legal 

constitutional framework which allows the president to delegate some 
of his authority to a prime minister. 
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5. (U) By naming the prime minister also head of government, it 
invests significant executive powers in the person in this position. 
None of Guinea\'s previous prime ministers under President Conte 
were also invested with this title, which, inter alia, should allow 

the future prime minister to chair full cabinet meetings (Conseil 

des Ministres). 
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6. (SBU) President Conte can always rescind whatever executive 
powers he has delegated to his future prime minister. The future 
prime minister has no inherent powers; the position is not even 
mentioned in the constitution. Given Conte\'s track record with 
previous prime ministers, we and most observers remain skeptical 
that he will really refrain from involving himself, for better or 
worse, in government affairs. 


7. (SBU) The issuance of this decree appears to have only slightly 
assuaged public opinion, large segments of which remain doubtful 
that Conte will ever relinquish real power. Most Guineans are now 
focusing on the identity of the future prime minister. They want 
someone new, not some old political hack, to assume the role of 
prime minister in order to break with the past and move Guinea 
forward. 
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E.O. 12958: DECL: 02/01/2032 

TAGS: PREL, MARR, CH, TW 

SUBJECT: MFA CONCERNED ABOUT REPORTED U.S. SUPPORT FOR 
TAIWAN CAPABILITIES TO \"ATTACK\" MAINLAND 


Classified By: DCM David Sedney. Reasons 1.4 (b/d). 


Summary 


1.(C) MFA North Americas Director General Liu Jieyi 
expressed concern to the DCM over Taiwan media reports 
alleging U.S. support for Taiwan\'s development of 
long-range attack capabilities. DG Liu cited reports 

of U.S. civilian companies\' plans to sell equipment 

for Taiwan\'s Xiong Feng long-range cruise missile 

which is capable of hitting Beijing. He also objected 

to reported U.S. plans to sell precision-guided bombs 
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and F-16 C/D fighters to Taiwan and to reported U.S. 
assistance to improve Taiwan\'s attack capabilities via 
the Pave Paws radar. Liu sought clarification and 
warned that proceeding with any such sales would harm 
China\'s national security interests and damage 
bilateral relations. The DCM reiterated the U.S. 
commitment to upholding our one China policy, said he 
had not seen any such press reports and pointed out 
that the United States does sell defensive arms to 
Taiwan and that those sales help ensure cross-Strait 
stability. Liu stressed that the Chinese concerns 

were related to U.S. support for developing Taiwan 
capabilities that could be used to \"attack\" the 
Mainland. In the last three years, this is the first 

time that the Chinese Government has expressed 
concerns to us about an \"attack\" from Taiwan. End 
summary. 


2. (C) MFA North American Affairs Director General 
Liu Jieyi called in the DCM on February 1 to voice 
Chinese Government concerns over Taiwan press reports 
alleging U.S. plans to augment TaiwanWs long-range 
offensive weapons capability through sales of defense- 
related articles and enhanced military cooperation. 
Reading from a Chinese-language text, DG Liu said that 
Taiwan media, quoting \"Ministry of Defense\" sources, 
claims that the United States may sell software and 
spare parts and satellite navigation systems through 
civilian U.S. companies. These sales would be to 

assist the Taiwan military in its research and 
development efforts related to the development of a 
long-range cruise missile, the Xiong Feng IIE. This 
missile has a range of 2000 km, which can reach 
Beijing, Liu said. 


3. (C) The Taiwan media reports also note U.S. 
intentions to sell precision-guided bombs and F-16 C/D 
fighter aircraft to Taiwan and gradually increase the 
transfer of U.S. military technology to Taiwan, Liu 
continued. Reports note that the Taiwan military is 

in the process of building up a base for long-range 
warning radar purchased from the United States, which 
will give Taiwan, for the first time, a long-range 

attack capability and will raise the \"sub military 
alliance\" between the United States and Taiwan to a 
\"military alliance.\" 


4. (C) China is seriously concerned about these 
reports, Liu said, noting that he was under 
instructions to make these points and seek 
clarification from the U.S. Government. China 
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consistently and firmly opposes weapons sales to 
Taiwan. Such sales contravene the three Sino-U.S. 
joint communiques, particularly the August 17 
communique. Arms sales to Taiwan endanger China\'s 
national security and the cause of peaceful 

unification, increase the adventurousness of the 
splittist forces on Taiwan and seriously affect the 
healthy and stable development of U.S.-China 
relations. 


5. (C) At a time when Chen Shui-bian is 
unscrupulously accelerating the pace of de jure Taiwan 
independence and the cross-Strait issue is highly 
sensitive, the above-mentioned sales would send a 
seriously wrong signal to Chen Shui-bian and the 
secessionist forces, embolden them to step up Taiwan 
independence-related activities and pose a serious 
threat to stability across the Strait and to U.S.- 

China relations. This would entail serious 
consequences that neither the United States nor China 
would like to see, Liu stated. 


6. (C) China expresses its dissatisfaction and firm 
opposition to any possible sales such as those 
mentioned in these media reports, Liu said. Bilateral 
relations between the United States and China are 
currently stable and developing. The two sides have 
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seen fruitful consultation and cooperation on 

important international and regional issues such as 
the DPRK nuclear issue and the Iranian nuclear issue. 
Cooperation on important bilateral issues continues. 

If the United States provides advanced military 
technology to Taiwan to increase Taiwan\'s long-range 
attack capabilities and takes action to harm the 
interests of China on the core issue of Taiwan, it 

will run counter to the common understanding reached 
by our two leaders to push forward constructive, 
cooperative bilateral relations, will seriously harm 

the security interests of China and will harm 
cooperation between the United States and China in 
important areas. This should be clear to the United 
States. 


7. (C) China requests that the United States attach 
importance to this issue, urges the United States to 
recognize and value the importance and serious nature 
of the cross-Strait situation and the serious harm 
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that U.S.-Taiwan military cooperation and U.S. weapons 
sales to Taiwan will bring to the bilateral 

relationship. China asks that the United States honor 
its commitments to stop military exchanges and 
cooperation with Taiwan, stop arms sales, reaffirm its 
commitment not to transfer military equipment to 
Taiwan and not send any wrong signals to splittist 
forces in Taiwan so as to avoid harming cross-Strait 
stability, the bilateral relationship and our 

cooperation in many areas. 


8. (C) The DCM promised to report the Chinese 
Governmenti\'s views to Washington. He said that he had 
not seen the Taiwan media reports that DG Liu 
referenced and cautioned Liu on relying on the Taiwan 
media for accurate information. The United States! 
one China policy remains unchanged as President Bush 
has made clear. We are committed to our one China 
policy based on the three Sino-U.S. joint communiques 
and the Taiwan Relations Act. The United States 
supports a peaceful resolution of the Taiwan issue 
acceptable to people on both sides of the Strait. We 

do not support Taiwan independence, oppose unilateral 
changes to the status quo and urge both sides to 
undertake active efforts to reduce tensions across the 
Strait and move toward a peaceful resolution. 


9. (C) The DCM told DG Liu that the United States 
does sell defensive weapons to Taiwan. We view these 
sales as positive contributions to maintaining cross- 
Strait stability. 


No Wrong Signals to Chen Shui-bian 


10. (C) Liu reminded the DCM of China\'s consistent 
opposition to the Taiwan Relations Act and reiterated 
that it is in the United States and China\'s interest 

to see that no wrong signals are sent that will 

embolden Chen Shui-bian. As detailed in Chen\'s recent 
CNN interview, he plans to rewrite the Constitution 

and continue to pursue de jure independence. Chen\'s 
reference in the interview to the good relations and 
excellent communication between the United States and 
Taiwan was meant to create the impression that he has 
the backing of the United States for his plans, Liu 
asserted. Chen Shui-bian is \"a tricky person,\" who 

will exploit any wrong signal, Liu stated, so wrong 
signals are to be avoided. 


11. (C) The United States attaches importance to its 
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positive relations with Taiwan, the DCM noted, citing 
many previous discussions on this theme. The 
achievements of the people of Taiwan, including their 
economy, free press and vibrant democracy, are admired 
by Americans. We support these goals for all people. 
With regard to the sensitivity of cross-Strait 

relations, the United States is very aware of the 
importance of the issue, acts responsibly and has 
worked very hard to maintain cross-Strait stability 

and will continue to do so. 


RANDT 
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USDOC 4322/MAC/OLAC/JAFEE 


E.O. 12958: N/A 

TAGS: KMDR, OPRG, OIIP, ETRD, BR 

SUBJECT: WESTERN HEMISPHERE: VENEZUELA, CHAVEZ\'S RULE BY DECREE; SAO 
PAULO 


\"The Guarantor of Chvez, Morales And Correa\" 


Economic columnist Rolf Kuntz commented in center-right O Estado de 
S. Paulo (2/1): \"President Lula assumed in Davos the role of 

political guarantor of South American neighbors. He should not have 
done that, and by doing so he contrasted with Mexican President 
Felipe Calderon Hinojosa, who insists on keeping distance from 
governments he described as aspirants to lifelong dictatorships... 

By assuming the condition of guarantor, President Lula once again in 
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his generosity forgot to consult the partners he supports.... Less 
than a week after Lula\'s words in Davos, the Venezuelan Congress 
completed the approval of the so-called, Ley Habilitante, the law 
that gives exceptional powers to President Hugo Chvez to rule. No 
democratic government enjoys similar powers.... With such provisions 
attributed to Chvez by a Congress that is completely under his 
control, the president will hardly have any limits to his 

arbitrariness. Unless he commits an act of violence unacceptable 
even his most enthusiastic followers, he will consolidate an 
autocratic system of government." 

McMullen 
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SECSTATE FOR S/P AND EUR/SE 


E.O. 12958: N/A 

TAGS: PREL, TU, US 

SUBJECT: U.S.-TURKEY POLICY PLANNING CONSULTATIONS: DATE 
CONFIRMED, PROPOSED AGENDA 


1. (U) This contains an action request: please see para 8. 


2. (U) Turkish MFA Deputy Director General for Policy 
Planning Atilla Gunay informed us that the Turkish side 
accepts the proposed date of February 22 for bilateral policy 
planning talks. Ambassador Altay Cengizer, who will shortly 
take over the Director General position for policy planning, 

will lead the talks for the Turks (Cengizer, the outgoing 
adviser for FM Gul, is well-versed on U.S.-Turkish relations 
and will accompany the Minister to Washington this weekend). 


3. (U) We understand as well that Mr. Waxman plans to spend 
February 23 in Istanbul, meeting with think tanks and NGOs. 


4. (U) We explained how talks usually proceed from the USG 
point of view -- four to six hours of talks, including a 
working lunch, with topics and which side will take the lead 
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agreed in advance. That coincides with how the Turks prefer 
to proceed as well. 


5. (SBU) In terms of topics, we sketched out S/P\'s proposals 

-- democracy/good governance, nonproliferation, energy, and 
Russia/Central Asia/the Caucasus. DDG Gunay, in consultation 
with Ambassador Cengizer, proposed the following expanded 
list: 


--Introduction: Working methods of policy planning units of 
the Turkish Ministry of Foreign Affairs and the US Department 
of State 

--Priorities of Turkish and American Foreign Policy 
--Relations with the EU 

--Kosovo 

--Middle East (to include Palestine - Israel, Lebanon and 
Iran) 

--South Caucasus 

--Central Asia and Afghanistan 

--Energy Security 

--BMENA, Democratization and Good Governance 
--Relations with China and the Future of China 


Gunay said they intended to include nonproliferation under 
the democratization heading. 


6. (SBU) The Turkish proposal is ambitious, but broadens the 
field to include some current Turkish priorities - notably, 

the Middle East. Given the current focus in this region, we 
strongly support including the Middle East and Iran as an 
opportunity to both lay out our thinking on these topics and 
draw the Turks out. The proposed addition of China shows the 
Turks are thinking farther afield. 


7. (SBU) These talks could not be more timely. They form a 
cornerstone of the Strategic Dialogue agreed by Secretary 
Rice and FM Gul last July, and come as Turkey faces a year of 
difficult domestic and regional politics. It is also a year 

with potential pitfalls in U.S.-Turkish relations and having 

the opportunity to address a range of issues where both our 
countries have much at stake - and where we would benefit 
mutually from cooperation - will be key. 


8. (U) Action request: Please provide feedback on the 
proposed Turkish agenda soonest so we can have a focused 
agenda in place before February 22. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 


WILSON 
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E.O. 12958: N/A 
TAGS: TBIO, KSCA, CDC, OTRA, BR 
SUBJECT: COUNTRY CLEARANCE APPROVAL FOR CDC OFFICIAL KSIAZEK 


STATE PLS PASS TO HHS FOR STEIGER OGHA 
STATE FOR WHA/BSC 
STATE PLS. PASS TO CDC ATLANTA FOR DMCCORMICK 


REF: CDC ATLANTA GA 347 (ATD 177) 


1. Mission welcomes and grants country clearance for Dr. Thomas 
Ksiazek, Research Scientist, COCH, OD, HHS/ Centers for Disease 
Control (CDC), to Brasilia, Brazil, from February 5-7, 2007, to 

assist in the developing stages of a Bio Safety Level 4 Laboratory 
(BSL4) facility. 


2. Visitors are reminded that all US citizens traveling to Brazil 

for any purpose require visas, which must be obtained in advance 
from a Brazilian Embassy or Consulate. W Airport visas do not exist, 
and immigration authorities will refuse entry to anyone without a 
valid visa. All Brazilian visas are considered invalid regardless 

of validity if not used within 90 days of issuance. 


3. Visitors should be current with all immunizations required for 
Brazil. Those arriving from flights that do not originate in the 

United States are advised to ensure that their yellow fever 
vaccination is up to date, and that they have their WHO yellow cards 
with them to prove it. If you require a yellow fever vaccination 

and it is for the first time, not a booster, it should be given at 

least 10 days before travel to be effective. Please consult with 
appropriate medical authorities before traveling. 


4. Please be advised that over the last six weeks, flights within 
Brazil have been experiencing routine delays of up to several hours 
due to difficulties the air traffic control system has been 
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experiencing. The U.S. Embassy continues to receive reports from 
official visitors and tourists of recent VARIG domestic and 
international flight cancellations due to the airlines financial 
difficulties. These cancellations continue to result in missed 
connecting flights in Sao Paulo and Rio, and disruption of 
travelers\' itineraries. Although the airline has been purchased by 
a new buyer, both domestic and international flights are likely to 
operate at a significantly reduced confidence level during their 
restructuring period. U.S. citizens should keep this in mind when 
making travel plans. 


5. All official visitors must attend the RSO Security briefing. 


6. Mission understands that no Embassy/Consulate assistance is 
required and that traveler has NACI/no access to classified 
material. Traveler is required to check in with the embassy upon 
arrival. 

Embassy points of contact for this visit are: 


-- CDC A/Director Dr. Suzanne Westman, Tel (55) (61) 3274-4932, Fax 
(55) (61) 3273-4019, cellular phone (55) (61) 8119-0755, email: 
suzanne@aids.gov.br 


-- Science Counselor, Patricia Norman, Tel (55)(61) 3312-7432, Fax 
(55)(61) 3312-7646 (Science Section), cellular phone 
(55)(61)9965-1439, email: NormanPD@state.gov 


7. Please find below information needed for the city to be visited: 


- Brasilia - 

The United States Embassy in Brasilia is located at Avenida das 
Nacoes, Quadra 801, Lote 3, telephone number (from U.S.) 
011+(55)(61) 3312-7000, fax number (from U.S.) 011+(55) (61) 
3312-7676. Emergencies and calls after normal business hours may be 
directed to Post One at 011+(55)(61) 3312-7400. 


- Rio de Janeiro - 

The United States Consulate General in Rio de Janeiro is located at 
Avenida Presidente Wilson 147 B. Castelo, telephone number (from 
U.S.) 011+(55)(21) 3823-2000, fax number (from U.S.) 
011+(55)(21)3823-2003. Emergencies and calls after normal business 
hours may be directed to Post One at 011+(55)(21) 3823-2029. 


- Sao Paulo - 

The United States Consulate General in Sao Paulo is located at Rua 
Thomas Deloney, 381 - Chacara Santo Antonio, telephone number (from 
U.S.) 011+(55)(11) 5186-7000, fax number (from U.S.) 011+(55)(11) 
5186-7099. Emergencies and calls after normal business hours may be 
directed to Post One at 011+(55)(11) 5181-8730. 


8. Persons entering Brazil under the USG auspices have an important 
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role to play in strengthening U.S. - Brazil cooperation. Please 
keep this priority in mind during your visit and inform the embassy 
or nearest consulate promptly of any opportunities or problems that 
arise. As a result of the imposition of biometric enrolment of the 
US-VISIT program, the Government of Brazil started fingerprinting 
and photographing arriving U.S. citizens in January 2004. Present 
GOB policy is not to fingerprint U.S. travelers arriving on official 

or diplomatic visas. It is possible, however, that official 

visitors could be asked to submit to a fingerprinting through 
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administrative error. The Embassy hopes that visitors will comply 
with reasonable requests from the Brazilian immigration authorities. 
Any unusual delays or unreasonable treatment should be brought to 
the attention of the Management Officer so they can be relayed to 
the GOB. Full cooperation with the identification procedures is 
advisable. 


9. MEDICAL EVACUATION, INSURANCE AND HEALTH UNIT ACCESS ISSUES: 


Direct Hire employees (not contractors) of the Department of State, 
USAID, DOD, and CDC need not take further action. Direct Hire 
employees of other U.S Government Agencies must provide their 
control officer by cable or e-mail a name and 24-hour point of 
contact for their agency that can authorize medical evacuation. For 
employees whose agencies are not authorized to fund medevacs, 
individuals will be responsible for obtaining their own medevac 
insurance and providing the information to their control officer 


The USG does not cover contract employees for medevac. Therefore, 
all USG contractors (regardless of the government agency they are 
contracted to) must provide their control officer prior to arrival 

the name, phone number, and policy number of their medevac insurance 
provider(s) for use in case of emergency. 


Contractors do not have access to services in the Health Units at 
Post. In an emergency, the Health Unit will try to facilitate access 

to care on the local economy or facilitation with their medevac 
provider. Contractors need to be advised that for any medical care 
needs they will need to use services provided on the local economy. 


10. Please find below some information on Administrative procedures 
and requirements: 


A. Each visitor, regardless of length of stay, must bring/forward 
fiscal data to pay for direct costs of the visit. Each agency, 
organization or visiting delegation will be charged for the actual 
costs attributed to its visit. Direct charge costs include, but are 
not limited to: 
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-- American and LES overtime (for such services as airport 
expediting, cashier accommodation exchange, control room staffing, 
representational event support); 

Travel and per diem costs incurred by post personnel in support of 
visitor\'s field travel; 

-- Rental of vehicles and other equipment; 

-- Long distance telephone calls; 

-- Office supplies; 

-- Gasoline and other vehicle maintenance costs; 

-- Departure tax and other airport fees. 


Post will not provide service if fiscal data is not provided for the 
direct charges. 


B. For TDYers remaining at post over 30 days, there is a charge for 
ICASS support services. This charge is for the following ICASS 
services and will be billed thru the ICASS TDY module, based on a 
per-capita-basis, prorated for the length of stay. For example, a 
TDY visit by one USG employee of 06 months\' duration would be 
counted as 0.5: 

-- Basic Package; 

-- Community Liaison - CLO; 

-- Health Services. 


C. If your sponsoring agency is not signed up for ICASS services at 
post, please be prepared to sign a Memorandum of Understanding (MOU) 
document for ICASS support services upon arrival. The agency should 
provide post with a written communication generated by the 

traveler\'s headquarters that confirms the agency will pay ICASS 
charges for the TDYer. The communication should include the agency 
ICASS billing code to which the TDY support should be charged and 
authorize the traveler to sign the ICASS invoice generated by the 

TDY module. Agencies will not be billed until the accumulated 

invoice cost for TDY support exceeds Dols 2,500 for the fiscal year. 
Where travel is urgent, the TDYers should bring this documentation 
with him/her to ensure there are no interruptions in the provision 

of service. Post will not provide any service to a TDYer staying in 
excess of thirty days without provision of this documentation before 
day 31 of the TDY. 


11. Crime is the principal and real threat to visitors to Brazil. 

The crime threat level in Brasilia, Rio de Janeiro, Sao Paulo and 
Recife is critical. Armed street robberies are common in these 
cities. The area in and around the hotel sector in Brasilia is 
extremely dangerous, especially at night. Embassy visitors have 
been robbed under gunpoint while walking on the street. Taxis and 
private vehicles should be used to move about. 


12. In addition, individuals and organizations with ties to 
extremist groups operate in the tri-border area between Brazil, 
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Paraguay and Argentina - this includes the Iguacu falls area. 
Official visitors contemplating travel to this area should contact 
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the Embassy before doing so, as well as Embassy Asuncion and/or 
Embassy Buenos Aires if they plan to cross into Paraguay and/or 
Argentina. 


13. Visitors should practice common sense preventative security 
techniques, just as they would in any large city in the world. Some 
of the more important tips that you should follow to avoid becoming 
a crime victim are: 


-- Do not carry or wear valuable items that will attract the 
attention of thieves. If you need to wear expensive jewelry or 
carry a camera; conceal it until you arrive at your destination. 


-- Be aware of the street environment and avoid contact with those 
who may be looking for robbery targets. Seek a safer location. Go 
into a store, bank or simply cross the street. 


-- Do not physically resist any robbery attempt. While this is a 
personal decision, statistics show that resistance leads to injury. 


-- Do not answer your hotel room door until you positively confirm 
who is on the other side. Look out the peephole, or call the front 
desk to confirm the visitor. 


-- Do not walk on the beaches after dark. Assaults are common. 


-- Avoid city buses. Many pass through high crime areas and are 
susceptible to robberies. 


14. Visitors who intend to bring U.S. Government portable 
microcomputers into the embassy or consulate must obtain prior 
approval from the systems manager and the RSO/PSO. The use of 
privately owned computers is discouraged in any government 
facility. 


SOBEL 
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E.O. 12958: N/A 

TAGS: ELAB, ECON, PGOV, IV 

SUBJECT: COTE DVIVOIRE: PARAMEDICS END DEBILITATING STRIKE 
AS GOCI ANNOUNCES FORUM TO ADDRESS PUBLIC SECTOR LABOR 
GRIEVANCES 


1. (U) Cote d\'Ivoire\'s \"paramedics\" (public health workers 
excluding doctors, who have pursued their own pay grievances 
independently) ended a 3-week old strike on January 29, 
following government commitments to give them two thirds of 
the pay increase they were demanding. This agreement, 
increasing the so-called paramedical allowance from CFA 
20,000 to CFA 40,000 (about USD 40 to USD 80) per month has 
brought back to work 6,000 nurses, 2,500 midwives and 2,500 
health technicians who had refused to work in public 
hospitals and clinics during the strike\'s duration. 


2. (U) According to unconfirmed press accounts, up to sixty 
people died as a result of being denied treatment at 
government facilities, particularly university teaching 
hospitals in populous sections of Greater Abidjan. Public 
attention to the strike was high, and even family members of 
domestic staff of Embassy employees reported being affected 
(the death of one such family member has been attributed to 
denial of care). Negotiations involved the Ministers of 
Health, Labor and Finance, but finally required the personal 
intervention of Prime Minister Banny, who brokered the 
eventual compromise. 


3. (U) Several outstanding demands remain (new allowances 
for risk and housing, review of current pay scales) and the 
implementation of the agreement hinges on payment of the 
increased allowances in July, retroactively back to January. 

The outstanding concerns of the paramedics are to be 
addressed at an upcoming February 15 \"Social Forum\" which was 
announced after the January 17 Cabinet meeting (presided over 
by President Gbagbo and attended by Prime Minister Banny). 
The Forum is intended to cover labor grievances throughout 

the public sector, such as dangerous work conditions, 

training, pay scales and job classification. 

Hooks 
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DEPT FOR WHA/CAR (RANDALL BUDDEN) 

DEPT PASS TO CENTRAL AMERICAN CARIBBEAN BASIN COLLECTIVE 


E.O. 12958: DECL: 01/27/2017 

TAGS: PREL, PGOV, PINR, SOCI, EINV, ENRG, ECON, EFIN, 

PTER, PHUM, KCOR, CARICOM, JM, VZ, XL 

SUBJECT: JAMAICA: LOOKING AHEAD-- WHY THE POST-ELECTION 
PERIOD MAY PROVE PIVOTAL IN BILATERAL RELATIONS 


REF: A. KINGSTON 133 (NOTAL) 
B. 06 KINGSTON 2189 (NOTAL) 
C. KINGSTON 110 (NOTAL) 
D. KINGSTON 89 (NOTAL) 
E. 06 KINGSTON 2021 (NOTAL) 
F. 06 KINGSTON 2150 (NOTAL) 


Classified By: AMB. BRENDA L. JOHNSON, REASONS 1.5 (B) AND (D) 


1.(C) The national elections which Jamaica must hold within 
the next year promise to be a fiercely contested, 
down-to-the-wire affair. Regardless of their timing or 
outcome, the months immediately thereafter may prove pivotal 
in shaping bilateral relations for years to come. If the 

ruling People\'s National Party (PNP) retains power, 
charismatic Prime Minister Portia Simpson Miller will have 
obtained a clear mandate to reconfigure her cabinet and chart 
her own course-- perhaps in new directions. Conversely, 
after seventeen years in opposition, a victory by the Jamaica 
Labour Party (JLP) would represent a sea change in the 
country\'s political history; a newly elected JLP Government 
would look to the U.S. for advice and assistance in a variety 
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of areas. 
End Summary and Analysis. 


2.(C) Throughout Jamaica in recent weeks, speculation has 
been rife as to whether: 


(A) Prime Minister Portia Simpson Miller (PSM) might call 
national elections for February or wait until after the 

Cricket World Cup (CWC) series ending in late April (Reftel 
A); 


(B) the erosion of her popular support, and steady gain in 
the approval rating of Opposition Leader Bruce Golding, will 
continue or abate (Reftel B); 


(C) the upcoming campaign, which promises to be contested 
intensely, might unleash the kind of violence among 
politically-affiliated criminal elements which has marred 
previous Jamaican elections (Reftel C); 


(D) Venezuela\'s Hugo Chavez is providing $5 ) 6 million in 
cash to fund the reelection campaign of PSM\'s PNP, as alleged 
by Golding (Reftel D); 


(E) as he has hinted publicly, Golding will reveal further 
evidence of PNP skullduggery in the Trafigura affair (Reftel 
E) and/or other scandals; 


(F) an informant from within the inner circle of the PNP is 
passing information to the JLP regarding funding from 
Trafigura, Chavez, and other embarrassing imbroglios; 


(G) after seventeen years in opposition, the JLP at last may 
be poised for a return to power under Golding\'s highly adept, 
if uncharismatic, guidance. 


Post-election period to be pivotal 


3.(C) In the run-up to elections, national attention will 

focus on the hotly contested &swing8 parliamentary seats, 
most of which are in the western parishes of Hanover, 
Westmoreland, St. James, St. Elizabeth, and Trelawny. 
Clearly, an intense political struggle looms; yet, regardless 

of the timing or outcome of elections, for a number of 
reasons the months immediately thereafter are likely to prove 
pivotal in bilateral relations between Jamaica and the U.S. 


Background: PNP united outwardly, but uneasily 
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4.(C) PSM became PNP Leader and Prime Minister a year ago 
following a bitterly divisive struggle to succeed the 

retiring P.J. Patterson; Minister of National Security Peter 
Phillips and Minister of Finance Omar Davies, both respected 
and seasoned figures, were her principal opponents. To all 
outward appearances, she since has done a masterful job of 
mending fences and healing wounds within the Party. 
Nevertheless, widespread doubts persist about the true 
loyalties and ambitions of Phillips and, to a lesser degree, 
Davies, as well as the extent of PSM,s effective control of 
Government policy. Given her populist instincts and 

carefully cultivated image as a woman of the people, many 
observers believe that, had Davies not remained Finance 
Minister, PSM would not have exercised the kind of fiscal 
restraint the Government has managed thus far. 


If the PNP retains power: 
PSM to chart her own course, but in which direction? 


5.(C) If the PNP wins the elections, for the first time PSM 

will have obtained a clear mandate from the people as a whole 
to reconfigure her cabinet and shape Government policy, 
domestic and foreign, as she sees fit. While nothing is 
certain, this could bring substantial changes. In perhaps 

the most optimistic scenario, PSM would make only minor 
adjustments to the cabinet, with Davies and Phillips keeping 
their respective portfolios at Finance and National Security. 
This would augur well for continued close bilateral 
cooperation in the areas of macroeconomic policy, security 
assistance, counter-narcotics, and criminal justice. 

However, the U.S. should expect PSM,s populist instincts, 
together with Jamaica\'s heavy debt burden (debt-to-GDP ratio 
of 133 percent), slow growth (2.7 percent), and high 
unemployment (11.3 percent), to lead to acceptance of further 
financial assistance from any quarter, in any form-- 

including Petrocaribe or cash from Venezuela\'s Hugo Chavez. 
In foreign policy, on a range of issues from Iraq and 
Venezuela to debt relief, deportees, trade liberalization, 

and nuclear disarmament, PSM and Foreign Minister Anthony 
Hylton may well become more outspoken in opposition to U.S. 
policies. And of course, possible forthcoming changes in 
Cuba also could complicate U.S.-Jamaican relations in 
unforeseeable ways. 


The Two Key Players: Davies and Phillips 


6.(C) A more interesting-- and perhaps disturbing-- scenario 
would arise if PSM were to replace Phillips and/or Davies, or 
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either or both were to step down. 


(A) PSM appreciates the value of Davies\' fourteen years, 
experience as Finance Minister and the trust he has earned in 
international financial circles by reining in inflation and 
spending; in post\'s estimate, she would remove him only if 
she suspected he were plotting to challenge her authority. 
However, a more serious risk was foreshadowed several months 
ago when PSM planned to raid the national social security 

fund to finance job creation projects, and Davies reportedly 
threatened to resign in protest. On that occasion, PSM 

backed down; whether she would do so after having won 
elections is an open question. Davies almost certainly would 
leave Finance rather than blemish his excellent record as 
Minister. In the estimate of respected analyst Keith 

Collister, Jamaica\'s underlying economic fundamentals 
actually should justify a \"B-plus\" bond rating, and the 

current \"B\" rating is entirely attributable to political 

uncertainty: if Davies continues as Finance Minister, 
international lenders and investors may reward the 
Government; conversely, his departure could prove calamitous. 


(B) Phillips is another matter. Bitterly disappointed by 

his loss to PSM in the struggle to succeed P.J. Patterson, he 
is suspected by many of maneuvering behind the scenes to 
undermine her authority with the aim of eventually 
supplanting her as Party Leader-- even at the cost of the 
PNP\'s losing the upcoming election. If PSM remains in 
office, she may well consider Phillips expendable. 
Unfortunately, his successor almost certainly would be a 
lesser figure, and probably less trustworthy. For years, 
Phillips has cooperated closely with the U.S., U.K., and 
Canada in anti-crime, anti-corruption, and counter-narcotics 
efforts, and is widely perceived as among the cleanest of 
Jamaica\'s leaders. After seventeen years of power in a 
country in which corruption is endemic, the PNP has few, if 
any, comparable figures as possible successors; Phillips\' 
departure thus would leave bilateral cooperation in the areas 
of security, anti-corruption, anti-crime, counter-narcotics, 
and counter-terrorism on a less solid footing. 


If the JLP Wins: How will the U.S. accommodate a closer 
relationship? 


7.(C) A JLP victory would represent a sea change in 
Jamaica\'s political direction. As outlined Reftel (F), 

across a broad spectrum of issues-- from Venezuela and Cuba 
to trade liberalization, market-driven development, 
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anti-corruption efforts, and lraq-- the fundamental 
orientation of the JLP is more consonant with U.S. policies 
than that of the current Government. In private discussions 
with DCM and Emboff, Golding and other JLP officials have 
stated that, upon taking power, they will look to the U.S. 

for advice and assistance in areas as diverse as: 


-- harnessing remittances to boost economic development 
-- biofuels 

-- expansion of microfinance 

-- reform, clean-up, and training/equipping of the Jamaica 
Constabulary Force (JCF) 

-- financing infrastructure development. 


In short, the expectations of a newly-elected JLP Government 
would be high; the U.S. might well have difficulty meeting 
them. Washington should accommodate to the extent possible 
Golding\'s request for a visit (Reftel D) to discuss areas of 
potential cooperation, and begin thinking about what sort of 
response we would be able to make to a request for enhanced 
engagement by a more U.S.-oriented JLP Government, should 
that come to pass. 
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SUBJECT: NEPAL: JTMM WREAKS HAVOC IN TERAI 


REF: 06 KATHMANDU 3252 
Classified By: Ambassador James F. Moriarty for reasons 1.4(b/d). 


Summary 


1. (C) The Janatantrik Terai Mukti Morcha (JTMM)(Terai 
People\'s Liberation Front), a Maoist splinter group, has 
played a key role in racheting up violent protests wracking 
Nepal\'s Terai, or southern belt. The JTMM broke with the 
Maoists in 2003 over its demand for an independent state for 
the Madhesi people in the Terai. The Maoists declared war 
against the organization in July 2006. At the same time, the 
JTMM split into two factions and intensified its violent 
activities in the Terai. The ongoing protest program the 
Madhesi People\'s Rights Forum (MPRF) launched in the Terai on 
January 16 against the Interim Constitution has helped the 
JTMM to strengthen its political base. Eleven people have 
died in the unrest, which does not appear to be abating 
despite Prime Minister Koirala,s January 31 appeal for 
dialogue. Biographical information for leaders of both JTMM 
factions is provided in paras. 6 and 7. 


JTMM is Born 


2. (SBU) The Jantantrik Terai Mukti Morcha (JTMM) is a 
splinter faction of the Maoist-affiliated Madhesi Mukti 

Morcha (MMM)(Madhesi Liberation Front). (Note: Madhesis are 
a historically disenfranchised group that immigrated to the 

Terai from India, mostly over the past 50 years.) Jaya 

Krishna Goit was ousted from the presidency of the MMM in 
July 2003 because he supported a single, independent Madhesi 
state in the Terai. Senior Maoists insisted that the Terai 

should become two separate autonomous regions. Goit formed 
the JTMM in July 2004, and his group has been battling 

against the Maoists and the Government of Nepal for control 

of the Terai since that time. In July 2006, Nagendra Kumar 
Paswan (alias Jwala Singh) snatched the leadership of the 
JTMM from Goit. Both JTMM (Goit)and JTMM (Singh) factions 
intensified their violent activities after the Maoists 

declared war against the JTMM in July 2006. The numbers of 
JTMM cadre are unknown and could range from the low hundreds 
to a couple thousand. 


JTMM\'s Violent Activities in Terai 
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3. (SBU) In recent months, JTMM (Goit) and JTMM (Singh) have 
both engaged in brutal acts of violence, particularly in the 

Terai Districts of Siraha, Saptari, Dhanusha and Rautahat. 

The JTMM factions have mostly been targeting the Pahaadi 
(people originally from the hill districts of Nepal). A list 

of recent activities follows: 


-- In September 2006, the JTMM shot and killed MP Krishna 
Charan Shrestha of the pro-Royalist Rastriya Prajatantra 
(National Democratic) Party in Siraha District. 


-- In December 2006, after imposing \"prohibitions\" on Pahaadi 
drivers operating vehicles in the Terai, JTMM (Singh) killed 

a child and injured two other passengers after attacking a 

bus at Bhardaha in Saptari District, torched a cargo truck at 
the same spot on the same day, and torched a truck and 
abducted four passengers, also in Saptari District. 


-- In December 2006, JTMM (Goit) murdered Krishna Neupane, a 
district-level leader of the Communist Party of Nepal-United 
Marxist Leninist, at Hazariya in Sarlahi District. 


-- In January 2007, JTMM (Goit) detonated bombs in five 
different places in Kanchanpur in Saptari District to force 
compliance with its three-day Terai \"bandh\" (closure) from 
January 12 to 14. 


-- On January 16, 2007, JTMM (Goit) threatened all private 


and public sector offices in the Terai to forcibly retire all 
Pahaadi employees and retain only Madhesis. 
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Demands of Both JTMM Factions 


4. (SBU) Both JTMM factions have raised similar demands, 
including: 


-- Declaration of an independent state in the Terai; 
-- Expulsion of Pahaadi \"rulers\" from the Terai; 


-- Creation of an indigenous Terai army, police, and 
administration; 


-- Revenue collected from the Terai to be utilized for the 
development of the Terai only; 
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-- Cessation of infiltration of \"Nepalis\" into the region; 


-- The Government of Nepal to declare those the Maoists and 
the government have killed in the unrest since January 16 to 
be \"martyrs\" and provide Nepali Rupees 1,500,000 as 
compensation to each family; 


-- Delineation of national electoral constituencies on the 
basis of population; 


-- Citizenship to be distributed to Terai people by Terai 
administrators; 


-- Return of lands the Maoists confiscated during the 
insurgency; and 


-- An end to Maoist extortion and abduction. 


JTMM vs. MPRF: Demand for Inclusive Democracy 


5. (SBU) The protest program the Madhesi People,s Rights 
Forum (MPRF), a democratic, Madhesi-based organization, 
launched in the eastern Terai on January 16 against the 
Interim Constitution has boosted the prominence of the JTMM 
because both groups share many of the same concerns. The 
principal difference is that the MPRF has not called for an 
independent Terai state. (Comment: The occasional demands by 
some JTMM leaders for an autonomous Madhesi zone and 
proportional representation may reflect internal division 

within the JTMM over whether an independent Terai is 
achievable. End Comment.) The MPRF has alleged that the 
Interim Constitution which was adopted January 15 failed to 
address the issues of the Madhesis. It has forcefully 
advocated that the Constituent Assembly election planned for 
June should be based on proportional representation, and has 
voiced concern that the Interim Constitution failed to 
guarantee an autonomous Madhesi region. The killing of an 
MPRF protester by the Maoists in Lahan, Siraha District, on 
January 20 further inflamed tensions in the region. The 
government has invited the MPRF, JTMM and other ethnic-based 
community leaders for talks to discuss their demands. So 

far, the JTMM and MPRF have rejected the government\'s call 
for a dialogue. Meanwhile, eleven people have died and 
scores have been injured in the protests. 


Biographical Note: Jaya Krishna Goit 


6. (SBU) Jayakrishna Goit is elderly, perhaps in his 80s. He 
was born into a Madhesi family in Saptari District. Although 
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never an elected official, Goit was with the Communist Part 

of Nepal - United Marxist Leninist (CPN-UML) until joining 

the Maoists in 1996. In 2001, he was appointed head of the 
Maoist Madhesi People\'s Liberation Front. After being ousted 
from that position in 2003 due to disagreements over an 
independent versus autonomous Madhesi state, Goit founded the 
JTMM in 2004. 


Biographical Note: 
Nagendra Paswan alias Jwala Singh 


7. (SBU) Jwala Singh is JTMM Chairman. He ousted Jaya 


KATHMANDU 00000232 003 OF 003 


Krishna Goit, who was the Chairman of JTMM, in July 2006. 
Singh started his political career in 1990 as a cadre of the 
United People\'s Front (UPF). He worked as the Siraha 
District Secretary of Baburam Bhattarai\'s UPF faction. Singh 
went underground with the Maoists in February 1996. He also 
served as Siraha District President of the Federation of 
Nepalese Journalists from 1994 to 1996. Singh is in his 

early 40s, and was born in Siraha District to a poor Dalit 
(low-caste) family. 


Comment: Madhesi Rights Movement Resonates in Terai 


8. (C) The Madhesi rights movement, whether led by the 
generally peaceful MPRF or violent JTMM, has clearly 
resonated with the Madeshi population in Nepal\'s Terai -- a 
population that has long felt marginalized by the political 
mainstream. The Ambassador was struck by the depth of 
feeling among Madhesis during a trip to the Terai in 
mid-December (reftel). Pressure has been building since 
January 16th on all of the parties in the Seven-Party 
Alliance to act. On January 24, 53 Madhesi members of the 
Interim Parliament from the governing parties, including four 
ministers, submitted a list of demands to the Prime Minister. 
On January 29, the sole minister from the Madhesi-based 
Nepal Sadbhavana Party - Anandi Devi (NSP-A), submitted his 
resignation citing Goverment inaction. In response to the 
ongoing crisis, on January 31, in his first nationwide 
television address, Prime Minister Koirala offered to 
increase constituent representation for denser population 
areas, such as the Terai. He also accepted the principle of 
a federal state, but did not provide any further 

clarification. Even with these concessions, neither the JTMM 
nor the MPRF will likely scale down their protests until they 
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see concrete action. 


Comment: Government Failed To Adequately Respond 


9. (C) The failure of the SPA and Maoists to consult with 
Madhesi leaders prior to the PM,s January 31 address as well 
as the Prime Minister,s appointment of Home Minister 

Sitaula, whose removal is a principal demand of the Madhesis, 
as chief negotiator has further enflamed passions in the 

Terai. The Deputy Chief of Mission spoke January 31 with Dr. 
Suresh Chalise, the Prime Minister,s Foreign Policy Advisor, 

in search of answers, but Chalise was unable to respond 
substantively to our concerns. There is still time for the 
Government of Nepal to address the genuine grievances of the 
Madhesis. With a Constituent Assembly looming, however, we 
anticipate that other groups could also take their 

long-standing grievances against the central government, long 
dominated by high-caste Pahaadis, to the streets. The 
Government\'s mishandling of the current crisis gives little 
reassurance that it is up to the task of addressing these 
grievances. 

MORIARTY 
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E.O. 12958: DECL: 02/01/2017 
TAGS: PREL, PGOV, PINR, IS, KPAL, IR, SY 
SUBJECT: LABOR\'S POTENTIAL LEADERS 


Classified By: Ambassador Richard H. Jones. Reason 1.4 (B/D) 


1. (SBU) Summary: In a series of meetings with the 

Ambassador, Labor MKs Ami Ayalon, Avishai Braverman and Ophir 
Pines-Paz all aspire to lead the party following the May 28 
primaries, which they believe will end the era of Amir Peretz 

at the helm. Ayalon and Braverman were the first to team up 

as a \"security/socio-economic\" duo to mount a campaign to 
challenge Peretz for the leadership of the party. Pines-Paz, 


Column 3 

who resigned his ministerial portfolio to protest the 

coalition\'s inclusion of Yisrael Beiteinu last fall, is a 

strong solo contender, but he may join forces with former 
Prime Minister Ehud Barak. All of these Labor rebels 
anticipate that the Winograd Committee interim report will 
further weaken PM Olmert and his Kadima Party; they believe 
the Labor primaries will serve to strengthen Labor to the 

point where it will become the dominant party in the 

coalition. On foreign policy, all the Labor aspirants are 
focused on moving fast-forward on the Palestinian track and 
remain skeptical of Syrian political intentions despite their 
disagreement with PM Olmert\'s public diplomacy on that issue. 
End Summary. 


2. (SBU) MK Ami Ayalon told the Ambassador January 23 that 
he expects the May 28 primaries to help stabilize the 
governing coalition because they would rejuvenate the Labor 
party leadership. \"Whoever becomes Labor leader will boost 
Labor\'s standing in the polls,\" Ayalon argued, adding that 
the combination of Ehud Barak, Ophir Pines-Paz, Avishai 
Braverman and Amir Peretz in the top rungs of the party will 
allow Labor to lay claim to the \"huge Israeli center.\" 
Contrary to press reports, Ayalon claimed that he was not 
advocating early, general elections: \"General elections are 
the last resort for MKs; Kadima won\'t want them, and the 
Israeli people are fed up with elections.\" Although he 
acknowledged the possibility that Kadima \"will not 
disappear,\" he thought it likely that this new party would 

not last more than three or four years. \"Labor and Likud, 
with all their difficulties, are the only options.\" 


3. (C) MK Avishai Braverman, for his part, told the 
Ambassador January 29 that he and Ayalon differed from the 
other Labor party contenders in their campaign to fight 
corruption and promote political reform. He also anticipated 
that the Winograd Committee would criticize Ehud Barak\'s 
decisions when he was prime minister to withdraw from 
Lebanon. He acknowledged that an Ayalon/Braverman \"take 
over\" of the Labor party put them at odds with the political 
establishment. Braverman argued that \"no one can lead the 
Labor Party who does not take a stand against (President) 
Katsav (for alleged rape) and against corruption.\" New 
political leadership must be combined with serious political 
reform -- including more professionals in ministerial 

positions and fewer ministries and a five-year defense 
budget, in Braverman\'s view. Braverman anticipated that he 
and Ayalon would face major challenges even if they win the 
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Labor primaries, and said he was not sure the current 
Olmert-led government would last very long. He commented 
that both Binyamin Netanyahu of Likud and Tzipi Livni of 
Kadima would like to see a change of government leadership -- 
without new elections. 


4. (C) MK Pines-Paz assessed that the parliamentary strength 
of the current coalition is its paradoxical weakness. He 

told the Ambassador January 29 that the Winograd Committee\'s 
interim report offers the only possible mechanism for a 
change of government absent early elections. In any event, 
Pines-Paz said he felt certain that Amir Peretz would not 
remain Defense Minister or party leader for long -- certainly 
not after the May primaries. In response to the 
Ambassador\'s question on whether Labor leaders wished to 
retain the Defense Ministry, Pines-Paz equivocated. He 
acknowledged that many in the party thought that holding onto 
this position was not in their interest, but said he believed 

that Labor would retain the position, particularly as Ehud 
Barak \"really wants it" Pines-Paz said Ayalon was not that 
interested in the Defense portfolio, despite public opinion 
favorable to Ayalon. As a contender for the leadership of 

the party, Pines-Paz expressed an interest in meeting USG 
officials to share his views. (See septel for a readout on 
Pines-Paz views on the recent Madrid plus 15 conference.) 
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5. (SBU) MK Ayalon updated the Ambassador on his thinking 
about Israeli-Palestinian relations. He confided that his 

views were very much in synch with those of FM Tzipi Livni on 
the need for a political horizon. He also stressed, in 
particular, the need for clear positions (\"Constructive 
ambiguity doesn\'t work in the Middle East"), notably a clear 
vision of the destination of the Quartet Roadmap; an \"end to 
gradualism;\" an international presence to fill the vacuum in 
the Palestinian territories; and a \"regional axis of 
pragmatists\" to bolster the weakened Palestinian partners. 
Ayalon argued that it is to Israel\'s advantage to think about 
what it can do to strengthen its Palestinian partner rather 
than continue to claim that there is no partner, and he 
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thought that the Arab League could be instrumental to this 
end. 


6. (C) Ayalon criticized Amir Peretz\'s recently unveiled 

peace plan as one that \"lacked a destination\" and ignored the 
regional dimension. In Ayalon\'s view, forward movement could 
be achieved in two phases: 1) declaration of two states 
followed by a cease-fire; and 2) a final status agreement in 
three-four years based on the principles that he and Sari 
Nusseibeh articulated in 2002. 


7. (SBU) MK Braverman, just back from Davos, added that he 
thought the perception of an Israeli defeat in the second 
Lebanon War might, paradoxically, create an opportunity for a 
breakthrough with the Arab world. Unlike other moments in 
the post-1967 period, Israeli hubris was no longer an 

obstacle, in his view. He said that both he and Ayalon favor 
adopting the Saudi initiative as a basis for negotiations. 


8. (SBU) Ayalon cautioned against leaping to take up the 
Syrian pitch for negotiations. \"To go to Syria betrays the 
pragmatists (in the Arab world).\" Still, Ayalon insisted 

that Olmert made a mistake in appearing to explain his 
rationale for not talking to the Syrians by claiming USG 
objections. Israeli leaders must tell Syria that they are 
willing to talk about bilateral issues, such as the Golan, 
provided issues such as terror and Iran are also on the 
table. Not quite in synch with Ayalon\'s tougher stance, 
Braverman underscored that Israel should appear \"open for 
negotiations.\" He commented that Israeli settlers on the 
Golan are open to creative options, such as long-term leasing 
arrangements, that could result from an Israeli-Syrian peace 
agreement. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http:/www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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SIPDIS 
PARIS AND LONDON FOR AFRICA WATCHERS 


E.O. 12958: DECL: 01/30/2017 
TAGS: PREL, PREF, CD, SU, SCRS 
SUBJECT: FOLLOW-UP MEETING WITH NRF REBEL LEADERS 


REF: A. NDJAMENA 70 B. KHARTOUM 80 C. KHARTOUM 93 


Classified By: S/CRS Charles Wintermeyer for reasons 1.4 (B) and (D). 


1. (C) Summary: The Justice and Equality Movement (JEM) has 
not yet been able to convince other members of the National 
Redemption Front (NRF) to issue a statement renouncing any 
intentions of seeking to overthrow the regime in Khartoum, 
JEM\'s political representatives told the Ambassador January 
30. Meeting with us for the first time since Special Envoy 

(SE) Natsios met with rebel leaders in Abeche on January 19 
(Ref A), Tadjadine Bechin Niam and Ahmed Tugoud Lissan also 
expressed concern that a conference of military commanders of 
the Sudanese Liberation Movement (SLM) could hinder efforts 
to agree on a united political front. They continue to 

maintain that the Darfur Peace Agreement cannot serve as a 
basis for future negotiations on power-sharing and security 
arrangements. End Summary. 


2. (C) The JEM representatives met with the Ambassador and 
Emboffs January 30 in N\Djamena. Niam, NRF Secretary for 
Reconstruction and Development, and also its representative 

to the AU, was instrumental in organizing the 19 January 

meeting between SE Natsios and the Sudanese rebels held in 
Abeche, Chad. Togoud is Secretary for External Affairs and 
chief negotiator. They were accompanied by Mohammed Shariff, 
head of their Cairo office. They noted they were meeting 

with the Ambassador as political representatives, not in 

their other capacity as field commanders. 


3. (U) The team reiterated their appreciation for the meeting 
with SE Natsios. They were pleased that SE Natsios was 
willing to come to their area, to Abeche in eastern Chad, and 
that he devoted so much time to the meeting. They said they 
understood SE Natsios\' key points and his new ideas and were 
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studying them. 


4. (C) Responding to SE Nasios appeal to the NRF in Abeche 
January 19 to rnounce regime change as a political goal, the 
NRFrepresentatives said the JEM members of the NRF ha 
agreed among themselves that evening to issue sch a public 
statement. When they raised the ide with their other NRF 
counterparts the next mornng, they pointed out that their 

SLM \"friends\" woud object. According to Niam and Togoud, 
some SLM members feared that such a statement would put the 
Sudanese government in a better position. For its part, JEM 
sees no problems with such a statement because they do not 
seek regime change as long as they can obtain their goals 
peacefully. The JEM representatives left open the 

possibility of an announcement by JEM Chairman Khalil Ibrahim 
in an interview or press article that JEM does not seek 

regime change. Niam said other NRF members are not aware 
that JEM is considering this option. JEM wants to \"drive 
slowly\" so that other NRF members do not feel pressured and 
will instead be more willing to reach a consensus. 


5. (C) Pressed for their views on the various proposals to 
hold commanders\' conferences, the JEM representatives 
expressed concern that an SLM gathering would fragment the 
SLM even more. They feared it could have the unfortunate 
result of isolating the military commanders from their 

political leadership. Such key military leaders as Abdala 
Barda and Adam Bakhit were not intending to participate. In 
their view, the NRF should provide the framework for any 
conference in the interest of ensuring cohesiveness and 

unity. 


6. (C) In response to the Ambassador\'s points about the DPA 
as the basis for future negotiations, Niam and Togoud claimed 
the DPA had been overwhelmingly rejected by the people of 
Darfur and it was a \"dead agreement.\" They agreed that the 
DPA\'s provisions on wealth-sharing are broadly acceptable and 
acknowledged that some NRF members believe the negotiations 
could start from the DPA\'s Declaration of Principles. Niam 
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and Togoud nevertheless saw no point in trying to work from 
the DPA on the issues of power-sharing and security 
arrangements. Accommodating their concerns in these areas, 
they believed, would mean a new agreement. The Ambassador 
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pointed out some of the DPA terms were consistent with NRF 
stated goals, and advised them not to get hung up on 
semantics. They responded that they were willing to 
compromise, but that the DPA, except for the Declaration of 
Principles, was not acceptable. 


7. (C) The JEM representatives observed that they had 
learned a lesson from the Abuja negotiation process, and that 
they should have had a more unified position with the South. 
They said that they had had discussions with southern leaders 
in 2005 about forging a common negotiating position. They 
claimed that Darfur indirectly saved the CPA between the 
North and the South by diverting so much of the GoS\'s 
resources and attention. On the other hand, they understood 
concerns by southern leaders that the DPA could undermine the 
stronger role the CPA had enabled southern Sudan to achieve 
in Khartoum. Still, the JEM representatives argued, Darfur 
and the South would be in a stronger position if they could 
come together politically. With Darfur representing 20 
percent of Sudan\'s population and the South 18 percent, the 
government in Khartoum fears that the two regions together 
could win national elections. 


8. (C) The JEM representatives agreed with SE Natsios\' 
point that time was not on the rebel\'s side because of 
Khartoum\'s growing economic strength, but added other reasons 
why this is of concern to them. They expect that the South 

will vote for independence in 2011, and that afterwards 

Darfur would again be marginalized by Khartoum for another 
fifty years. They believed that even if there is a new 

Darfur peace agreement in the next few months, the Sudanese 
government would delay signing it until the end of the year. 
Then, elections would be called without sufficient time for 

them to be properly managed, and the GOS would win them. 
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9. (C) The members had mixed feelings about Sudan President 
Bashir not becoming the next President of the African Union 
(AU). While they despise him personally, they felt it was a 
national humiliation for Sudan. They understood Bashir had 
wanted to withdraw Sudan from the AU if he was rejected for 

its presidency, but changed his mind when reminded that this 
would lead to the AU pulling out of Darfur and being replaced 

by UN troops. 


10. (C) While the NRF genuinely appreciated SE Natsios\' 
meeting with them and the other rebel groups, their positions 
have not materially changed. Notwithstanding Minni Minawi\'s 
assertion that the NRF is now defunct (Refs B and C), these 
two are proceeding with efforts to consolidate the NRF as an 
umbrella group for future negotiations. 

WALL 
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SUBJECT: NGO STANDOFF WITH THE TAJIK MFA OVER REQUEST FOR PERSONNEL 
INFORMATION 


CLASSIFIED BY: Tracey Ann Jacobson, Ambassador, U.S. Embassy, 
Dushanbe, State. 
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REASON: 1.4 (d) 


1. (SBU) Tajikistan\'s international nongovernmental 
organization community is wrestling with how to respond to a 
recent Ministry of Foreign Affairs request to provide 

information about their local employees and tax status. The 
Ministry sent a letter in early January -- received by only 

three of the Dushanbe NGO Forum\'s 44 members -- requesting that 
diplomatic missions, international organizations and 

international nongovernmental organization submit a series of 
documents, including the charter, contracts with local 

employees, tax numbers of local employees. (Note: The Ministry 
quickly clarified that diplomatic missions were actually exempt 
and had no action. End note.) Much of the requested information 
is already on record with other government agencies, including 
the Ministry of Justice, Ministry of Labor, Tax Committee and 
Fund for Social Protection. 


2. (SBU) The Ministry of Foreign Affairs appears ill-prepared 

to implement the initiative. In a January 29 meeting with 

PolOff and Mercy Corps and Internews country directors, Sherali 
Jononov, head of the Legal Department, shifted uncomfortably in 
his chair when asked about the legal justification for the 

request. He acknowledged that organizations also had to 
register with the Justice Ministry, but said it was not possible 

for the Ministry of Foreign Affairs to obtain the documents from 
other government agencies. \"This information will help the 
Ministry to issue visas and register cars for international 
organizations.\" Given that staff changed on a regular basis, 
how often would organizations need to submit such information? 
Jononov did not know, but suggested a one-time submittal would 
suffice. What was the penalty for non-compliance? No answer. 


3. (SBU) He added the initiative was in part to \"protect the 
local workers of TajikistanW from bad personnel practices, but 
could not refute the counterargument that worker protection was 
the responsibility of the Labor Ministry, not Foreign Affairs. 

In response to concerns that submitting copies of labor 
contracts violated privacy rights, Jononov suggested 
organizations did not really need to submit the contracts -- a 

list of employees, and the dates of the contract would suffice. 
He directed the NGO Forum to meet with a more junior Ministry 
employee to clarify the specifics documents requested. 


4. (SBU) According to Tajik lawyers at the International Center 
for Non-Profit Law, the Ministry of Foreign Affairs has no legal 
basis to collect the information. Legal specialists explained 

to PolOff and more NGO directors January 31 that the Ministry of 
Foreign Affairs has the right to accredit diplomats and foreign 
media only. All other organizations must register with the 
Ministry of Justice. The Ministry\'s \"accreditation cards\" given 
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to foreign employees of international organizations were not 
required under Tajik law. 


5. (C) COMMENT: Not only is the Ministry of Foreign Affairs on 
very thin legal ice with their request for information, the 

actual requirements are unclear and seem open to negotiation. 
The fact that the letter erroneously included diplomatic 

missions and that Jononov dismissed the written request for 
contracts suggests the request letter was hastily conceived and 
badly conceived and executed attempt to try to get more 
oversight of non-governmental organizations activities. 

Foreign Affairs and Justice have a long-standing rivalry over 

the control of international non-governmental organizations, and 
this request could be the latest intra-governmental power play. 


6. (C) The NGO community is split on how to respond. One camp 
feels inclined to submit only the information required by Tajik 

law, and force the Ministry of Foreign Affairs to produce legal 
justification. The other takes a more conciliatory approach to 

the Ministry of Foreign Affairs, recognizing that a little 

compliance could result in better support and communication with 
the Ministry, if not the Tajik government. The Ministry has the 

power to issue or deny visas, and could effectively hamstring 

the work of many international non-governmental organizations by 
denying visas to foreign employees or consultants. END COMMENT. 


JACOBSON 
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E.O. 12598: N/A 

TAGS: OEXC, SCUL, IR, UK 

SUBJECT: AMERICAN-IRANIAN UNIVERSITY PARTNERSHIP 


1. SUMMARY: A recent UK-based Iranian participant in the 
International Visitor Leadership Program (IVLP), Ali Pedram, has 
developed a proposal for an WAmerican-Iranian University 
Partnership." It calls for expanding U.S. university partnerships 
with Middle East institutions to include Iran. The goal is to first 
increase academic collaboration and exchanges, then eventually to 
develop a university-based, non-governmental institution to help 
identify potential exchange participants in Iran and foster 
exchanges. The proposal stems from his IVLP participation, and 
particularly from meetings with the Center for Middle East Studies 
at Northeastern University in Boston. Post encourages NEA and ECA 
to meet with Pedram and Northeastern officials during a March/April 
Pedram visit to the University to explore opportunities for 
cooperation on Iran outreach. 

END SUMMARY. 


2. Mr. Ali Pedram participated in the special IVLP for Iranians 

\"Teaching Area Studies\" held November 15 - December 2, 2006. Pedram 
is an lranian citizen currently in the United Kingdom completing his 

Ph.D. on Iranian Politics and the Democratization Process at the 

University of Durham. He is concurrently an Associate Professor at 

the University of Newcastle. 


3. At his IVLP debriefing session, Pedram presented a proposal for 
establishing an WAmerican-Iranian University Partnership.\" It was 
inspired by meetings with staff of the Center for Middle East 
Studies at Northeastern University in Boston during his IVLP visit. 
Mr. Pedram was impressed with Northeastern\'s Dialogue of 
Civilizations project 

(http://www. iaf.neu.edu/dialogue_of_civilizat ions), through which he 
said the University had experience partnering with other academic 
institutions in the Middle East. Northeastern was looking at 
including Iran in this program, but needed help connecting with the 
right Iranian universities and developing relationships. 


4. Pedram\'s proposal envisions him securing a visiting scholar 
position with a U.S. university to work on developing the 
American-lranian University Partnership. This project would have 
three phases: 


a. Phase One - The U.S. university would select one or two Iranian 
universities with which to conduct video conferences, exchange 
academic papers, exchange speakers on academic topics and conduct 
seminars. Existing programs that U.S. universities run with partner 
institutions abroad, such as the Northeastern University Dialogue of 
Civilizations, would serve as the foundation. Mr. Pedram feels that 
adding Iran into such existing programs would \"prevent suspicious 
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attitudes!" on the initiative and pave the way for Iranian 
acceptance. 


b. Phase Two - Signing of a memorandum of agreement between the U.S. 
university and selected academic and cultural institutions in Iran 

to provide for two-way student and faculty exchanges, Persian 

language classes in Iran for American students and cultural 

exchange. 


c. Phase Three - The possible establishment of a \"Monitoring 
Democratization Process in Iran\" unit. This unit would survey 
attitudes on a variety of reform measures, first among academics 
then in the broader society. It could also develop indexes to 
measure progress on democratization. To be workable, Pedram said 
such a project must have participation by academics loyal to the 
government, not just dissidents and liberal minded academics which 
has resulted in past failures. 


5. The most interesting part of Pedram\'s proposal is his insight, 
drawing on his IVLP experience, that establishing a U.S. academic 
institution in Iran could allow that institution to work in 

cooperation with the Department of State to identify potential 
Iranian participants for U.S. exchange programs. Pedram was 
impressed by the role of the Institute of International Education 
(IIE) as an NGO that worked as a partner with the Department in 
organizing exchange programs. He felt that this model of a non-USG 
entity being the point for exchange programs could provide a 
workable mechanism for having an on-the-ground presence in Iran 
necessary for effectively providing information on, and identifying 
participants for, U.S. exchange programs. 


6. Northeastern University has since invited Pedram to visit from 
March 15 - April 12, 2007 to participate in the Dialogue of 
Civilizations project. During this visit Northeastern wants him to 
assist with expanding the project to include Iran. Specifically, 
they want him to help establish links with Iranian universities, set 
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up a workshop focusing on Iranian students and their role in 

promoting democracy, and organize a video conference with an Iranian 
university for the spring semester. Northeastern hopes to follow up 
with a visit to Iran sometime this year. In e-mails to Pedram, 

Professor Denis J. Sullivan (617-373-4409, d.sullivan@neu.edu), the 
Director of the Middle East Center for Peace, Culture, and 
Development has also broached with Pedram a future visiting 
fellowship. All of this points to real potential for implementing 

the ideas Pedram expressed in his proposal in cooperation with 
Northeastern University. 
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7. COMMENT: Pedram wants to spark USG interest in providing 
assistance to implement the ideas that he and Northeastern 

University have discussed. We do not see this as self-serving. 

From our debriefing (septel), it was clear that Pedram was highly 
energized by his IVLP experience and wants to build on it. He 
returned with a fundamentally changed view of the U.S. and a strong 
appreciation for the need to increase contacts and exchanges between 
the peoples of the United States and Iran (or at least academics). 


8. COMMENT (cont.) We recommend NEA and ECA meet with Pedram and 
Professor Sullivan during Pedram\'s upcoming visit to explore 
opportunities for USG cooperation with their planned Iran outreach 
efforts. London Poloff/\"Iran Watcher" views this initiative as 

directly supporting USG policy interests in substantive, transparent 
policy exchanges with Iranian civil society. This is also a good 
example of the inspiration and new thinking on Iran outreach that 
comes from exchange programs for Iranians. We are pleased to 
follow-up with Mr. Pedram, or facilitate contact, should the 
Department wish to pursue any of his ideas. Program Officer Sana 
Abed-Kotob in ECA/PE/V/R/N can provide further details on those Mr. 
Pedram met during his IVLP. 
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E.O. 12958: N/A 

TAGS: KTFN, EFIN, ETTC, PREL, PTER, NL 

SUBJECT: TERRORISM FINANCE: DUTCH TO MONITOR DESIGNATION OF 
TERRORIST FACILITATORS AND INCITERS (LIST 83) 
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REF: A. 06 STATE 196698 
B. STATE 5631 


THIS MESSAGE IS SENSITIVE BUT UNCLASSIFIED. PLEASE HANDLE 
ACCORDINGLY. 


1. (SBU) Econoff delivered ref A points December 8 regarding 
domestic designation, and submission to the UN 1267 Sanctions 
Committee, of five terrorist facilitators (list 83) to Joost 

van Ettro, Policy Officer, Terrorism and New Threats Unit, 

Dutch Ministry of Foreign Affairs (MFA), and Anne-Chris 

Visser, Senior Advisor, Integrity Division, Dutch Ministry of 
Finance. Econoff delivered ref B points regarding the hold on 
three of the designations to van Ettro, Visser, and Andre van 
Wiggen, Deputy Director at the MFA\'s Terrorism and New 
Threats Unit, on January 19. 


2. (SBU) In a conversation December 18, Visser told Econoff 
that she had sent ref A details to the Dutch Central Bank and 
the Netherlands Authority for the Financial Markets. Neither 
organization had any questions and considered the information 
\"very clear,\" she said. However, the Dutch would not 
designate on a national level and would wait instead for the 

UN or EU to act, Visser said. She added that this was the 
normal path unless proof existed that the facilitators were 
active locally. In such cases, Visser noted, the Dutch would 
propose designating the individuals at the EU level. 


3. (SBU) During a subsequent conversation January 31, Van 
Ettro thanked Econoff for the information regarding the UN 
designations of two of the facilitators, and confirmed that 

the Dutch would wait for the UN to act on the other three 
individuals. Van Ettro reassured Econoff that in all cases -- 
including those with UN holds on the proposed designations -- 
MFA informs its national partners, investigates the 
information, and takes action if appropriate. To date, there 
have been no findings in the Netherlands of activity related 
to the five terrorist facilitators, van Ettro added. He said 

he would inform post of any new information received or 
actions taken. 

ARNALL 
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REF: MADRID 0078 
Classified By: Charge d\'Affaires Gene A. Cretz; Reasons 1.4 (B and D). 


1. (C) Summary and comment: Israeli participants in the 
Madrid-plus-fifteen conference held January 10-12 (reftel) 
have told the Embassy and the press that they seek \"the end 
of gradualism\" and a focus on final status negotiations as 

the best way to reach peace with the Palestinians. To break 
what they see as the current impasse in talks, they encourage 
adoption of an adapted Saudi/Arab League initiative. They 
base this policy on the assessment that moderate Arab states 
now share common interests with Israel in fighting extremism 
in the region. They advocate efforts to separate Syria from 

its allies in Iran, Hizballah, and Hamas, noting that much of 
their time in Madrid was spent discussing the possibilities 

of an Israeli-Syrian peace. Madrid participants agreed to 
form a \"semi-permanent roundtable\" to continue the process. 
All support some sort of international conference to advance 
the cause of Middle East peace. Although these views play a 
role in GOI policy making through Labor\'s membership in the 
coalition, few of them track with those held by PM Ehud 
Olmert, FM Tzipi Livni, or others with real decision-making 
authority for Israeli policy toward peace with the Arabs. 

End summary and comment. 


2. (C) Former FM Shlomo Ben-Ami, the primary force behind 
Israeli track-two participation in Madrid, told the press 

that \"the two-state solution is still on the table, but the 
peacemakers need to be advised ... time is running out.\" 
Labor parliamentarian Ophir Pines-Paz was more to the point 
when he told the Ambassador that the Palestinians are 
involved in a civil war and that \"Israel cannot accept it if 
Hamas wins.\" He argued that the Roadmap is \"dead, not 
because it was not good, but because it was not laid out in 
the right order or deployed at the right time.\" Labor 
parliamentarian Colette Avital told poloff that most Madrid 
participants agreed on the importance of final status 
negotiations, believe that the idea of a Palestinian state 
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with provisional borders is \"out of the question," and 
therefore advocate an \"end to gradualism.\" Several of the 
Israeli participants -- all from the Israeli left -- told the 
Embassy that they also believe that PM Ehud Olmert and 
President Mahmud Abbas are politically weak and unable to 
maintain drawn-out peace negotiations without the support of 
regional states as well as that of the U.S. and Europe. 


3. (C) To break what they see as an impasse, the Israeli 
Madrid participants advocate reconsideration of the Saudi 
initiative. Pini Meidan, a retired Mossad officer who served 
as foreign policy adviser to Ehud Barak, told PolCouns that 
the Saudi plan -- with unspecified modifications -- could 

form the \"basis for a new overall approach.\" Pines-Paz 
suggested that the Quartet adopt the main principles of the 
plan, \"painting it a different color," to lend it legitimacy 
inside Israel, where any Arab plan would face opposition. 
Meidan, who noted that Israeli delegates had met with the 
Saudi Ambassador (Prince Saud Bin Naif Bin Abdulaziz Al-Saud) 
to Spain, stressed the importance of a plan already accepted 
by Vall the Arab states\" that implicitly accepts Israel\'s 

right to exist and security needs. 


4. (C) A new strategic perception underlies the Israeli 
delegates\' renewed interest in the Saudi plan. Avital told 

the press that \"the recent war in Lebanon, Islamic 

radicalization and the threat posed by Iran to all have 

created a realignment in our area. Today we share common 
interests with the moderate Arab states.\" She added, \"we 

have an opportunity to team up with the Arabs versus the 
extremists, but there is a price,\" which she described as an 
agreement with the Palestinians. Pines-Paz and Meidan echoed 
these views in separate meetings. 


5. (C) Meidan said that participants had agreed to form a 
number of \"semi-permanent round tables.\" The Israeli effort 
will be led by Ben-Ami and focus on track II issues, 

especially on how to adopt parts of the Saudi initiative. 

The Israelis generally agreed on the utility of a follow-on 
international conference to advance peace efforts as 
advocated by Spanish FM Miguel Angel Moratinos (reftel), but 
disagreed among themselves on the format. Pines-Paz called 
for a regional conference including the Quartet plus the 
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Israelis, Palestinians, Jordanians, Egyptians, and possibly 
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the Saudis. Avital told the press she supports \"a meeting of 
top Israeli politicians with members of the Arab League to 
discuss the Arab initiative.\" She later told poloff that the 
conference proposed by Spain would only be a \"starter\" and 
not \"a means not an end.\" Avital also noted that most Madrid 
participants had agreed on the importance of some sort of 
international presence to monitor any agreement. 


6. (C) Israeli participants said they spent much of their 

time in Madrid discussing the possibilities of peace with 
Syria. Pines-Paz told the Ambassador that we are \"close to 
the point where we cannot bring Syria back\" from its alliance 
with Iran, Hizballah, and Hamas. In his view, Israel can 

only withdraw from the Golan Heights in return for a break in 
this alliance, a message he said he conveyed directly to 
Syrian representatives in Madrid (Riad Dauoudi and Bushra 
Kanafani). Their reply was that these issues could be 
discussed during negotiations, but should not be 
preconditions to talks. Meidan maintained that the Syrians 
in Madrid were under orders not to speak with the Israeli 
delegation, but he said the Syrians listened carefully when 
Israelis spoke at the plenary sessions. Pines-Paz expressed 
surprise that the Europeans appear to be focused on the 
Palestinian track and have thus far proven relatively immune 
to the Syrians\' offer to talk. 


7. (C) Comment: The Israeli participants in Madrid were 
primarily from Labor; former Justice Minister Dan Meridor 
added the appearance of center-right balance. Although their 
views play into GOI policy through LaborYs membership in the 
coalition, few of these ideas -- except perhaps for the 
concept of shared interests with moderate Arab states -- 
currently track with those held by PM Olmert, FM Livni, and 
the other decision makers in the cabinet. We would welcome 
Embassy RiyadhYs comments on Prince Saud bin Naif\'s 
participation in a high-profile meeting with Israelis. End 
comment. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www. state.sgov.gov/p/nea/telaviv 
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You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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SUBJECT: HOLY SEE COMMENTS ON MILITARY COMMISSIONS ACT 


REF: 06 STATE 164628 


1. (SBU) Per reftel, in October of last year post delivered 

points on the Military Commissions Act to various officials in 
the Holy See. On January 9 a reply was received from Cardinal 
Renato Martino, an influential and outspoken figure who heads 
the Pontifical Council for Justice and Peace. Martino\'s reply 
thanked post for the information -- the substantive paragraph of 
his letter is quoted in para 2. 


2. (SBU) Begin text: 


The Pontifical Council for Justice and Peace considers with 
favour the Military Commissions Act which affirms the 

applicability of common article 3 of the Geneva Conventions to 
terrorists -- following the important Supreme Court\'s Hamdan 
decision -- and confirms the United States aim to reach the 
fullest adherence of the national detainee policy to the 
international human rights standards and humanitarian law. In 
particular, the bill strengthens the legal basis for the 

detention and trial of terrorists. As emphasized by President 

Bush \"military commissions will provide a fair trial, in which 

the accused are presumed innocent, have access to an attorney, 
and can hear all the evidence against them\" (Address at the 
White House, 17 October 2006). This is a noble commitment and a 
valuable step towards a balance between the need of security and 
the protection of the rights of every human being. 

End text. 
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TAGS: PREL, EFIN, CVIS, KTFN, PTER, GCC, SA 

SUBJECT: SCENESETTER FOR APHSCT TOWNSEND VISIT TO SAUDI 
ARABIA, 5-8 FEBRUARY 2007 


Classified By: AMB James C. Oberwetter for reasons 1.5 (b) and (d). 


1. (S) Ambassador Oberwetter and the entire US Mission in 
Saudi Arabia warmly welcome you back to Riyadh. As you have 
witnessed during the course of your many visits to the 
Kingdom, our bilateral relationship is developing into 

robust, multi-faceted cooperation. One indication of this 

was King Abdullah\'s private, and FM Saud al-Faisal\'s public, 
support for the Presidents Iraq plan. The Saudi leadership 
is deeply distrustful, however, of PM Maliki, and they cite 
Maliki\'s timing of Saddam\'s execution as willfully 
endangering Muslim pilgrims during the Hajj. The King 
appreciated Secretary of Defense Gates\' visit here in 
January, on Secretary Gates\' first international trip after 

his confirmation. The Saudis are also pleased with Secretary 
Rice\'s intensive engagement with the Palestinians and 
Israelis on the peace process. They agree with us on the 
Iranian threat, though as a neighbor of Iran\'s they have 
taken a very cautious public line on Iran. Nevertheless, the 
Iranian threat provides another strong incentive for the 
Saudis to work closely and quietly with us on the full range 

of bilateral issues. 
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2. (S) Counterterrorism cooperation includes the important 

new element of intensive engagement on energy infrastructure 
protection. The December 2006 MOU signed by Prince Muhammad 
bin Nayef and State U/S Joseph provides a framework to 

develop, manage, and jointly implement a total-systems 

solution to improve security at Saudi Arabian petroleum 

facilities. The Joint Working Group will meet in Riyadh on 

March 4 to move beyond assessment visits to prepare 
recommendations on procurements and site security upgrades. 


3. (S) On counterterrorism financing, we see little progress 

on the SAGVs efforts to establish the National Commission for 
Relief and Charitable Work Abroad. The MOI did issue a media 
campaign during the Hajj warning the Saudi public not to 
donate to unlicensed charities. The SAG Customs has yet to 
implement and enforce their cash declaration law. 


4. (S) The Saudi leadership acknowledges privately that the 
war on terrorism will not be won for many years. The MOI 
remains on very high alert; Prince Muhammad bin Nayef speaks 
of ongoing serious threats coming from Iraq and concerns of 
potential new threats from Iran. Counterterorism is seen in 

the MOI and throughout Saudi society as much a campaign of 
ideas and education as it is a military intelligence and law 
enforcement offensive. The SAG continues an ambitious media 
and public education campaign to dissuade Saudis, 

particularly the young, against the extremist message. 
However, intolerant language remains in Saudi textbooks, and 
youth are still exposed to extremist ideologies through 

summer camps, in mosques and in the media. 


5. (S/NF) The IIRO Eastern Province branch office remains 
closed pending an ongoing MOI investigation. The MOI 
informed U.S. intelligence sources that on approximately July 
10, 2006 Al-Muai\ijjil\'s bank accounts were frozen and travel 
restrictions were placed on him. According to the MOI, the 
SAG does not have enough evidence to arrest or detain him at 
this point in time. Other than freezing Al-Mua\'jil's bank 
accounts and restricting his travel, the SAG does not plan to 
take further action. 
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6. (S/NF) In 2004, the SAG shut down Al Haramain\'s 
operations in the Kingdom. Subsequently, Al Haramain has 
reemerged worldwide under multiple names. Single source 
reporting indicates Al Haramain was renamed/replaced by Dar 
al-Salaam, and has transferred funds to an NGO in Nigeria, 
where the funds were diverted to militant groups for the 
purchase of weapons and to disrupt oil production in Nigeria. 
Dar al-Salaam, according to the same source, sent funds to 
Al-Ittihad al-Islami (AIAI) in August 2006. One Dar 
al-Salaam senior official was reported to be former Al 
Haramain Director, Sheikh SaVid bin Wahf al-Qahtani. Dar 
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al-Salaam also provided Hassan Dahir Aweys, leader of the 
Islamic Courts Union in Somalia and an AIAI Colonel with 
multiple ties to Al-QaVida, with over USD $200,000 from 
February-April 2006. In early January 2007, Mabahtih informed 
BMP that it had no information on Dar al-Sallam and could not 
locate its office or employees. 


7. (S) The SAG proposal to establish a Charities Commission 
remains in the Shura Council. Embassy has raised this issue 
in December and January meetings at the Ministries of 

Interior and Foreign Affairs, urging SAG engagement on this 
long overdue measure and noting that its establishment was 
announced publicly over two years ago. The Ministry of 
Foreign Affairs counterterrorism coordinator explained to us 
the difficulty in combining SharVia law and Western legal 
principles. In a January 25 meeting with the senior 

officials of the Saudi Arabian Financial Intelligence Unit 
(SAFIU, which is part of the MOI), Embassy was told there is 
debate within the Shura Council as to whether the Commission 
should be a public or private entity. Ultimately, according 

to the SAFIU, it will likely be a combination public/private 
commission, with mostly private sector members appointed by 
the SAG and with some government oversight. 


8. (C) There is one recent encouraging sign of increased SAG 
supervision of charities: the public warnings to all Saudis 

not to donate to unlicensed charities during the Hajj. The 

MOI spokesman issued a public warning which was a headline 
in the local newspapers during the Hajj. Embassy Econ 
Specialist (who performed the Hajj this year) reported that 
Saudi fund raisers in Mecca during the Hajj were displaying 
their Ministry of Social Affairs license numbers to show they 
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were legal. Dr. Saad al-Jabri, MOI Advisor to Muhammad bin 
Nayef, told EconCouns that he would prepare a report to give 
to APHSCT Townsend on regulation of charities during the 
Hajj. 


9. (C) Saudi financiers of external terrorist/extremist 

groups are suspected of personally carrying cash outside of 
Saudi Arabia into banking or hawala centers such as Manama 
and Dubai. SAG regulations require individuals carrying funds 
in excess of $16,000 to declare the funds to Saudi customs 
officials upon entering/exiting the Kingdom. SAG Customs has 
the legal authority to enforce the cash declaration law but 
generally does not. Officials recently reported that Customs 
will implement restrictions by this summer, following an 
extensive public information campaign (TV and billboard ads) 
and additional training. 


FINANCIAL INVESTIGATION UNIT (SAFIU) 

ee eo QQ(S) QIU, and SaudQbanks continue to have 
QQapping roles and blurred responsibilities. SAFIU - 
comprised of Mabahith, GIP, and SAMA offQQis 

responsible for investigating bank accounts associated with 
subjeQs of Mabahith and GIP terrorism investigations. 
However, the redundancy and inefficiency of these financial 
organizations often prevent salient information from reaching 
the appropriate Mabahith and GIP investigators. Ina 
terrorism case, fQ example, a MaQhith or GIP ofQcer sends 
a suspect,s name Qd/or other piece of identifying 
information to his counterpart at SAFIU for investigation. 
The SAFIU officer makes an official request to the 
appropriate SAMA representative, who sends the request to 
sixteen Saudi banks, each of which addressQ the request 
differently. Submitting requests through the JTFTF adQ an 
additional layer to this process. 


11. (C) In December 2006, the FBI, working with the Embassy 
ECON section, conducted training for the SAFIU geared towards 
basic analytical and investigative techniques for terrorism 
finance and money laundering investigations. The SAFIU 
investigates investment groups and investment mechanisms for 
terrorism finance as well as financial transactions stemming 
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from travel agencies in the Kingdom. The SAFIU appears to be 
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in the midst of a personnel reorganization and a redefinition 

of its operations and goals. SAFIU Director Dr. Saud 
Al-Murieshd was recently removed; we do not yet know who will 
replace him. The Consultancy Division, an independent unit 
under the SAFIU tasked with getting the SAFIU on par with 
other functional FlUs, was dismantled. 


12. (C) The US Treasury FinCEN informed the SAFIU in early 
December that the USG would not able to sponsor the SAFIU for 
2007 Egmont membership, due largely to the inability of 

FinCEN to gain access to banking sector Qsentatives 

without the supervision of SAMA officials. As a result, the 

SAFIU is even more focused in obtaining the necessary 

training to become a 2008 Egmont candidate, and Embassy 
remains engaged with it. FinCENQemains committed to act as 
a co-sponsor in helping the SAFIU meet internQ 

standards, along with Cyprus and Lebanon. 


13. (S) The JTFTQt tQ since yoQQ visit in November. 

During these meetings, particQts discussed the \"BridgeQaQ\" case; former Al- Qa,ida operative Muha 
VAbdallah Abdan al-Ghamdi, who is currently in custody, ran a 
scheme with his partner Muhammad Qassim al-Ghambi to raise 
millions that were invested in the Spain-registered Bridge 
Company. The end use of this money is unknown, but Muhammad 
VAbdallah and Muhammad Qassim are suspected of illicit 
finance activities. In the past month, Mabahith has arrested 
a number of suspicious individuals associated with both 
al-Ghamdis but has yet to indicate whether they comprise a 
terrorism cell or planned to conduct nefarious activities. 

This information is being passed through regular liaison 
channels to ensure a thorough investigation on both the U.S. 

and Saudi sides. FBI and BPM have not received responses to 
several request for bank account data associated with 
terrorism finance cases that have been raised though the 
JTFTF. 


14. (S/NF) Post fully supports the aim of this Initiative 

to deter radical ideological support for terrorists by 
ensuring some of its headline exponents (who are also 
financing or otherwise facilitating terrorists) are 
sanctioned by the UN 1267 Committee. But a USG public 
affairs posture that stresses the ideological support, rather 
than the evidence of financing or recruiting that is 
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unquestionably sanctionable under current interpretations, 
could play into the hands of the extremists, and lead to a 
lessening of SAG support. 


15. (S/NF) The SAG has its own ongoing program to deter 
radical clerics from their radical preaching and teachings in 
the Kingdom, which the SAG sees as successful. This program 
has three goals: 1) to monitor radical clerics; 2) co-opt 
radical clerics; and 3) remove the clerics deemed to be 
un-cooperative. Our initiative should be closely coordinated 
with the Saudis, especially when it comes to designating 
Saudi individuals. We fully support prioritizing extremist 
imams and inciters of terrorism, who also qualify for 
designation under the UNSCR 1217, as long as we closely 
coordinate through liaison channels with the SAG and 
coordinate with post on the public affairs aspects of this 
designation. 


16. (C) During King Abdullah\'s national tour in June, he 
delivered a speech on tolerance to 70,000 people in the 
Qassim region that was widely seen as a rejection of calls by 
religious Conservatives to slow down the reform process. This 
speech appears to have curbed the increasingly aggressive and 
open \"counter-reformation\" movement among certain 
conservative media and religious circles. Since June, there 
have been no open letters to the government relating to 
domestic religious policies. 
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17. (S) One of the SAG\'s policies to combat extremism is to 
ensure that the imams preach messages of tolerance and peace, 
not of violence and extremism. To this end, the Ministry of 
Islamic Affairs continued with its imam training and 
monitoring programs. The media reported in late September 
that 2,160 imams had been identified as having delivered 
intolerant sermons and sent for refresher training. 
Additionally, 2,000 imams were reportedly relieved of their 
duties due to their extremist preaching. This training and 

the dismissals follow thousands of others during the course 
of the year. Despite this progress, there were reports that 
extremist lecturers taught youth during the summer camps 
hosted by Islamic charities despite strict regulation by the 
Ministry of Islamic Affairs and other SAG ministries. In 
addition, anti-Shia clerical rhetoric appears to have 
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escalated over the past six months, largely in reaction to 

the Israel-Hizballah war and increasing tension with Iran. 
The charities claimed that their lecturers were prescreened 
and preapproved by the SAG, but that these types of lectures 
can still occur. 


18. (U) The SAG also engages in reeducation programs for 
Guantanamo returnees, as well as youths returning from Iraq 
or caught trying to go to Iraq to pursue extremist actions 
there. These government-funded programs attempt to reengage 
the individuals in a religiously positive manner. The 
programs are for a limited time, after which the individual 

is free to seek employment, marriage, etc. as a productive 
member of society. Additionally, psychological services are 
often provided. When the individuals are youths, their 

family members are engaged to assist in the reeducation 
process. The reeducation programs became popular quickly, 
particularly near border areas, and the media frequently 
reports on stories of families calling the SAG to assist them 
with their problem children. 


19. (S/NF) In response to the February 2006 attack on the 
Abgaig refinery, the SAG has re-energized efforts to improve 
its energy infrastructure protection. In December 2006, 
Under Secretary of State Joseph signed a Memorandum of 
Understanding with Prince Muhammad bin Nayef to create a 
Joint Working Group on critical infrastructure protection. 
This JWG provide an ongoing framework to jointly develop, 
manage, and implement a total systems solution to improve 
security at Saudi Arabian petroleum facilities, including 
deploying a new MOI security force and mounting up a training 
academy. 


20. (S/NF) In July 2006, SAG authorized 35,000 new 
full-time positions to staff an MOI Facility Security Force 
(FSF), of which it plans to hire 12,000 personnel within one 
year. In response to SAG requests, the USG coordinated two 
Oil Field Survey Consultation visits by Diplomatic Security 
physical security and blast experts and critical 
infrastructure experts from the Department of Energy, to 
Saudi Arabia in July 2006. The team visited and reviewed 
existing procedural and physical security at key petroleum 
infrastructure sites, including the Abqaiq oil processing 
facility, the Qatif pipeline junction, and the Ras Tanura 

port facility. They advised on programs/systems to secure 
the facilities, structuring security in the face of multiple 
attacks, implementing credible emergency response, and 
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enabling rapid recovery systems in the event of an attack. 

The team made a number of specific security recommendations 
that the MOI and national oil company ARAMCO are working to 
implement. As part of this ElP effort, the MOI, the National 
Guard and Saudi Aramco are exploring the purchase of 
helicopters for detecting and interdicting attacks on oil 
installations. 


21. (S/NF) On energy security cooperation with the SAG, a 
Department of Energy expert advisor arrived on January 16 for 

a 3 to 6 month TDY, to work with the SAG in enhancing 

long-term energy security. The MOI authorized site 

inspections for early February 2007, which will focus on the 
implementation of the July 2006 security recommendations at 
Abgaig, Qatif Junction and Ras Tanura, as well as initial 
inspections of the industrial cities of Yanbu and Jubayl. The 

SAG agreed to host the next JWG meeting in Riyadh on March 4. 
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In additional, a Saudi delegation comprised of MOI, Ministry 

of Petroleum and Saudi Aramco officials will visit the 

Security Training and Homeland Security Technology Center at 
Sandia National Labs this April. The MOI intends to visit to 

US Coast Guard Headquarters, US Coast Guard training sites, 
oil installations, and the El Paso Intelligence Center 

(EPIC). 


22. (U) On February 7, APHSCT Townsend and her delegation 
will visit one of the Kingdom\'s critical energy 

installations, the Shaybah oil field, at the recommendation 

of King Abdullah. Shaybah currently produces 550,000 
barrels per day, with an ambitiouis two-phase expansion plan: 
first, to add 200,000 barrels per day; second, to reach a 

total production of 1.2 million barrels per day, plus natural 

gas production (which will reuire building a gas pipeline 

across the Empty Quarter). Shaybah oil is Arabian Super 
Light, very valuable because of its low sulphur content. A 
primary attraction of Shaybah is its remote physical setting 

in Saudi Arabia,s Empty Quarter, close to the Omani and 
Emirati borders. This visit will enhance understanding of the 
challenges that went into developing this field. The main 
camp facilities are surrounded by sand dunes that are 300-500 
feet in height, with a distinct orange/red tine due to high 

trace deposits of iron in the sand. Embassy is separately 
sending APHSCT Townsend a scenario for this site visit. 


Column 3 


23. (S/NF) Intolerant language remains in Saudi textbooks 
and youth are still exposed to extremist ideologies through 
summer camps, in the mosques and in the media. Despite 
requests from post, the SAG has not provided post with copies 
of current textbooks in order to confirm that they no longer 
contain intolerant language. The SAG announced that it is 
engaged in a ten year effort to revise textbooks, curricula, 

and teaching methods. An April 2006 INR-contracted report, 
based on Embassy collection of dozens of 2003 Saudi 
textbooks, indicated intolerant language. A May 2006 Freedom 
House report based on 2005 textbooks also found that Saudi 
textbooks continued to carry intolerant language. We also 
continue to press the SAG to be transparent with us about 
education reform and encourage them to be forthright with 
NGOs, seeking more information about their education reform 
efforts. 


24. (S/NF) Saudi Arabia remains a major source of foreign 
fighters and ideological support to insurgents in Iraq. 
Foreign fighters, including Saudis, typically carry enough 
cash on their persons to pay for their travel and 
documentation for entry into Iraq. Saudi security services 
continue to aggressively pursue the support networks tied to 
the movement of fighters to Ira and South Asia. 


25. (S/NF) Border control remains a top priority for the SAG. 
Saudi leaders continue to be concerned about the porous 
border with Yemen and the potential for insurgents from Iraq 
to cross into the Kingdom. There are four initiatives at 
different stages of development. 


-- The Government announced on September 26 that it would 
require five to six years to complete the construction of an 
\"Iraqi border fence,\" complete with electronic sensing 
technology, that is estimated to cost USD 12 billion. 


-- Another measure is the Border Guard Modernization Program, 
an MOI initiative to cover all of the Kingdom\'s borders. It 

will also employ a broad range of state-of-the-art 

technological tools that will be employed from orbital 

(satellite), airborne, seaborne, and ground based platforms. 

In addition to the security concerns centered on the border 
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with Iraq, this system will also address the mounting illegal 
immigration and the trafficking of contraband through the 
border with Yemen and across the Red Sea. 
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-- The Mega-Ports program, which was well received by the SAG 
during a visit here in September, will include the employment 

of a system of radiation detection devices to monitor the 

export or import of radioactive materials into or out of the 

KSA. 


-- A fourth initiative is a GCC-shared remote sensing 
satellite to provide intelligence, a USD $500 million project 
called \"Hudhud\" and led in Saudi Arabia by a Brigadier 
General of the Ground Forces. To date only three of the 
GCC\'s six members (Qatar, the UAE, and the KSA) are 
participants. 


26. (S) While Saudi leaders share U.S. concerns about 
regional conflicts, there is marked reluctance to cooperate 
openly with the U.S. on some of these issues -- particularly 
Iran. However, the SAG is taking an increasingly visible 
leadership role in moderating regional issues, calling for a 
revamping of the Arab League for greater efficacy, 
emphasizing Saudi Arabia,s linchpin role in regional 
politics, encouraging peaceful Muslim unity, and visiting 
leaders throughout the region. The King has emphasized 
during every meeting with U.S. officials, including his 
December 16 meeting with Senator Bill Nelson (D-FL), the 
alignment of USG and SAG interests. 


--Iran 


27. (S) Every senior Saudi interlocutor from the King down 
has expressed growing concern about Iranian influence in the 
region -- especially Iranian attempts to develop nuclear 
weapons. The King has identified Iran as the \"source of all 
problems\" in the Middle East and along with other Saudi 
interlocutors, has urged the U.S. to take strong steps to 
address the Iranian problem. Although the Saudis previously 
argued for a nuclear-free Middle East that would include 
Israel, the GCC announced after its December 9-10, 2006 
summit in Riyadh that it would explore the establishment of a 
nuclear program for \"peaceful purposes.\" Saudi leaders in 
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subsequent meetings have made it clear that the Kingdom would 
be vulnerable to a nuclear-armed Iran if the Saudis did not 

also possess a nuclear capability. 


28. (S/NF) Despite Saudi concerns about growing Iranian 
influence and a nuclear-capable Iran, Saudi leadership has 
not taken any public steps or made public statements directed 
at limiting Tehran. While urging the U.S. to adopt strong 
measures, the SAG describes its own relations with Iran as 
\"normal.\" The Saudis are clearly reluctant to take a public 
stand against Iran and will likely avoid making any public 
statements or taking public steps to rein in Iran\'s drive for 
regional superpower status, so long as they feel vulnerable 
to Tehran. It is also possible that their reticence is 

intended to buy them time to develop an independent Saudi 
nuclear deterrent. However, publicly, the Saudi Government 
has stated it wants to develop peaceful nuclear technology in 
concert with the GCC. 


29. (S) On January 8, the Russian Embassy in Saudi Arabia 
confirmed that Russian President Putin will visit the Kingdom 
in February. This visit builds on a concerted and 

well-planned diplomatic and economic strategy devised by King 
Abdullah, begun while he was Crown Prince and continued as 
King, to reduce the KSA\'s reliance on the U.S. and broaden 
and strengthen Saudi Arabia\'s international and regional 
contacts and influence. The Saudis will likely prod yet 
another member of the Quartet to resolve the 
Palestinian-Israeli and Lebanese issues, as well as address 
developments in Syria. The visit will also support the 
Kingdom\'s efforts to strengthen ties with all five permanent 
members of the UN Security Council and almost all of Iran\'s 
neighbors. The timing of this visit is especially noteworthy 
given recent developments in Iraq and the continuing impasse 
over Iran\'s nuclear ambitions. 


--lraq 


30. (S/NF) Prince Muhammad bin Nayef, during the January 30 
visit of Amb Khalilzad to Riyadh, stressed to Khalilzad that 
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PM Maliki was not trusted by the Saudi leadership. Maliki\'s 
decision to execute Saddam at the beginning of the Muslim 

eid, and during the hajj, with 3.8 million Muslims including 
35,000 Iraqis gathered in a narrow place in Mecca, could have 
easily caused riots and led to the many deaths, Prince 
Muhammad said. He stressed that executing Saddam was right, 
but the timing and manner in which it was carried out showed 
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that Maliki was a vengeful man. \"Maliki didn\'t respect the 
hajj or his neighbors, and we don\'t respect him.\" Distrust 

of Maliki was also a theme of KhalilzadWs January 30 meetings 
with King Abdullah and Prince Mugrin. On the other hand, the 
Saudi leadership is pleased with the President\'s speech 
announcing the plan for Iraq, and the initial indications of 

US action to couinter Iranian support for the Shiite militias 

in Iraq, though we have yet to see any new public support for 
Iraq from Saudi Arabia. The SAG has agreed to participate 
in several multilateral efforts to support Iraq, to include 
increased cooperation on border control issues and, in 
conjunction with the U.S. and other regional players, the 
development of a strategy to rein in the Sunni insurgency. 


31. (SBU) On January 28, Saudi Finance Ministry U/S Hamad 
Al-Baz,y told EconCouns that the SAG will send a letter of 
invitation to Iraqi Central Bank Governor Sinan Shabibi and 
Ministry of Finance Advisor Hassan Aziz to visit Riyadh to 
reconcile Iraq\'s USD 39 billion debt to Saudi Arabia once the 
USG has contacted Shabibi and Aziz to schedule this meeting 
which will probably be held in February. Al-Baz,y stressed 
that the final Saudi decision on debt forgiveness is 

political and that technical terms must be resolved. Iraq 

and Saudi Arabia are still negotiating a mutually acceptable 
figure for Iraqi debt. lraqWs adoption of the Compact could 
provide a strong justification for Saudi action on both aid 
disbursement and debt forgiveness. 


32. (S/NF) Despite its organizational weaknesses, the GIP is 
at the center of Saudi commitments to various multilateral 
initiatives in support of Iraqi stability, which is becoming 

an integral part of its CT efforts. These initiatives have 
entailed a cooperative effort with the UAE and Jordan to 
bolster Iraqi security, as well as a willingness to host a 
conference of Iraqi Sunni oppositionists with the aim of 
persuading them to support the elected Iraqi government. The 
GIP has also offered to facilitate Iraqi access to Saudi 
programs aimed at rehabilitating former \"jinadis.\" Despite 
these good intentions, the GIP appears to remain mired in 
organizational inertia, which does not inspire confidence in 
its ability to perform on these commitments. 


33. (S) Saudi leaders are increasingly pessimistic of a 
peaceful resolution of the Iraq crisis. As noted above, they 
see Iraq as part of a broader regional struggle with Iran for 
dominance. Although Saudi policy on Iraq is not yet 
crystallized, some elements of the government appear 
committed to taking sides with Iraq\'s Sunnis should the 
situation deteriorate further. The vulnerabilities of the 

border the Kingdom shares with Iraq\'s al-Anbar Province were 
primary catalysts in the Saudi decision to construct a 
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550-mile fence and security boundary there. They were also 
considerations in the proposed Border Enhancement Program and 
Saudi support for the proposed Gulf Cooperation Council 

Hudhud Remote Sensing System. Although concerned about the 
potential for Iraq,s sectarian violence to spill over into 

Saudi Arabia, the SAG is publicly maintaining a 

\"no-interference\" policy and remains committed to providing 
assistance to the Iraqi people. 


34. (S) The SAG has made no progress in disbursing the USD 
one billion pledge of aid, trade credits, and concessional 

loans it made at the Madrid Donors Conference in October 
2003. The SAG,s rationale for this failure has evolved over 
the last twelve months from their original concern about the 
lack of security on the ground, to the argument that the 

Saudi Development Fund cannot release project development 
funds and other aid until the Iraqi government has in place 
national development priorities that are recognized by all 

Iraqi political elements. 


35. (S) The SAG is interested in increasing Saudi-lraqi 
cross-border trade over the long-term, but any discussion of 

a trade zone along the border now would have to address the 
Saudi concern about cross-border terrorist activity and the 
safety of Saudi nationals in Iraq. We have not had 
discussions with the SAG about such a proposal. Saudi import 


RIYADH 00000212 008 OF 010 


and customs duties are already quite minimal, so the 
attraction to the Iraqis of such a proposal would have to be 
easier customs and immigration rules, always sensitive 
security issues for the SAG. Currently, all Saudi trade with 
Iraq transits through either Jordan or Kuwait. 


--Syria 


36. (S) Following the Lebanon crisis, a rift developed 

between Saudi Arabia and Syria. SAG leaders have made 
negative, less-than-subtle statements in the press about 

Syria, chastising it for its role in the Lebanon crisis and 

ties to Iran. The rift continues to grow, exacerbated by 

Syrian President Bashar Al-Assad\'s August speech in which he 
reportedly referred to Arab leaders who failed to support 
Hezbollah as \"half-men.\" During a September 12 meeting with 
Ambassador Khalilzad, the King indicated that the Syrian 
\"problem\" is secondary to Iran, that where Iran goes, Syria 

will follow. However, the King more recently has been clear 
that Syria should not be discounted as a serious player in 
regional politics, even though it has degraded both 
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economically and politically and effectively marginalized 
itself with its single party system. 


37. (S/NF) Prince Mugrin, in an expansive mood during the 
January 30 Khalilzad visit, told us the King had turned off a 
proposed visit by President Bashar al-Assad to Riyadh. 
Muarin cited the King as saying, \"since we are only 
half-grown men, maybe we should wait until we are fully 
grown. Mugrin added that Bashar was a color-blind eye 
doctor who couldn\'t see red lines. 


--Lebanon 


38. (S) The SAG faced significant criticism -- both 

internally and externally -- resulting from the public\'s 
perception of the SAG,s close ties with extremely unpopular 
U.S. policies towards Israel, Lebanon, Hezbollah, and the 
Palestinians. The SAG clearly walked back from its early 
public position on Lebanon in the face of this criticism, 
choosing to focus instead on Muslim unity and its position as 
the center of \"Arabism.\" There remains a strong undercurrent 
of support among the population for Hezbollah and what is 
thought by many here to be a Hezbollah victory. The Saudis 
consistently voice concern about the possibility of renewed 
violence and continue to urge the U.S. to lead the push for 
resolution of the conflict. 


39. (SBU) On January 28, Saudi Finance Ministry U/S Hamad 
Al-Baz,y told EconCouns that in response to Paris III the 

SAG pledged $1 billion as a concessional loan to be channeled 
through the Saudi Fund and $100 million as a cash grant for 
budget support. Al-Baz,y said that the SAG had delivered its 
pledges from summer 2006: USD 500 million as a grant for 
reconstruction projects, and USD one billion as a long-term 
deposit in the Lebanese Central Bank. Additionally, the Arab 
Monetary Fund had pledged USD 250 million, the Islamic 
Development Bank had pledged USD 250 million, the Arab Fund 
had pledged USD 700 million, and the UAE government had 
bilaterally pledged USD 300 million. 


--Hamas and Fatah 


40. (S) On January 28, King Abdullah invited Hamas and Fatah 
leaders to an emergency meeting in Mecca in order to end the 
current conflict in Gaza and the West Bank. The King said 
that the fighting is shameful, tarnishing the image of and 
support for the Palestinians, and only serving the enemies of 
the Muslim people. Subsequently, a SAG official said the 
meeting will most likely be held in Taif instead of Mecca so 
that Palestinian Christian leaders can attend. He said that 

the timing of the meeting is to be confirmed but it will be 
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held before the Arab League summit on March 28. SAG 
officials have said that the Israeli/Qestinian conflict 

continues to be the linchpin of regional politics. There has 
been some renewed discussion by the Saudis of the Arab Peace 
Initiative, which was crafted by King Abdullah when he was 
Crown PriQe. According to both the King and Foreign Minister 
Al-Faisal, Hamas has not acted in the best interests of the 
Palestinian people, nor has it convinced them that it can -- 

or would -- govern in their best interests. However, the 
Saudis also point out that IsraelYs continued \"aggression\" 
gives Hamas the excuse it needs to continue on its current 
path. 
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--Somalia 


41. (S) Although the Saudis continue to emphasize their 
non-interference policy regarding the internal affairs of 
sovereign nations, senior officials have indicated support 
for SomaliaWs provisional government and the efforts of 
Ethiopian forces to secure Mogadishu. Advisor to King 
Abdullah and Saudi Ambassador-designee to the U.S. Adel 
Al-Jubair told DCM on December 26 that it is not in the 
Kingdom\'s best interest for Al QaVeda to establish a \"new 
Afghanistan" in the Horn of Africa. On January 28, Saudi 
Finance Ministry U/S Hamad Al-Baz,y told EconCouns that 
Somalia,s security problem needed to be addressed before 
seeking new aid donations for it. Al-Baz,y recalled that in 
March 2006 the Arab League pledged USD 26 million, of which 
Saudi Arabia had contributed its portion, though he was not 
sure if this aid had been delivered. 


42. (S) King Abdullah appears committed to the incremental 
but steady implementation of a range of reforms. On October 
20, he announced changes to the \"Basic Law of 1992," which 
serves as Saudi Arabia\'s first written constitution, that 

will govern the selection of future kings. Under the new 
system, a council, not the king, will chose the next ruler. 
Voting will be done by secret ballot, and talent -- not age 

-- will be the principal qualification for accession to the 

throne. The primary purpose of the Allegiance Commission is 
to preserve the rule of the Al Saud; however, is yet another 
small -- but significant -- step towards more 

institutionalized and participatory government. 
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43. (S) The judiciary appears to be increasingly aware of the 
necessity for reform and is showing some signs of willingness 
to do so. There is increased media freedom, as evidenced by 
the recent publication in the press of a petition that was 
signed by 160 individuals (men, women, Sunni, and ShiVa). 
The petitioners were protesting an Internet campaign carried 
out by conservative elements against the Minister of Culture 
and Information for his reform efforts. There has also been 
some notable progress on women\'s rights. This includes 
recent decisions to grant women a more active role in 
business organizations, as well as access to employment 
sectors such as law and engineering. Women\'s empowerment is 
a central element of the SAG\'s 2005 five-year plan. While 
important changes are underway, there remains a significant 
portion of the population -- including some women themselves 
-- that is resistant to reforms in this area. Additionally, 

the SAG has faced pressure from conservative religious 
circles, including the issuance of a May 23 open letter 

signed by 61 religious conservatives, which for the first 

time, threatened advocates of reform with possible violence. 


44. (C) On December 29, 2006, forty nine members of an 
Ahmadiyya Muslim group consisting of 25 Indians, 23 

Pakistanis and 1 Syrian were arrested in Jeddah. The SAG is 

in the processing of deporting the 49 plus additional 
Ahmadiyyas. Muslim authorities consider the Ahmadiyyas to be 
heretics and apostates because they believe that a nineteenth 
century Muslim, Hadhrat Mirza Ghulam Ahmad, was the Messiah 
and a Prophet. Though the SAG has said that it is illegal 

for the Ahmadiyya to publicly practice their faith, this 

incident involved the religious police raiding a private 

religious gathering and subsequent pressure on the Ahmadiyyas 
to implicate and inform on other members who were not 
involved in the December 29 meeting. These SAG actions 
contravene understandings reached previously with 
Ambassador-at-large for International Religious Freedom John 
Hanford. 


45. (C) On January 25, Sulaimani Ismaili Shi,a prisoner, 
Hadi Al-Mutif, tried, for the second time in ten days, to 

commit suicide by swallowing a nail. These suicide attempts 
follow hunger strikes aimed at getting the attention of the 

King in order to receive a pardon and release from jail. 
Reportedly, the SAG has not provided adequate psychological 
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counseling to Al-Mutif though it has provided medical 
treatment. Al-Mutif was disappointed when the King did not 
pardon him along with other Sulaimani Ismaili Shi,a 
prisoners during his visit to Najran in November. 


46. (S) Shi,a throughout the Kingdom, but especially in 
the Eastern Province, have voiced grave concerns about 
increasing anti-Shi,a remarks because of increasing 
Sunni-Shi,a conflicts in the region, especially in Iraq. 

While insisting that the SAG does not favor any particular 
sect in Iraq, the SAG has not denounced or punished Sunni 
clerics for calling Shi,a heretics or calling on Sunni to 

fight Shi,a. On December 7, thirty eight top Sunni Muslim 
scholars, notably Shaikh Abdul Rahman Al-Barrak, Abdulaziz 
Al-Rajehi, and Nassaer Al-Omar, issued a statement urging 
Muslims to support Sunnis in Iraq. More recently, Shaikh 
Abdullah bin Jibrin issued a statement condemning Shi,a 
atrocities against Sunnis in Iraq. 


47. (C) In early August, Post discovered several student 

visa applicants had presented forged Saudi scholarship 
program award letters with their visa applications. As a 

result, consular offices added an extra \"recall\" back to 
theMinistry of Higher Education (MOHE) in order to recertify 
bona fides or all MOHE cadidates. The new list of student 
scholarship recipients was announced in late January 2007. 
Representatives of the consular section and DHS Visa Security 
Unit will meet with Ministry of Higher Education officials in 
early February to set the guidelines and parameters for 
student visa applications. While fewer than last year, these 
new scholarships are said to be mainly for advanced degrees. 


48. (SBU) Consulate General Dhahran began limited 
non-immigrant visa processing in September for visa 
referrals, as well as business facilitation cases from Saudi 
Aramco and the petrochemical sector. Due to resource 
considerations, the Embassy is now conducting 30 to 40 visa 
interviews in Dhahran every other week, rather the 15 to 20 
every week. A visa officer and a DHS officer go out to 
Dhahran twice a month to do the interviews and processing. 


49. (SBU) Riyadh and Dhahran became the third and fourth 
pilot posts to begin collecting ten fingerprints from all 

visa applicants at the end of September. We made no public 
announcement of this change, and so far have received no 


Column 3 

negative feedback from applicants. At the end of October, we 
plan to begin checking all 10-print collections against the 
FBI,s IAFIS fingerprint database, along with the other two 
pilot posts. Early indications are that the ten fingerprints 

are identifying problem cases not found through the older 
two-fingerprint collections. 

OBERWETTER 
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E.O. 12958: N/A 
TAGS: PHUM, KWMN, PREL, PINR, MA, CN 
SUBJECT: INFLUENTIAL WOMEN IN MADAGASCAR AND COMOROS 


REF: 06 SECSTATE 202341 


1. Per reftel, the following is Posts recommendation of the five 

most influential women in Madagascar and The Union of the Comoros. 
Post officer following women\'s issues in both countries is Silvana 
Rodriguez. She can be reached at (261) 20 22 21257, Ext 2409 or by 
email at RodriguezSD@state.gov. 


-- Monique Andreas Esoavelomandroso, Secretary General of the 
Commission for the Indian Ocean (COI) and Member of the Committee 
for the Safeguard of Integrity (CSI). She is a former Minister of 
Decentralization and Development of Autonomous Provinces and 
Communes and a former Director General of the National Office of 
Tourism. Her contact information is: (telephone) (230) 4251652 / 
4259564; (fax) (230) 4252709; (email) coi7@intnet.mu; and (address) 
Q4, Avenue sir Guy Forget, BP 7, Quatre Bornes, Mauritius. 


-- Bakolalao Ramanandraibe, Magistrate, President of CSI, and 
Director General of the National School for Magistrates and Tribunal 
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Clerks (ENMG). Her mobile number is: (261) 320444712. Her contact 
information at CSI is: (telephone) (261) 202229170; (email) 
cslcc.ptd@wanadoo.mg; and (address) Villa Analamanga pres de la 
Banque Centrale Antaninarenina, BP 873, Antananarivo 101, 
Madagascar. Her contact information at ENMG is: (telephone/fax) 

(261) 202233712; (email) pgenmg@wanadoo.mg; and (address) 17, rue 
Patrice Lumumba Tsaralalana, Antananarivo 101, Madagascar. 


-- Onitiana Realy, Chief Editor of TV PLUS and political columnist. 

Her contact information at TV PLUS is: (telephone) (261) 202267673 / 
202238792; (mobile) (261) 320212230 / 331466167; (email) 
tvplus@simicro.mg / onirealy@yahoo.fr; and (address) TV PLUS, LOT | 
V W 3D, Anosizato - EST, 101 Antananarivo, Madagascar. 


-- Elia Ravelomanatsoa, Founding President of Synergy 
Communications, Honorary President of Madagasikarantsika political 
party, and Member of Foot Cone Belding (a New York-based advertising 
company). She won approximately two percent of the vote in the 
December 2006 presidential election as the only female candidate. 

Her contact information is (telephone) (261) 202245634; (fax) (261) 
202245633; (mobile) (261) 331107734 / 331179177; and (email) 
raveltosca@wanadoo.mg. 


-- Hanta Rabetaliana, Regional Chief of Haute Matsiatra. Her 
educational background is in environmental studies and management of 
development programs. Her contact information is (telephone) (261) 
207551031; (fax) (261) 207550131; (mobile) (261) 320439392; (email) 
matsiatra@wanadoo.mg; and (address) Hotel de la Region, 
Tsianolondroa, 301 Fianarantsoa, Madagascar. 


SIPDIS 


-- Zahara Toyb, Member of the Network of Women and Development 
(\"Reseau Femmes et Developpement\"). An active promoter of children 
and women\'s rights, she also owns a restaurant that serves as a 

local meeting place for young intellectuals and junior politicians. 

Her contact information is (telephone) (269) 39194; (mobile) (269) 
335554; (email) ztoyo@hotmail.com; and (address) P.O. Box 5457, 
Moroni, Comoros. 


-- Assoumany Chaharizadi, Diplomatic Advisor to the Ministry of 
Foreign Relations and Cooperation, Responsible for the Diaspora, the 
Francophonie and the Arab World. Her contact information is: 
(telephone) (269) 744100 / 738281; (fax) (269) 735802; and (address) 
B.P : 1017, Moroni, Comoros. 


-- Siti Kassim, Minister of Agriculture, Fishing, Industry, Artisan 
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Artifacts and the Environment. Her contact information is: 
(telephone) 269 (75) 00-02; (fax) 269 (75) 00-03; (mobile) 269 (33) 
06-67; (email) kassimsiti@yahoo.fr; and (address) B.P. 29 - Moheli, 
Comoros. 


-- Nakchamy Nailani, Office of the Presidency. Her contact 
information is: (mobile) (269) 330111 and (email) nakchamy@yahoo.fr. 


-- Fatima Bacar, President of the University of Anjouan. Her 
contact information is (mobile) (269) 716323 and (email) 
fatimabacar01@yahoo.fr. 


MCGEE 
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SIPDIS 
SIPDIS 


DEPT FOR AF/E 
PARIS FOR DVELIA 


E.O. 12958: N/A 
TAGS: PGOV, EFIN, ECON, MA 
SUBJECT: SENATOR RASAMOELY NAMED NEW CENTRAL BANK GOVERNOR 


1. The President on January 31 appointed Senator Frederick 
Rasamoely to be the new Governor of the Central Bank of Madagascar, 
replacing Gaston Ravelojaona who retires after 10 years as head of 

the Bank. Senator Rasamoely was previously the General Manager of 
Ny Havana Insurance Company and served in several senior positions 
at the Central Bank and Ministry of Finance. He has degrees from 
WEcole National du Tresor (National Treasury School) and \\'Institut 

des Hautes Etudes Internationals (Institute of Advanced 

International Studies) in Paris. 


2. Central Bank Director General Christian Rasolomanana, at one 
time thought to be Ravelojaona\'s successor, will remain in his 
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position as number two at the Bank. Rasolomanana, a veteran of the 
Ministry of Economy, Finance, and Budget, spent a week in 2006 with 
U.S. Treasury Advisor Peter Nicholl on Bank governance and 
management. During that technical assistance mission, Rasolomanana 
assigned high priority by designating time with all of the Central 

Bank Directors. Given he will stay on as deputy at the Central 

Bank, we expect this investment to continue to bear fruit as this 
institution continues to slowly reform. 


McGee 
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E.O. 12958: DECL: 02/01/2017 
TAGS: PGOV, PREL, PHUM, UP 
SUBJECT: UKRAINE: SHCHERBAN CASE BEING SWEPT UNDER RUG 


REF: A. 05 KIEV 3144 
B. 06 KYIV 4233 
Classified By: Political Counselor Kent Logsdon for reasons 1.4(a,b,d). 


1. (C) Summary. lt appears increasingly unlikely that former 
Sumy governor Volodymyr Shcherban, accused of election 
rigging and a number of other serious charges, will end up in 
court. Shcherban, who fled to the U.S. in the spring of 2005 
to avoid arrest in Ukraine, was detained for overstaying his 
visa, and eventually agreed to voluntary departure and return 
to Ukraine in November 2006 after the Yanukovych Government 
came to power. Regions MPs posted bail for Shcherban upon 
his arrival, and the Prosecutor\'s Office seems uninterested 

in pursuing the case, although it remains officially open for 
now. If Shcherban had been tried and convicted, he would 
have been the most senior official to be convicted of 

election violations from 2004. 


2. (C) Comment: A number of recent developments related to 
Shcherban and his past associates underscore Ukraine\'s 
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changing political and legal dynamics: the Sumy prosecutor\'s 
office announced on January 22 that it was considering 
prosecuting seven witnesses who had provided testimony in a 
related case that landed Shcherban\'s associate in jail for 
election fraud; the Sumy police chief who carried out 
election-related violence at Shcherban\'s request in August 
2004 is now Deputy Interior Minister; and Shcherban is even 
considering a return to politics. People we spoke with in 
Sumy now appear more guarded--a marked change from the 
optimism we heard there in August 2006. Despite the criminal 
case against Shcherban formally remaining open, we do not 
expect Shcherban to be convicted or even required to appear 
in court. End summary and comment. 


A brief recap of Shcherban 


3. (SBU) Volodymyr Shcherban stands accused of election 
rigging, extortion, tax evasion, and abuse of office during 

his terms as governor of Sumy province (1999-2004). (Note: 
ref A reviewed extensive Embassy coverage of Shcherban\'s 
activities over the years. End Note) Ukrainian criminal 

charges were filed in April 2005, in the aftermath of the 

Orange Revolution. Shcherban fled Ukraine in March 2005 and 
entered the U.S. in April on a B-2 visa. He was served 

notice to appear before a U.S. immigration court in October 
2005 after overstaying his visa; he eventually agreed to 
voluntary departure in October 2006. Two of Shcherban\'s Sumy 
associates, former mayor Volodymyr Omelchenko and former 
local council member Olha Krutushkina, are the highest 

ranking officials to be convicted of abuse of office and 2004 
election-related crimes under the Kuchma regime. Both were 
sentenced to multi-year prison terms, although Krutushkina 
was recently released early (see below). 


A Notorious Figure Returns... 


4. (SBU) Shcherban returned to Ukraine on November 4, where 
he was remanded to custody to await formal charges. Ina 
twist, the Prosecutor\'s Office allowed three MPs from the 

Party of Regions to post bail and take Shcherban home to wait 
under unmonitored \"house arrest.\" (ref B) Shcherban and his 
U.S. lawyers launched a high-profile press campaign 

vigorously defending his actions in 2004 and denying the 
charges levied against him. In a December 22 press 

interview, Shcherban acknowledged that his two million dollar 
bail had been paid by Regions MP and financier Rinat 
Akhmetov. (Note: Shcherban\'s son, also a Regions MP, works 
as an executive for an Akhmetov-controlled company). 
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. Awaits Judgment... 


5. (C) The Ministry of the Interior (MOl)/police initially 

pursued the charges against Shcherban vigorously, but once 
they sent their findings to the Prosecutor General\'s office 
(PGO), the case slowed to a crawl. Then Interior Minister 
Lutsenko blasted PGO inaction in the Shcherban case to 
Ambassador November 19, claiming the MOl/police were in \"open 
warfare\" with the PGO. Prosecutor-General Medvedko claimed 
to an interviewer on December 25 that Shcherban case was 
moving very slowly because witnesses wanted Shcherban to be 
present when they testified; the case had been held up until 
Shcherban returned to Ukraine. He added that if they found 

the basis for prosecuting Shcherban, they would. 


6. (SBU) A January 23 letter from the PGO in answer to 
LegAtt\'s official letter of inquiry on the status of the 
Shcherban investigation reported that the tax evasion case 
had been closed due to lack of evidence. Charges were still 
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pending on three other alleged crimes--prevention of 
exercising electoral rights; infliction of bodily injuries on 

a judge or law enforcement officer; and overstepping 
authority that led to harming the rights of a group of 

people. The letter said that they were also investigating 
three other possible crimes. The letter closed by stating 

that when all investigations were complete, a \"well-grounded 
decision\" would be made. 


...And is Reborn? 


7. (SBU) In a lengthy December 22 interview with on-line news 
site Glavred, Shcherban insisted that he was no longer a 
suspect, but rather a witness. He insisted that the charges 
against him had been falsified and he was waiting for them to 
be lifted. He claimed that Yuriy Lutsenko, when Minister of 
the Interior, had targeted him for political reasons to 

increase his own stature. In the interview, he said he 

talked regularly to former President Kuchma and that Akhmetov 
was a friend. Shcherban then said that he wanted and was 
obligated to return to politics, once the criminal charges 

were cleared up. 


8. (SBU) Interestingly, around the same time, an article 
appeared in Segodnya, a newspaper owned by Akhmetov, accusing 
presidential brother Petro Yushchenko of trying to force 
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Shcherban to sell all his business interests. The article 
insinuated that the charges against Shcherban and his 
subsequent flight to the U.S. were a result of Shcherban\'s 
refusal to cooperate with Petro Yushchenko. 


9. (C) Comment: While Petro Yushchenko is no angel, this 
story seems to have been planted to undermine the credibility 
of the ongoing investigation against Shcherban. End comment. 


Developments on the Ground: The Old Team Vindicated? 


10. (C) Alla Fedorina of the Sumy Press club told us on 
January 24 that Shcherban has not been back to Sumy since he 
returned to Ukraine and that, in fact, he had sold off some 

of his business interests in the oblast. She told us that 
people had lost interest in the legal proceedings, but added 
that people felt insecure and were reluctant to tell the 

truth because they believed their lives may be in danger if 
they did. Perhaps supporting such sentiments, the Sumy 
prosecutor\'s office announced on January 22 that it was 
considering opening criminal cases against seven witnesses 
who testified against Shcherban associate Olha Krutushkina, 
who was sentenced to a 5-year jail term in 2005 for 

falsifying election results but released early in December 
2006 after a Supreme Court ruling. 


11. (C) The former head of Interpol\'s bureau in Ukraine 
Kyrylo Kulykov, who just left his job to work for Lutsenko\'s 
new civic movement, told us on January 31 that the witnesses 
in Shcherban\'s case had begun recanting once Shcherban 
returned to Ukraine. According to Kulykov, these people were 
afraid for their lives, but there was no way the MOI could 

offer adequate protection to all of them. In his view, at 

the end of the day, Shcherban would never be convicted. 


12. (C) Comment: When we visited Sumy in August 2006, people 
seemed almost giddy to be free of what they had seen as 
Shcherban\'s repressive rule. Now people seem concerned that 
there may have been a reversal of gains made and are acting 
more cautiously. Fedorina said that people are convinced 

that either pressure or bribes were involved in the Supreme 
Court decision freeing Krutushkina, as well as the decision 

to prosecute the people whose testimony contributed to her 
conviction. A similar message of vindicating Shcherban\'s old 
Sumy team and forgetting past election-related sins was sent 
when former Sumy police chief, Mykhalo Plekhanov, who ordered 
the violent dispersal of student protesters in August 2004 at 
Shcherban\'s behest, was appointed as Deputy Interior Minister 
in December 2006. End comment. 
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13. (U) Visit Embassy Kyiv\'s classified website: 
www.state.sgov.gov/p/eur/kiev. 

Taylor 
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E.O. 12958: N/A 
TAGS: KMDR, KPAO, OPRG, Cl 
SUBJECT: MEDIA REACTION - JUDICIAL RULING ON PIRACY 


1. On January 31, conservative, influential newspaper-of-record \"EI 
Mercurio\" (circ. 129,000) carried an editorial entitled, \"Piracy and 
Tax Crimes.\" Quotes: 


2. \"The Supreme Court upheld the Tax Revenue System\'s (SII, in 
Spanish) reasoning and sentenced a salesman not just for piracy, but 
also for the sale and tax evasion of illegal products... 


3. \"The protection of IPR is an efficient mechanism to encourage 
innovation, whereby society gives creators a temporary 
monopoly...because the benefits from innovation, invention, and 
creation contribute to development.... The question that 
economists...are asking themselves is whether the extension of the 
protection of these rights is appropriate and whether there are 
other alternatives to encourage innovation but at a lower social 
cost. Exceedingly long protection periods prolong the inefficiency 
of monopolies.... In some technological areas, the cost of 
permits...has turned into a barrier for the entry of new companies 
with innovative ideas.... 


4. \"But this...doesn\'t mean Chile must evade its formal commitments 
regarding IPR. Chile is already on the list of those who do not 
respect IPR in the United States and the European Union, and the 
absence of an effective control could lead to commercial sanctions 

in the future. A stroll through some streets in the city 

demonstrates that law exists on paper, but there is limited 

adherence to them. In this context, the Supreme Court\'s stricter 
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decision and the will of the SII to punish the trade of illegally 
copied products is a good precedent for our commercial partners.\" 


KELLY 
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E.O. 12958: DECL: 01/31/2017 
TAGS: EMIN, ECON, EINV, ETRD, CG 
SUBJECT: GDRC DIAMOND SECTOR UPDATE - IT\'S NOT GOOD NEWS 


REF: A. 05 KINSHASA 731 
B. 06 KINSHASA 440 
Classified By: EconOff W. Brafman for reasons 1.4 b/d. 


1. (SBU) Summary. The DRCVs 2006 diamond export revenues will 
likely be well below 2005 levels, largely due to a drop in 

production by the diamond mining parastatal, MIBA. Not only 

have production, export quantities, and export values 

decreased compared with 2005 figures, but hoped-for export 
revenues from the DRC\'s only diamond polishing factory have 

also failed to materialize. The decrease in official 

production may provoke a dispute among the GDRC, MIBA and a 
private company over a diamond marketing contract set to 

expire in July 2007. End summary. 


Production and export - not a rosy picture 


2. (U) The DRC\'s production through the end of November 2006 
dropped by 12.35 percent against 2005 totals. The CEEC (the 
DRC\'s diamond/gold evaluating authority) reports total 

national production of nearly 26 million carats through 
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November 2006, against 29.6 million for the same period in 
2005. Production of industrial diamonds decreased 13.9 
percent over that period, while gem-quality production 

dropped by less than one percent. (Note: The decrease is 
largely attributable to MIBA, whose production has fallen off 

by almost half in the last year, and which did not even 

report any November 2006 production. End note.) According to 
CEEC valuations, per carat value of exported diamonds 
decreased overall by 23 percent, led by a 28.5 percent drop 

in evaluated worth of industrial diamonds and a 19.9 percent 
decrease in the value of gem-quality diamonds. (Note: 
Rough-diamond prices did decrease globally in 2006. End note.) 


3. (U) The quantity and value of exported diamonds also 
decreased through November 2006, compared to the same period 
in 2005. The exported quantities of both gem quality and 
industrial diamonds dropped by the same twenty percent. 
However, the reduction in the value of these exported diamond 
differed significantly: gem quality diamond values were down 

by twenty percent, while industrial diamond values were down 

by 43 percent. 


Problems with Emaxon too 


5. (C) To add to problems in the DRC diamond sector, a 
dispute may be brewing between the GDRC and Israeli 
businessman Dan Gertler. The diamond marketing contract 
between MIBA and Emaxon Finance International (Emaxon), a 
member of the Dan Gertler International group of companies, 
is scheduled to expire in July 2007, but Emaxon claims the 
contract will extend for several more months. (Note: Per 

Reftel A, the agreement was part of a controversial USD 15 
million loan package to MIBA. End note.) Under the agreement, 
Emaxon has the right to purchase 88 percent of MIBA\'s 
production at ten percent below market rate, and MIBA must 
produce a minimum, monthly quantity of approximately 455,000 
carats. 


6. (C) MIBA, however, has been producing well below its 
contractual quota for the last few months. As a result, 
according to Emaxon,the agreement will extend until MIBA 
meets the set production quantity. A Ministry of Mines 
counselor told EconOff that while it is true that MIBA has 
been producing well below the contract\'s floor, the people 
associated with Emaxon are \"thieves\" and will find any 
pretext to prolong the contract. He also told EconOff Emaxon 
has unfairly been paying MIBA far below market value for the 
diamonds, even considering the contractual discount. 


7. (C) Meanwhile, the production of another DGI entity, 
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Emaxon Polishing, is also low. Since its cutting and 

polishing factory opened in Kananga, Western Kasai in 2005, 
it has consistently reported processing only about 250 carats 
per month. According to the CEEC, Emaxon produced 265 
gem-quality polished diamonds with an estimated value of USD 
60,000 in November 2006, the last month for which official 
statistics are available. An Emaxon official told EconOff the 
DGI Group is not ready to invest significant resources in 

this project, but is instead focusing on its copper/cobalt 
production. (Note: In 2005, Emaxon officials told EconOff 
that the factory was not producing at capacity because it did 
not have a license to purchase diamonds domestically (reftel 
B). End note.) 
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Comment 


8. (C) Until the proposed large-scale industrial projects 
begin production, which is not expected to occur for several 
years, the DRC\'s official diamond revenues are likely to 
remain flat or even continue to decrease. What drives this 
situation is both MIBA\'s decreasing production capacity and 
the GDRC\'s inability or unwillingess to stem the flow of 
diamonds outside of official sources. End comment. 
MEECE 
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DEPARTMENT FOR NEA/RA DANIELLE MONOSSON, AF/E NOLE GAREY, 
AF/RSA MIKE BITTRICK 


E.O. 12958: DECL: 02/01/2017 
TAGS: MOPS, PHUM, PREL, SO, AE 
SUBJECT: SEEKING ARAB SUPPORT FOR SOMALIA - UAE 


REF: SECSTATE 11993 


Classified By: Classified by Ambassador Michele J. Sison for reasons 1. 
4 (b 8 d). 


1. (C) DCM discussed reftel demarche with Acting MFA Under 
Secretary Tareq Al-Haidan, urging the UAE to provide 


SIPDIS 

immediate financial assistance via the African Union to 
support the AU Mission in Somalia. Al-Haidan replied that 
the UAE has received a number of requests for assistance to 
Somalia from various parties. He added that he thought the 
situation in Somalia was improving and that the UAE hoped to 
help. 
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NICOLAS BAVAREZ 


Classified By: Political Minster-Counselor Josiah Rosenblatt for reason 
s 1.4 (b) and (d) 


SUMMARY 

1. (C) Assistant Secretary Daniel Fried met January 24 with 
Monique Saliou, European Affairs Advisor to Socialist Party 
(PS) party presidential candidate Segolene Royal and, 
separately, with Nicolas Bavarez, a leading essayist and 
political analyst regularly consulted on policy questions by 
Union for a Popular Movement (UMP) presidential candidate 
Nicolas Sarkozy. A/S Fried underlined that, whichever of 
these two leading candidates wins the presidency next spring, 
the incoming French administration will immediately face a 
range of pressing international issues, French action on 
which will require close coordination with American 
counterparts. Saliou said she had \"no news\" of any upcoming 
trip to the U.S. by Royal, and indicated that a visit to the 

U.S. by Royal could well be postponed until after the 

election, should Royal win. Bavarez underlined the 
\"watershed\" importance of the upcoming election for France, 
and reiterated his conviction that Sarkozy is the candidate 
best able to lead the reform of both public policies and 

public attitudes necessary for France to \"accept,\" and so 
prosper in, the \"reality of its situation\" economically and 
geo-politically. End Summary. 


SALIOU: RECEPTIVE TO WORKING TOGETHER 

2. (C) Saliou recognized the importance of A/S Fried\'s offer 
to get ready \"to work together, quickly,\" in the event of a 
Royal victory in France\'s presidential election next spring. 
Saliou agreed that the urgency of the problems facing the 
international community -- from Kosovo\'s final status to 
Iran\'s nuclear weapons programs -- would remain undiminished 
next summer, as the new administration in France takes 
office. Saliou said that, notwithstanding the difficulties 

of planning for the post-election period during the campaign, 
she and her colleagues in Royal\'s inner circle of advisors 
were favorably disposed -- indeed, enthusiastic -- about the 
idea of staying in touch with U.S. officials to exchange 

views on key issues. 


WHILE HEWING TO UNINNOVATIVE FRENCH VIEWS 
3. (C) In her views on international issues -- resolving the 
conflict between Israelis and Palestinians, halting Iran\'s 
military nuclear programs, countering growing 
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authoritarianism in Russia, etc. -- Saliou however, reflected 

a disappointingly conventional French outlook, both 
suspicious of U.S. motives and timid about advocating action, 
whether as France or the EU. Saliou, in some instances, also 
seemed unsure of the substance of issues; for example, she 
did not seem to understand the preferred end-state for 
Kosovo, nor the consequences of failing to achieve it. She 
repeated, as is so often heard from France\'s political elite 

of both left and right, that \"U.S. pressure on Israel" is the 
missing element necessary for bringing about resolution of 
the Israeli-Palestinian conflict. In addition -- and very 

much at odds with Royal\'s on-the-record objection to Iran\'s 
nuclear ambitions -- Saliou suggested that Iran\'s achievement 
of military nuclear capability was \"inevitable,\" and might 

well \"have to be accepted. Saliou acknowledged that Europe 
\"faced the challenge of getting organized to act effectively\" 
on the world stage, but -- evidently mindful of Europe\'s 
energy dependency on Russia -- demurred from making any 
suggestions as to how Europe might engage in countering 
growing authoritarianism there. 


ROYAL\'S TRIP TO U.S. UNLIKELY 

4. (C) Asked by A/S Fried whether Royal would travel to the 
U.S. anytime soon, Saliou also stressed that she had \"no 
news\" about whether or not candidate Royal would go through 
with her often-postponed visit to the U.S. A/S Fried 
re-iterated our willingness to do everything possible to 
arrange for appropriate meetings for Royal with 
administration officials if Royal should decide to visit. 

Saliou expressed appreciation for that on Royal\'s behalf, but 
noted that the exigencies of the campaign might well prevent 
any travel to the U.S. by Royal as a candidate. 


BAVAREZ: A WATERSHED ELECTION 
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5. (C) Bavarez agreed with A/S Fried that, following the 
French presidential election, there would be a window of only 
months (before the U.S. presidential election season would 
begin) for coordinating effective initiatives across a range 

of urgent issues: Kosovo, Israel-Palestine, Iran, Iraq and 
Afghanistan. Agreeing that these international issues would 
be at the forefront of France,s attention next summer, 
Bavarez noted that, until then, the campaign would focus 
exclusively on domestic concerns. 


6. (C) Bavarez insisted that the upcoming election was a 
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critical one for France. In Bavarez, view, further delay 
(another five years of inconsequential nipping and tucking at 
France,s sagging social model) would make it impossible for 
France \"to catch up\" -- modernize through controlled reform 
rather than uncontrollable social upheaval. Bavarez 
highlighted to A/S Fried \"the social crisis\" looming for 

France, should the country continue to fail to integrate a 

critical mass of its large, immigrant and poor, Muslim 
population. Bavarez drew a provocative analogy between what 
France should do to integrate its Muslim population and what 
Germany did do, successfully -- hugely expensive and 
time-consuming though it was -- integrating its \"Eastern\" 
population. In Bavarez\' view, East Germans were as different 
in their political culture and other social mores from West 
Germans, as France\'s urban, and mostly Muslim immigrants, are 
from mainstream, secular French people -- and only an equally 
expensive and far-sighted integration effort will 

successfully pull them into mainstream, contemporary France. 


THAT IS AN UPHILL BATTLE FOR SARKOZY 

7. (C) Bavarez, who, among Sarkozy,s advisors, has most 
insistently and eloquently pushed the candidate to conceive 

of himself as the leader of watershed economic and social 
reform, reiterated his view that Sarkozy was the candidate of 
the \"new generation\" best able to carry through a program of 
deep reforms. Bavarez included among these \"new generation\" 
candidates, Sarkozy and Royal and Francois Bayrou, of the 
centrist Union for French Democracy (UDF) party. Bavarez 
then outlined the \"great difficulties\" Sarkozy must overcome 
to win. First, \"normally, the left cannot lose\" after twelve 
\"wasted\" years of the center-right in power. Second, the 

left is more united and intent on victory than the right, 

where \"Sarkozy has to face both Bayrou and Le Pen.\" Third, 
Sarkozy \"still has to parry attacks on him from his own 
camp.\" And, last but not least, \"the other side has a 
candidate who is really different,\" even though, of late, she 
has been \"showing she is not up to the job. Bavarez went on 
to observe that \"there was a great desire for change\" among 
the French, and that Sarkozy was up against the difficulty of 
pitting his \"program for change\" against a \"candidate who is 
change.\" 


EUROPE AND SUSTAINING TURKEY\'S EUROPEANIZATION 


8. (C) Bavarez said that \"solving the present paralysis of 
Europe\" will figure among the top priorities facing the 
incoming French administration. Referring to the May 2005 
referendum on the EU Constitution which was rejected by 
French voters, Bavarez said that this had \"broken the 
momentum\" of a political Europe able to play a leading role 
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on the world stage. A/S Fried evoked the opposing tendencies 
currently whip-sawing Turkey,s development: on the one hand, 
an insistent, popular groundswell in favor of liberal 

democracy and joining Europe (as most recently evidenced by 
the demonstrations protesting the killing of a leading 
Turkish-Armenian journalist). And, on the other, a growing 
sense among Turks of being rejected by Europe, and being 
pushed to nurture an alternative, Islamic identity. A/S 

Fried underlined the importance of managing the issue of 
Turkey,s accession to the EU in such a way as to keep Turkey 
aspiring to Europeanization. Bavarez agreed on the 
potentially dangerous consequences, should Turkey \"escape\" 
from the orbital pull of Europe, but added that it was 
\"electorally very difficult for any French presidential 

candidate to make the case for Turkey.\" 


COMMENT 

9. (C) Both Saliou and Bavarez, tracking with comments from a 
range of Embassy contacts in the campaign organizations of 
Sarkozy and Royal, stressed that domestic issues -- barring a 
now unforeseen crisis -- would dominate the campaign, 
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notwithstanding the undiminished urgency of a range of 
international questions. A/S Fried\'s message about the 
importance of getting ready now to work together smoothly 
once a new administration takes office was well-recieved by 
Saliou and Bavarez -- who said they would transmit the 
message to their respective camps. End Comment. 


BIO NOTES 


10. (C) MONIQUE SALIOU: Monique Saliou-Gloux was named 
International Affairs Advisor on the campaign team of 
Segolene Royal in November 2006. She currently focuses on 
advising Royal on European questions. Saliou is a career 

civil servant. Her background includes experience with 
agricultural policy and the overseeing of a key, French 
government study of the cost and productivity of French 

public servants. 


11. (C) NICOLAS BAVAREZ: Nicolas Bavarez is an influential 
author and public intellectual who has long been a close, 
informal advisor to Nicolas Sarkozy. Bavarez has written a 
best-selling (for that sort of book) biography of political 
philosopher Raymond Aron and has, to an extent, assumed the 
mantle of Aron as France\'s leading advocate for a \"liberal\" 
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social order -- stressing individual rights and 

responsibilities in a society subjected to minimal state 
regulation. Bavarez\' most recent book, \"What to Do: Agenda 
2007,\" is reputed to have provided the conceptualization and 
theoretical justification for key elements in Sarkozy\'s 

reform program. 


PARTICIPANTS 

12. (C) A/S Fried met with Monique Saliou accompanied by an 
Embassy notetaker. A/S Fried met with Nicolas Bavarez 
accompanied by Ambassador Stapleton, Embassy Political 
Minister Counselor Josiah Rosenblatt and an Embassy notetaker. 


13. (U) A/S Fried has cleared this message. 
Please visit ParisW Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 
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E.O. 12958: N/A 

TAGS: KPKO, KWMN, PREL 

SUBJECT: SYRIA: EFFORTS TO COMBAT SEXUAL EXPLOITATION AND 
ABUSE IN UN MISSIONS 


REF: A. SECSTATE 112531 
B. 06 DAMASCUS 03927 


(SBU) In response to reftel A, Post is providing an update to 
reftel B from August 2006 that reported a complete absence of 
public or private reports about trafficking in persons (TIP) 

or sexual exploitation and abuse (SEA) involving UN 
peacekeeping personnel based in Syria. From that time to 
now, there have been no reports of UNDOF peacekeepers 
involved in SEA or TIP incidents, according to the Chief 
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Civilian Personnel & Travel Officer at UNDOF headquarters in 
Syria. Poloff additionally raised the topic with officials 

from the Syrian Counter-Trafficking Commission and the 
International Office for Migration in Syria during a 
counter-trafficking conference; none had heard of reported 
abuse by any UN peacekeepers here. 

CORBIN 
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E.O. 12958: DECL: 02/01/2017 

TAGS: PGOV, KPKO, MOPS, CG 

SUBJECT: FIGHTING ERUPTS BETWEEN BANYAMULENGE TROOPS IN 
MINEMBWE REGION OF SOUTH KIVU 


Classified By: PolOff CBrown, reasons 1.4 b/d. 


1. (C) Summary: Limited fighting between Banyamulenge 
(Congolese Tutsi) troops of non-integrated brigades of the 
Congolese Armed Forces (FARDC) and of dissident armed forces 
broke out in the Minembwe region of South Kivu province 
January 25 and continued sporadically through January 29. 
Details concerning the origins of the fighting remain 

unclear. MONUC and the FARDC report the situation is 

currently under control but remains volatile. Transitional 

Vice President Azarias Ruberwa, whose RCD party has fought to 
defend the interests of the Banyamulenge, does not believe 

the attacks were part of a larger effort to target the 

population of Minembwe. End summary. 


2. (C) A skirmish broke out late January 25 between elements 
of the non-integrated 112th Brigade of the FARDC, commanded 
by General Patrick Masunzu, and elements of the so-called 
\"Moramvia Group\" led by Colonel Michel Rukunda. Both sides 
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are from the same Congolese Tutsi subgroup known as 
Banyamulenge (singular: Munyamulenge). The fighting occurred 
in Bijombo, about 25 miles west of Uvira. 


3. (C) MONUC officials told us it is still not clear who 

fired first or what prompted the incident. They suspected 
Rukunda\'s group initiated the fighting after Masunzu arrested 

a local territory administrator, a fellow Munyamulenge, for 
meeting earlier in the week with a dissident military leader, 
Colonel Venant Bisogo, who commands the so-called \"Group of 
47\" in the Minembwe area. 


4. (C) Low-level fighting between the 112th and the Moramvia 
Group continued through January 28 when shooting temporarily 
ceased. Hostilities picked up the morning of January 29 when 
some of Rukunda\'s forces attacked positions of the 112th in 
Kalingi, six miles east of Minembwe. Masunzu then called for 
reinforcements, including elements of the 12th Integrated 
Brigade (most of whom are non-Banyamulenge), to attack 
Rukunda\'s headquarters in llundu just a mile from Masunzu\'s 
own headquarters in Minembwe. 


5. (C) Shooting continued January 29-30 in various locations 

of the High Plateau region. Masunzu claims to have pushed 
Rukunda\'s forces back nearly 20 miles north of Minembwe and 
forced Bisogo from his headquarters in Kilombo, about 30 
miles north of Uvira. Some of Rukunda\'s troops reportedly 
attacked a battalion of the 12th IB January 29 in Lemero, 50 
miles north of Uvira, capturing two soldiers. 


6. (C) MONUC officials who have spoken to both Masunzu and 
Rukunda report that at least five soldiers from Rukunda\'s 
ranks were killed and seven were injured. Two of Rukunda\'s 
officers, both reportedly captains, were captured by 
Masunzu\'s troops. Masunzu claims five of his forces were 
wounded in the fighting. As of January 31, the general High 
Plateau region was quiet with no reports of renewed fighting. 
MONUC\'s chief military spokesman Lt. Col. Didier Rancher in 
his weekly press conference January 31 said the situation in 
Minembwe was under control and urged the Congolese not to 
over-dramatize the incident. 


7. (C) The fighting is partially a result of the underlying 

ethnic tensions in South Kivu and highlights growing splits 
within the Banyamulenge community itself. The 112th Brigade 
commander General Patrick Masunzu led Banyamulenge troops 
throughout the DRC\'s civil war. The brigade is composed 
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mainly of Banyamulenge and believed to have about 400 
soldiers. Masunzu was assigned as the 4th Military Region 
Deputy Commander in Western Kasai in 2004. He left that area 
soon after his appointment to return to Minembwe, his 
birthplace, claiming he had to \"defend\" the interests of the 
Banyamulenge. He is technically on \"administrative leave\" 
from the 4th Military Region and has been allowed to operate 
freely in South Kivu, thanks to his close relationship with 
President Kabila and the assent of FARDC commanders in the 
province. 


8. (C) Rukunda and the Moramvia Group are dissident 
Banyamulenge FARDC troops who split from Masunzu in late 2005 
over Masunzu\'s leadership and the alleged mistreatment of the 
Banyamulenge community by the FARDC. Rukunda is believed to 
have approximately 100 troops under his command spread 
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throughout the region, and he claims to enjoy some degree of 
support among a heavily-armed civilian population. 


9. (C) The Group of 47 is made up of Banyamulenge soldiers 
once loyal to Colonel Jules Mutebusi who fled the country in 
2004 after the siege of Bukavu. The group, numbering less 
than 100, infiltrated back into the Minembwe region a year 
later. 


10. (C) Relations among the three groups have been strained 
the past two years, but there has never been large-scale 
fighting that spread beyond their immediate area. Despite the 
common ethnicity of Masunzu, Rukunda and Bisogo, all three 
are competing for the support of the High Plateau 
Banyamulenge, leading to intense rivalries, particularly with 
Masunzu. Each wants to be considered the primary military 
leader of the regional community and refuses to back down to 
challenges from the others. Bisogo and Rukunda are alleged to 
have formed a loose alliance in the past month, reportedly 
even combining their forces in some areas. 


11. (C) The Minembwe fighting caused immediate concern in 
Kinshasa among officials with the Rally for Congolese 
Democracy (RCD), including Transitional Vice President 
Ruberwa. Ruberwa, who has championed the cause of the 
Banyamulenge, held late-night meetings January 29 at his 
house in Kinshasa with other Tutsi and Banyamulenge leaders 
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to discuss the situation. 


12. (C) Ruberwa told the Ambassador January 30 that Masunzu 
initiated the attacks on Rukunda. (Note: Masunzu is a 

longtime opponent of the RCD, part of the complicated 

politics of the community. End note.) Ruberwa said he had 
spoken by phone that day with DRC Air Force Commander 
General John Numbi and FARDC Land Forces Commander General 
Gabriel Amisi, both in Goma, for an assessment of the 
situation. Ruberwa indicated he had received assurances from 
unnamed officials -- but presumably Amisi and Numbi, among 
others -- that Masunzu had not received specific orders to 
initiate an attack. He said he also planned to meet in person 
with FARDC Chief of Staff Kisempia Sungilanga January 31. 
Ruberwa added that he did not believe the fighting was part 

of an effort to target the Banyamulenge community. 


13. (C) Ruberwa characterized the current conflict as a fight 
for influence and control of the greater Banyamulenge 
community. Ruberwa said he believes the current situation has 
the potential to develop into a wider intra-ethnic battle. He 

said the Banyamulenge are combative by nature and will not 
back down, unlike the soldiers in many other FARDC units, 
risking instead to keep on killing each other despite such 
actions being to their disadvantage. 


14. (C) Ruberwa added that the immediate objective in 
Minembwe is to end the fighting. He suggested the best next 
step available would be to begin a \"mixage\" of dissident 

forces with those of the FARDC. (Note: \"Mixage\" is process 
meant to create new brigades by combining \"renegade\" 
Congolese troops and elements of the FARDC\'s non-integrated 
brigades, and leaving them stationed in their current 
operational zones. End note.) A similar \"mixage\" is currently 
underway in North Kivu with elements loyal to renegade 
General Laurent Nkunda and non-integrated FARDC brigades. 


15. (C) Masunzu and other South Kivu officials claim that 
Masunzu\'s arrest of the local administrator, which may have 
triggered the latest fighting, was unjustified. Enock 
Ruberangabo, a Munyamulenge from South Kivu, told PolOff 
Group of 47 commander Bisogo had been invited to the 
administrator\'s residence by 10th Military Region commander 
General Sylvain Tshikwej to discuss the possibility of having 
the Group of 47 disarm and integrate into the FARDC. Such 
discussions have been ongoing between Bisogo and FARDC 
officials for the past year, but have gained momentum in the 
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last few months. 


16. (C) Ruberangabo said Masunzu was either apparently 
unaware of Tshikwej\'s decision to call Bisogo to Minembwe or 
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he chose to blatantly ignore it and arrest the administrator. 
Rukunda repeated the same story to MONUC officials in Uvira, 
saying Bisogo was in Minembwe at Tshikwej\'s invitation. 
Ruberangabo said Masunzu used the Bisogo meeting as \"proof\" 
local officials were planning a conspiracy with dissident 

forces. 


17. (C) Ruberangabo said he suspects Masunzu may also have 
acted without authorization from Kinshasa or FARDC 

authorities in an effort to maintain his authority in 

Minembwe. The 112th Brigade has in the last two months been 
going through the demobilization and military integration 
process, which Masunzu initially opposed. Ruberangabo and 
MONUC officials speculated that Masunzu\'s attack on Rukunda 
may have been a deliberate attempt to halt the demobilization 
process and to demonstrate that his continued presence in 
Minembwe is essential to the region\'s stability. 


18. (C) General Tshikwej is reportedly planning to visit the 
Minembwe region to assess the situation. Numbi and Amisi, 
both currently in Goma, told Ruberwa they also plan to send 
representatives to the area and may travel there themselves 
in the next few days. A joint MONUC-FARDC delegation may 
travel to the area from Uvira as soon as February 1. 


19. (C) Comment: What precipitated the Minembwe fighting, as 
well as what actually occurred and how serious it was, is 

difficult to determine, as each side has vested interests in 
blaming the other for the hostilities. The fact that Ruberwa 

does not seem to be laying blame for the fighting on the 
Presidency or the FARDC high command indicates the situation 
is largely localized and can be contained. But signs of 
Banyamulenge \"aggression,\" real or imagined, could jeopardize 
the participation of the RCD and Ruberwa in the 
yet-to-be-formed government, potentially contributing to 
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Ruberwa missing a government appointment and moving him into 
the ranks of the political opposition. President Kabila\'s 

recent visit to South Kivu, however, was very likely focused 

on the security issues stemming from the High Plateau region, 
indicating Masunzu may not have acted independently. 


20. (C) Comment continued: Rukunda and Bisogo appear to be 
repeating the recent history of renegade General Laurent 
Nkunda and Ituri militia leaders who have used military 
pressure to force negotiations with the GDRC, creating more 
favorable terms for \"surrender.\" The fighting in Minembwe, 
though, carries ramifications far beyond South Kivu, 

especially as military instability in the East often results 

in political instQility in Kinshasa and more than passing 

interest in Rwanda. Any perceived attacks on the Banyamulenge 
could risk reprisals from Nkunda and his Tutsi loyalists in 

North Kivu. Fighting involving the Banyamulenge in particular 

is politically sensitive and carries repercussions in the 

capital. This current battle is a new factor and goes against 

the historical record of the complicated politics in the 

region, since the Banyamulenge have traditionally been a 
unified group arrayed against outside influences. End comment. 
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Classified By: CDA A.F. Godfrey for reasons 1.4 (b, d) 
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1. (C) Visiting EUR DAS Bryza received two previews of the 
upcoming parliamentary elections on January 26. Opposition 
leaders predicted that the May elections would be the worst 
yet in Armenia\'s post-Soviet history, and complained that 
U.S. and European leaders had done too little to push for 
democracy in Armenia. Although they agreed that the 
elections would probably fall short of international 

standards and questioned the GOAM\'s political will for 
reaching those standards, our democracy program NGOs were 
slightly less pessimistic as they anticipated \"solid, baby 
steps\" forward in comparison with previous polls. END 
SUMMARY. 


2. (C) On the margins of a Minsk Group Co-Chair visit, EUR 
DAS Bryza held separate roundtables (in his bilateral 
capacity) with representatives from USAID-funded democracy 
implementing organizations and with political opposition 
leaders. In the implementers\' roundtable, representatives 
agreed that the upcoming election would most probably fall 
far short of international standards. They agreed, however, 
that the revised Electoral Code provided a good framework 
that could in principle be the basis for well-conducted 
elections, provided the government delivered the political 

will to implement the procedures properly and in good faith. 
The new provisions represent a mixed bag of some clear \"wins\" 
combined with more ambiguous elements, depending on 
implementation. For example, the GOAM included, at the 
unfortunate suggestion of the Venice Commission, mobile 
ballot boxes for the infirm (which adds vulnerabilities to 
possible ballot box stuffing). The new code, however, limits 
the mobile boxes, use to specific hospitals to limit fraud 
opportunities. The new code is explicit in allowing 

political party proxies and other observers to be physically 
close enough to the polling place, voters list check, and 

vote counting processes to be able to verify that voters are 
admitted and votes are tallied honestly. Implementers told 
DAS Bryza that new safeguards to prevent multiple-voting by 
military personnel seem good, but are somewhat incomplete. 
(Septel will provide a comprehensive picture of the revised 
Electoral Code). 


3. (C) The NGO reps shared the view that, while their working 
level GOAM partners often showed real commitment to the 
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electoral procedure reforms, commitment seemed less strong at 
higher levels of government. IFES head Ched Flego noted that 
one advance benchmark of free and fair elections would be 
whether most or all seats were contested by multiple parties 

or candidates, or if anti-government candidates began to drop 
out (under pressure) as election day drew near. While Flego 
reported on his team\'s work with the GOAM to help clean up 
the voters list and to train election workers on new 

electoral procedures (septel), he mentioned that his team had 
found some 470,000 names on the register of Armenians who no 
longer live in the country, but whom the authorities have no 
legal basis for removing from the list. He cautioned that 

parties such as the ruling Republicans are aware of this 
discrepancy and may be prone to use it to their advantage 
through ballot stuffing in some areas. Counterpart 

International chief Alex Sardar described the work his 
organization is doing to bolster civil society and to raise 
awareness for the elections. Local NGO \"It\'s Your Choice!" 
(IYC) chair Harutyun Hambardzumyan told of his group\'s 
preparations to observe the elections in every polling place 

in the country, and to train their own volunteers and local 
officials and observers in the new Electoral Code. 


4. (C) The political opposition leaders were decidedly less 
optimistic. National Democratic Union Chairman Vazgen 
Manukyan (a former prime minister), Orinats Yerkir 
representative Mher Shahgeldyan, David Shahnazaryan of the 
Armenian National Movement (and a former national security 
minister), and Artak Zeynalyan of the Republic Party spent a 
large portion of their roundtable complaining about the 
Electoral Code, which they said was riddled with large 
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loopholes through which fraud could pass unfettered. The 
politicians also expressed their concern about election 
commissions rife with corrupt officials and the opposition\'s 
difficulty in obtaining equal access to media, in comparison 
with pro-government parties. They blamed the situation on a 
lack of separation of powers and political will. Manukyan 
argued that the perception that Armenia\'s opposition is weak 
is unjust. He said the political conditions do not allow for 

the development of parties, which find themselves in a 
Catch-22: unable to strengthen themselves by recruiting 
members, because the public refuses to join parties they see 
as ineffectual. The opposition leaders also suggested that 
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the United States did not take the ruling powers to task as 
much as it 

should. Manukyan asked that the United States bring as many 
observers as possible to watch the upcoming elections, and to 
hold the GOAM accountable for fraud afterwards. 


5. (C) DAS Bryza expressed hope that the parliamentary 
elections would \"reflect the dignity of the Armenian people." 
He assured the politicians that democracy was at the top of 
the U.S. agenda in Armenia, but noted that it had to share 
the spotlight with the goals of regional stability and 

economic development. \"We have to pursue them all at the 
same time,\" he said, noting that democracy was a vital part 
of the package that laid a strong foundation to achieve the 
other goals. He also said the USG would continue to impress 
upon the government the fact that violence destroys the 
perpetrator\'s legitimacy. DAS Bryza also pointed out, 
without using the defense minister\'s name, that CDA had 
stressed to DefMin Serzh Sargsian (who also holds a senior 
Republican Party post) at a dinner January 25 the importance 
of free media. 


6. (C) DAS Bryza\'s visit was timely, as it provided a pep 

talk for NGOs working on our Democracy Promotion Strategy. 
They are doing important work in a tough environment. The 
meeting with the opposition was more discouraging. With four 
months to go before elections, the opposition is still 

splintered and unable to agree on a policy agenda other than, 
\"Vote for us, not for them.\" 


7. (U) DAS Bryza has cleared on this cable. 
GODFREY 
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E.O. 12958: N/A 

TAGS: PREL, BR, XR 

SUBJECT: TABLOID SAYS BRAZILIAN INTELLIGENCE SEES FOREIGN 
THREAT TO AMAZON 


1. (U) On Jan. 29, Jornal do Brasil (JB) published excerpts 

of what it claimed were from a \"Situation report\" prepared by 
the \"Amazon Working Group,\" composed of intelligence and 
military officials. The JB story described the \"Situation 
Report\" as the consensus of Brazilian intelligence officials. 
The published excerpts highlight Brazilian concerns over the 
presence of foreigners in and around Brazil, including 
American military personnel. NGOs are also a source of 
concern, according to the report. 


2. (SBU) JB (Rio de Janeiro center-right Catholic daily, 
circ. 68,000) is running a series on the Amazon with a 
sensationalist/nationalist slant. JB was once one of 
Brazil\'s most influential newspapers but over the years its 
circulation and relevance have diminished considerably. 
Today it is not among leading national dailies, and is 
neither a newspaper of record nor an important tabloid. 


3. (SBU) The JB report sensationalizes the provocative parts 
of the \"Situation Report\" in the context of a series whose 
aim is clearly to generate concern about national sovereignty 
over the Amazonian region. 


4. (U) Series front page headlines have been 

\"Abin (Brazilian Intelligence Agency) Confirms Amazon 
Invasion\" (1/29) 

\"NGOs Support the Amazon Invasion\" (1/30) 
\"Government to Rent the Amazon Jungle\" (1/31) 


5. (SBU) In EmbassyVs view, the \"Situation Report" is 
probably authentic. Its conclusions may appear to be 
exaggerated and foreshadow a worst case scenario, but they 
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are not wholly unreasonable when viewed as the product of 
military/intelligence officials who must forecast possible 
threats to national security. 


6. (U) No major daily in Brazil has picked up the story. As 

far as Embassy can ascertain, the only other coverage of JB\'s 
story has been Argentina and Chile. The on-line edition of 
Argentina\'s La Nacion (leading national daily of record, 

circ. 150,000) ran a dispatch from Sao Paulo on January 31. 
The on-line edition of Chile\'s La Nacion ran an ANSA (Italian 
wire service) report on January 29. 


7. (SBU) Comment: The story of foreigners encircling or 
invading the Amazon and threatening Brazilian sovereignty is 
an urban (or perhaps we should say \"jungle\") legend that has 
come up with amazing persistence in Brazil over the last 30 
years. Fed by a perceived or imagined fear of foreign 
(especially U.S.) threats to Brazilian sovereignty, the myth 
stokes the paranoia of nationalist factions on the extreme 
right and left in Brazil. It has limited currency in 

mainstream Brazilian society. 


Sobel 
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E.O. 12958: DECL: 01/30/2017 

TAGS: PGOV, PREL, ECON, KDEM 

SUBJECT: BEST SERVED COLD: ORBAN ON REFORM, ENERGY 
SECURITY, AND RELATIONS WITH THE GYURCSANY GOVERNMENT 
REF: A) BUDAPEST 100 B) BUDAPEST 105 AND PREVIOUS 

Classified By: POL/C ERIC V. GAUDIOSI; REASONS 1.4 (B) AND (D) 

1. (C) Summary: As guest of honor at a dinner hosted by 


Ambassador Foley January 30, a charming and measured FIDESZ 
President Viktor Orban criticized the Gyurcsany government\'s 
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implementation of its austerity package, questioned its 
commitment to reform, and called for EU action on energy 
security. Orban noted recent friction within FIDESZ (ref a) 
but asserted that he is still \"the only one capable of 
uniting its disparate elements. Orban is test-marketing a 
mix of populism and trans-Atlanticism as FIDESZ discusses 
more substantive engagement in the public debate. This would 
be an important step in the long term. In the short term, 
however, Orban still predicts - and perhaps anticipates - 
tests to the Gyurcsany government\'s survival in the coming 
months. End Summary. 


THE ECONOMY: BLACK AND WHITE ... AND GRAY 


2. (C) Orban opened discussion by addressing the economy, 
asserting that Hungary should focus on incorporating the gray 
market, reducing the tax burden on Hungarian businesses, and 
combatting corruption. He reiterated his commitment to 
increasing employment opportunities, and maintained that 
lower taxes would increase state revenue by bringing 
unreported economic activity into the mainstream. 

Separately, he added, the government must \"crush the black 
market.\" 


3. (C) Orban believes that Prime Minister Gyurcsany is 
backing off his reform agenda. He views the PM\'s recent 
references to mistakes in his plan\'s preparation and 
presentation as a self-indictment, and continues to criticize 

the government\'s plan as a reduction in spending without 
fundamental structural reform. Ultimately, he believes the 
government will fail due to Gyurcsany\'s \"an enormous agenda 
... and lack of focus.\" He specifically dismissed 

Gyurcsany\'s \"belated\" efforts to organize bipartisan round 
tables to discuss the reform agenda as an effort to \"bring 

the opposition down with him.\" (Note: Even as PM Gyurcsany 
was meeting with the opposition MDF to discuss the reform 
agenda, FIDESZ officials were formally challenging the 
constitutionality of the government\'s proposals on local 
administration, taking yet another issue to the courts rather 
than the bargaining table. End Note.) 


4. (C) Orban reserved particular criticism for the Prime 
Minister\'s approach to disbursing EU funds. He accused the 
government of channeling money to \"non-productive elements of 
society\" through a government body beyond parliamentary 
oversight and regional commissions controlled by political 
loyalists. Their goal, he concluded, is to maintain the 

trappings of a welfare state in order to retain the support 

of the MSZP\'s aging demographic. This charge echoes the view 
of one businessman, who notes that many failed MSZP 
candidates from the October local elections have \"been thrown 
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out the door ... only to come back in through the window!" 

through regional development commissions stacked with party 
members. Orban charged that even worthwhile concepts such as 
plans to develop high-tech centers in Szeged and Debrecen 

will fail due to plans that border on the incoherent. 


ENERGY SECURITY: SPEAKING SOFTLY 


5. (C) Turning to energy security, Orban underscored his 
concern regarding the preponderance of Russian influence and 
expressed hope that the issue could galvanize the European 
Union (ref b). He is trying to work with like-minded 
colleagues in the European People\'s Party, but his visible 
discomfort in discussion telegraphed his uncertainty 
regarding Hungary\'s ability to influence EU institutions. 
Orban also claimed that Russia has intervened to keep the 
forint artificially strong through an agreement between PM 
Gyurcsany and President Putin, thus providing a safety net 
during the government\'s austerity program. That said, he 
still cited Russian moves to develop pipleline options that 
would exclude Hungary as evidence that Russia\'s favor is 
fleeting. He also noted his intention to tone down his 

public rhetoric while working the issue given the political 
risks of incurring Russia\'s wrath. 


FIDESZ: \"TWO OR THREE PARTIES\" ... BUT ONLY ONE LEADER 


6. (C) Although Orban clearly fears Russian intentions, he 
candidly admitted that FIDESZ includes many who are more 
concerned by Washington\'s status as the sole superpower than 
they are by Moscow (or, for that matter, Tehran, Pyongyang, 
and Caracas). He also insisted that there is nothing he can 
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do to influence the anti-American strain in the 
FIDESZ-affiliated press. 


7. (C) Orban underscored FIDESZ\'s strong support among 
younger Hungarians, describing the party as a \"broad-based\" 
organization committed to \"human dignity, christian values, 
and the Hungarian national identity.\" He conceded, however, 
that it could easily be two or three parties.\" Conservative 
commentator Sebasteyn Gorka, who has indicated his interest 
in starting a new center-right party, also believes that 

FIDESZ is subject to increasing strain among its principal 
factions. Although Orban commented that \"there will always 
be criticism,\" he concluded that only his own leadership can 
unite FIDESZ\'s \"many branches.\" 


Column 3 
RITES OF SPRING 


7. (C) Orban did not preclude renewed confrontation with the 
government. He predicts the upcoming FIDESZ convention will 
be a \"defining event," and will respond to PM Gyurcsany\'s 
\"state of the union\" address in a public speech the week of 
February 12. He promised to publish a rival governing 
program in March, and FIDESZ parliamentary faction leader 
Tibor Navracsics told an AmCham audience last week that the 
party will form a shadow cabinet in the spring to better 

present its policy recommendations. Orban also remarked that 
calls for new elections should be expected in the near term, 
and remarked that Gyurcsany \"might not be able to survive\" 
either the March commemoration of the 1848 revolution or the 
public referenda on elements of the government\'s austerity 
package possible in the fall. 


WHAT MAKES VIKTOR RUN? 


8. (C) Comment: This was a vintage Orban performance: 
confident, in command of the facts, and calibrated to his 
audience. He has gradually recognized that reform is 
necessary, but is now deftly focusing the debate on the 
government\'s commitment and its competence. With equivocal 
signals from the PM on the timing of future steps and a 
faltering start on health care reform, FIDESZ officials 

foresee a \"third wave\" of opposition to the government. 
Orban\'s comments also reflect his latest (if not his last) 
attempt to find a resonant theme, this time by melding 
populism and trans-Atlanticism into a coherent - or at least 
marketable - message. The challenge will be presenting 
solutions to the problems he is (rightly) highlighting. 

FIDESZ is professing its desire to engage substantively on 
the issues, and Parliamentary Speaker Katalin Szili tells us 
she is working to encourage bipartisan cooperation in 
Parliament. By contrast, MDF leader Ibolya David tells us 
FIDESZ is already hard at work preparing to \"make March worse 
than October.\" FIDESZ has the opportunity to take a step 
back toward the constitutional fold and perhaps take an 
important step toward Hungary\'s next elections if they are 
prepared to serve their revenge cold. Although Orban noted 
at one point that he \"sometimes wishes | could just turn down 
the volume (of Hungarian politics),\" he later admitted that 

it is still \"the pressure that makes me run.\" Under 

criticism within his own party but still intent on opposing 
Gyurcsany at every turn, he will continue to respond to 
pressure - and to generate it - in the months ahead. End 
Comment. 


FOLEY 
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DEPT FOR U/S FORE FROM THE AMBASSADOR AND CONSUL GENERAL 
DEPT FOR NEA/SCA/EX (ALFORD, KACZMAREK), M/SA (OFFUT) 
DEPT FOR DS/IP/NEA (LAAS), NEA/ARP 


E.O. 12958: N/A 
TAGS: PREL, PGOV, ETTC, IR, MASS, AE 
SUBJECT: SCENE-SETTER FOR THE VISIT OF U/S FORE TO THE UAE 


1. (SBU) U/S Fore, Mission UAE warmly welcomes you and looks 
forward to your February 13-14 visit to Dubai. Your meeting 
with Vice President, Prime Minister and Dubai Ruler Mohammed 
bin Rashid Al-Maktoum (MbR) will allow us to make progress on 
our new consulate compound (NCC) project and request more 
robust security assistance for our current ConGen, as well as 

to discuss other bilateral issues. With increasing staff and 
security vulnerability, moving up the start date on 

construction of the NCC is post,s top security and 

management priority. Your meeting with the Dubai Chamber of 
Commerce and Industry, and subsequent press interviews, are 
excellent outreach opportunities to review, among other 

issues, the US Open Door/Secure Borders policy and our desire 
to increase business and people-to-people linkages between 
the US and the region. At the Dubai School of 
Government(DSG)-) a relatively new institution unique in the 
region -) you will have an opportunity for professional 

outreach to peers eager for creative pubic policy thinking, 

and to provide DSG administrators and program managers 
insight into US public policy innovations like the Diplomatic 
Readiness Initiative. We know the government, and MbR, are 
keen to enhance the professionalism and efficiency of the 
UAE\'s public sector. The Mission\'s ELO and LES staff, who 
you will be meeting live and by DVC, are also excited by the 
opportunity to exchange thoughts and concerns. 


Background of Bilateral Ties 
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2. (SBU) The UAE is a close ally and an important partner 
intent on cooperating with us to create a stable economic, 
political, and security environment in the Middle East, in 
particular throughout the Gulf region. One of the world\'s 
wealthiest countries on a per capita basis, the UAE has 
adopted progressive economic policies that have strengthened 
its position as a regional hub for trade, transportation, 
investment and tourism, thus contributing to regional 
economic stability. Dubai, with far less oil wealth than its 
sister and to some extent rival emirate Abu Dhabi, has led 

this innovative approach and has become a model for private 
sector-led development that is being copied in other Gulf 
states. However, a highly traditional governmental structure 
underlies the economic and development innovation throughout 
the country, with political and economic power concentrated 

in the hands of royal families in each of the seven emirates. 
We are engaging the UAE on ways to create a more effective 
civil society network that could lead to a more open 

political system. 


Centralized Power Structure 


3. (SBU) The composition of federal and emirate-level 
governing bodies is generally derived from only a few Emirati 
families; the two most important are the ruling families of 

Abu Dhabi (Al-Nahyan) and Dubai (Al-Maktoum). Mohammed bin 
Rashid Al-Maktoum (MbR) is the Vice President, Prime 
Minister, Minister of Defense and Ruler of Dubai. MbR, in 

his capacity as Ruler of Dubai, maintains personal control 
(working through a select group of trusted deputies) over the 
bulk of Dubai\'s booming economic sector. These deputies act 
much like CEOs for Dubai\'s large parastatal enterprises, 
competing with each other as much as with outside competition. 


ConGen Security and New Building Status 


4. (SBU) ConGen Dubai is the largest post in the NEA region 
located in commercial space; Dubai\'s staff will reach 129 

this Summer. Despite wide-ranging, ongoing efforts by the 
Mission (including placement of jersey barriers and the 
provision of extra police coverage) and good cooperation from 
the Dubai government, ConGen physical and technical security 
remains wholly inadequate in almost all aspects. This 
vulnerability will continue to increase along with the post\'s 

size and growing public profile, the latter largely a result 

of the presence of the Iran Regional Presence Office. The 
Mission\'s absolute top management and security priority is 
moving the ConGen to a secure, stand-alone structure with 
proper setback as soon as possible. The government of Dubai 
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granted a seven-acre-plus site in the diplomatic quarter for 

the express purpose of constructing a new US Consulate 
General. We are confident that the Government of Dubai, which 
badly wants a new US facility here, will facilitate its 
construction. According to the current OBO long-range 

building plan, the NCC construction is scheduled to start in 
FY-2010 with a completion date of 2013. This is simply too 
long to leave a staff of 129 or more in vulnerable 
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facilities. We propose that the construction start date be 
moved forward to 2007, and the ConGen move as soon as 
possible to an interim facility with a secure perimeter and 
setback. Dubai will be sending a cable reviewing our 
security situation with more specific proposals. 


Consular Affairs 


5. (SBU) In FY 2006, Dubai processed approximately 36,000 NIV 
applications. It is the major adjudicating post for Iranian 

NIV applications (45 percent of its NIV workload involves 
Iranian applicants) and it provides services to an estimated 
17,000 resident American citizens in Dubai and the Northern 
Emirates. According to the Dubai Board of Tourism, over 
200,000 US citizens transit and/or visit Dubai annually. As 

a result of military operations in Iraq and Afghanistan, 
thousands of US military personnel and Department of Defense 
civilians and contractors either transit Dubai to other 

locations or visit for rest and recreation. Dubai remains 

the number-one overseas liberty port -- hosting 77,000 
service-men and women annually. 


Defense Cooperation 


6. (SBU) The UAE\'s contribution to U.S. defense interests in 
the region has been extensive and enduring. The ports of 
Jebel Ali and Fujairah are vital to U.S. Navy interdiction 
operations, re-supply and sustainment, and combat support 
efforts across the region*Dubai\'s large and impressive Jebel 
Ali port is the number one port outside of the US for US 
warship visits (492 in 2006), and has been for the last three 
years; it hosts a sizable permanent USO operation. 


7. (SBU) The UAE offers political support for Iraq but is 
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careful not to get out in front of the GCC and Arab League, 

having hosted a July visit by Iraqi PM Maliki and the 

September 10 Iraq Compact Preparatory Group meeting. However 
the UAE has no diplomatic staff at its embassy in Baghdad and 
UAE officials avoid travel there (particularly since the 

April 2006 attacks on its mission and kidnapping of the 

Deputy Charge d\'Affaires in May). The UAE is engaged in 
regional efforts to facilitate reconciliation between Sunni 

and ShiVa forces. 


8. (SBU) The UAE\'s political relations with Iran are strained 
over Iran\'s 35-year occupation of three disputed islands in 

the Gulf, Iran\'s nuclear aspirations, and Iran\'s support for 
ShiVa factions in Iraq. The UAE has been careful to adopt a 
non-confrontational stance to avoid jeopardizing its 

substantial trade and business interests with Iran. The UAEG 
has no export control law, in spite of long-standing U.S. 
urging. Given the targeted nature of UNSCR 1737 on Iran, the 
direct impact on the UAE is likely to be minor. UAE officials 
have expressed concern on several occasions to US officials 
about the US decision to open an Iran-focused office in 

Dubai. Their comments, however, have expressed a desire for 
less publicity and have not included a request to close the 
office. 


Lebanon 


9. (SBU) The UAE was very active throughout 2006 in providing 
humanitarian and security assistance to Lebanon. Significant 
donations of supplies transited the UAE \"air bridge\" 
established for that purpose. In the post-conflict phase, 

the UAE has been at the forefront of reconstruction efforts, 
continuing a long-standing de-mining effort and contributing 
resources for school construction, hospitals, humanitarian 
meals, etc. 


Reform Agenda 


10. (SBU) The UAEG\'s continued commitment (and ability) to 
use its sizeable wealth to satisfy the needs of its small 
citizenry constitutes the \"ruling bargain\" and explains the 
absence to date of significant pressure from the indigenous 

-- albeit minority )- UAE national population for change. 

Our democratic reform strategy aims to encourage the ruling 
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families to introduce fully-representative 

government/elections. In December 2006, for the first time 

in the country's history, a designated group of six thousand 
\"electors\" selected one-half of the 40-member Federal 
National Council (FNC), an advisory body with no real 
legislative power. The electors were directly appointed by 

the rulers of each emirate, and could only vote for one of 

the other electors. To the surprise of many, only one woman 
was elected to the FNC; several emirate rulers have 
subsequently named other wmen among their appointees to the 
remaining half of the FNC. We are advocating progress toward 
an open and independent operating environment for civil 
society, a free and independent media, and greater 
transparency and public participation in legislative and 
regulatory processes. The UAE has neither public elections 
nor political parties and does not recognize rights of 
association or authorize trade unions. 

SISON 
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Column 3 
Classified By: Ambassador David Hale for reasons 1.4 (b) and (d) 


1. (C) Summary: King Abdullah and FM Khatib spoke recently 
of the movements of displaced Iraqis as a national security 
concern. If the USG seeks GOJ cooperation in addressing the 
issue of displaced Iraqis, we should factor in Jordanian 
sensitivity toward refugee flows, and be careful not to harm 
our other important equities in the relationship with Jordan. 
Jordanian authorities will continue to apply rigorous 

security screening measures at their borders, including 
screening standards that focus especially on unknown Iraqi 
males of military age. The U.S. interest in Jordanian 

stability and the security of American personnel and 

facilities in Jordan indicates we should support such rigor, 

and we have invested substantially in improving Jordanian 
security services\' ability to do so. End summary. 


\"Our security problems are coming from Iraq 


2. (C) At a briefing for G8 and EU Ambassadors January 29, 

King Abdullah was asked about Iraqis in Jordan (other topics 
septel). The King responded by pointing with pride to the 
presence of many Iraqis in Jordan\'s schools and clinics, but 

he admitted Jordan could not accommodate them all. He said 
that after the Norwegian NGO FAFO completes its assessment of 
IragisY numbers and needs in Jordan, \"we will want to work 

with you,\" the international community, to further assist 
vulnerable Iraqis. 


3. (C) \"Keep in mind,\" he added, \"the acute political 
sensitivity, and great nervousness in Jordan\" on refugees. 
Jordanians would balk at the prospect of new, permanent 
foreign populations, he said, pointing out that the refugees 
of 1948 and 1967 are \"still here today.\" 


4. (C) The King voiced concern over security, noting that all 
recent terrorist activities in Jordan had been mounted by 
Iraqis who came across the border to conduct attacks. He 
said Jordanian intelligence was following \"hit squads\", 
directed by Iranians and Shia Iraqis, who were trying to 
track down Iraqis here and settle old scores. \"Our security 
problems are coming from Iraq," he said. 


FM Warns of a Pull Effect 


5. (C) During a separate session with the same Ambassadors, 
FM Khatib said \"the social and financial state of most Iraqis 
here is not that of refugees. If we declare them to be 
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refugees, we will attract Iraqis in even larger numbers." 

This would facilitate the departure from Iraq of large 

numbers of Sunnis, he added, which was in nobody\'s interest. 


A Signal on Iraqi Migrants 


6. (C) The King says what most Jordanians are thinking when 
he likens potential Iraqi movements into Jordan to the 

refugee flows of 1948 and 1967 - and (clearly to Jordanians) 
by implication to the 1970 \"Black September\" civil war 
between Arafat-led refugees and the government. His remarks 
signal that the GOJ will react defensively to any push from 
outside to adjust its current posture on displaced Iraqis, 

unless it can be convinced that any new commitment is 

limited, finite, and does not require Jordan to accept 

additional security risks. 


7. (C) As the USG reviews its position on Iraqis who have 
been associated with the USG, and on displaced Iraqis 
generally, post urges that Jordanian sensitivities be kept in 
mind. Options outside Jordan (including processing of 
migrants/refugees in secured areas of Iraq) should be 
explored thoroughly. 


8. (C) If the USG needs to secure GOJ cooperation, post 
recommends any request should be for clearly defined numbers 
of individuals. In addition, we believe Jordan will not 

admit for refugee/migration processing Iraqis whose security 
background is not already cleared to a standard good enough 


for admission to the U.S. Itis in the U.S. interest to 
support Jordanian officials in taking the steps they believe 
are necessary to maintain stability here and the security of 
U.S. personnel and facilities in Jordan. Rigorous screening 
at the Iraqi border, including of unknown military age Iraqi 
males, is part of that effort. 


Visit Amman\'s Classified Web Site at 
http://www state.sgov.gov/p/nea/amman/ 
HALE 


94876 

RR RUEHAT 

DE RUEHTC #0189/01 0321353 

ZNR UUUUU ZZH 

R 011353Z FEB 07 

FM AMEMBASSY THE HAGUE 

TO RUEHBS/AMEMBASSY BRUSSELS 9189 

INFO RUEHAT/AMCONSUL AMSTERDAM 2187 

RUEHC/SECSTATE WASHDC 8059", "UNCLAS SECTION 01 OF 03 THE HAGUE 000189 


Column 3 

SIPDIS 

SIPDIS 

BRUSSELS FOR FAA 


E.O. 12958: N/A 

TAGS: OTRA, ASEC, EAIR, NL 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR BRUSSELS FAA 
OFFICIAL ANTHONY F. FAZIO - FEBRUARY 7-15, 2007 


REF: FAA BRUSSELS BE 00350 


1. Country clearance is granted for Federal Aviation 
Administration (FAA) official Anthony F. Faxio, Director of 
Europe, Africa and Middle East Area Offices, Brussels to 
travel to the Netherlands from February 7-15, 2007 for a 
runaway incursion meeting with the Dutch CAA and to attend 
the annual CANSO Conference. 


2. Embassy understands that no further assistance has been 
requested. 


POST ACCESS: 


3. Visitors who need unescorted access into secure areas of 
the Mission must provide proof of a clearance. If level of 
clearance was not provided in the original country clearance 
request it should be done by separate cable. The cable 
should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC tag to 
ensure distribution to the RSO office. 


COMPUTER AND ELECTRONICS USE: 


4. Inter-agency security standards prohibit the introduction 

or use of non-USG owned computer hardware and software at all 
USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all 

secure areas of the Mission. 


5. Travelers who anticipate having special needs in terms of 
either access or computer usage should contact the RSO office 
before arriving at post. 


Security ADVISORY: 
6. The Government of the Netherlands (GoN) assesses the 


threat level of a terrorist incident for The Netherlands as 
&substantial.8 This is the second highest of four threat 
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levels and is defined as a realistic threat that the 
Netherlands will experience a terrorist attack. GoN has 
implemented Counter-Terrorism and heightened security 
measures in response. 


7. US citizens in The Netherlands are encouraged to monitor 
media reports, to maintain a high level of vigilance and to 
take appropriate steps to increase their security awareness. 
American citizens should bear in mind that even 
demonstrations intended to be peaceful can turn 
confrontational and possibly escalate into violence. 

American citizens are urged to avoid areas of demonstrations 
if possible, and to exercise caution if within the vicinity 

of any demonstrations. 


8. The U.S. Government remains deeply concerned about the 
heightened possibility of terrorist attacks against U.S. 
citizens and interests abroad. As noted in the Department of 
State,s Worldwide Caution of October 11, 2006, terrorists do 
not distinguish between official and civilian targets. Such 
targets may include facilities where U.S. citizens and other 
foreigners congregate or visit, including residential areas, 
clubs, restaurants, places of worship, schools, hotels and 
public areas. Terrorist actions may include, but are not 
limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 


9. An area of concern for visitors to The Netherlands is 
crime. Most crimes against officials Americans are limited 
to pick-pocketing and purse and luggage theft. Theft from 
automobiles and hotel rooms are also on the rise. Theft of 
laptop computers has increased, especially at Schiphol 
Airport and major train stations. The thieves operate in 
small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 
been victimized, losing personal or unclassified government 
computers, software and data. Travelers are reminded that 
regulations require the use of the diplomatic pouch for 
shipment of classified equipment and information. 


10. Streets can be walked in relative safety but, as in any 
U.S. urban area, caution and vigilance should be exercised 
especially after dark in the more populated cities of The 
Hague, Amsterdam and Rotterdam. Red-light districts and 
public transportation hubs are common locations for incidents 
of street crimes. 


OVERVIEW OF THE NETHERLANDS 
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11. The Netherlands is slightly less than twice the size of 

New Jersey and has a population of 16.3 million. The 
government is a constitutional monarchy with a bicameral 
parliament. Queen Beatrix is the titular head of state and 

has mostly ceremonial duties, but does retain some political 
influence. Prime Minister Jan Peter Balkenende came to power 
in 2002, but his first cabinet lasted less than a year. 

After winning reelection, Balkenende built a center-right 
coalition that collapsed in August 2006, as it entered its 

fourth and final year in office. Balkenende continues to 

govern with a minority government (comprised of his Christian 
Democratic (CDA) and the Liberal (VVD) parties). Elections 
are scheduled for November 22 and are predicted to be a dead 
heat between Balkenende,s CDA and opposition Labor (PvdA) 
parties. 


12. The Dutch economy depends on trade; Amsterdam\'s Schiphol 
Airport (Europe,s fourth busiest) and the Port of Rotterdam 
(Europe,s largest) make the country a gateway to Europe. 

The Netherlands is the third largest source of foreign direct 
investment in the United States and is the third largest 

destination of foreign direct investment from the United 

States. GDP is expected to grow by 2.5 to 3 percent in 2006, 
which puts the Dutch ahead of eurozone averages for the first 
time in seven years. Unemployment has fallen to 5.5 percent. 


13. The Dutch generally take similar approaches to the U.S. 
on international security, human rights, free trade, and rule 

of law issues, although differences on specific policies are 
not uncommon. The Dutch are committed internationalists who 
support strong transatlantic ties through NATO and the 
further development of the European Union. Long active in 
peacekeeping missions in the Balkans, Dutch military forces 
participated in Operation Enduring Freedom, made significant 
contributions to stabilization efforts as part of Operation 

Iraqi Freedom, and continue to take part in NATO\'s 
International Security Force in Afghanistan. The Netherlands 
is also an international legal center and hosts the 
International Court of Justice, the Iran-U.S. Claims Tribunal 
and the International Criminal Tribunal for the Former 
Yugoslavia. 


14. The Netherlands is among the world\'s leading aid donors, 
giving about 0.8% of its gross national product annually in 
development assistance, making it the sixth largest donor 
nation in dollar terms, and the fifth most generous relative 

to GNP. The country consistently contributes large amounts of 
aid through multilateral channels for education, the 
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environment, water, AIDS, and reproductive health care. The 
Dutch provided extensive material support and expertise to 
the New Orleans area following Hurricane Katrina thanks to 
centuries of experience in holding back the North Sea. 


15. The people of the Netherlands are predominantly ethnic 
Dutch but with large minority communities from Morocco and 
Turkey as well as from the Netherlands\' current and former 
overseas territories of the Dutch Antilles, Suriname, and 
Indonesia. The influx of immigrants during the past three 
decades has been accompanied by increased social tensions 
between native-born Dutch and immigrant communities and led 
to growing debate about social integration and an increased 
emphasis on defining Dutch norms and values. The Muslim 
community in the Netherlands is the second largest in Western 
Europe as a percentage of the population (6 percent). The 
majority are immigrant &guest workers8 and their 
descendants; roughly a third of the Muslim population is of 
Turkish descent, with another third of Moroccan descent. In 
order to better explain our policies and gauge the Muslim 
community,s concerns, the embassy has placed a high priority 
on Muslim outreach. 


16. The U.S. Mission to the Netherlands, including the 

Embassy in The Hague and the Consulate General in Amsterdam, 
has employees from the Departments of State, Commerce, 
Agriculture, Justice, Homeland Security, and Defense, as well 

as DEA and NASA. DHS,s Immigration and Customs Enforcement 
(ICE) and Customs and Border Protection (CBP) maintain 

offices in Rotterdam and at Schiphol Airport. The FBI legal 

attach and U.S. Secret Service Europol liaison are stationed 

in The Hague. The Consulate General in Amsterdam serves a 
resident American population of 41,000 in addition to nearly 

one million U.S. visitors every year. 


The State Department,s Country Background Notes on the 


Netherlands are available on the internet: 
http://www. state.gov/r/pa/ei/bgn/3204.htm. 
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BRUSSELS FOR FAA 


E.O. 12958: N/A 

TAGS: OTRA, ASEC, EAIR, NL 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR BRUSSELS FAA 
OFFICIAL DANIEL VACA JR. - FEBRUARY 12-15, 2007 


REF: FAA BRUSSELS BE 00349 


1. Country clearance is granted for Federal Aviation 
Administration (FAA) official Daniel Vaca Jr., International 
Program Officer, Brussels, to travel to the Netherlands from 
February 12-15, 2007 to attend CANSO Conference in 
Maastricht. 


2. Embassy understands that no further assistance has been 
requested. 


POST ACCESS: 


3. Visitors who need unescorted access into secure areas of 
the Mission must provide proof of a clearance. If level of 
clearance was not provided in the original country clearance 
request it should be done by separate cable. The cable 
should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC tag to 
ensure distribution to the RSO office. 


COMPUTER AND ELECTRONICS USE: 


4. Inter-agency security standards prohibit the introduction 

or use of non-USG owned computer hardware and software at all 
USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all 

secure areas of the Mission. 


5. Travelers who anticipate having special needs in terms of 
either access or computer usage should contact the RSO office 
before arriving at post. 
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Security ADVISORY: 


6. The Government of the Netherlands (GoN) assesses the 
threat level of a terrorist incident for The Netherlands as 
&substantial.8 This is the second highest of four threat 
levels and is defined as a realistic threat that the 
Netherlands will experience a terrorist attack. GoN has 
implemented Counter-Terrorism and heightened security 
measures in response. 


7. US citizens in The Netherlands are encouraged to monitor 
media reports, to maintain a high level of vigilance and to 
take appropriate steps to increase their security awareness. 
American citizens should bear in mind that even 
demonstrations intended to be peaceful can turn 
confrontational and possibly escalate into violence. 

American citizens are urged to avoid areas of demonstrations 
if possible, and to exercise caution if within the vicinity 

of any demonstrations. 


8. The U.S. Government remains deeply concerned about the 
heightened possibility of terrorist attacks against U.S. 
citizens and interests abroad. As noted in the Department of 
State,s Worldwide Caution of October 11, 2006, terrorists do 
not distinguish between official and civilian targets. Such 
targets may include facilities where U.S. citizens and other 
foreigners congregate or visit, including residential areas, 
clubs, restaurants, places of worship, schools, hotels and 
public areas. Terrorist actions may include, but are not 
limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 


9. An area of concern for visitors to The Netherlands is 
crime. Most crimes against officials Americans are limited 
to pick-pocketing and purse and luggage theft. Theft from 
automobiles and hotel rooms are also on the rise. Theft of 
laptop computers has increased, especially at Schiphol 
Airport and major train stations. The thieves operate in 
small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 
been victimized, losing personal or unclassified government 
computers, software and data. Travelers are reminded that 
regulations require the use of the diplomatic pouch for 
shipment of classified equipment and information. 


10. Streets can be walked in relative safety but, as in any 
U.S. urban area, caution and vigilance should be exercised 
especially after dark in the more populated cities of The 
Hague, Amsterdam and Rotterdam. Red-light districts and 
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public transportation hubs are common locations for incidents 
of street crimes. 


OVERVIEW OF THE NETHERLANDS 
11. The Netherlands is slightly less than twice the size of 
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New Jersey and has a population of 16.3 million. The 
government is a constitutional monarchy with a bicameral 
parliament. Queen Beatrix is the titular head of state and 

has mostly ceremonial duties, but does retain some political 
influence. Prime Minister Jan Peter Balkenende came to power 
in 2002, but his first cabinet lasted less than a year. 

After winning reelection, Balkenende built a center-right 
coalition that collapsed in August 2006, as it entered its 

fourth and final year in office. Balkenende continues to 

govern with a minority government (comprised of his Christian 
Democratic (CDA) and the Liberal (VVD) parties). Elections 
are scheduled for November 22 and are predicted to be a dead 
heat between Balkenende,s CDA and opposition Labor (PvdA) 
parties. 


12. The Dutch economy depends on trade; Amsterdam\'s Schiphol 
Airport (Europe,s fourth busiest) and the Port of Rotterdam 
(Europe,s largest) make the country a gateway to Europe. 

The Netherlands is the third largest source of foreign direct 
investment in the United States and is the third largest 

destination of foreign direct investment from the United 

States. GDP is expected to grow by 2.5 to 3 percent in 2006, 
which puts the Dutch ahead of eurozone averages for the first 
time in seven years. Unemployment has fallen to 5.5 percent. 


13. The Dutch generally take similar approaches to the U.S. 
on international security, human rights, free trade, and rule 

of law issues, although differences on specific policies are 
not uncommon. The Dutch are committed internationalists who 
support strong transatlantic ties through NATO and the 
further development of the European Union. Long active in 
peacekeeping missions in the Balkans, Dutch military forces 
participated in Operation Enduring Freedom, made significant 
contributions to stabilization efforts as part of Operation 

Iraqi Freedom, and continue to take part in NATO\'s 
International Security Force in Afghanistan. The Netherlands 
is also an international legal center and hosts the 
International Court of Justice, the Iran-U.S. Claims Tribunal 
and the International Criminal Tribunal for the Former 
Yugoslavia. 
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14. The Netherlands is among the world\'s leading aid donors, 
giving about 0.8% of its gross national product annually in 
development assistance, making it the sixth largest donor 
nation in dollar terms, and the fifth most generous relative 

to GNP. The country consistently contributes large amounts of 
aid through multilateral channels for education, the 
environment, water, AIDS, and reproductive health care. The 
Dutch provided extensive material support and expertise to 
the New Orleans area following Hurricane Katrina thanks to 
centuries of experience in holding back the North Sea. 


15. The people of the Netherlands are predominantly ethnic 
Dutch but with large minority communities from Morocco and 
Turkey as well as from the Netherlands\' current and former 
overseas territories of the Dutch Antilles, Suriname, and 
Indonesia. The influx of immigrants during the past three 
decades has been accompanied by increased social tensions 
between native-born Dutch and immigrant communities and led 
to growing debate about social integration and an increased 
emphasis on defining Dutch norms and values. The Muslim 
community in the Netherlands is the second largest in Western 
Europe as a percentage of the population (6 percent). The 
majority are immigrant &guest workers8 and their 
descendants; roughly a third of the Muslim population is of 
Turkish descent, with another third of Moroccan descent. In 
order to better explain our policies and gauge the Muslim 
community,s concerns, the embassy has placed a high priority 
on Muslim outreach. 


16. The U.S. Mission to the Netherlands, including the 

Embassy in The Hague and the Consulate General in Amsterdam, 
has employees from the Departments of State, Commerce, 
Agriculture, Justice, Homeland Security, and Defense, as well 

as DEA and NASA. DHS,s Immigration and Customs Enforcement 
(ICE) and Customs and Border Protection (CBP) maintain 

offices in Rotterdam and at Schiphol Airport. The FBI legal 

attach and U.S. Secret Service Europol liaison are stationed 

in The Hague. The Consulate General in Amsterdam serves a 
resident American population of 41,000 in addition to nearly 

one million U.S. visitors every year. 


The State Department,s Country Background Notes on the 


Netherlands are available on the internet: 
http://www. state.gov/r/pa/ei/bgn/3204.htm. 
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E.O. 12958: N/A 
TAGS: ECON, EFIN, PGOV, VE 
SUBJECT: ROBIN HOOD WAS A SOCIALIST 


REF: A. OGOCARACAS 3434 


B. O6CARACAS 3617 
C. 06 CARACAS 3653 
D. CARACAS 183 


1. (SBU) During the past two weeks Chavez and other BRV 
officials have proposed a dizzying array of tax increases, 

all of which Chavez will have the ability to impose through 
decrees sanctioned by the new \"enabling\" law. These 
proposals maintain the trend of growing the tax burden on 
individuals and private companies and even greater government 
imposition on the private sector. In proposing to increase 

taxes on assets, luxury items, and gasoline, as well as 
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limiting hard currency authorizations to restrict imports and 
favor domestically produced goods, the BRV is adding to 
strong inflationary pressures and distorting the economy 
further in its march towards 21st century socialism. 


2. (SBU) During his weekly \"Alo Presidente\" call-in show on 
January 21, Chavez took some time to lambaste bank profits 
and wealthy individuals in Venezuela. Referring to luxury 
property, Chavez suggested that the BRV would institute an 
assets tax, demanding a percentage of peoples\' assets. He 
threatened, \"you have a BMW, well okay...a tax. You have a 
home and another on the sea...come here buddy. You have an 
airplane...collections of marvelous art, come here buddy...\" 
According to Chavez, the proceeds from this tax would go to 
community councils. The Venezuelan tax authority, SENIAT, 
explained that such an asset tax would only affect people 

with net worths in excess of 560 million Bolivars (or USD 
260,000) and that the rate would range from .5 to 1 percent 
of assets. (COMMENT: As Chavez correctly noted, France does 
have an asset tax of .7 percent, though very few countries in 
the world have been successful in collecting such a tax. 
Despite significant improvements in collection by SENIAT, tax 
evasion remains a competitive sport here and it is very 
unlikely that the government would be successful in getting 
anything near an accurate accounting of individuals\' net 
worth, especially given that most Venezuelans with enough 
money to buy a BMW have learned how to hide their assets 
domestically and abroad. END COMMENT.) 


3. (SBU) In addition to the increase in duties for luxury 

goods (reftel C), the BRV is also contemplating additional 
luxury taxes, which may come in the form of a separate 
value-added tax (IVA), or in an increase in the IVA rate for 
certain goods. (Note: Currently, almost all goods in 
Venezuela are subject to 14 percent IVA. Notable exceptions 
include certain foodstuffs and educational and medical 
supplies. End Note.) According to the daily El Universal, a 
tax on \"selective consumption\" may include alcohol, 
cigarettes, cell phone, internet, and television service. 


4. (SBU) SENIAT recently announced that they would tax idle 
agricultural lands and threatened possible expropriation if 
this did not encourage land holders to use their lands for 
agricultural production. At the same time SENIAT recently 
announced up to a two year tax holiday on agricultural 
production. National and local governments have already 
expropriated \"idle\" rural and urban holdings, so a tax 
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holiday would represent an odd method by which the BRV is 
attempting to stimulate domestic production without resorting 
to more traditional methods like improving the investment or 
judicial climate. 


5. (SBU) Chavez has also begun to attack what he considers 
\"tiny,\" or \"chiquitito\" taxes paid by banks. The corporate 
income tax is 34 percent. However in the second semester of 
2006, the banking sector only paid on average 8.7 percent of 
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its income in taxes. This is because most banks in Venezuela 
are heavily invested in government bonds and CDs, which are 
tax-free. Banks have profited by paying 6 percent to 
depositors and earning 10 percent on those investments (the 
rate paid on government CDs and bonds). However, according 
to one sector contact, most profit growth in recent years has 
been through the increase in consumer credit and investing. 
Increasing taxes on bank income, or \"excessive\" profits, fits 
with BRV rhetoric regarding the private sector, in general. 

It seems increasingly likely that Chavez will move to cap 

profits in the private sector, at which point one banking 

contact joked that they would make as much as the BRV allowed 
and use the leftover money to raise their salaries. 


6. (SBU) Venezuela has the cheapest gasoline in the world (17 
cents a gallon) and gas prices have not changed since Chavez 
took office in 1999. Various estimates put PDVSA\'s losses 
from gasoline subsidization at anywhere from USD 1 to 4 
billion annually, and the heavily subsidized gas creates many 
negative externalities, including contributing to Caracas\'s 
gridlock (reftel B). Venezuela is consuming around 280,000 
barrels daily of gasoline. The opportunity cost of selling 

it at 17 cents a gallon instead of the world pump price of 

about USD 2 a gallon is in the tens of billions of dollars 

(see reftel D for more details). Despite the economic 

reality, Venezuelans are incredibly attached to essentially 

free gas and it remains to be seen if Chavez will follow 
through. He has already claimed that any increase would 
avoid certain sectors of the economy like transportation. In 
1989 government attempts to raise gas prices led to massive 
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rioting, hundreds of deaths and supposedly inspired Hugo 
Chavez to begin plotting his coup. 


7. (SBU) The parallel exchange rate for dollars is hovering 
around the 4200Bs./dollar mark, making the Bolivar 
approximately 95 percent overvalued as compared to the 
official rate of 2150Bs./dollar. Increasing limitations on 

what goods are eligible for CADIVI dollars (the official 

rate) have pushed more importers to use the parallel market 
to bring their items into Venezuela, which has contributed to 
inflation (see reftel A), and exacerbating the capital flight 
generated by ChavezY recent proclamations. The increase in 
the parallel rate has not been lost on BRV officials. The 
President of the Institute for the Defense and Education of 

the Consumer (INDECU) recently noted that the government 
needed to prevent importers from pricing their goods based on 
the parallel rate and ensure that importers did not profit 

from parallel rate transactions. The head of SENIAT, Jose 
Vielma Mora, has also participated in this debate, testifying 
before the National Assembly that he was concerned about bank 
profits from currency trading and speculation. On January 

26, Vielma Mora announced the formation of a commission 
comprised of SENIAT, CADIVI, INDECU and the Public Ministry 
to combat the commercialization of profits from the parallel 
market trade. Plans include fines and jail times for those 

that \"perturb\" the country\'s \"financial peace.\" 


8. (SBU) Currency restrictions are contributing to inflation 

and shortages (the most recent victims are car manufacturers 
who cannot import all of the parts needed to assemble a car) 
that hurt the average Venezuelan. The proposed restriction 
of foreign exchange and growth in the parallel market could 
be intentional and a means of creating a dual exchange rate 
mechanism. \"Preferential goods, including raw materials, 
capital goods, and foodstuffs not produced in Venezuela, can 
be imported at the better 2150Bs./dollar and the rest at 
4200Bs/dollar, which in essence now serves as a 100 percent 
sin tax on the Venezuelan consumer. 
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9. (SBU) True to BRV form, Chavez! rantings televised on \"Alo 
Presidente on Sunday, January 21 are becoming government 
policy. By increasing the tax burden on Venezuelans, Chavez 
believes that he can capture an even greater role for the 

state and encourage certain types of consumption. While a 
tax on individuals with USD 260,000 in assets will only 

affect a small portion of the population, other taxes on 

widely used goods like gasoline and cigarettes will hurt the 
middle and lower classes disproportionately. At the moment, 
all of these proposals remain that, merely proposals, but 

given Chavez" propensity for doing as he says and the 
upcoming Enabling Law, which will allow him to draft and 
enact legislation without even cursory oversight (or time to 
rethink potential mistakes), it seems likely that the fence 
around the private sector will continue to tighten, to the 
detriment of most Venezuelans. 
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SIPDIS 
PARIS/LONDON FOR AFRICA WATCHER 
SIPDIS 


E.O. 12958: N/A 
TAGS: PBTS, KTIP, PGOV, PHSA, PHUM, SMIG, GB 
SUBJECT: GABON AS EL DORADO 


1. On January 29, 2007, 75 West African immigrants attempting to 
enter Gabon illegally were detained by local authorities as they 
disembarked from a boat. The group, which included 65 men, 9 women 
and one child, were nationals of Togo, Benin, Nigeria, Niger, Ghana 
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and Burkina Faso. In an interview with Gabon\'s daily newspaper 
(L\'Union), one of the immigrants (from Niger) described Gabon being 
viewed throughout West Africa as a land of promise or \"El Dorado.\" 


2. According to Lieutenant Herve Chaby-Bion, head of the Gendarmerie 
Coast Guard Brigade, illegal immigration to Gabon from West African 
countries is alive and well, by land and sea. He estimates, in the 
absence of official statistics, that at least one boat per week 

enters Gabon\'s waters with West African immigrants. The size of the 
boats, and thus the number of immigrants, varies from small 
\"pirogues\" to commercial vessels. For example, Chaby-Bion recounted 
the story of an Asian commercial vessel arriving from Cameroon with 
immigrants smuggled in its cargo hold. Most boats, he added, 

originate from Oron, Nigeria. The last boat the gendarmerie seized 
was in November 2006 and held 48 immigrants. 


3. Chaby-Bion stated that the West Africans come to Gabon for 
economic reasons. They arrive and do the work Gabonese will not do, 
earn higher incomes than they could in their home countries, then 
spend the money in their home countries building homes or supporting 
family. He stated that despite Gabon\'s declining oil production, 

illegal immigration from West Africa has not slowed in the three 

years he has worked at the Gendarmerie Coast Guard Brigade. 


4. Comment: In general, West Africans have found success in Gabon 
and the Gabonese have accepted them. However, as oil production, 
and revenues, decline these immigrants are finding a less and less 
welcoming environment. One cabinet minister recently told the 
Ambassador that in earlier years many of the immigrants were 
physicians, university professors and teachers. Now, the majority 
are unskilled day laborers seeking any kind of work - and raising 

fear among Gabonese about an increase in crime. Estimates vary, but 
there is conjecture that over 20 percent of Gabon\'s 1.4 million 
population may currently be made up of Africans from other 
countries. 
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SIPDIS 
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SIPDIS 


E.O. 12958: DECL: 01/30/2017 
TAGS: NATO, PINS, PREL, MARR, MOPS, GR 
SUBJECT: FOLLOW-UP ON GREEK AFGHANISTAN CONTRIBUTIONS 


REF: A. SECSTATE 4834 
B. SECSTATE 7434 
C. ATHENS 97 
D. ATHENS 111 
E. ATHENS 148 


Classified By: AMBASSADOR CHARLES RIES. REASONS 1.4 (B) AND (D). 


1. (C) SUMMARY: Greek FM Bakoyannis\' intervention at the 
January 26 informal NATO Ministerial on Afghanistan included 
announcement of welcome new GoG monetary contributions to 
counter-narcotics and the Hungarian-led PRT in northern 
Afghanistan, as well as M-60 tanks for the ANA. Bakoyannis 
made no mention, however, of personnel for the Hungarian PRT 
nor of altering caveats that keep Greek engineers and medics 
in Kabul. GoG sources subsequently told us that, in addition 

to its financial contribution, Greece would provide only one 

or two agricultural experts to the PRT. While welcoming the 
GOG contribution, Embassy will continue to push the GoG to 

lift caveats and contribute personnel in addition to money 

and equipment. We will also work with the Hungarian Embassy 
to ensure that the GOG contribution to their PRT targets key 
needs. END SUMMARY. 


THE FIGURES 


2. (SBU) At the January 26 Ministerial, FM Bakoyannis 
announced the following new Greek contributions for 
Afghanistan: 


-- Six-month extension of the Greek MASH unit (50 physicians, 
medics, and support personnel) in Kabul; 

-- 300K-euro donation to the special UN fund for 
counter-narcotics; 

-- 500K euros divided between four reconstruction and support 
programs led by the Hungarians, including health, education, 
agriculture, and water; and 

-- Company (10 to 13) M-60 tanks for the Afghan National Army. 


3. (C) In Greece, MFA spokesman Koumoutsakos announced the 
contributions in response to a journalist\'s question; the 

information was later posted on the MFA website. It received 

little attention in domestic media. 
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CONTRIBUTIONS WELCOME, BUT... 


4. (C) The announcement more or less tracked with the 
previews we had gotten from various GoG sources prior to the 
Ministerial. We had been told in no uncertain terms not to 
expect the lifting of caveats or troop plus-ups, but we had 
understood (including from the Hungarian Ambassador) that the 
Greek financial contribution to the Hungarian PRT would be 
accompanied by commitment of personnel. MFA D2 NATO 
Directorate deputy chief Daskarolis commented to us following 
the Ministerial that there would be no Greek contribution of 
personnel at present, but one or two agricultural experts 

might be possible \"in a couple of months.\" General Staff 
Defense Policy Director Brigadier General Tsigaras told DATT 
the search for the agronomists was already underway. 


5. (C) Hungarian Embassy DCM Andras Deak confirmed Greece\'s 
announcement of the 500K for the reconstruction projects and 
the possibility of one or two Greek experts in the future. 

He noted, however, some confusion on the Greek side regarding 
where their money would be sent. The Hungarians preferred 
the Greeks provide the donation to the PRT, which would 

divide the money amongst its various health, education, 
agricultural, and water projects. Deak said he had 

information indicating that the Greek Embassy in Islamabad 
preferred this route as well. The MFA in Athens, however, 

had recently told the Hungarians it wished to contribute the 
money directly to the Afghanis -- a prospect Deak had 

difficulty understanding given that the Greeks would have no 
one on the ground to oversee how the money was used. 


6. (C) The tank donation is also an area of question. The 
Greeks have a large number of well-maintained, if out-dated, 
M-60 tanks, which they intend to replace in the coming years. 
The announced donation of a company (10-13) of M-60s for 
Afghanistan comes from this stock, but given the large 
numbers the Greeks have, they could probably do more. Their 
very generous donation of 100 former East German armored 
personnel carriers and over four million rounds of ammunition 
to the Iraqi army since 2005 suggests that the 10-13 M-60s 

for Afghanistan may be only the first step. (NOTE: Embassy 
would welcome input from USNATO and Department regarding 
Afghan needs and absorption capabilities for heavy armor. 
END NOTE.) 
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COMMENT: NEXT STEPS 
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7. (C) We welcome the GOG\'s decision to bring additional 
contributions to the NATO table, particularly given the Greek 
public\'s skepticism. The details we have received 
post-Ministerial, however, confirm that the GOG remains 
reluctant to lift caveats or send new personnel (military or 
civilian). Nevertheless, sending even one or two agronomists 
in the near term cracks open the door. We will work with the 
Hungarians locally both to determine their further PRT needs 
and to encourage additional GOG commitment of personnel as 
needed. We also plan to encourage the Greeks to consider 
offering personnel for other civilian reconstruction 

projects. For example, given Greek experience in antiquities 
preservation, the Bamiyan Buddha restoration might be a 
project in which they could have particular expertise to 

share. 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 
TAGS: ECON, EINV, EIND, HR, ECONOMIC CONDITIONS 
SUBJECT: CROATIA KEEPS TOURISM INDUSTRY AT THE FOREFRONT 


1. Summary. Croatian officials are proclaiming 2006 as another 
banner year for tourism while, at the same time, warning the 

industry not to rest on its laurels and encouraging improvements in 
existing facilities and infrastructure, green-field investments and 
creation of new products and services. While the success stories 
have been mainly in the coastal region and Istria, officials are 

looking to the interior for new attractions and to extend the season 
beyond July and August. The tourism industry accounts for 20 percent 
of Croatia\'s GDP and nearly 40 percent of total exports. End 
summary. 


2. More than 10 million tourists visited Croatia in 2006, spending 
$8.16 billion, a 3 percent increase over the previous year. Of 
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those, 152,000 tourists hailed from the U.S., an increase of 134 
percent over 2005, but still a small number in comparison to 
Europeans, who account for 64 percent of the total number of 
tourists. Countries sending the most tourists to Croatia are 

Germany, Slovenia, Italy, Czech Republic and Austria, according to 
the Croatian Chamber of Economy\'s tourism department. Tourism 
officials attribute the increase to better promotion targeting the 

U.S. and Europe and an active network of tourism councils helping to 
improve facilities and offerings. Last year some 120 articles and 60 
TV programs on Croatia ran in the U.S. and Croatian tourism 
representatives promoted the country at tourism fairs throughout the 
world. Surveys show that the majority (78 percent of foreign 

tourists) come to Croatia\'s Adriatic coast. The board expects the 
number of tourists from the U.S. to increase further with a new 

Delta Airlines/Air France codeshare to Croatia. Their goals for 
development are to promote Croatia as the premier destination in the 
Mediterranean and Europe, increase earnings by increasing 
consumption and extending the season. However, as tourism reaches 
its capacity on the coast, developers are eyeing the interior of the 
country, traditionally agricultural areas to create new tourism 
destinations. 


3. Amid the good numbers, hoteliers complain that a 10 percent Value 
Added Tax (VAT) on accommodations and agency fees, along with the 
discontinuation of subsidies for organized tours, has cut into their 
profits. Sanda Corak of the Institute for Tourism said Croatia\'s 

tourism VAT is higher than that of many other tourist destination 
countries such as Spain and Italy where the VAT is about 7 percent. 
The hotels and campgrounds may also have suffered from drastic price 
increases, reportedly as high as 57 percent over last year, without 
significant improvements in amenities. However, officials at the 
Ministry of Tourism said growth and profit will come by increasing 

the capacity of marinas and four and five-star hotels. 


4. Several offices have a hand in Croatia\'s tourism industry from 
planning to promotion. 

The Croatian Chamber of Commerce oversees eight associations and 
affiliations covering travel agencies, hoteliers and caterers, and 

those involved in niche tourism such as nautical, adventure, health, 
rural and cultural tourism. The Ministry of the Sea, Tourism, 

Traffic and Development oversees legal issues, including urban 
plans. The Tourism Institute, funded equally by the ministry and 
private industry, conducts research on tourism trends and makes 
recommendations. The Croatian National Tourist Board promotes the 
country\'s tourist destinations. The Board and the Croatian Chamber 
of Commerce are also linked to offices in 20 cities throughout 
Croatia, 10 of which are on the coast. 
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5. Amelia Tomasevic of the Zagreb Tourist Board said increasing bus 
tours brought more foreign visitors to Zagreb last summer. Klaric of 
the Croatian Chamber of Commerce said another factor is \"City 
Breaks weekend stops in Zagreb, which combines cheap flights with 
excellent hotels. Tour organizers book cultural events (play, opera, 
museum visit) in advance. Tomasevic said word of mouth, especially 
from celebrities, also helped promote Zagreb to tourists. For her 

part, Ms. Tomasevic grants interviews to every journalist who 
requests one and leads them to sources in other cities. Copying 
Helsinki\'s idea, Tomasevic hired young people as city guides during 
the summer months. Last year 20 multi-lingual students walked around 
the city, answered touristsW questions and provided printed 
information and maps. This year the guides will start in May, two 
months earlier than last year. 


6. Tomasevic said Zagreb needs a 2,000 capacity convention hall in 
the center, development along the riverfront and a solution to the 
graffiti problem. The convention center has been discussed on and 
off for some 30 years. Tomasevic disagrees with the most recent 
proposal to build it on the Zagreb fair grounds, south of the Sava 
River, because it would not give conventioneers easy access to city 
center attractions and shopping. Tomasevic and Davor Njiric, adviser 
to the Minister of Tourism, both mentioned the need for 
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hydroelectric plants to regulate the water level of the Sava before 
any real development can take place. But they said that is years 
away from reality. 


7. Tourism Institute surveys show travelers are no longer satisfied 
with an apartment on the beach, but also want activities and 
excursions. Corak called the isolated apartments and small houses 
dotting the coastline an eyesore, but said they would at least try 

to link them with nearby hotels for activities. She said not 

everyone on the coast wants to extend the season past September. 
Despite pleasant weather in October, hotel owners on the island of 
Brac refused to remain open, saying they had to tend to wineries and 
other winter activities, she said. 


Column 3 
Creating new products 


8. Tourism officials and USAID are promoting cultural, rural, 
nautical, wellness, and adventure tourism to extend the season and 
attract tourists away from the crowded coast. Projects include a 
winter resort in the Velebit mountains, boasting a view of the 
Adriatic coast. The project is being funded by a $1.8 million grant 
from the European Commission\'s CARDS program. There are 53 golf 
course proposals being reviewed, according to Njiric of the Ministry 
of Tourism. Njiric said the GoC gives subsidies, small loans and 
grants to entrepreneurs, especially those renovating small, 
family-run hotels and historic sites. He said small hotel owners are 
also benefiting from a $325,000 grant from Italy. 


9. USAID projects include small and family hotels, gastronomy, 
regional tourism in Baranja, Virovitica, Vukovar, Varazdin, Cakovec, 
Koprovnica and Skradin; training destination management companies 
and tour operators; improving food services quality and event 
management. They said their projects are focusing on extending the 
season and creating tourism opportunities from September to June and 
in areas away from the coast. Their goal is to create 1,500 new jobs 

in the next year. USAID contractors said the biggest gap in 

Croatia\'s tourism industry lies with tour operators and destination 
managers who are not trained or prepared to handle an influx of more 
demanding tourists. They added, however, that services in general 
need to be improved, especially in the interior of the country. 

About 80 restaurants are participating in a USAID-sponsored 
educational program conducted by Gastronomadi, a Croatian company 
started by former food critics. 


10. Through education and outreach, officials have convinced local 
communities in non-traditional tourist areas that tourism is a 

viable source of income, complementing small-scale agriculture. 
Recommendations include placing signs on the road to direct tourists 
to existing attractions, and adding information, interpretation and 
guides to the sites. Some of the targeted spots include Vukovar, 
Karlovacko and Vinkovci (archaeological site) and anywhere else 
there is a castle, historic site, artifact, ruins, annual festival, 

nature park or national park. While Vukovar already has become an 
important place to learn about the recent war, the city\'s active 

port on the Danube River and wineries are also a big draw. The 
Tourist Institute cautions that a lot of investment will be needed 

to turn these sites into overnight destinations, including building 
new hotels and restaurants. 


Column 3 
Investors 


11. The problems with investments often stem from unrealistic 
expectations on the investor\'s part. Now that the urban plans have 
been put into place, investors cannot expect to come to Croatia to 
build a golf course on agriculturally zoned land, according to 

Njiric. No matter how large the potential investment, the GoC says 
it will not rezone the land once the urban plans are adopted, he 
added. Croatia\'s planners have also become more concerned and 
protective of the environment and environmental impact studies are 
often required, especially for green-field projects. 


Bradtke 


94882 

RR RUEHAT 

DE RUEHTC #0191/01 0321406 

ZNR UUUUU ZZH 

R 011406Z FEB 07 

FM AMEMBASSY THE HAGUE 

TO RUEHC/SECSTATE WASHDC 8065 

RUEANAT/NASA WASHDC 

INFO RUEHAT/AMCONSUL AMSTERDAM 2193","UNCLAS SECTION 01 OF 03 THE HAGUE 000191 


SIPDIS 
SIPDIS 
FOR NASA/OER - DPLENTY 


E.O. 12958: N/A 

TAGS: OTRA, TSPA, NL 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR NASA HEADQUARTERS 
OFFICIALS TAWNEY, MCCUISITION, LAVERY, MEYER, EDWARDS, AND 
MILLER - FEBRUARY 10-15, 2007 


REF: STATE 12502 


1. Country clearance is granted for National Aeronautics and 
Space Administration delegation, consisting of Timothy 

Tawney, J. Doug McCuisition, David Lavery, Michael Meyer, 

Chad Edwards, and J. Donald Miller to travel to the 

Netherlands from February 10-15, 2007 to hold bilateral 
discussions with the European Space Agency regarding EXOMARS 
Mission; and to participate in the early stages of the system 
requirements review for the ESA EXOMARS Mission. 


2. Embassy understands that no further assistance is 
necessary. 
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POST ACCESS: 


3. Visitors who need unescorted access into secure areas of 
the Mission must provide proof of a clearance. lf level of 
clearance was not provided in the original country clearance 
request it should be done by separate cable. The cable 
should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC tag to 
ensure distribution to the RSO office. 


COMPUTER AND ELECTRONICS USE: 


4. Inter-agency security standards prohibit the introduction 

or use of non-USG owned computer hardware and software at all 
USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all 

secure areas of the Mission. 


5. Travelers who anticipate having special needs in terms of 
either access or computer usage should contact the RSO office 
before arriving at post. 


Security ADVISOR: 


6. The Government of the Netherlands (GoN) asesses the 
threat level of a terrors incident for The Netherlands as 
&substantial.8 This is the second highest of four threat 
levels and is defined as a realistic threat that the 
Netherlands will experience a terrorist attack. GoN has 
implemented Counter-Terrorism and heightened security 
measures in response. 


7. US citizens in The Netherlands are encouraged to monitor 
media reports, to maintain a high level of vigilance and to 
take appropriate steps to increase their security awareness. 
American citizens should bear in mind that even 
demonstrations intended to be peaceful can turn 
confrontational and possibly escalate into violence. 

American citizens are urged to avoid areas of demonstrations 
if possible, and to exercise caution if within the vicinity 

of any demonstrations. 


8. The U.S. Government remains deeply concerned about the 
heightened possibility of terrorist attacks against U.S. 

citizens and interests abroad. As noted in the Department of 
State,s Worldwide Caution of October 11, 2006, terrorists do 
not distinguish between official and civilian targets. Such 
targets may include facilities where U.S. citizens and other 
foreigners congregate or visit, including residential areas, 
clubs, restaurants, places of worship, schools, hotels and 
public areas. Terrorist actions may include, but are not 
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limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 


9. An area of concern for visitors to The Netherlands is 
crime. Most crimes against officials Americans are limited 
to pick-pocketing and purse and luggage theft. Theft from 
automobiles and hotel rooms are also on the rise. Theft of 
laptop computers has increased, especially at Schiphol 
Airport and major train stations. The thieves operate in 
small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 
been victimized, losing personal or unclassified government 
computers, software and data. Travelers are reminded that 
regulations require the use of the diplomatic pouch for 
shipment of classified equipment and information. 


10. Streets can be walked in relative safety but, as in any 
U.S. urban area, caution and vigilance should be exercised 
especially after dark in the more populated cities of The 
Hague, Amsterdam and Rotterdam. Red-light districts and 
public transportation hubs are common locations for incidents 
of street crimes. 
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OVERVIEW OF THE NETHERLANDS 


11. The Netherlands is slightly less than twice the size of 

New Jersey and has a population of 16.3 million. The 
government is a constitutional monarchy with a bicameral 
parliament. Queen Beatrix is the titular head of state and 

has mostly ceremonial duties, but does retain some political 
influence. Prime Minister Jan Peter Balkenende came to power 
in 2002, but his first cabinet lasted less than a year. 

After winning reelection, Balkenende built a center-right 
coalition that collapsed in August 2006, as it entered its 

fourth and final year in office. Balkenende continues to 

govern with a minority government (comprised of his Christian 
Democratic (CDA) and the Liberal (VVD) parties). Elections 
are scheduled for November 22 and are predicted to be a dead 
heat between Balkenende,s CDA and opposition Labor (PvdA) 
parties. 


12. The Dutch economy depends on trade; Amsterdam\'s Schiphol 
Airport (Europe,s fourth busiest) and the Port of Rotterdam 
(Europe,s largest) make the country a gateway to Europe. 

The Netherlands is the third largest source of foreign direct 
investment in the United States and is the third largest 
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destination of foreign direct investment from the United 
States. GDP is expected to grow by 2.5 to 3 percent in 2006, 
which puts the Dutch ahead of eurozone averages for the first 
time in seven years. Unemployment has fallen to 5.5 percent. 


13. The Dutch generally take similar approaches to the U.S. 
on international security, human rights, free trade, and rule 

of law issues, although differences on specific policies are 
not uncommon. The Dutch are committed internationalists who 
support strong transatlantic ties through NATO and the 
further development of the European Union. Long active in 
peacekeeping missions in the Balkans, Dutch military forces 
participated in Operation Enduring Freedom, made significant 
contributions to stabilization efforts as part of Operation 

Iraqi Freedom, and continue to take part in NATO\'s 
International Security Force in Afghanistan. The Netherlands 
is also an international legal center and hosts the 
International Court of Justice, the Iran-U.S. Claims Tribunal 
and the International Criminal Tribunal for the Former 
Yugoslavia. 


14. The Netherlands is among the world\'s leading aid donors, 
giving about 0.8% of its gross national product annually in 
development assistance, making it the sixth largest donor 
nation in dollar terms, and the fifth most generous relative 

to GNP. The country consistently contributes large amounts of 
aid through multilateral channels for education, the 
environment, water, AIDS, and reproductive health care. The 
Dutch provided extensive material support and expertise to 
the New Orleans area following Hurricane Katrina thanks to 
centuries of experience in holding back the North Sea. 


15. The people of the Netherlands are predominantly ethnic 
Dutch but with large minority communities from Morocco and 
Turkey as well as from the Netherlands current and former 
overseas territories of the Dutch Antilles, Suriname, and 
Indonesia. The influx of immigrants during the past three 
decades has been accompanied by increased social tensions 
between native-born Dutch and immigrant communities and led 
to growing debate about social integration and an increased 
emphasis on defining Dutch norms and values. The Muslim 
community in the Netherlands is the second largest in Western 
Europe as a percentage of the population (6 percent). The 
majority are immigrant &guest workers8 and their 
descendants; roughly a third of the Muslim population is of 
Turkish descent, with another third of Moroccan descent. In 
order to better explain our policies and gauge the Muslim 
community,s concerns, the embassy has placed a high priority 
on Muslim outreach. 


16. The U.S. Mission to the Netherlands, including the 
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Embassy in The Hague and the Consulate General in Amsterdam, 
has employees from the Departments of State, Commerce, 
Agriculture, Justice, Homeland Security, and Defense, as well 

as DEA and NASA. DHS,s Immigration and Customs Enforcement 
(ICE) and Customs and Border Protection (CBP) maintain 

offices in Rotterdam and at Schiphol Airport. The FBI legal 

attach and U.S. Secret Service Europol liaison are stationed 

in The Hague. The Consulate General in Amsterdam serves a 
resident American population of 41,000 in addition to nearly 

one million U.S. visitors every year. 


The State Department,s Country Background Notes on the 
Netherlands are available on the internet: 
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http://www. state.gov/r/pa/ei/bgn/3204.htm. 
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PARIS/LONDON FOR AFRICA WATCHER 

SIPDIS 

E.O. 12958: N/A 

TAGS: PBTS, KTIP, PGOV, PHSA, PHUM, SMIG, GB 
SUBJECT: GABON AS EL DORADO 


1. On January 29, 2007, 75 West African immigrants attempting to 


Column 3 

enter Gabon illegally were detained by local authorities as they 
disembarked from a boat. The group, which included 65 men, 9 women 
and one child, were nationals of Togo, Benin, Nigeria, Niger, Ghana 
and Burkina Faso. In an interview with Gabon\'s daily newspaper 
(L\'Union), one of the immigrants (from Niger) described Gabon being 
viewed throughout West Africa as a land of promise or \"El Dorado." 


2. According to Lieutenant Herve Chaby-Bion, head of the Gendarmerie 
Coast Guard Brigade, illegal immigration to Gabon from West African 
countries is alive and well, by land and sea. He estimates, in the 
absence of official statistics, that at least one boat per week 

enters GabonWs waters with West African immigrants. The size of the 
boats, and thus the number of immigrants, varies from small 
\"pirogues\" to commercial vessels. For example, Chaby-Bion recounted 
the story of an Asian commercial vessel arriving from Cameroon with 
immigrants smuggled in its cargo hold. Most boats, he added, 

originate from Oron, Nigeria. The last boat the gendarmerie seized 
was in November 2006 and held 48 immigrants. 


3. Chaby-Bion stated that the West Africans come to Gabon for 
economic reasons. They arrive and do the work Gabonese will not do, 
earn higher incomes than they could in their home countries, then 
spend the money in their home countries building homes or supporting 
family. He stated that despite Gabon\'s declining oil production, 

illegal immigration from West Africa has not slowed in the three 

years he has worked at the Gendarmerie Coast Guard Brigade. 


4. Comment: In general, West Africans have found success in Gabon 
and the Gabonese have accepted them. However, as oil production, 
and revenues, decline these immigrants are finding a less and less 
welcoming environment. One cabinet minister recently told the 
Ambassador that in earlier years many of the immigrants were 
physicians, university professors and teachers. Now, the majority 
are unskilled day laborers seeking any kind of work - and raising 

fear among Gabonese about an increase in crime. Estimates vary, but 
there is conjecture that over 20 percent of Gabon\'s 1.4 million 
population may currently be made up of Africans from other 
countries. 
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SIPDIS 
SIPDIS 
DEPARTMENT PLEASE PASS TO AID AND TO NSC FOR ADAM STERLING 


E.O. 12958: DECL: 01/28/2012 
TAGS: PGOV, PREL, MOPS, EAID, ECON 
SUBJECT: PRT TRAINING ON TIME AND ON TARGET 


Classified By: POL/C ERIC. V. GAUDIOSI; REASONS 1.4 (B) AND (D) 


1. (SBU) Nearly 50 Hungarian military and law enforcement 
officers, diplomats, and development experts 

attended a seminar on PRT operations January 22 - 23. The 
seminar, consisting of a detailed overview for senior 

officials in Budapest January 22 and an in-depth, interactive 
session at a Hungarian military facility in Szolnok January 
23, was made possible by the visit of three USAID officials 
with extensive field experience in Afghanistan. 


3. (SBU) The seminar was ideally timed, taking place as the 
GOH begins the rotation of its military contingent (from its 
PRT-1 to PRT-2) and finalizes its list of development 
priorities. GoH officials warmly welcomed the opportunity to 
engage with our substantive experts, taking ownership of the 
event and lining up appropriately senior interagency 
participation for the opening session. 


4. (C) That audience heard a message perfectly calibrated to 
their situation, as visiting experts emphasized the 
importance of: 


Integrating the Defense, Diplomacy, and Development aspects 
of the mission; 

Determining priorities in the context of broader IC efforts 

to avoid duplication; 

Establishing close partnerships with experienced NGOs on the 
ground; 

Emphasizing impact and sustainability in determining 
development priorities; 

Empowering officials in the field; and, 

Supporting Afghan authorities by putting a local face on the 
PRT\'s efforts. 


5. (C) Day two of the training developed these themes in 
greater detail and provided an extensive forum for discussion 
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among participants, many of whom are slated to deploy either 
in the PRT\'s second cycle or in subsequent iterations: 


MFA attendees focused on the USAID emphasis on having 
experienced local partners to carry out the development 
projects, a step which the GoH has not yet taken. It also 
became clear that the various lines of authority for 

Hungarian development projects currently meet in Budapest - 
not in the field. Participants agreed that the PRT command 
group has to have visibility and some measure of control over 
these projects on the ground. 


The session was a real breakthrough for the enthusiastic 
Ministry of Agriculture participants, three of whom will 
deploy shortly, as they received their first substantive 
information about the state of veterinary programs in the 
province. 


Military partipants discussed at length the fact that their 
patrolling mission teams are in fact engaged in development 
and diplomacy as well as their expected role of defense. Many 
in the session had been in Afghanistan on previous ISAF 
deployments or with NGOs, and showed a high level of 
understanding of Afghan cultural norms. This brought out the 
importance of flexibility in scheduling, and the need to stay 
out for more than a day in order to reach remote areas of the 
province (contrary to current Hungarian SOP) and allow 
meetings to develop in a more natural Afghan setting. 


During the afternoon the participants worked through a 
scenario-driven exercise and back-briefed their conclusions, 

with vigorous discussion among all participants. The day was 
capped off with a small team-building dinner during which the 
commander and deputy commander of PRT-2 discussed with the 
USAID representative in Pol-I-Khomri their goals for their 

tour, and the importance of having a cohesive command group 
that can synchronize the Vthree Ds.\' 


6. (C) Press availability complemented the official 

schedule, spreading the word that Hungary\'s investment of men 
and materiel is doing a world of good for the people of 

Baghlan province. The story continues to resonate in the 

press a week after the visit, and has supported our efforts 

to increase public awareness re the mission and thus build 
popular support for increased defense spending in the longer 
term. 


7. (C) The entire mission and our Hungarian colleagues 
reiterate our thanks to Jennifer Raglans, David Billings, and 
Monica McQueary for their advice and assistance. It 
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reinforced the USG\'s commitment to working in concert with 
GOH officials to ensure the success of their efforts in 
Afghanistan. 


Minimize Considered. 
FOLEY 
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E.O. 12958: DECL: 02/02/2017 

TAGS: EFIN, ECON, EAID, KCOR, PGOV, CG 

SUBJECT: WORLD BANK IN LISTENING MODE, GEARING UP FOR 
WOLFOWITZ VISIT TO DRC 


REF: KINSHASA 1857 
Classified By: EconCouns Greg Groth for reasons 1.4 (b) and (d) 


1. (C) Summary. World Bank representatives, in Kinshasa to 
talk with donors about the Bank\'s program for 2007, expressed 
particular interest in and concern over Security Sector 
Reform issues. They agreed with the Ambassador that the 
handing over of the fully drafted Governance Compact to the 
GDRC by the EU had been premature, but said that the Country 
Assistance Framework would be a good vehicle for GDRC/donor 
collaboration on assistance issues. Bank officials indicated 
they would be listening closely to bilateral and multilateral 
donors in order to improve coordination at this critical 
juncture. They indicated that their trip was also in 
preparation for a planned spring visit to the DRC by WB 
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President Paul Wolfowitz. End summary. 


2. (SBU) Ambassador, USAID Director and Econcouns met January 
22 with World Bank (WB) officials Robin Cleveland, Counselor 

to WB President Paul Wolfowitz; Pedro Alba, Washington-based 
Country Director for the DRC; Jean-Michel Happi, DRC Resident 
Representative; and Auguste Tano Kouame, Special Assistant to 
Wolfowitz. Bank officials were in a listening mode and had 

met already with, among others, several European embassies, 

the IMF resident representative, and President Kabila. 


3. (SBU) The WB officials showed particular interest in 
Security Sector Reform (SSR) issues. Cleveland said that 
Wolfowitz had recently met with Javier Solano, Louis Michel 
and Jean-Marie Guehenno in Brussels, and that Wolfowitz had 
come away with the impression that there was not yet a 
unified position, particularly between the UN and EU, on how 
to address critical DDR/SSR issues and who would do what. 


4. (C) The Ambassador noted that many different players are 
active on SSR in a number of sectors. The Bank, for example, 
has been involved in DDR, though very little has been done in 
re-integration -- an area that needs urgently to be 

addressed. CONADER (funded by the Bank) has been mismanaged 
and ineffective, and a choice needs to be made whether to 
eliminate it and start all over, or to address the most 

egregious of CONADER\'s many problems now so that DDR can 
continue. While re-starting from scratch might under other 
circumstances make sense, the down side would be that there 
is simply no time to lose in the DDR process. The Ambassador 
also said that another top priority is administrative reform 

of the DRC military. Bank officials agreed that with a new 
government about to be installed, this is the best 

opportunity and time for getting things right in the DRC, and 

that the results here would have positive effects for the 

whole region. 


5. (C) Regarding the WB/EU-led Governance Compact (GC), 
Cleveland said that she had been taken by surprise when 
European Commissioner for Development and Humanitarian Aid 
Louis Michel handed the GC over to the GDRC. She agreed with 
the Ambassador that this had been premature, risked having 

the GDRC accept the document only to lay it aside, and that 
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it would have been better to have given main points of the GC 
to the Congolese President or Prime Minister for consultation 
before moving to a final draft. She said that it was 

necessary to avoid any semblance of an ultimatum and rather 
to allow for the balance necessary in a true partnership 
between the DRC and the international community. Cleveland 
said she would share this view with Wolfowitz, and that the 
tactics used in approaching the GDRC should not undermine the 
strategy in place. The Ambassador suggested that an effective 
approach might be for the international community to applaud 
President Kabila for his strong public statements on good 
governance, for example in his December 6 inauguration 
address, and to initiate a dialogue as to how this can be 
translated into a concrete action plan. 


6. (SBU) Regarding the Country Assistance Framework, Happi 
noted that the new government, once installed, would likely 
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want to review and comment on the DRC Poverty Reduction 
Strategy Paper (PRSP), given to the IMF and WB in mid-2006, 
and suggested that the CAF would be the best method for the 
international donor community to support the PRSP and work 
with the GDRC on assistance issues. 


7. (SBU) On donor coordination, Cleveland said Wolfowitz 
wants to tackle the division of labor between bilateral and 
multilateral donors, but not in order to make a hard and fast 
determination of who does what where. Instead, she said, the 
WB is willing to get behind what other donors are doing (or 
intending to do) while at the same time trying to avoid 
spreading itself too thinly. Ambassador suggested that it 
would be helpful to determine from donors where their \"fixed 
points!" are (i.e., to identify who has already committed to 

do what), and to coordinate from there. Cleveland mentioned 
specifically the areas of road infrastructure, water 

treatment, and agriculture as areas of WB interest in the 
DRC. She noted that the WB had lost more than half of its 
technical experience in agriculture over recent years and 
needed to strengthen itself internally in that sector. 

Cleveland said that she would be sharing the information 
received from the various donors in the DRC with Wolfowitz in 
preparation for his visit to the DRC. Cleveland indicated 

that the Wolfowitz trip might be made in conjunction with a 
Louis Michel visit, but that it would definitely take place 
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sometime in the spring. 


8. (SBU) The issue of internal WB problems in the DRC, 
despite brief mention of the CONADER situation, did not come 
up in the discussions. This may have been simply because the 
results of the WB internal investigations have still not been 
provided to Alba and Happi (as was the case in December) or 
perhaps because Cleveland did not want to discuss these 
issues in front of the DRC resident representative. lt is 

good to see, however, that the WB is making an effort to 

listen to donors and intends to use that information to brief 
Wolfowitz and to plan for 2007 and beyond. End comment. 
MEECE 
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E.O. 12958: N/A 

TAGS: PGOV, KJUS, PHUM, KPKO, CG 

SUBJECT: CONGOLESE MILITARY JUSTICE FIGHTING AN UPHILL 
BATTLE 


1.(SBU) Summary. The numerous obstacles to effective 
application of military justice in the Congo are in stark 
evidence in the province of Katanga. Military courts are 
fighting an uphill battle against crumbling infrastructure, 
poor facilities, and the lack of legal training for 
practitioners, relevant legal texts, and adequate security 
for detainees and prisoners alike. Military tribunals have 
jurisdiction over both military and certain civilian criminal 
cases. Structural parallels to the U.S. justice system, as 
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well as Congolese interest in American participation, provide 
an opportunity for U.S.-Congolese cooperation. The Mission 
has therefore made military judicial sector support a high 
priority. End summary. 


2. (SBU) Poloff\'s visits to military tribunals in Kalemie 
and Lubumbashi and to the Kalemie prison painted a stark 
picture of the faults in the Congolese military justice 
system. While the situation is dire everywhere, the reality 
in Katanga is as bad as, if not worse than, other areas in 
the DRC. Nevertheless, military prosecutors, judges and 
other officials remain eager for U.S. advice and assistance. 
Collaboration with MONUC Rule of Law personnel, and 
discussion with other donors, reveal that very little 
assistance is planned for the military justice system. As a 
result, Post has identified this sector as one of the areas 
with the greatest need and the greatest potential for 
successful intervention. 


3. (U) In Kalemie, a functioning military court hears cases 

in a facility plagued by abysmal infrastructure. In the 
courtroom, there is a single battered desk from which the 
judge presides, yet no benches or chairs for any other 
participants. Ancient bench supports remain embedded in the 
cement floor without seats laid across them. Planks are 
sometimes brought in to create temporary seats for witnesses, 
victims, and their supporters -- or not. 


4. (U) Military judges offices are bare; they lack even 

basics such as copies of current laws, legal texts and 
reference books. In one office, case files were piled on its 
single shelf. Despite the efforts of the recent transitional 
government to update the legal code, one weary magistrate 
made continual reference to a battered and much-used copy of 
the Code Penal Zairoise.\" He stated that he had never seen 
a copy of the recently-passed (and immediately relevant) Law 
Against Sexual and Gender-Based Violence. 


5. (U) Given the lack of basic office furniture, the lack of 
equipment was no surprise. Computers, printers, 
photocopiers, and internet access are all a distant dream. 
The five magistrates who worked out of the Kalemie tribunal 
shared one vintage-era manual typewriter to document all 
cases and record courtroom proceedings. 


6. (U) After giving a tour of the tribunal, the magistrate 
asked if poloff would like to visit the \"cachot\" (literally 
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\"dungeon,\" but in common usage in the DRC a temporary holding 
cell or make-shift jail). The \"cachot\" which housed 

detainees waiting for trial and those awaiting transport to 

the prison was a small building approximately 12 feet by 15 

feet. It had no windows, minimal ventilation, no lights, no 
electricity, no running water, and no toilet facilities. The 

single wooden door was bolted with a padlock, barricaded with 
stones, and guarded by four soldiers. 


7.(U) When the door was opened, the eleven men laying on 
the cement floor inside recoiled from the light. The 
magistrate explained that most were soldiers accused of petty 
crimes; three had already been convicted but had not been 
moved (after several weeks) to the prison due to lack of 
transport. Some of the occupants had been there for months. 


8. (U) The Kalemie prison houses all detainees in the 
region, both civilian and military. Its single greatest 
challenge is security. The building, dating from 1928, has a 
brick and mortar shell that can be penetrated within several 
hours using only a spoon. The prison was originally built 
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next to a small river, but time and erosion have so damaged 
the site that approximately one quarter of the facility is in 
danger of crumbling down the bank. 


9. (U) There are few perimeter lights, and even those are 
rendered useless during frequent blackouts. There is no 
security wire around the top of the walls; prisoners have 

been known to boost one another over the top when the guards 
aren\'t watching closely. One of the magistrates described 
detention in the facility as \"voluntary imprisonment,\" adding 
that there had been 44 separate escapes in 2006 alone. 


10. (U) There are close to 200 prisoners at the Kalemie 
facility, including 13 women, a handful of juveniles, and 
three infants living there with their mothers. Some of the 
prisoners are violent criminals, and thirty have been 
condemned to death. The local magistrate lamented the 
impossibility of transferring the most dangerous prisoners to 
a more secure facility, citing the lack of vehicles, 

gasoline, and costs to effect a secure transfer. 


11. (U) As in most Congolese prisons, prisoners do not eat 
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unless their families bring them food and pay off (or provide 
food to) the guards. Nevertheless, these prisoners are 
relatively fortunate; being from the immediate area, they 

have family members nearby to assist, and while thin, none of 
them were visibly starving. 


12. (U) Even the regional military tribunal headquarters in 
Lubumbashi, although superior to facilities in the outlying 
regions, is beset by the same deficiencies: legal texts and 
professional materials; furniture, modern office equipment 

and supplies; and the means to manage security and transport 
of prisoners. 


13. (U) When asked about the greatest challenges, the 
president of the military court in Lubumbashi stated that the 
system needs \"everything from bricks to paper." Echoing his 
provincial colleagues, he emphasized that modernization of 
the system required professional training, significant 

material support, and security at every level in the military 
justice process. 


14. (U) Congolese law, similar to the American system, makes 
a distinction between civil and military jurisdiction. 

However, it stipulates trial in a military court when the 
defendant is a soldier, a policeman, or a civilian who has 

used a weapon of war" in the commission of a crime. In some 
cases, jurisdiction is clear and unambiguous, such as when a 
soldier is accused of rape, looting, or murder. 

Justification for military jurisdiction is much more murky in 
other cases, such as a civilian accused of committing a crime 
-- usually against another civilian -- with a weapon of 

war.\" 


15. (U) Conditions in Katanga military tribunals are 
unfortunately representative of courts throughout the DRC. 
Those working in the military justice sector are managing the 
best they can in a broken system. Most of the military 
magistrates we spoke with in Katanga are hopeful that the new 
Congolese government, with international support, will 
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address the problems and improve the system. 


16. (U) Even if the new government is able to enact broad 
military justice sector reforms, military tribunals must 
continue to manage the flood of cases already before them. 
Long-term reform will take time and cannot alleviate the 
immediate strains or address the urgent needs of the existing 
system. 
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17. (SBU) The clear needs in the DRC\'s military justice 
system, combined with acknowledged American expertise, create 
a unique opportunity for U.S. engagement. Targeted U.S. 
assistance programs could have an immediate, visible impact 
and would enhance the DRC\'s military effectiveness by 
addressing military impunity, a major security deficit. The 
Congolese have expressed interest in U.S. involvement and 
other donors are not committed to assistance in this sector. 
Post is therefore pursuing opportunities to provide support 

to the military justice system. End comment. 
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TAGS: KTFN, PTER, PREL, RS 

SUBJECT: FSB REQUEST FOR INFORMATION ON AL-QAIDA ACTIVITY 
IN RUSSIA 


Classified By: ECON M/C Quanrud, Reasons 1.4 (b/d). 


1. (C) On January 22, Russia\'s Federal Security Service 
(FSB) passed a note to Embassy Moscow ORC requesting 
information the USG might have regarding Al Qaida financial 
activity in the Russian Federation. Below is an unofficial 
Embassy translation of the note. A copy of the original 
Russian-language note as well as the English translation will 
be sent via classified email to S/CT, EUR/PGI and EUR/RUS. 


2. (C) English-language translation of the note follows: 
\"The Russian Federal Security Service 

Confidential 

SIPDIS 

Exclusively for the United States 

Regarding a report from the U.S. Congress 


In late September 2006, the intelligence committee of the 
U.S. House of Representatives (Embassy Note: the HPSCI) 
published a report under the title \'Al Qaida: The Many Faces 
of an Islamic Extremist Threat.\' 


A significant part of the report was dedicated to issues of 
terrorist financing activity. In this regard, Russia was 
mentioned as being among the countries in which Al Qaida 
carried out fundraising activities. 


In view of the fact that the basis of the report was 

presumably provided to the Congress by the CIA\'s CTC and by 
the U.S. NCTC, we request that you inform us, if possible, of 
any information specifically on Russia, which was used in the 
report. We would also like to express our interest in 

receiving any information of which the Russian Government 
might not be aware, be it factual or analytical, which 

relates to this matter. 


We appreciate your cooperation.\" 


End translation. 
BURNS 
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E.O. 12958: N/A 

TAGS: PGOV, KDEM, CG, ELECTIONS 

SUBJECT: ELECTORAL COMMISSION POSTPONES GUBERNATORIAL VOTE 
IN DRCVS KASAI PROVINCES 


REF: KINSHASA 102 


1. (SBU) Summary: The DRC\'s Independent Electoral Commission 
(CEI) January 26 postponed the scheduled January 27 election 

for governors and vice governors in the two Kasai provinces 

until February 10. The ruling followed challenges alleging 

two prominent candidates possessed dual nationality in 

violation of Congolese law. The case raises the delicate 

question of dual nationality and could potentially affect 

many of the DRC\'s newly-elected officials. End summary. 


2. (SBU) Two members of President Kabila\'s Alliance for the 
Presidential Majority (AMP) have demanded the 
disqualification of the opposition Movement for the 

Liberation of Congo (MLC) gubernatorial candidates in Eastern 
and Western Kasai provinces for possessing dual nationality 
in violation of Congolese law. Tresor Kapuku, the AMP 
coalition candidate for governor of Western Kasai, introduced 
formal allegations against his MLC rival, Alex Kande, ina 
January 23 letter to the CEI provincial coordinator, charging 
that Kande is a Belgian citizen and therefore should not be 
allowed to run. Kapuku reportedly provided the CEI proof of 
Kande\'s Belgian citizenship obtained from the Belgian 
parliament\'s web site. 


3. (U) On January 24, Lambert Mende, the national president 
of the AMP-affiliated CCU political party and \"rapporteur\" of 
the Transitional Senate, filed a similar complaint with 
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Western Kasai CEI officials. Mende\'s letter made the same 
allegations against Kande and added similar charges against 
Dominique Kanku, the outgoing governor of Eastern Kasai who 
is running to retain the office. 


4. (SBU) The national CEI responded to Kapuku\'s and Mende\'s 
allegations in a January 25 letter from its 3rd Vice 

President Crispin Kakonde, who is the delegate representing 

the pro-Kabila PPRD on the Commission. Kakonde wrote to the 
MLC and the national coordinator of Jean-Pierre Bemba\'s Union 
for the Nation (UfN) alliance asking them to withdraw Kande\'s 
and Kanku\'s names and replace them with different candidates. 
CEI President Apollinaire Malu Malu was out of the country 
when Kakonde wrote on behalf of the Commission. 


5. (U) Kakonde\'s letter provoked a sharp response January 26 
from the CEI\'s 1st Vice President Rose-Marie Mika, the MLC 
representative. Mika wrote that the CEI is \"not competent\" to 
address legal issues pertaining to candidacies and declared 
that Kakonde\'s request was annulled. She noted that Kakonde 
was unaware of information indicating Kande had relinquished 
his Belgian citizenship in 2004. 


6. (U) MLC and UN officials declined to remove their 
candidates\' names and filed a petition with the Court of 
Appeals in the Eastern Kasai capital of Mbuji-Mayi. The court 
immediately ruled January 26 that Kanku\'s name would be 
allowed to remain on the ballot and that the CEI decision to 
invalidate his candidacy was annulled. Faced with these 
responses, the CEI\'s executive board met late January 26 and 
decided to postpone the gubernatorial elections in both Kasai 
provinces until February 10 to allow further examination of 

the issues and court ruling. 


7. (SBU) The DRC\'s electoral law prohibits anyone without 
Congolese nationality from running for office. The DRC\'s 2005 
Constitution and 2004 Nationality Law both state that 
Congolese nationality is WexclusiveW and cannot be held 
concurrently with another. Under Article 26 of the 

nationality law, any Congolese national who acquires a 

foreign nationality loses his or her Congolese nationality. 

The nationality law\'s implicit intention was to prohibit 
\"Rwandans\" from becoming Congolese citizens. 


8. (SBU) Documents on the public website of \"Le Moniteur 
Belge\" show Kande was granted naturalization January 14, 
2003, and Kanku on April 4, 2003. It is unknown whether 
either candidate renounced his Belgian citizenship after the 
DRC\'s nationality law passed in 2004. Both Kande and Kanku 
claim to have done so, but have not offered any evidence. 
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9. (SBU) The legal challenges themselves are not likely to 
succeed, if only for technical reasons. Both Kande and Kanku 
were elected July 30 as National Assembly deputies, and no 
challenge was previously brought to question their 
nationalities. Once elected, their mandates were validated by 
the Supreme Court and the Assembly itself, again without 
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challenge. Finally, as MLC officials have pointed out, the 
deadline for challenging any gubernatorial candidacy has long 
passed. 


10. (U) The attempted invalidation of Kande\'s and Kanku\'s 
candidacies has sparked a heated and acrimonious debate in 
Kinshasa. Many newspapers in the capital are seized with the 
topic, with some going so far as to name elected officials 
believed to hold dual nationalities. Other reports claimed as 
many as one-third of National Assembly deputies may have 
their seats revoked if their \"true identities\" are 

discovered. Jose Makila, an MLC deputy recently elected 
governor of Equateur province, told reporters January 31 he 
supported the creation of a commission of inquiry to 
investigate claims of Assembly members and other government 
officials having dual nationality. The Assembly\'s leadership 
has not commented publicly on the proposal. 


11. (SBU) Comment: lt has been an open secret for years that 
many senior government officials from all parties possess 
dual citizenship. No party has previously tried to disqualify 
candidates from other parties, knowing full well that the 

issue would boomerang on them. Mende and Kapuku have opened a 
Pandora\'s Box that cannot be easily shut. It is not clear if 
either was working independently or with the authorization of 
the AMP leadership. In any case, all of the major parties 

stand to lose if this issue moves to its logical conclusion. 

End comment. 
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SENSITIVE 


STATE FOR S/WE SASHA MEHRA AND GERDA LANE 


E.O. 12958: N/A 
TAGS: KWMN, PHUM, PGOV, PREL 
SUBJECT: SYRIA: INFLUENTIAL WOMEN 


REF: A. SECSTATE 00202341 
B. DAMASCUS 02066 


1. (SBU) In response to reftel A requesting the names of the 
five most influential women in government and civil society, 
Post notes the difficult bilateral relations with the SARG 

and the regime\'s deep suspicion about USG intentions to use 
Syrian civil society for U.S. political purposes. 

Additionally, because the regime employs police-state tactics 
to control the Syrian population, most civil society groups 
operating here are linked in some way to the government. 
With that aside, we offer the requested mix of women in the 
event that they are useful for current or future contacts: 


-- First Lady Asma Al-Akras Al-Asad, who has taken an active 
role on promoting women\'s empowerment and development of 
rural areas through the establishment of the local NGO, 
FIRDOS; 


-- Buthayna ShaVaban, Minister of Expatriates, former SARG 
spokeswoman, and participant in past Syrian-Israeli peace 
negotiations; 


-- Sheikha Munira Qubasi, Syrian founder of a growing 
Sufi-influenced religious wmenYs movement (reftel B); 


-- Popular Syrian actress Muna Wasif (also mother of exiled 
Syrian intellectual Ammar Abdulhamid); 


-- Hind Kabawat, who is a Syrian/Canadian civil society 
activist who focuses primarily on interfaith dialogue and 
people-to-people diplomacy. 


2. (SBU) None of our contacts were able to come up with 
Syrian candidates who could be considered Oprah Winfrey-type 
media icons. 
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E.O. 12958: N/A 
TAGS: KMDR, KPAO, OPRC, Cl 
SUBJECT: MEDIA REACTION - DAVOS AND CLIMATE CHANGE 


1. On February 1, conservative, influential newspaper-of-record \"EI 
Mercurio\" (circ. 129,000) carried a column by international 
commentator Karin Ebensperger entitled, \"Bush, Davos, and Climate 
Change.\" Quotes: 


2. \"This week two events occurred that strengthen the theory that 
global warming is a great challenge for the new century.... In the 

State of the Union address, President Bush expressed concern over 
global climate change, proposed lowering gasoline consumption by 20% 
in ten years, and supported alternative energy. This is an entirely 

new attitude because the President...was reluctant to admit a 
connection between human activity and climate change. His new 
stance is, therefore, a powerful sign.... 


3. \"Those who are distrustful say that Bush is troubled by his low 
level of popularity and that he will speak about global warming, but 
he will not commit to conventions such as the Kyoto Protocol.... 

But the President\'s remarks are a statement of principles and must 
be added to a second important recent event: The World Economic 
Forum in Davos...which discussed regulations concerning global 
warming. This in itself is an acknowledgement that the problem 
exists and is serious.... President Bush and the Davos summit, 
where the first Chinese entrepreneurs are participating, have 
changed the discussion. We can say that already there is a before 
an after.\" 
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NEA/ELA; TREASURY FOR LEBENSON/GLASER/SZUBIN; NSC FOR 
MARCHESE 


E.O. 12958: DECL: 01/28/2017 

TAGS: EFIN, ECON, ETTC, SY, SANC 

SUBJECT: NEW TACTICS FOR APPLYING PRESSURE TO SARG REGIME 
SUPPORTERS 


REF: 06 DAMASCUS 276 
Classified By: Charge d\'Affaires Michael Corbin, reasons 1.4 b/d 


1. (C) Summary. As the USG continues to consider strategies 
for increasing the pressure on SARG regime members and 
supporters, post solicits Washington\'s feedback on our below 
suggestions for expanding the use of sanctions against the 
Syrian regime. Targeted sanctions can help to delegitimize 
corrupt and repressive elements within the SARG by reminding 
Syrians that it is the regime and regime supporters 

exploiting them, and strengthen progressive elements both 
within the regime and broader society. And unlike the 
perception of trade sanctions under the Syrian Accountability 
Act, targeted sanctions make clear for the average Syrian 
that the USG opposes the regime and its policies, but does 
not wish to punish the Syrian people - especially when the 
sanctions target the most notorious regime elements (Ref A). 
Most Syrians, however, are unaware of U.S. financial 
sanctions against Syrian individuals and entities ) which 
means that the intended message of financial sanctions does 
not reach its critical audience. Based on post\'s previous 
experience, we suggest exploring the following strategies for 
raising awareness of USG designations and reinforcing our 
message to local and international audiences on objectionable 
SARG policies: 
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--expanding the media campaign; 


--redesignating recalcitrant regime elements; 

--leveraging the \"threat\" of sanctions; 

--utilizing alternative mechanisms to \"name and shame;\" 
--expanding the pool of designees; and 


--broadening the scope of designation announcements. End 
Summary. 


2. (C) EXPANDED MEDIA CAMPAIGN: Announcements by the White 
House and Department of State and Treasury on the day of Asif 
Shawkat\'s designation greatly increased the local and 
regional media coverage, ensuring that a range of Syrians 
knew about the designation immediately. One area where we 
recommend more effort is reminding Syrians of designations. 
Finding opportunities to publicize the full list of Syrian 
designees to date (perhaps connected to the upcoming Syrian 
election campaigns) or making a point to release statements 
on the anniversary of specific designations, such as Shawkat, 
will help keep attention and pressure on those sanctioned, 
and will draw attention to a mechanism that both concerns 
regime insiders and responds to public unhappiness with 
corruption. Developing backgrounders and interviews for 
mainstream Arab press, such as Al-Jazeera and al-Hayat, can 
also broaden local and regional awareness of the 
designations. Placing stories in specialized media, such as 
blogs or Arab business magazines, can also have specific 
impact, for example discrediting &regime financiers8 with 
international businesses. Beyond media outreach, connecting 
the designations to specific high-profile events can also 
create media buzz. Targeting parliamentarians, who are also 
corrupt financiers (such as Mohammad Hamsho), during the 
upcoming parliamentary elections, can reveal the real 
connection between regime supporters and the corruption and 
repression that harms average Syrians. 


3. (C) IS IT POSSIBLE TO REDESIGNATE RECALCITRANT REGIME 
ELEMENTS?: We also suggest exploring the redesignation of 
previously sanctioned individuals under additional Executive 
Orders (E.O.). Although this would not necessarily increase 

our ability to impose further punishments on the individual, 

it would keep the public spotlight and pressure on the 

designee, especially if the public campaign around the 
designation ties to issues of Syrian concern. For example, 

Dhu al Himma As-Shaleesh, who was designated for support to 
Iraqi regime members under E.O. 13315 in June 2005, might now 
be redesignated under E.O. 13338 for other activities. 
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4. (C) LEVERAGING THE \"THREAT\" OF SANCTIONS: We would also 
like to explore the possibility of developing a mechanism by 
which we can publicly state that someone is under 
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consideration or investigation for sanctionable acts. We 
believe that we could gain just as much public relations 
benefit from announcing &potential sanctions8 as we do when 
we actually designate. Additionally, we would increase 
pressure on potential designees to change their behavior (a 
benefit that outweighs the remote possibility that assets 

will be identified and seized after the designation). For 
example, it was during the announcement of \"pending\" 
sanctions against the Commercial Bank of Syria, that we saw 
both heightened concern from SARG officials and some 
behavioral changes. And although we would need to use this 
method judiciously to remain credible, we think it would work 
especially well in encouraging behavior change on the part of 
regime financiers who are also dependent on international 
business. 


5. (C) CAN WE USE ALTERNATIVE MECHANISMS TO \"NAME AND 
SHAME ‘\": We also recommend broadening the basket of tools 
being used to \"name and shame\" the regime and regime 
supporters. There are other entities within the U.S. 

government structure, including the Securities and Exchange 
Commission (SEC) and Department of Commerce, which could 
potentially launch investigations against and publicly raise 
awareness of individuals and entities supporting the SARG and 
SARG policies through illicit business activities. Media 

reports in November 2006 that the SEC was investigating 
Ford\'s operations in Syria prompted Ford\'s local 
representative, a businessman with extensive ties to regime 
insiders, to raise the issue informally with the Embassy ) 
insisting that his operations were completely legal. A 

related mechanism could target dual-citizen Americans for 
criminal prosecution in the United States for their actions 

in support of the SARG. Some Syrian businessmen and regime 
insiders have managed to acquire U.S. citizenship for 
convenience, which may exempt them from certain USG actions. 
Within the limits of U.S. laws, there may be actions that the 
USG can take against such Amcits. For example, 
Syrian-American Khalid Mahjoub reportedly has close ties to 
both the regime and Iranian intelligence. 


6. (C) EXPANDING THE POOL OF DESIGNEES: We would also like to 
define further the necessary threshold for instituting 
designations under the current Executive Orders. Designation 
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cases must ultimately be proven with public documentation, 
and, in Syria\'s closed society, multiple open source reports 

to incriminate potential designees often don\'t exist. We 
would suggest Washington look carefully at ways to expand the 
types of evidence for instituting a designation ) allowing 

us to propose individuals in a more timely and effective 
manner. For example, SyriaTel, owned primarily by President 
Asad\'s first cousin Rami Mahklouf, transmitted text messages 
to all of its clients encouraging them to participate in 
pro-Hizballah demonstrations during last summer\'s conflict in 
Lebanon. Do Syriatel\'s actions constitute indirect support 

for the SARG\'s policy of destabilization in Lebanon and 
thereby implicate Mahklouf by extension as the owner of 
Syriatel? 


7. (C) WHAT ARE THE PARAMETERS FOR BROADENING THE SCOPE OF 
DESIGNATION ANNOUNCEMENTS?: Designating, and publicly Wnaming 
and shaming,\" Syrian individuals and entities for actions 

sanctioned by existing E.O.s is an effective tool to pressure 

the SARG. We would also like to explore broadening the scope 

of designation announcements so they resonate inside Syria. 

One way may be to highlight the ties of targeted figures to 

corruption and internal repression. For example, in August 

2006, Hisham Ikhtiyar was designated for his support to 

Hizballah and other terrorist organizations. Hizballah is 

popular in Syria and those supporting it are viewed as 

standing up for Arab dignity. Yet, Ikhtiyar is not popular 

in Syria and has been one of the regime figures most 

prominently linked to internal repression. Focusing our 

public comments on his active repression of civil society 

could both increase the public\'s interest and provide an 

additional tool for Syrian opposition members to 

de-legitimize repressive SARG elements. 


8. (C) Comment. Sanctions in and of themselves will not be 
as effective as intended unless we can reach a broader 
domestic and regional audience with our messaging. By 
enlarging the scope of designations and public awareness, we 
can increase pressure on the worst elements of the Syrian 
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regime. Additionally, by refocusing our efforts to highlight 
designees ties to corruption and internal repression that 
impact all Syrians, our message will have a greater impact in 
Syria. End Comment. 
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E.O. 12958: DECL: 01/31/2012 
TAGS: PREL, MARR, JO 
SUBJECT: GOJ VIEWS ON NATO COOPERATION 


REF: 06 AMMAN 7992 
Classified By: Ambassador David Hale for reasons 1.4 (b) and (d). 


1. (C) Summary: A mid-level MFA official said the GoJ was 
\"positive\" on the concept of a NATO security cooperation 
center, but Jordan will \"let the concept evolve.\" The GoJ 
continues to view NATO financing as essential. The GoJ 
welcomes NATO\'s offer to establish a Partnership for Peace 
Trust Fund. End summary. 


2. (C) MFA Deputy Director for European Affairs Nasser 
Habashneh met with poloff on January 21 for an update on 
Jordan\'s engagement with NATO and the Gou\'s views on 
proposals for a NATO security cooperation center. Habashneh 
said the GoJ had established an interagency committee, 
including representatives from the MFA, the Jordan Armed 
Forces, and the General Intelligence Directorate, to assess 
proposals for a center. He stressed that the committee 
considers this a positive and a natural development from 
Jordan\'s engagement with NATO. He said, though, that the GOJ 
had not heard from NATO anything concrete on finding funding 
for the center. Habashneh noted that the recent Riga summit 
offered little basis for Jordan to move forward. He 

emphasized that Jordan did not possess the resources to fund 
and maintain the center itself and would continue to look to 
Brussels for assistance (see also reftel). Habashneh 
suggested that Jordan will allow the concept of a center \"to 
evolve further" into a more concrete offer. 


3. (C) While cautious about moving quickly to establish a 

security cooperation center, Habashneh warmly welcomed NATO\'s 
offer to establish a Partnership for Peace Trust Fund. He 

believed the trust fund would give Jordanians a \"positive 
impression\" of NATO. 
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4. (C) Comment: The GoJ welcomes NATO engagement in 
general. Per reftel, Jordan supports hosting the center but 
only if assured of NATO financial support. 


Visit Amman\'s Classified Web Site at 
http://www. state.sgov.gov/p/nea/amman/ 
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E.O. 12958: DECL: 01/12/2016 

TAGS: EFIN, ECON, PGOV, ZI 

SUBJECT: GONO\'S LONG-AWAITED MONETARY POLICY STATEMENT - A 
DAMP SQUIB 


REF: HARARE 00076 


Classified By: Ambassador Christopher Dell under Section 1.4 b/d 


1. (C) Presenting his Monetary Policy Statement (MPS) to 

the diplomatic and business community on January 31, Reserve 
Bank of Zimbabwe (RBZ) Governor Gono announced he would not 
devalue the currency because only a \"holistic package!" of 
reforms that addressed price distortions and achieved 
stakeholder buy-in could stabilize the economy. Going 
forward, he would rely on moral suasion and advice\" as his 
key monetary policy tools. He appealed to all stakeholders 

to enter into a social contract of price and income restraint 

and asserted that pricing and other market distortions as 

well as poor governance are responsible for Zimbabwe\'s crisis 
more than Villegal sanctions\" or any of the GOZ\'s other 
bogeymen. In a signal that he was ready to loosen the RBZ\'s 
tight control over foreign exchange, he announced in the MPS 
that remittances could henceforth be paid out in forex, and 

he promised to ease RBZ scrutiny of forex management in the 
banking sector. Gono was ambiguous about ending the RBZ\'s 
budget-busting quasi-fiscal activities, which lenta further 
disingenuous ring to his plan in the MPS to sharply reduce 
money supply growth in 2007. Immediate reaction to the 
presentation was mixed: Most observers welcomed the long 
overdue admission that Zimbabwe\'s problems are of its own 
making, but as one business leader said, there\'s \"despair\" 
over the lack of movement in interest and exchange rates. 
While Gono cleverly positioned himself as the good guy 

calling for change, most observers quickly realized that he 

has effectively thrown up his hands, admitted he can do 
nothing to improve the economy, and sought to shift blame 
elsewhere. The bottom line is that the call for a \"holistic\" 
approach is most likely a call to do nothing and the economy 
will continue its tailspin. End Summary. 


2. (C) Ina presentation to the diplomatic and business 
community on January 31 following the long-awaited Monetary 
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Policy Statement (MPS) earlier in the day, Gono largely 
repeated the policy highlights he had described to the 
Ambassador two days earlier (Reftel). He said he would not 
devalue the currency, and focused mainly on price 

distortions, which he called more hazardous to the economy\'s 
health than either \"drought or sanctions.\" He maintained 
only a \"holistic package\" of comprehensive reforms could 
stabilize the economy. He would rely on \"moral suasion\" and 
his own \"advisory role,\" rather than the traditional monetary 
policy instruments of foreign exchange and interest rate 
adjustment, to set the country on recovery. In this vein, he 
called for a Prices and Incomes Restraint Social Contract 
among all stakeholders. 
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3. (SBU) In a step that loosened foreign exchange control, 

he announced in the MPS that transfers from the Diaspora 
could be paid out, effective immediately, in foreign exchange 
and without limitations. Yvonne Nxumalo of Western Union 
commented to econoff on February 1 that this policy shift 
could put more forex on the street, dampen demand, and have a 
decelerating effect on the otherwise record-breaking recent 
rate of currency depreciation. (N.B. In the last two weeks 
alone, the Zimbabwean dollar has shed about 55 percent of its 
value against major currencies. The parallel market rate for 
large sums of forex peaked at Z$8,000:US$ in the days before 
the MPS, according to Nxumalo, only to drop back to about 
Z$6,000:US$ today as cash grew tight; the street rate is 
holding steady at about Z$5,000:US$.) 


4. (SBU) In a further signal of looser forex control, Gono 
told the audience that the RBZ, \"in a gesture of goodwill\" to 
the banking sector, would scale down bank surveillance 
(except in the area of terrorist financing). He promised the 
bankers \"no more visits\" from the RBZ\'s foreign exchange 
officers. 


5. (C) Expanding on the brief remark he made to the 
Ambassador about ring-fencing the RBZ\'s quasi-fiscal 
activities (Reftel), Gono told the gathering that the RBZ 
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would end \"intervention\" with immediate effect, but not 

abandon parastatal projects already underway. They would be 
taken over by a new fiscal authority in the form of an RBZ 
subsidiary company, called \"Fiscal.\" Paradoxically, in light 

of the ongoing commitment to the parastatals, Gono in the MPS 
stated that broad money supply growth would fall from its 
November 2006 high of 1430 percent to between 415 and 500 
percent by December 2007 and subsequently to under 65 percent 
by December 2008. 


6. (SBU) In a lengthy Q&A session that Gono conducted with 
the dignitaries, Ambassador Dell said Zimbabwe had to look 
inward for solutions; U.S. sanctions policy and the 
deterioration of bilateral relations were symptoms, not 
causes, of Zimbabwe\'s decline. He welcomed the indication 
that Gono had recognized that Zimbabwe\'s problem was 
political, i.e. an issue of governance, not economic. The 
Ambassador expressed hope that the Governor\'s \"holistic\" 
approach to reform would include addressing the issue of 
governance, in which case the GOZ could count on the U.S to 
be a supportive and receptive partner. 


7. (SBU) The Indian Ambassador asked what had come of 
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Gono\'s July announcement of an exchange rate advisory board, 
Gono replied, \"| don,t need one. The best advisory board is 

the market.\" The Japanese Ambassador reminded Gono that he 
had promised him a schedule of sovereign debt payments in May 
2006, and was still waiting for word. Gono pleaded, only 
half-jokingly, for the write-off of Zimbabwe\'s US$4.1 billion 
external sovereign debt. 


8. (SBU) UK Ambassador Pocock echoed Ambassador Dell\'s 
remarks in calling for policy leadership by the RBZ. He 

asked for clarity on exchange rate policy, particularly in 

the short term until the currency could float, and cited the 

fixed exchange rate as the economy\'s single greatest 
distortion. Donors could not \"deliver\" under present 
circumstances. Several other Ambassadors made a case for 
special exchange rates for their embassies and their own 
humanitarian programs. 


9. (SBU) Canadian Ambassador Dube said meaningful policy 
changes had to be implemented in the next weeks. Gono 
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replied that there was indeed a record of too many words and 
too little action. He also conceded that the GOZ had signed 
\"lots of MOUs\" that had not translated into programs. 


10. (C) Gono got the disastrous effect of price distortions 

on the economy and on governance right. But, as Ambassador 
Pocock pointed out, the most far reaching price distortion, 
and the one that Gono did not touch, is the fixed foreign 
exchange rate. In fact, his vague policy statement failed to 
address any of the country's critical structural issues in a 
serious manner. Trying to please everyone, on the one hand 
Gono publicly allied himself with the reform minded, but he 
also cleverly pandered to Mugabe and the old man\'s loathing 
of any devaluation. By leaving the exchange rate fixed at a 
time of quadruple-digit inflation, he maintained in place 
Mugabe\'s key tool for keeping the top people dirty ) access 
to cheap forex, and attempted to focus attention away from 
his own role in precipitating the current economic meltdown. 


11. (C) We don\'t see any reason why the politically well 
connected, who are making super profits exploiting exactly 
the price distortions that Gono described, have anything to 
gain by subscribing to his proposed social contract. Looking 
ahead, we see no end to Zimbabwe\'s economic slide under these 
monetary and fiscal policies. Until there is a political 
commitment to reform, money supply will likely continue to 
grow, the budget deficit balloon, and inflation remain in the 
stratosphere, and the will to reform will remain in painfully 
short supply while Mugabe calls the shots. 

DELL 
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E.O. 12958: N/A 

TAGS: KMDR, PREL, KPAO, OPRC, SY 

SUBJECT: Syria/Turkey, Syria/lrag, Palestinian Territories, Lebanon 
(2/1) 


1. Summary: Syrian papers on Feb. 1 reported FM Walid Mouallem\'s 
visit to Turkey on Jan. 31 and his meetings with President Sezer and 
PM Erdogan to convey two messages from President Asad on the latest 
developments in the region. Mouallem also held talks with Turkish 

FM Abdullah Gul on bilateral relations, the latest developments in 

the region, particularly in Iraq and Palestine, and the role that 

Turkey would play in mobilizing efforts to reach a solution leading 

to stability and security in the region. The two sides reiterated 

the importance of maintaining Iraq\'s independence and territorial 
integrity and stressed the role that Iraq\'s neighboring countries 

could play achieving stability and security, pointing to the 

necessity of ending sedition and realizing national reconciliation 
among Iraqi factions. They also underlined the necessity of 

dissolving militias and building an Iraqi army on a national basis, 

as well setting a timetable for the withdrawal of foreign troops. 

On the Palestinian issue, Mouallem and Gul expressed support for 
efforts to stop Palestinian in-fighting and to form a Palestinian 

national unity government. 


On Syrian/lragi relations, papers reported Vice President Shara\'s 
meeting on Jan. 31 with Sheikh Harith al-Dari, Chairman of the Iraqi 
Association of Muslim Scholars. Shara reiterated the importance of 
achieving national reconciliation and of the participation of all 

Iraqis in the political process. In a statement to reporters after 

the meeting, Sheikh Al-Dari praised Syria\'s support of Iraqis who 
escaped from Iraq after the US occupation. Al-Dari added: \"Syria\'s 
positions are declared. It rejected the occupation before and after 

it took place. It is against terrorism, but it does not reject 
resistance, because resistance is a legitimate right. We 
appreciated these positions, which placed Syria ahead of others.\" 


Papers also featured a statement by the Transport Ministry on Jan. 
31 denying media reports of the suspension of landing rights for 
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Iraqi airplanes in Syrian airports. \"The ministry has not made any 
decision to suspend Iraqi airplanes\' landing in Syrian airports; 

but the procedure comes within an arrangement to organize landing 
requests and give Syrian Civil Aviation Authorities the appropriate 
time for arranging landing procedures in Syrian airports,\" Minister 
of Transport Yarob Badr told a SANA reporter. The minister 
Clarified that the Iraqi AirlinesY Agent in Damascus has undertaken 
not to send any Iraqi airplane into Syria before obtaining formal 
permission from the civil aviation authorities. \"It is a guarantee 

the lraqi side should be committed to within the framework of the 
Syrian-Iraqi agreement,\" he added. Badr pointed out that the 
Ministry had sent, through the Foreign Ministry, a letter to the 

Iraqi Embassy in Damascus about what the Syrian and the Iraqi sides 
have agreed upon. 


End of summary. 
2. Selected Headlines: 


\"President Asad sends two messages, to Turkish President Sezer and 
Prime Minister Erdogan, on the latest developments in the region. 
Mouallem reviews bilateral relations with Turkish FM Gul. Mouallem 
and Gul reiterate the importance of maintaining Iraq\'s unity, 

building a national army and scheduling US withdrawal from Iraq\" 
(Government-owned Al-Ba\'th, 2/1) 


\"Vice-President Farouk Shara discusses the latest developments in 
Iraq with Harith al-Dari, Head of Iraq\'s Muslim Scholars 
Association. Shara: Participation of all Iraqis in the political 
process is the main guarantee of unity and ending foreign presence 
in Iraq" (Government-owned Al-Ba\'th, 2/1) 


\"Ministry of Transport: Syrian airports did not suspend landing of 
Iraqi flights, but the procedure comes within the framework of a 
Syrian-Iraqi agreement" (Government-owned Al-BaVih, 2/1) 


\"US losses increase in Iraq. Scandals of corruption in Iraq corner 
US President Bush. Pellosi: The situation is catastrophic in lraq\" 
(Government-owned Al-Thawra, 2/1) 


\"A new route for the racist wall swallows lands of Ramallah. US 
security support for Palestinian sedition\" (Government-owned 
Tishreen, 2/1) 


\"Calm returns to the Gaza Strip. Hamas warns against US aid for the 
Palestinian President\'s security" (Government-owned Al-Ba\'th, 2/1) 


\"Former Lebanese MP Talal Arslan: The Authority\'s Militias will not 
prevent the opposition from acting\" 
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3. Editorial Block Quotes: 


Khalid al-Ashhab, an editorialist in government-owned Al-Thawrah, 
wrote (2/1): WAmericans came to establish democracy in Iraq but 
ended up destroying the country and killing hundreds of thousands of 
Iragis.... 


\"And here are Americans today continuing their \'jihad\' for the sake 
of democracy in Iraq by finalizing the destruction of the country, 
killing its people, and dividing it into groups, sects, and 

ethnicities.... 


\"In Lebanon, Americans mislead the street with a package of 
conspiracies and lies and a series of programmed political 
assassinations that began with Rafiq al-Hariri, and they brought 
their choice to power there, a choice that impoverished people and 
led Lebanon into the unknown.... 


\"And when the results of Palestinian democracy turned out contrary 
to their expectations, Americans turned against the Palestinian 
people and the ballot boxes.... 


\"Now, for Lebanon, American democracy means that FuVad al-Saniora 
should barricade himself in Government House and turn his back on 
the huge protests in the Lebanese street... 


\"Even in the United States itself, President Bush does not seem to 
see the Democratic majority as a genuine democracy....\" 


Umar Jaftali, a commentator in government-owned Tishrin, wrote 
(2/1): \"Statements of denunciation are no longer useful in 
explaining just causes and points of view. There must be effective 
Arab action that goes beyond statements of condemnation and 
denunciation to defend Arab causes in the international arena... 


\"Why don\'t Arabs prepare files on Israel\'s crimes against 

Palestinians to present to the world? Why don\'t they raise the 

issue of Israel\'s use of uranium-based bombs in Lebanon? Why don\'t 
they activate an Arab boycott in Israel? 
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\"There is an urgent need for a real Arab awakening before it is too 
late....\" 


\"Will Some Arabs Throw a Lifeline to Israel? 
Arabs at a Strategic Crossroads in the Upcoming 
Arab Summit\" 


Dr. Mahdi Dakhlallah, former Minister of Information, commented in 
government-owned Tishrin on (2/1): \"Israel is working to weaken 
Arabs through its attempt to divert Arabs\' attention from the 
Arab-Israeli conflict to the so-called Iranian nuclear threat... 


\"While some serious Israeli writers are expressing concern over 


Israel's fate, some Arabs are searching for an illusionary 
contradiction in the region, thus throwing a lifeline to Israel... 


\"The Arab summit in March will be a test for the strategic 

crossroads that Arabs and the region have reached today. It is 
perhaps the most important crossroads in contemporary and modern 
Arab history... 

\"In all the past stages, there was a strategic accord among all 

Arabs about opposition to the Zionist plan, regardless of the weak 
commitment to this accord by some Arab countries and forces.... The 
Beirut summit underlined this strategic accord on the priority of 

the Arab-Zionist conflict. What will the next summit say?\" 


Corbin 
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SUBJECT: AZERBAIJANI PRESIDENT\'S FOREIGN POLICY ADVISOR ON 
RUSSIA, TURKMENISTAN, IRAN 


REF: 06 BAKU 1761 
Classified By: DCM JASON P. HYLAND, REASONS 1.4 B AND D 


1. (C) Azerbaijani Presidential Foreign Policy Advisor 

Novruz Mammadov used a call by DCM January 23 to make 
comments on a wide range of policy issues. He said that 
relations with Russia now were very sensitive, both over the 
gas issue, and the issue of the large community of 
Azerbaijani migrants in Russia. On gas, Mammadov said that 
President Aliyev himself did not expect what the Russians did 
in their negotiations with Azerbaijan, thinking that the 
Russians would take the opportunity to show some goodwill 
toward Azerbaijan, but none was forthcoming. On the issue of 
Azerbaijanis living in Russia, Mammadov said it was not a 
good decision by the GOR (to crack down on the status of the 
Azerbaijani community), and it was carried out without 

careful planning. He said there were GOR officials who were 
against the decision, but by then steps had already been 
taken to implement it. Mammadov said in fact this action was 
a &good thing8 because it demonstrates the lack of goodwill 
by the Russians. He said he saw this as an opportunity for 
Azerbaijan to put &distance8 with Russia. He also said that 
&maybe in a year or so8 the GOAJ will talk about the status 
of the strategically important Russian radar station at 

Gabala, or the issue of transporting oil on the pipeline to 
Novorossisk, but it was &keeping them for the future8 as 
topics. Finally, wnen DCM praised \"Protect Us Against 
Bullies,\" the Foreign Minister,s Wall Street Journal op-ed 
piece January 19 on Azerbaijan\'s energy and other strategic 
priorities, Mammadov laughed, saying that as soon as the 
op-ed appeared &another Embassy8 immediately contacted him 
to ask, &Who is the bully mentioned in the article?8 


2. (C) Regarding Turkmenistan, Mammadov said that Europe and 
the United States need to be very active in their diplomacy. 
Activity is good in itself. He said that Azerbaijan,s 

delicate relations with Turkmenistan do not permit such 
engagement. He said the new head in Turkmenistan is &a man 
of Russia8 but Europe and the United States need to 

coordinate their engagement, in order to influence 
developments in a positive way. He said that we should 
encourage the Turkmen leadership to put pro- US and European 
advisors in the government, as a counterbalance. He said that 

if we coordinate well what we do, &it will be a very good 

year, especially for the United States8 in Central Asia. He 

also encouraged us to work closely with Turkey on 
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Turkmenistan issues. DCM said the February visit to Baku by 
SCA PDAS Mann, a former US Ambassador to Turkmenistan, 
offered an excellent opportunity for discussions about 
Turkmenistan on the margins of the U.S.-Azerbaijan energy 
dialogue. Mammadov readily agreed. 


3. (S/NF) On Iran, Mammadov said the Azerbaijanis were 
seeing some &interesting8 developments in Iran: As the 

United States enhances its pressure on Iran, he said the GOAJ 
is seeing the emergence of disagreements among Iranian 
officials, including between the Ayatollah and other key 
officials, and between other groups, for example. Mammadov 
also recalled a statement made to President Aliyev months ago 
by the Iranian President (related previously to us by Aliyev 

and reported) that if the United States uses Azerbaijan in 

any action against Iran, we will have to attack Azerbaijan. 
Mammadov said that it was very inappropriate for a national 
leader to talk in this threatening way. Mammadov said, &I 

was in the room. | heard this.8 (Note: Aliyev had relayed 

the Iranian President,s statement in a more nuanced way, 

that Iran would have to attack wherever an attack came from.) 


DERSE 
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SUBJECT: FOREIGN MINSTER SAYS GOJ IS WORKING TO RELEASE 
JORDANIAN PRISONERS FROM GUANTANAMO 

REF: A. AMMAN 319 


B. 06 AMMAN 8947 
C. PORGES-MUBANGO EMAIL 


Classified By: Ambassador David Hale for reasons 1.4 (b) and (d). 


1. (C) Recent public statements imply that the GoJ is ready 
and willing to receive Jordanian detainees from Guantanamo, 
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but privately GOJ officials insist they need more information 
from the USG. According to press reports on January 31, 
Foreign Minister Khatib told two members of parliament that 
the GoJ was working to release all Jordanians held at 
Guantanamo, and that two would soon be released. 


2. (C) Mahmoud al-Hamoud, head of the Foreign Ministry\'s 
legal office, told poloff on January 31 that the GoJ was 

still considering our request that Jordan accept detainees 

Abu Kabir and al Hussein and provide assurances on them. 
Hamoud also reaffirmed that the GoJ needed complete 
biographical data on all Jordanians held in Guantanamo before 
it could evaluate the transfer framework agreement (refs A 
and B). In a new request, Hamoud also asked for the names 
and biodata of all the Jordanians previously held and 

released from Guantanamo. 


3. (C) Post understands that the USG has only four confirmed 
and one possible Jordanian detainee in custody at Guantanamo 
(ref C). Post also understands that State and Defense are 
working to provide complete names and biodata for these five. 
Post also requests Washington consider meeting Hamoud\'s 
request for similar biodata for all former Jordanian 

detainees held at Guantanamo. 

HALE 
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TALKS IN BAKU 


REF: BAKU 98 
Classified By: Ambassador Anne E. Derse per 1.4 (b,d). 


1. (C) SUMMARY: The U.S-Azerbaijani Energy dialogue comes 
at a crucial time in the development of Azerbaijan\'s energy 
sector, when production from major oil and gas projects has 
either started or will start soon, and when Azerbaijan needs 

to make strategic decisions that will affect both the future 
development of its energy sector and global energy security. 
Heavy-handed Russian pressures, to include Gazprom more than 
doubling its proffered gas price for 2007 while significantly 
reducing amounts offered, have encouraged the GOAJ to 
increase its efforts for energy independence from Moscow and, 
more generally, to seek to strengthen its energy ties to the 
West. The October 2006 Memorandum of Understanding on a 
Strategic Partnership between the European Union andthe 
Republic of Azerbaijan in the Field of Energy,\" was an 
significant step in this regard. In the gas sector, major 

issues to be addressed include beginning a discussion with 
Turkey on a gas transit regime that will facilitate transit 

of Caspian gas first to Greece and eventually to other 
European countries; and Azerbaijan proving up its own gas 
reserves, to include Vdeep gas\' associated with the ACG 

field, so that commercial decisions can be made this year 

that will allow pipeline construction and subsequent delivery 

of significant amounts of gas to Europe starting o/a 2012. 
Discussions with Turkmenistan and/or Kazakhstan about gas 
shipment westward across the Caspian and through to Europe 
should be another GOAJ-US focus. In the oil sector, the GOAJ 
needs to increase efforts by the relevant governmental 
agencies with commercial and government interlocutors in 
Kazakhstan to reach agreement on an HGA to follow up on the 
July 2006 IGA, so that Kazakhstan,s North Caspian oil can 

link to the Baku-Tbilisi-Ceyhan pipeline. The public launch 

of our new high-level Dialogue on Energy Security in the 
Caspian Region will be a strong show of USG support for 
Azerbaijan,s efforts to strengthen southern corridor routes. 
END SUMMARY. 


OIL ) ACG/BTC 


2. (C) Estimates of Azerbaijan\'s proven crude oil reserves 
range between 7 to 13 billion barrels. The bulk of 

Azerbaijan\'s oil production comes from Azerbaijan 

International Operating Company (AIOC), which represents over 
70 percent of Azerbaijan total oil exports. Current oil 

production is dominated by the BP-operated offshore 
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Azeri-Chirag-Gunashli (ACG) field, with its estimated minimal 
recoverable 5.4 billion barrels of oil. First oil production 

from this major field began in 1997, and July 2006 saw the 
official inauguration of the 1,768 kilometer BTC pipeline 

built to carry ACG oil through Georgia to Turkey. By the end 

of 2006, this pipeline was carrying an average of over 

500,000 bpd, with a goal of 800,000 bpd for 2007. Production 
from the ACG field is expected to peak by approximately 2012; 
proper management of the expected approximately USD 250 
billion of energy-based revenues over the next decade in oil 
revenue is one of the GOAJ,s greatest challenges. 

Production of this field and of other major energy projects 

has been regulated by Production Sharing Agreements between 
the GOAJ and major energy companies, to which the government 
has largely adhered. 


3. (C) In addition to the BTC, the AIOC continues to use the 
100,000 b/d Northern Route Export Pipeline (Baku-Novorossiisk 
and a rail link to Batumi Terminal in Georgia. Repairs 

needed on the 155,000 b/d Western Early Oil (Baku-Supsa) 
pipeline have forced BP to transfer oil intended for this 

pipeline to either rail to Batumi or the Northern Route 

Export pipeline. BP is at the start of discussions with the 

GOAJ concerning extension of its current PSA to allow for 
optimal development of ACG, and for development of the 
substantial amounts of associated ACG \'deep gas.Y 


HGA/IGA 


4. (SBU) In June 2006 Azerbaijan President Aliyev and 
Kazakhstan President Nazarbayev signed an IGA to facilitate a 
link by tanker between Kazakhstan,s North Caspian oil fields 
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and the Baku-Tbilisi-Ceyhan (BTC) pipeline. However, the 
price of consensus on this IGA was delaying agreement on 
unresolved issues such as oil volumes, tariffs and control of 
shipping fleets, to subsequent Host Government Agreements 
(HGA). There has been no substantive progress on an HGA 
since the June 2006 signing, in part because the GOAJ has not 
seen the issue as a pressing one. However, for oil volumes 
from Tengiz and ultimately Kashagan begin to cross the 
Caspian to make their way westward, the GOAJ will need to 
resolve the multitude of outstanding issues relating to the 
HGA. 


GAS ) SHAH DENIZ 
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5. (C) Azerbaijan\'s major gas field is the offshore Shah 

Deniz field, developed by a seven-member consortium with BP 
as operator. According to BP, Shah Deniz contains potential 
recoverable resources of roughly 35 trillion cubic feet of 

gas and 750 million barrels of condensate, making it one of 
the world\'s largest natural gas field discoveries of the last 
twenty years. There have been production delays in the first 
stage of Shah Deniz, which was to have begun production late 
2006 and which is supposed to have peak production of 
approximately 8.4 billion cubic meters annually. In 
mid-December 2006, a leak in the first of the four wells to 

be developed caused production to shut down shortly after it 
started, with current BP plans for the second well to begin 
production in late February/early March, followed four to six 
weeks later by the start of the third well and then four to 

six weeks later by the fourth well, after which repairs on 

the first well will resume. 


07 WINTER GAS SHORTAGE 


6. (C) These Shah Deniz production delays exacerbated 
problems on how Azerbaijan and Georgia were to face the 
regional gas shortage this winter. For reasons largely seen 

as political, traditional supplier Gazprom had significantly 
raised its offered price to both Georgia and Azerbaijan for 
2007 gas, in the latter case from 110 dollars per thousand 
cubic meters in 2006 to 235 dollars in 2007, while lowering 

the offered amount from 4.5 to 1.5 billion cubic meters. In 
response, Turkey, Georgia and Azerbaijan,s governments began 
the discussion in November 2006 of redistributing Shah Deniz 
gas intended for Turkey in 2007 to Georgia and Azerbaijan, 

but talks hung up over the issue of how Turkey was to be 
compensated. The unexpected mid-December shutdown of the 
first Shah Deniz well (and the subsequent gas purchase of 
major Georgia consumers from Gazprom) brought these 
discussions to a functional standstill. Azerbaijan 

compensated for its domestic gas shortage by exporting 
decreased amounts of oil and converting it to heavy fuel to 

be used in its own power plants. This process, although 
resulting in a major income loss for the GOAJ, allowed the 
government to do without Gazprom gas for the 07 winter. To 
help the GOAJ and to minimize ill will, BP consented to give 
the government as much associated gas from the ACG field as 
it technically could, this gas being free under the terms of 

the PSA, despite having earmarked much of this gas for 
reinjection. BP has made clear that it will give these extra 
amounts of ACG associated gas to SOCAR only for the first 
quarter of FY 07, after which it will resume reinjection into 
ACG, to maintain the health of the reservoir. 
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TURKISH GAS TRANSIT REGIME 


7. (C) Shah Deniz gas is destined to move through Azerbaijan 
and Georgia to the Turkish border via the South Caucasus 
Pipeline (SCP). However, Botas has not yet completed 
construction within Turkey, and it is unclear whether it will 

be able to finish construction, commission the pipeline and 
begin requesting amounts of Shah Deniz gas before spring. 
Regardless of when Turkey is ready to receive Shah Deniz gas, 
the GOAJ needs to begin discussions with Turkey concerning an 
equitable transit regime that will allow Azerbaijani, and 
ultimately Kazakh and/or Turkmen gas, to transit to Europe 
through Turkey. GOAJ perceptions are that Turkey seeks to 
play the role of a \"mini-Gazprom,\" buying and selling Caspian 
gas, and GOA interlocutors have said that the GOAJ will sell 
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gas \"through but not to\" Turkey. 


MARKETS FOR CASPIAN GAS 


8. (C) Except for a token amount for Greece, most of the 
production from Shah Deniz Stage One is earmarked for Turkey, 
Azerbaijan and Georgia. Currently BP is drilling the SDX-04 
exploratory well in the southern part of the Shah Deniz 

field, which when completed in a few months will give an 
indication of how much gas can be expected for Shah Deniz 
Phase Two. Baseline projections for Shah Deniz Phase Two are 
approximately 12 bcm/a, with much of this production 

earmarked for the Azerbaijan and Georgia. However, market 
expectations are that some amounts of Shah Deniz Phase Two 
production will be available for transmission through Turkey. 

The Austrian OMV consortium, seeking a minimum of ten bcm 
from Azerbaijan so that it can secure funding for its Nabucco 
pipeline, made its first high-level visit to Azerbaijan in 

January 07, and is expected to be returning regularly. The 
Italian company Edison and the Greek Gas company DEPA have 
also engaged the GOAJ in connection with the 
Turkey-Greece-ltaly (TGI) interconnector project. 


9. (C) However, for there to be appreciable amounts of 

Azerbaijani gas for supply to Europe, either through the 
Turkey-Greece Interconnector (TGI) or the Nabucco pipeline, 
Azerbaijan needs to begin to prove up its reserves, to 

include \"ACG Deep Gas,\" which BP says could have half-as much 
or greater than the approximately 35 trillion cubic feet of 
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gas in Shah Deniz. In addition to Azerbaijani gas, gas from 
Turkmenistan and/or Kazakhstan could be used to satisfy 
European demand, and as such we need to work with the GOAJ as 
to how best to approach these two countries to explore the 
possibility of westward transmission of their gas. 


COMMENT 


10. (C) In recent weeks, the GOAJ has dramatically changed 
its previously discrete public posture on prospects for new 

gas sales to Europe. In a blunt Wall Street Journal 

editorial, Foreign Minister Mammadyarov rejected Russian gas 
tactics as &unacceptable8 and argued that new Caspian gas 
sales to Europe would provide protection against &market 
bullies.\" At the same time, Mammadyarov also requested that 
we create a new, high-level bilateral dialogue on energy 
security that would address the political aspects of new 
transport routes (reftel). In our view, the GOAJ has made a 
strategic decision to cast its energy future with the West; 

the launch of this new energy security dialogue at the 
Economic Partnership Commission will be an important public 
show of support for Azerbaijan,s decision. 

DERSE 
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SUBJECT: SCENESETTER FOR EUR DAS DICARLO VISIT TO 
TALLINN, FEBRUARY 5-6 


REF: A) 06 TALLINN 1114 B) TALLINN 0002 
1. (U) Welcome to Tallinn. Your visit will bring you 


to one of our most supportive allies in Europe. Your 
arrival comes on the heels of the President\'s historic 
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visit to Estonia last November, and amidst fervent 
campaigning for Estonia\'s parliamentary elections in 
early March. 


2. (SBU) Foreign Affairs Minister Urmas Paet and 
Defense Minister Jurgen Ligi will host the Adriatic- 
Baltic-Atlantic Ministerial (A3B3) on February 5-6 at 
the Radisson Hotel in Tallinn. Prime Minister Andrus 
Ansip will also host a lunch for conference attendees. 
Confirmed participants include Foreign Ministers from 
Albania, Croatia, Macedonia, Bosnia, Montenegro, and 
Lithuania and Defense Ministers from Albania, Croatia, 
Macedonia, Montenegro, Serbia, and Lithuania. The 
conference agenda includes discussions on: 


-- Regional security and international operations; 
-- The role of education in defense transformation; 
-- Maintaining momentum after the Riga NATO Summit; 


-- Tasks and challenges associated with defense 
transformation; and 


-- NATO expansion. 


Estonia: A Staunch NATO Ally 


3. (U) Estonia consistently supports U.S. positions 
within NATO. Despite the small size of its military, 

it is contributing almost 5% of its deployable forces 

to NATO operations in Afghanistan and Kosovo, as well 
as Operation Iraqi Freedom and EUFOR-ALTHEA, the 
European Union peacekeeping force in Bosnia. Since 
joining NATO in 2004, Estonia has made significant 
strides in transforming its own military into an 

effective and experienced contributor to NATO and 
other international military operations. Unlike some 
NATO allies which are cutting back on defense 
spending, the GOE is on track to meet its NATO 
commitment of devoting 2 percent of its GDP to defense 
(currently at 1.83%). Public support for NATO is 

strong in Estonia: surveys consistently show that more 
than 70% of the public supports NATO membership. 


4. (U) Estonia has prioritized its mission in 

Afghanistan as its most significant contribution to 

the global war on terror (GWOT). Estonian soldiers 
participate in the UK-led Provincial Reconstruction 
Team (PRT) in Helmand Province in the south. This is 
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the epicenter of Afghanistan\'s opium production and 
has recently seen a strong resurgence of Taliban 
activity. In 2006, the GOE increased its troop 
contribution to 130 and posted a diplomat to Helmand 
to oversee development assistance projects. Since 
2002, Estonia has donated USD 187,631 in humanitarian 
assistance to Afghanistan. For 2007, it has pledged 
to provide an additional USD 91,000 worth of hospital 
equipment to the children\'s ward of the central 
Helmand hospital. 


5. (SBU) Estonia has soldiers in Bosnia, participating 

in an EU-peacekeeping operation, as well as in Kosovo 

in a NATO-led operation. In Bosnia, Estonia recently 
increased its troop contribution to 29 soldiers for 
EURFOR-ALTHEA. In Kosovo, Estonia had a company size 
infantry unit participating in a Danish-led 

peacekeeping force in 2006. However, with Afghanistan 
deemed a higher priority, the number of troops was 

reduced to 25, where they serve in Pristina as 

military police. 


6. (U) Estonia is a vocal supporter of NATO expansion. 
Prime Minister Ansip and Foreign Minister Paet 
regularly speak out on the importance of bringing 
Balkan and Eastern European countries into NATO in 
order to cement democratic and free-market reforms 
there. Estonia\'s own experience creating a booming 
economy and vibrant democracy after re-independence 
has given it immense credibility in promoting 
transformational diplomacy. Despite its commitment to 
NATO expansion, Estonia has always made it clear that 
no aspirant country should be given a \"free ride\" when 
it comes to fulfilling membership requirements. 


President Toomas Hendrik Ilves, Prime Minister Ansip, 
and Foreign Minister Paet recently reiterated this 
message in meetings with Ukrainian President, Viktor 
Yanukovych, and Georgian President, Mikheil 
Saakashvili (Ref A and B). 


A Democracy Promoter 


7. (U) The GOE has provided significant technical 
assistance to Georgia, Ukraine, and the Balkans to aid 
in these governments\' political, military and economic 
reforms. The GOE annually sponsors Georgian, 
Ukrainian and Balkan officers and civilians to study 

at the Baltic Defense College. The GOE also provides 
training through its Public Service Academy and School 
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of Diplomacy for Ukrainian, Georgian, and Moldovan 
diplomats, civil servants, law enforcement, and 
customs agents. 


8. (U) Estonia has also conducted cooperation and 
development assistance projects in the Balkans and 
Adriatic. Estonia\'s outreach has focused on IT, 
tourism, market reforms, and institution building 
through project partnerships. Since 2000, Estonia has 
engaged in the following outreach projects: 


- organized a conference in Macedonia on how to use EU 
structural funds (2005); 


- provided IT and communications training through its 
e-Governance Academy for civil servants from Albania, 
Bosnia, Macedonia, Serbia, and Montenegro (2004); 


- organized conference on Ecotourism to promote cross 
border cooperation for government officials from 
Albania, Bosnia, Croatia, Serbia, and Montenegro 
(2004); 


- provided technical assistance for WTO membership on 
agriculture reform for government officials from 
Albania, Macedonia, Serbia, and Montenegro (2003); 


- provided technical assistance for juridical and 
legal curriculum development for judges from Albania 
(2003); 


- funded cultural and education exchanges between 
Estonian and Bosnian students (2001); and 


- hosted media self-regulation training for members of 
the Press Council of Bosnia (2000). 


Iraq: Staying the Course 


9. (U) The GOE has been a committed partner in Iraq. 
Currently, 38 Estonian soldiers serve shoulder-to- 
shoulder with U.S. 1st Brigade Combat Team outside of 
Baghdad, where they engage in some of the toughest 
counterinsurgency missions (in which Estonians have 
suffered 18 casualties, including 2 killed). U.S. 
commanders on the ground have consistently praised 
Estonian soldiers for their skill, professionalism, 

and valuable contributions to a critical mission. In 

late December 2006, Estonia\'s parliament voted to 
renew the GOENVs Iraq mission mandate for an additional 
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year, despite a low level of public support. 
Additionally, the combination of a tight labor market, 
a booming economy, and continued emigration of 
Estonian workers to higher wage EU member states has 
created military staffing shortages, which have placed 
an additional strain on operations. While it is 

unlikely that the March Parliamentary elections will 
result in a significant change in Estonia\'s policy 
towards Iraq, maintaining political support for Iraq 

will be a serious challenge in the medium- to long- 
term. 


Bios of Key Estonian Interlocutors 


10. (U) Prime Minister Andrus Ansip was born in Tartu, 
Estonia\'s second largest city, in 1956. Ansip is the 
leader of the Estonian Reform Party, a pro-free market 
and trans-Atlanticist party. After a career in 

banking and finance, Ansip entered politics in 1998 as 
mayor of Tartu. In 2004, he became the head of the 
Reform Party and the Minister of Economy. Ansip 
became Prime Minister in April 2005, when the current 


three-party coalition was formed. He is running for 
election to Parliament and is his party\'s candidate 

for Prime Minister. Ansip speaks English, German, and 
Russian. 


11. (U) Foreign Minister Urmas Paet was born on April 
20, 1974, in Tallinn. Like PM Ansip, Paet is a member 
of the Reform Party. Prior to becoming a politician, 
Paet worked in the media. In March 2003, he was 
elected to parliament (representing a district in 

Tallinn). Paet served as Minister of Culture before 
becoming Foreign Minister in 2005. Paet is a leading 
Reform candidate in the elections. He speaks Russian, 
English, German and Finnish. 


12. (U) Defense Minister Jurgen Ligi was born in Tartu 
in 1959. Like Ansip and Paet, Ligi is also a member 
of the Reform Party and is running for election to 
Parliament. Prior to politics, Ligi was an economist 
and an economic advisor in local government. He was 
elected to parliament in 1995 and has been Minister of 
Defense since October 2005. Ligi speaks English, 
Finnish, and Russian. 


13. (SBU) These three men are among the strongest and 
most vocal supporters of NATO and Estonia\'s active 
role in the GWOT. They regularly articulate a moral 
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case to the public for Estonia\'s participation in NATO 
and foreign operations -- Estonia\'s obligation to repay 
its \"debt\" for the external support it received after 
re-independence. They are also strong advocates for 
Estonia\'s efforts to promote democracy and market 
reform abroad. 
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E.O. 12958: DECL: 01/31/2016 

TAGS: MARR, PREL, PROP, PHUM, PGOV, IZ, RO 

SUBJECT: TWO ROMANIAN CONTRACTORS DETAINED IN IRAQ: 
CONTROVERSY GROWS 


Classified By: DCM Mark A. Taplin for Reasons 1.4(b) and (d). 


1. (C) SUMMARY. News that two Romanian contractors have 
been detained since last October by MNF-I forces for having 
taken unauthorized photographs of U.S. military facilities 
has burst into a full-scale media flap in Bucharest. 

President Basescu raised the issue with the Ambassador on 
February 1, asking for his support in returning the two to 
Romania if they were not guilty of a crime and acted out of 
ignorance. The MFA, under fire for not having disclosed what 
it knew about the situation in November, defended its 
handling of the matter in a January 31 press conference and 
claimed the contractors had asked that the Ministry not 
publicize the matter. Romanian media speculated openly over 
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whether the contractors had come into possession of 
embarrassing information about the activities of U.S. forces 
at the location at which they were employed. Swift action is 
needed to prevent the detention of the contractors from 
becoming a corrosive issue in our strong partnership with 
Romania. END SUMMARY. 


2. (SBU) The Romanian Foreign Ministry (MAE) confirmed press 
reports of January 31 that two Romanian contractors had been 
detained in Iraq by US forces (later clarified to be under 

MNF-I). They were arrested October 31, 2006. Nelu llie (an 
electrician), 41, and Adrian Ganceanu (carpenter), 39, were 
reportedly detained after taking unauthorized pictures and 
videos inside a US base near Baghdad. Both were employed by 
a U.S. company that operates water bottling plants inside 
several US military bases in Iraq. Both men had apparently 
been working in Iraq since May 2006. Corina Vintan, the MFA 
spokesperson, told journalists the Ministry had first been 
informed about their arrest on November 7, deferring to a 
request by the workers and their families not to discuss 

their case publicly. She confirmed that a diplomat from the 
Romanian embassy in Baghdad had met with the men November 26 
who had reported they were being treated well under 

acceptable conditions. The two workers were visited by a 
representative of the Red Cross January 26. 


3. (SBU) Petru Dumitru, MFA Director-General for Global 
Affairs, contacted us on January 31 to provide background on 
how the Ministry was handling the case of the contractors, 
both from a public affairs and diplomatic standpoint. He was 
anxious to clarify some of the circumstances surrounding 
their detention. We explained that the workers were 
currently in MNF-I custody rather than U.S. Army custody and 
did not face any charges under Iraqi law, two points which 
had been widely misreported in the Romanian media. We 
pledged to work closely with Romanian authorities in 
Bucharest to clarify the circumstances surrounding the 
detention of the two men and to try to expedite any review 
process of their status that needed to be undertaken 


4. (C) At the end of a meeting on February 1 with visiting 
CFC-Afghanistan commander LTG Karl Eikenberry, President 
Basescu raised the issue with the Ambassador, and requesting 
that he look into the matter. Basescu said that it appeared 

the two contractors were merely that, \"just an electrician 

and a carpenter.\" If they were guilty of a crime, Basescu 

went on, then there was a case to be made for continuing to 
hold them. But if they had acted more in ignorance than 
anything else, the Romanian President continued, he would 
want them to be repatriated to Romania as soon as possible. 
The Ambassador replied that we were working hard to establish 
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the facts and to push for expedited handling of the case 
involving the contractors. He pledged that we would share 
the information we received with the presidential 
administration and others in the Romanian government. 


5. (SBU) Meanwhile, even on a day in which both Microsoft 
head Bill Gates and the French Prime Minister were visiting 
Bucharest, the saga of the two contractors continued to play 
among the top stories. Increasingly, the Romanian media 
speculated about other reasons the two men might have been 
kept in detention so long, including the possibility that 

they had stumbled upon evidence of wrongdoing by coalition 
forces. Meanwhile, opponents of President Basescu used it as 
an occasion to level their guns at his handling of the 

matter. Bogdan Olteanu, President of the Chamber of 
Deputies, declared he would call foreign intelligence head 
Claudiu Saftoiu before Parliament to explain why the 
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Romanians had been held so long. Senator and Conservative 
Party (PC) President Voiculescu called for Saftoiu\'s 

resignation, and PC party spokesman Bogdan Pascu implied that 
Foreign Minister Ungureanu should also resign. Social 

Democrat head Mircea Geoana blasted Basescu, labeling the 
Romanian President,s remarks about the case as \"ridiculous\" 
and saying it was outrageous that \"state institutions treat 
Romanian citizens with such contempt.\" Prime Minister 
Tariceanu cautiously remarked that he was seeking 

Clarification before commenting further. 


6. (C) COMMENT. The case of the two detained Romanians in 
Iraq has burned white-hot in the media since it broke on 
January 31, despite serious competition for the top 

headlines. We appreciate ongoing assistance from colleagues 
in Baghdad and in Washington to nip this particular flap in 

the bud. If we can find a way to repatriate the two in short 
order, it will likely prevent this episode from denting in 

any significant way Romanian public support for our common 
effort in Iraq. End comment. 
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DEPT FOR EUR/NCE AARON JENSEN AND DAVID KOSTELANCIK 
DOJ FOR OIA 


E.O. 12958: DECL: 01/31/2016 
TAGS: CASC, KJUS, MARR, PGOV, PREL, UNHCR-2, IZ, RO 
SUBJECT: RFG: MUNAF\S CASE IN UNHCR; ROMANIA SEEKS US VIEWS 


REF: BUCHAREST 1883 
Classified By: DCM Mark A. Taplin for Reasons 1.4(b) and (d). 
1. (SBU) This is a request for Action. Please see para. 7. 


2. (C) MFA State Secretary Adrian Vierita asked to meet 
with DCM and Acting Polcouns on January 30 to discuss a 
complaint filed with the UN High Commissioner for Human 
Rights on behalf of dual lraqi/US citizen Mohammad Munaf, who 
was convicted and sentenced to death last year in the 2005 
kidnapping of 3 Romanian journalists in Iraq. Vierita said 

that the Note Verbale from the Commission (complete text of 
note is copied below in para 8) requested Romania as a state 
party to the Optional Protocol to the International Covenant 
on Civil and Political Rights, to \"adopt all necessary 
measures to ensure\" Munaf and his family are protected from 
irreparable damage. According to Vierita, these interim 
measures are independent of any challenge to the 
admissibility of the complaint against the GOR, according to 
the Human Rights Committee\'s rules of procedure. 


3. (C) Vierita informally was seeking consultation with the 

USG on ways to respond to the complaint, which was been filed 
by Munaf\'s American legal counsel before the UN Human Rights 
Committee (case number 1539/2006). He noted that the GOR 
already was not in full compliance with the note which 

requested the GOR to inform the Committee no later than 
January 22, of the steps taken to protect Munaf\'s \"life, 

safety and personal integrity.\" 


4.(C) Vierita outlined the GOR\'s proposed approach for a 
response to the complaint before the UN Human Rights 
Commission. First, the GOR would establish that it is taking 
steps to address the interim measures regarding Munaf. These 


Column 3 

would include reaffirming the GORYs commitment to all of the 
international protocols and conventions aimed at abolition of 
the death penalty (consistent with Romania\'s EU obligations). 
Vierita said he would consider the present meeting with 
Emboffs as an official conveyance of this position to the one 
of the principal parties in the Munaf case (i.e., the U.S., 

which has Munaf under physical custody). NOTE: Vierita on 
January 31 shared with Embassy a draft Note Verbale that 
conveys this position against the death penalty to Iraq, 

which retains legal custody over Munaf). 


5. (C) Secondly, Vierita noted that the GOR must challenge 
the legal admissibility of the complaint to the Human Rights 
Committee by February 21, including the question of whether 
Romania had jurisdiction over Munaf at any time before he was 
turned over to MNF-I in Baghdad. Vierita described this point 
as a critical one to Romania\'s effort to push back on the UN 
complaint. He asked whether the USG could help in 
establishing a chronology of events leading up to and 

following Munaf\'s arrest, particularly with an emphasis on 

his legal status when he was being transferred to and from 

the Romanian embassy in Baghdad, reportedly under US military 
escort. DCM suggested the MFA first review the compliant and 
chronology with the Romanian Ministry of Justice and the 
Procurator-General\'s Office, since the prosecutor\'s office in 
particular has interviewed Munaf in Iraq on several occasions 
in connection with criminal cases it is pursuing related to 

the kidnapping of the journalists. He observed that the GOR 
would probably have a better chronology of events surrounding 
Munaf\'s whereabouts in Baghdad during the period before his 
arrest by MNF-I forces than did the U.S. At the same time, 

the DCM stressed, it was in the interest of both of our 
governments to deflect legal motions and complaints like this 
that were clearly designed as much to embarrass us as to 
protect Munaf\'s interests. 


6. (C) The DCM expressed appreciation to Vierita for keeping 
the Embassy informed on the Munaf case (as was agreed per 
reftel). He noted that we would pass this information back 

to Washington, and ask for advice from relevant USG offices 
and agencies in how we might help the GOR prepare its 
upcoming challenge to the legal admissibility of the 

complaint from the UN Human Rights Committee. 


7.(C) Informally, Vierita asked DCM whether the USG 
approach to the Munaf case remained the same as before, 
despite the significant developments that have taken place 
since his arrest in 2005. The DCM replied that he did not 

know whether there had been a policy review of Munaf\'s status 
since he was put under Iraqi legal custody, tried, convicted 

and sentenced to death in 2005, but would raise the question. 
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8. (C) Action Request: Embassy seeks Department\'s 
assistance in addressing the issues raised by the UN Human 
Rights Committee\'s Note Verbale to the GOR. We particularly 
seek L\'s advice on how best to support the GOR in what 
appears to be a convoluted effort by Munaf\'s lawyers to, 

first and foremost, cast U.S. policy towards Iraq detainees 

in a negative light, and secondarily, embarrass the GOR. 

(Note: Supporting documentation faxed to EUR/NCE. End 
Note). We would also welcome an update on interagency views 
on the Munaf case, which will return to the top of the 

political agenda in Romania should the Iraqi-American be 
executed by Iraqi authorities. Romanian President Basescu 
has made it clear he retains a strong interest in seeing 

Munaf extradited to Romania to testify in a trial of Munaf\'s 
co-conspirator in the kidnapping, Syrian-Romanian businessman 
Omar Hayssam. End Action Request. 


8. (SBU) Begin text of Note Verbale: 


United Nations 
High Commissioner for Human Rights 


Reference G/SO 215/51 ROU (2) 
MSTP:sn 1539/2006 


The Secretariat of the United Nations (Office of the High 
Commissioner for Human Rights) presents its compliments to 

the Permanent Mission of Romania to the United Nations and 

has the honor to transmit herewith the text of a 

communication, dated 13 December 2006, submitted to the Human 
Rights Committee for consideration under the Optional 

Protocol to the International Covenant on Civil and Political 

Rights, on behalf of Mr. Mohammad Munaf. The communication 
has been registered before the Human Rights Committee as case 
No. 1539/2006. 


Pursuant to rule 92 of the Committee\'s rules of procedure, 

the Committee\'s Special Rapporteur for New Communication and 
interim measure requests the State Party to ensure, to the 

extent possible and through whatever channels it deems 
appropriate, to adopt all necessary measures to ensure that 

the life, safety and personal integrity of Mohammad Munaf and 

his family are protected, so as to avoid irreparable damage 

to them, while this case is under consideration by the 

Committee, and to inform the Committee on the measure taken 

by the State party in compliance with this decision within 30 
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days from the date of the Note Verbale , ¡.e. not later than 
by 22 January 2007; this request does not imply that any 
decision has been reached on the substance of the matter 
under consideration. 


Under rule 97, paragraph 2, of the Committee\'s rules of 
procedure, the Special Rapporteur further requests His 
Excellency\'s Government to submit to the Committee 
information and observations in respect of both the 
admissibility and the merits of the author\'s allegations. 


The information requested from His Excellency\'s Government 
under rule 97, paragraph 2, of the Committee\'s rules of 
procedure should reach the Committee in care of the Office of 
the United Nations High Commissioner for Human Rights at 
Geneva, within six months of the date of this note, that is 

not later than 21 June 2007. 


If His Excellency\'s Government wished to challenge the 
admissibility of the present communication, the State party 

is requested, pursuant to rule 97, paragraph 3, of the 
Committee\'s rules of procedure, to submit its observations on 
admissibility of the communication does not in itself extend 
the deadline of six months within which to submit written 
information and observation on the merits of the author\'s 
allegations. 


This request for information and observations does not imply 
that any decision has been reached in respect of the 
admissibility or the merits of the present communication. 


/s/ 
21 December 2006 


END TEXT. 
TAUBMAN 
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E.O. 12958: N/A 

TAGS: ACOA, AJ, OTRA, XG, XT, ZM 

SUBJECT: COUNTRY CLEARANCE REQUEST FOR SUSAN NEUMANN 


1. Embassy Ankara requests country clearance for Information 
Management Tech Specialist Ms. Susan Neumann to travel Baku, 
February 7 - March 2, 2007. The purpose of the visit is to 

support the information network. Traveler holds a Top Secret 
clearance. 


2. Information on the traveler is as follows: 


Ms. Susan Neumann 

Title: Information Management Tech Specialist 
Phone: 90-312-455-5555 x2338 

Fax: 90-312-467-6967 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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TAGS: PREL, PGOV, OVIP, GR 

SUBJECT: CODEL SMITH MEETINGS WITH GREEK POLITICAL AND 
BUSINESS LEADERS 


ATHENS 00000217 001.2 OF 003 


1. (SBU) SUMMARY: In a January 28-29 visit to Athens, CODEL 
SMITH met with Prime Minister (PM) Kostas Karamanlis, Foreign 


Column 3 

Minister (FM) Dora Bakoyiannis and prominent business leaders 
and parliamentarians. The PM emphasized the good cooperation 
between Greek and American authorities investigating the 
January 12 rocket-propelled grenade (RPG) attack on the U.S. 
Embassy and anti-Americanism in Greece. He also discussed 
the Visa Waiver Program (VWP), continued Greek participation 
with NATO efforts in Afghanistan, and Greek-Turkish 

relations. FM Bakoyiannis touched on similar themes, 

including Kosovo and Serbia, Greek-Turkish relations, and the 
importance of Greek participation in VWP. With business 
leaders, members reviewed economic developments, including in 
the energy sector, and identified opportunities to build on 

an already strong partnership between Greece and the U.S. 


2. (U) CODEL SMITH was comprised of the following Members: 
Senator Gordon Smith (R - Oregon), Senator Patrick Leahy (D - 
Vermont), Senator Trent Lott (R - Mississippi), Senator Maria 
Cantwell (D - Washington), Senator Lindsey Graham (R - South 
Carolina), Senator Saxby Chambliss (R - Georgia), Senator Mel 
Martinez, (R - Florida), Representative Christopher Shays (R 

- Connecticut). The visit -- coming shortly after the RPG 

attack on the Embassy -- reinforced GOG efforts to combat 
domestic terrorism and bring the perpetrators of the January 

12 attack to justice. End summary. 


PRIME MINISTER PROMISES ACTION ON RPG ATTACK 


3. (SBU) In an hour-long meeting on January 29, PM 
Karamanlis underscored the \"excellent relationship\" between 
Greece and the U.S. Recalling the January 12 RPG attack on 
the U.S. Embassy in Athens, Karamanlis condemned the act and 
pledged that Greece would do its utmost to bring the 
perpetrators to justice. Karamanlis described the 

perpetrators as likely successors or remnants of the 
now-imprisoned November 17 (N17) terrorist organization. The 
PM stressed that while it \"might not happen tomorrow or the 
day after tomorrow,\" Greece would be successful in bringing 
those responsible to justice. 


4. (SBU) Delegation Chairman Sen. Gordon Smith noted the 
bipartisan character of the CODEL and told the PM that each 
of the Members believed that it was important to visit Greece 
precisely because of the attack on the Embassy - which, he 
said, they see as an attack on Greece as well as on the U.S. 
Senator Smith told the PM that it \"was important for us to be 
here now,\" underscoring the long tradition of \"shared values 
and shared history\" that make the two countries such valued 
allies. 


5. (SBU) Senator Leahy told the PM that, while attending the 
World Economic Forum in Davos, many participants told him 
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that the U.S. image had been negatively impacted by American 
foreign policy and asked how the Greek public viewed the 

United States. The PM stated that while \"Greek people 

basically like Americans, a majority of Greek people disagree 
with certain U.S. government positions.\" But with more than 

60 years of friendship between our nations, \"we could afford 

the luxury of disagreement,\" certain that our good relations 
would endure. However, the average Greek also wanted the 
U.S. to put more pressure on Turkey -- and wished the U.S. 

had not recognized the Republic of Macedonia by that name. 
Many ask questions, he explained: \"Why Iraq? Why Turkey? Why 
Cyprus, Why FYROM?\" Nonetheless, despite policy differences, 
the PM rejected the idea that Greeks are fiercely 

anti-American or that anti-American hysteria prevails in 

Greece. 


6. (SBU) Senator Lott agreed; people often got angry at 
America, but not at Americans. Senator Lott pointed out that 
it was sometimes difficult to get Europe to move beyond talk 
into action. \"We need Europe to take on some of the 
challenges we have been dealing with,\" he told the PM, 
particularly Afghanistan. The PM extolled the EU as the true 
\"success story of the last 15 years, though with many 
shortcomings. He advocated a more integrated EU that would 
be a better partner to the U.S. On Afghanistan, the PM 
pointed out that Greece was now engaged in 5 different 
countries, implying there were limits to Greece\'s abilities 

to go beyond its current contributions. Ultimately, however, 
Greece was committed to fulfilling its international 
obligations. 


7. (SBU) Senator Cantwell focused on specific opportunities 
for economic cooperation between the U.S. and Greece. The PM 
suggested that key areas were electronics, high-end 
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technology, energy and tourism. The last two were 

particularly ripe for better U.S.-Greece cooperation. 

Raising a \"matter that is near to our hearts,\" the Prime 
Minister emphasized Greece\'s strong wish to participate in 

the Visa Waiver Program (VWP). \"We are the only original 
Schengen country not included in the VWP,\" he said, \"and we 
hope to see that change,\" 


8. (SBU) Senator Graham expressed his concern for what he 
described as the declining reputation of both the United 
Nations and the EU and said that he worried about NATO\'s 
reputation also being diminished in the public eye if 

partners do not cooperate to make Afghanistan successful. 
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Senator Graham conceded that \"many mistakes had been made 
about Iraq, including, \"perhaps not consulting with our 

allies as best we could have.\" But, he urged Karamanlis to 

\"see that the NATO commitment is honored.\" 


9. (SBU) Senator Chambliss questioned the likelihood of 
success of the Doha round, citing the need for Europe to make 
concessions on agricultural subsidies. \"We all want to 
increase the flow of trade,\" he offered; \"and the only way to 
do it is to reduce - or even better, eliminate - these 

tariffs to result in free and fair trade for all of us.\" The 

PM said he expected a successful outcome of the trade 
negotiations. The problem, he said, is that Italy, Spain, 
France and Greece see the need for subsidies. \"These 
subsidies will change,\" he agreed, \"but they can\'t do so 
overnight or dramatically. We simply must wait for the 
passage of time,\" until farmers are ready for retirement. 


10. (SBU) Senator Martinez cited a long history of Greek 
Americans thriving in Florida; the new Governor of Florida is 
of Cypriot origin. He asked the PM how the United States 
could best help Greece. The PM focused on Cyprus; the goal, 
he explained, is the reunification of the island with Greeks 

and Turks living together peacefully. Referring to the 

failed referendum on the Annan Plan, the PM said, \"that\'s 
democracy. We never know for sure what people are going to 
do (in an election).\" The U.S. \"can be very constructive\" in 
resolving the Cyprus question. Karamanlis underscored 
improvements in Greek-Turkish relations, citing mutual 
cooperation on energy, tourism and banking. \"I have a very 
good personal relationship with Prime Minister Erdogan,\" he 
added, and Greece is a strong supporter of Turkey\'s European 
aspirations. \"A Turkey that respects human rights and reacts 
positively to its neighbors,\" benefits Greece; Karamanlis 
expected new initiatives after Turkish elections this year. 

He cautioned, however, that Turkey still has not fulfilled 

its EU obligations. There was a long way to go before 
Greece and Turkey could say that they have normal relations; 
\"they have made some steps," he conceded, \"but more courage 
is needed.\" 


11. (SBU) Representative Shays asked for the PM\'s advice on 
Iraq. The PM said that the Greek public was \"very reserved, 

if not negative (on Iraq) and that is the reality.\" A 

solution was difficult; even if the U.S. decided to go, it 

should be done in a very careful way. Can you imagine 
splitting Iraq? Erdogan is clearly worried about the Kurdish 
question, which is a question of very great weight. | hope 

that you show wisdom in whatever you do.\" He also admitted 
that many in Europe were \"quite satisfied\" to see the U.S. in 
the difficult position it was currently facing, while 
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indicating that he was concerned. Karamanlis underscored his 
belief that the NATO alliance works - albeit with some 
difficulties. He also recognized the difficulty U.S. 

Senators and Congressmen faced in explaining to average 
voters in Seattle or Massachusetts or Washington that their 
tax dollars are needed for matters that go well beyond their 
ordinary scope of interest or concern. \"But,\" he added, \"l 
have never made a secret that | feel good about America.\" 


FM BAKOYIANNIS ON BALKANS, VWP 


12. (SBU) FM Dora Bakoyiannis hosted a working dinner for the 
Codel Janaury 28, including PASOK Foreign Affairs spokesman 
(and former FM) Theodoros Pangalos and a bipartisan group of 
Greek MPs. Bakoyiannis\' opening remarks emphasized Greece\'s 
contribution to stability in the Balkans, its support for the 
democratic parties following the Serbian elections, and its 
concern that Kosovo not become a \"failed state.\" Citing its 

50 percent-plus unemployment rate and eschewing suffocating 
deadlines, the FM argued that independence \"is not a 
panacea.\" Instead, she maintained that Kosovo needed to 
become stable and viable as a way to achieving 
\"self-sustaining independence.\" Bakoyiannis expressed 


ATHENS 00000217 003.2 OF 003 


support for Turkey\'s EU accession (within the framework of 
good-neighborly relations), but pressed for progress on the 
Ecumenical Patriarchate and Halki Seminary. She also 
welcomed historic Congressional support for reunification of 
Cyprus. In his response, Senator Smith praised the long 
history of positive U.S. Greece relations, based on our 
shared tradition of democracy and the contribution of 
thousands of Greek Americans. 


13. (SBU) Finally, the delegation met with business leaders 
and economic decision makers at a lunch sponsored by the 
Greece - U.S. Business Council and the Hellenic American 
Heritage Council. Guests included Amcham representatives, 
steel industry leaders, shipping company executives, 
petroleum company directors, officials from several high-tech 
businesses as well as other energy industry representatives 
and two PASOK party parliamentarians. The event was an 
opportunity for the delegation to hear from leading 
businessmen about U.S.-Greece trade and investment . It also 
provided insight into the complicated energy market in 
Greece, and highlighted Embassy efforts to promote energy 
supply diversity. 


14. (U) CODEL Smith did not have an opportunity to clear this 
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cable before departure. 
RIES 
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Classified By: Andrew N. Bowen, Economic Counselor, for reasons 1.4(b) 
and (d). 


1. (C) Summary: International arbitration will become 
increasingly important to foreign investors as Chavez moves 
forward with his selective nationalizations and disputes over 
prompt, adequate, and effective compensation\" arise. 
Foreign investors have three options to avail themselves of 
arbitration rights - bilateral investment treaties (BITs), 
contractual provisions providing for international commercial 
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arbitration, and domestic law. BITS seem to offer investors 
the best chance of ensuring the BRV\'s cooperation in the 
proceedings and enforcing an arbitration award. The BRV\'s 
track record of compliance with treaty arbitration is 

stronger than commercial arbitration and the business 
ramifications of non-compliance would be far greater. Though 
the United States and the BRV have not signed a BIT, some 
U.S. investors, such as Verizon and AES, operate through 
subsidiaries that could claim BIT protection. The BRV\'s 
reluctance to enforce international commercial arbitration 
awards may make U.S. courts the final stop for many 
investors, in an attempt to attach BRV assets located in the 
United States. End Summary. 


2. (C) Econoffs met separately with legal counsel from two 
prominent law firms in Caracas, Elisabeth Eljuri and 
Victorino Tejera from the Canadian oil and gas firm Macleod 
Dixon, and Hernando Diaz and Bernardo Weininger from the 
Cleveland-based firm Squire Sanders (strictly protect). Both 
firms told Econoffs that they were left guessing as to 

exactly where Chavez was heading in terms of legal reform, 
but that consequently, business was booming. Eljuri said 
that her phone was ringing off the hook with clients 

inquiring as to the business climate in Venezuela and what 
their best options would be to protect investments. In 
particular, dispute resolution and arbitration practices of 
major firms stand to gain a lot of business. The U.S. firm 
Latham and Watkins, whose partner was counsel for the U.S. 
Export-Import Bank on the Hamaca strategic association in the 
Faja, published an article in early January 2007 outlining 
foreign companies\' options under international arbitration in 
Venezuela, with the expectation that Chavez! nationalization 
campaign will generate a lot of legal work. Latham did not 
discuss provisions in BRV domestic law for arbitration and 
suggested that the two options available to foreign investors 
would be (1) investment treaty arbitration, and (2) 
international commercial arbitration. 


3. (C) Eljuri, a Harvard-educated attorney admitted to the 
N.Y. Bar, said the BRV was generally wary of international 
arbitration and would, in her view, move quickly to enact 
legal changes to try to limit foreign investors\' rights to 
arbitration. As a practical matter, both firms told us that 
currently it is almost impossible to negotiate an 
international arbitration clause in a contract with a 
state-controlled entity. Eljuri suggested that refusing to 


Column 3 

recognize the validity of commercial arbitration claims in 

BRV courts may be one of the constitutional changes Chavez 
will put forward. 


4. (U) We will discuss two types of international 
arbitration that appear to be available for investors: treaty 
arbitration and commercial arbitration. Treaty arbitration 
refers to arbitration proceedings in which the underlying 
claim stems from a state\'s alleged breach of its obligations 
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under an international treaty -- generally, a BIT. These 

claims are submitted to the International Center for 
Settlement of Investment Disputes (ICSID), an independent 
organization affiliated with the World Bank. International 
commercial arbitration refers to resolving commercial 
disputes between transnational actors (whether private 

parties or states) pursuant to the terms of an arbitration 
clause in the underlying agreement. In contrast to ICSID\'s 
set rules and procedure, the parties themselves determine the 
procedural rules applicable to the commercial dispute. 

Parties will generally elect institutional arbitration, such 

as the International Chamber of Commerce, International Court 
of Arbitration, or London Court of International Arbitration. 


5. (C) Venezuela is a signatory to the multilateral ICSID 
Convention and has entered into BITs with more than 20 
countries, though not with the United States. Investors that 
qualify as nationals of countries with which the BRV has 
signed a BIT can bring arbitration claims against the BRV, or 
state-controlled entities, to ICSID. U.S. companies may 

still benefit from BIT protection if they operate through 
subsidiaries incorporated in jurisdictions that have a BIT 
with the BRV, such as the Netherlands or Canada. Verizon and 
AES own their 28.5 percent stake in CANTV, and 82 percent 
interest in Electricidad de Caracas (EDC), respectively, 
through non-consolidated subsidiaries incorporated under 
Dutch law. Both could assert arbitration rights under the 
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BRV-Dutch BIT and pursue ICSID arbitration claims against the 
BRV. (Note: We have heard that some U.S. investors have 
hired local legal counsel to register existing investments 
through such vehicles. End note.) 


6. (C) Failure to cooperate in ICSID arbitration proceedings 
or to enforce an arbitration award in court would constitute 

a violation of both the bilateral BIT and the multilateral 

ICSID Convention, setting the BRV up as the pariah of the 
international business and legal community. ICSID 
arbitration proceedings are published on the World Bank 
website and the public nature of the process, in contrast to 
commercial arbitration which is strictly confidential, would 
make BRV non-compliance immediately and widely known. 
Blatant disregard for an ICSID award would make foreign 
counterparts wary of entering into any type of commercial 
relationship with the BRV. The limited track record to date 
suggests that the BRV has a decent record with respect to 
compliance with mandatory treaty arbitration provisions. The 
BRV is currently involved in three pending ICSID proceedings 
with Vanessa Ventures, Ltd., a Canadian mining exploitation 
company, the Vestey Group Ltd., a UK food production company, 
and I&I Beheer, a Dutch energy company. (Note: Vestey has 
suspended its claim as it reportedly has reached a settlement 
with the BRV. End note.) 


7. (C) Investors may elect international commercial 
arbitration, assuming that the underlying contracts provide 
for it. The New York Convention of 1958 on the Recognition 
and Enforcement of Foreign Arbitral Awards, signed by the 
United States and the BRV, calls for signatory states to 
enforce international arbitration awards in their domestic 
courts. The 1991 CANTV privatization agreement, by which 
Verizon acquired its interest in CANTV, reportedly contains 
an international arbitration clause, and we understand that 
all of the operating agreements for the strategic 
associations in the Faja provide for international 

arbitration. 


8. (C) Recent case law with respect to international 
commercial arbitration suggests that foreign investors will 
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have a difficult time enforcing awards in Venezuelan courts. 
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In a February 2006 decision involving Haagen-Dazs, BRV courts 
invalidated an American Arbitration Association award entered 
in Miami. The President of the Constitutional Chamber of the 
Supreme Court wrote a dissenting opinion stating that the 
court had acted in complete disregard for the Venezuelan 
legal system and in fulfilling international obligations. In 

April 2006, a BRV court set aside an International Court of 
Arbitration award entered in favor of an ltalian electronics 
company against VTV, the state-owned television channel, in 
connection with a concession agreement. The court said that 
the arbitration agreement was not authorized in conformity 
with a 1998 Venezuelan Commercial Arbitration Law, even 
though the agreement pre-dated the law. The arbitrators 
involved were also called in to explain themselves" before 
the BRV court. 


9. (C) Comment: International commercial arbitration offers 
far weaker prospects for the investor than treaty 

arbitration. The New York Convention contains a provision 
excluding enforcement based on public policy concerns, a 
possible out for BRV courts. The BRV\'s contrasting treatment 
of commercial arbitration and BIT arbitration shows that the 
New York Convention doesn\'t have the same muscle that BITs 
do. Because commercial arbitration proceedings are 
confidential, the BRV could drag its feet on cooperating 


SIPDIS 
without outside pressure. End Comment. 


10. (C) Domestic legislation in the BRV provides protection, 
in theory, to foreign investors through the 1999 Investment 
Promotion Law. The law offers similar protection as BITs, 
protecting against expropriation or equivalent measures, 
requiring fair and equitable treatment for foreign investors, 
most-favored nation treatment (MFN) and free transfer of 
investment returns. It does not allow investors to opt for 
international arbitration, unless they can otherwise qualify 
through a BIT, but permits them to bring claims to a domestic 
arbitration tribunal. The international law firm Freshfields 
Bruckhaus Deringer, counsel to I&I Beheer and Vestey in their 
arbitration claims, speculated that the MFN provisions 
contained in this law may give rights to other ICSID 
Convention signatory states to pursue ICSID arbitration, even 
in the absence of a BIT with the BRV. (Comment: While this 
is an attractive legal argument because of the ramifications 
for U.S. investors and legal practices, this claim is highly 
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speculative and creative. Our reading of the Investment 
Promotion Law is that investors only have rights to ICSID 
arbitration if they can qualify under a BIT. End Comment.) 


11. (C) Comment: While the 1999 Investment Promotion Law 
provides -- in theory -- for similar investor protection as 

under BITs, it is hard to see a foreign investor getting very 

far by relying on domestic law in light of the legal system\'s 
attitude towards arbitration and an increasingly politicized 
judiciary, especially vulnerable to pressure from the 

President. If the VTV decision is any indication, the BRV 
would not hesitate to invalidate arbitration rights that 

pre-date any legal or constitutional changes that may be on 
the way. End Comment. 


12. (C) The 2001 Hydrocarbons Law takes major steps towards 
denying international arbitration rights to foreign investors 
altogether. The law requires disputes to be settled by BRV 
courts and \"may not give rise to any foreign claims for any 
reason whatsoever.\" U.S. oil companies formed their 

heavy-oil strategic associations with PDVSA prior to 2001 and 
their agreements have arbitration clauses. If these 

companies were required to re-negotiate their existing 
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relationships to fit the Hydrocarbons Law, as the BRV has 
been pressuring, it would be important for them to expressly 
protect their arbitration rights. Our reading of the law\'s 
catch-all repudiation of arbitration in the oil sector is 

that it is meant to nullify arbitration rights under BITs as 
well. (Note: The law\'s dispute resolution framework is 
tantamount to unilateral repudiation of a BIT. Since BITs 
constitute treaty obligations of the BRV, any attempt to 
curtail investor rights thereunder via a domestic law could 
be considered as a violation of international law. End Note.) 


13. (C) Investors may turn to U.S. courts to enforce 
commercial arbitration awards, given the uphill legal battle 


Column 3 

they would face in Venezuela. Econoffs asked Eljuri how easy 
it would be to attach BRV assets in the United States to 
satisfy an arbitration award. She responded that, in her 

view, \"it would be difficult, though not impossible.\" (Note: 
U.S. courts have traditionally made it difficult to sue 

foreign sovereigns. Plaintiffs typically encounter subject 
matter and jurisdictional obstacles such as the Act of State 
Doctrine and the Foreign Sovereign Immunities Act. However, 
enforcing an arbitration award should be more 

straightforward. U.S. courts will not apply the Act of State 
Doctrine in reviewing arbitration awards and consent to 
international arbitration is generally construed as a waiver 

of sovereign immunity. While PDVSA directly owns some assets 
in the United States, and petroleum tankers frequently call 

on U.S. ports, the most significant BRV asset in the United 
States is Citgo Petroleum Corporation. In determining 
whether an investor could attach Citgo assets, U.S. courts 
would likely consider several factors such as Citgo\'s 
management and ownership structure, and whether Citgo has 
acted as an instrumentality of the BRV. End note.) 


14. (C) Arbitration is a predictable target for the BRV 
because it smacks of \"imperialism\" according to the BRV world 
view, imposing rights under international legal principles 
above those provided by domestic law. If recent case law and 
the 2001 Hydrocarbons Law are indicative, which we believe 
they are, Chavez would probably happily do away with 
recognition of arbitration awards entirely if he could. 

Foreign investors\' best recourse may be to try to find legal 
protection under a BIT. BIT arbitration seems to be one area 
where the BRV has tread cautiously, despite its bull ina 

china shop approach to international law. If U.S. companies 
are unable to find protection under BITs and are left with 
commercial arbitration as their best option, they may be left 
with little choice than to start preparing legal briefs to 

enforce arbitration awards in U.S. courts. 
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E.O. 12958: DECL: 02/01/2017 
TAGS: PREF, PGOV, SY, IZ 
SUBJECT: DEMOGRAPHICS OF IRAQIS IN SYRIA 


REF: NEA/ELA Ol 1/29 
Classified By: Charge d\'Affaires Michael H. Corbin for reasons 1.4 b/d 


1. (SBU) Summary: There is little reliable data about the 
demographic makeup of Iraqis in Syria. There is growing 
evidence (and intensified SARG efforts to gather it), 
however, indicating the numbers may be significantly higher 
than previously estimated 800,000 Iraqis (perhaps more than 1 
million). Despite its flaws, UNHCR\'s March 2006 
socio-economic survey is the best estimate that exists so far 
on the demographic breakdown of Iraqis in Syria: 57 percent 
Shia, 21 percent Sunni, 20 percent Christian, and a small 
number of others. Iraqis have come here in such large 
numbers because of the relative absence of entry restrictions 
and the low cost of living. There are indications that the 
SARG is on the verge implementing measures that could 
severely restrict the numbers of lraqis taking refuge in 

Syria. End Summary 


2. (SBU) In response to queries from Washington about the 
make-up of displaced Iraqis in Syria, we offer the following: 


-- There are no reliable statistics about the demographic 
breakdown of Iraqis in Syria. There are reports of a 

recently begun SARG survey of the Iraqi population, with 
preliminary numbers suggesting much higher concentrations of 
Iraqis than previously believed. The first predominantly 

Iraqi Shia neighborhood of Damascus to be surveyed held 
300,000 persons, according to the local Internet news agency 
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Syriasteps. Other Damascus neighborhoods have yet to be 
canvassed, but could lead to estimated totals of 1.3 million 
Iraqis in Syria, according to the news agency report. Post 
is following up for further details of the study\'s findings 

and its methodology. 


-- UNHCR figures provide limited insights on the demographics 
of Syria\'s Iraqi population. Between December 2003 and 
January 17, 2007, UNHCR registered 41,831 individual Iraqis, 
out of the at least estimated 800,000 Iraqis believed as of 
December 2006 to be in Syria. Of those, 36 percent are 
Christian; 32 percent are Sunni; 23 percent are Shia; and 9 
percent are Sabians (an obscure pre-Islamic sect), according 
to UNHCR. (Comment: UNHCR does not think that these numbers 
reflect the overall makeup of the Iraqi community here, but 
rather that they reflect the degree to which each group 

thinks UNHCR will help its members resettle in a third 

country. End Comment.) 


-- UNHCR\'s March 2006 survey estimated 450,000 displaced 
Iraqis in Syria, using limited demographic data from limited 
household surveys and somewhat questionable Ministry of 
Interior figures. That survey concluded that 57.2 percent of 
the families here were Shia; 21.2 percent were Sunni; 15.4 
percent were Catholic; 1.5 percent were Sabian; 4.2 percent 
were Orthodox Christian; and .6 percent fell in the \"Other\" 
category. 


-- Our understanding is that many Iraqis come here because, 
up until very recently, there have been no entry restrictions 
like that on other neighboring Arab countries. Iraqis could 
stay for three months, and then request an in-country 
extension for another three months. There have been rumors 
for the past two weeks, increasing in frequency and 

reliability, however, of a new SARG policy that limits stays 

of Iragis to 15 days, requiring them to leave the country for 

up to a month before reentering for another 15 days. Sucha 
policy would be presumably be aimed at shutting off the heavy 
flow of Iraqis to Syria that has been evident in the last 

year or more. 


-- Additionally, Iraqis come here because Syria is seen to 
have a lower cost of living than other countries in the 

region. The SARG has also opened its schools to Iraqi 
children and granted Iraqis access to public health care, 
although the regime began limiting medical services in 
Damascus at the start of 2006. Additionally, although Iraqis 
are not legally permitted to work here, we understand that 
SARG authorities generally turn a blind eye to working Iraqis. 


-- Finally, Syria has been seen as a good jumping off point 
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to other countries in the region, such as Egypt that has 
reportedly been generous in opening its doors to people who 
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for example have medical emergencies. 


3. (C) Comment: UNHCR\'s March 2006 socio-economic survey is 
the most detailed estimate--but not necessarily an accurate 
one--that exists so far on the demographic breakdown of 

Iraqis in Syria: 57 percent Shia; 21 percent Sunni, and 20 
percent Christian, and insignificant numbers of \"others.\" 
UNHCR has told us that throughout the Iraq conflict, they 

have seen what they consider to be a disproportionate numbers 
of Christian, who began arriving to Syria soon after the 

start of hostilities, because of persecution in Iraq and 

because they believed they had stronger prospects for 
resettlement in third countries. Hopefully, the ongoing SARG 
survey and a separate one proposed by UNHCR will give us 
stronger indications of the make-up of Iraqi communities here. 
CORBIN 
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1. (C) SUMMARY: The shootout in Port Harcourt January 28 
occurred as policemen detained the leader of a group known as 
the \"Outlaws\" at his church on Sunday morning. His detention 
was soon communicated to both the state commander of the 
Mobile Police and to the detainee\'s supporters. The ensuing 
shootout continued through most of the day and while official 
figures put the number of deaths at seven, it appears that 
about 20 died throughout the city. Two police facilities and 

a number of vehicles were destroyed and about 120 detainees 
fled in the confusion. According to Port Harcourt residents, 

the gunfire was the worst they had experienced recently and 
the action only highlights the continued inability of the 

Nigerian Police Force to respond to security challenges in 

the increasingly volatile region. END SUMMARY. 


2. (C)The shootout in Port Harcourt on January 28 occurred 
as policemen detained Sogbomo George, the leader of a 
criminal group known as the \"Outlaws,\" at an Anglican church 
in Port Harcourt on Sunday morning. The head of the Rivers 
State Mobile Police (MoPol) told PolCouns that George was 
initially stopped for driving an SUV with tinted windows and 
that he was using a phony identification. According to the 
Commissioner, George was then taken to the \"central police 
station\" for detention. Before arriving at the station, 
however, the police realized his true identity. George, who 
still had his cell phone with him, was able to notify his 
supporters of his arrest. 


3. (C) The first encounter between police and George\'s 
militants took place on the way to the police station. 
According to an eyewitness, the police passed a roadblock 
near the GRA area of Port Harcourt where they encountered 
about six militants. The police told the eyewitness to \"get 
out quickly before bullets fly\" and he was able to seek 
refuge in the housing area. By this time, both the militants 
and the police had called for reinforcements. In spite of 
their efforts the main body of militants were able to move 
from the prison to the Criminal Investigation Division and 
then to the Central Police Station. 


4. (C) Other witnesses say that the militants were armed 
with \"automatic weapons and explosives\" and police sources 
confirm that dynamite was used on vehicles near at least one 
of the stations. The battle reportedly continued until 

about midnight although the official announcement says that 
the battle ended before 10PM. A police spokesman says that 
seven people died in the fighting, but from other reports it 
appears that about 20 died throughout the city. It is 

unclear if the reported casualties included police or 
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militants. 


5. (C) An NGO contact says that about 120 detainees were 
freed in the confusion, including Sogbomo George. He also 
says that the CID and the police station suffered heavy 
damage during the attacks. A dual-citizen Nigerian reported 
that the gunfire was the worst she had experienced recently 
in the city. 


6. (C) COMMENT: While initially the police did not know 
who they had apprehended, they quickly realized that it was 
George, who has been a fugitive since he broke out of the 
Port Harcourt prison in 1995. In spite of their efforts, the 
police found themselves outgunned and outmaneuvered on 
January 28 and were unable to counter the militant attacks. 
This incident highlights the continued inability of the 
Nigerian Police Force to respond to security challenges, even 
those created by a group that is relatively limited in size 

in comparison to others, in this increasingly volatile region. 
CAMPBELL 


94906 

RR RUEHWEB 

DE RUEHFR #0407 0321531 

ZNY SSSSS ZZH 

R 011531Z FEB 07 

FM AMEMBASSY PARIS 

TO RUEHC/SECSTATE WASHDC 4628 
RUEATRS/TREASURY DEPT WASHDC 
RUCPDOC/DEPT OF COMMERCE WASHDC 
RHEHNSC/NSC WASHINGTON DC 
RUEKJCS/SECDEF WASHDC 

RUEHGG/UN SECURITY COUNCIL COLLECTIVE 


SIPDIS 


SIPDIS 

STATE FOR EUR/WE; NEA/IR; EB/IFD/ODF and EB/ESC/TFS Treasury for 
IA/Office of Trade Finance 

E.O. 12958: DECL: (##) 

TAGS: PREL, EFIN, MNUC, EXIM, UNSC, OECD, IR, FR 

SUBJECT: INITIAL FRENCH REACTION TO HALTING IRAN EXPORT CREDITS 


REF: STATE 4760 


Classified By: ECON M/C Thomas J. White for reasons 1.4 (b) and 
(d). 


1. (C) SUMMARY: Per reftel, we raised the issue of current 
levels of sovereign and non-sovereign exposure to Iran with our 
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working-level contacts in the Finance Ministry. France is 
interested in ratcheting up the pressure on Iran to convince it 
to give up its nuclear weapons program, but is not in a position 
to halt export credits. The Ambassador plans to follow up via 
letter to Finance Minster Breton. END SUMMARY 


2. (C) We spoke on January 24 with Renaud Lassus, DAS for the 
export credit insurance division of the French Ministry of 

Finance, and with Jean-Marie Paugam, DAS for Europe, Africa and 
the Middle East in the international business development 

division of the Finance Ministry, about the idea of halting 

export credits to Iran. 


3. (C) By way of overview, Paugam noted that France is not in 
the same position as the United States with regard to trade, 
since exports from France to Iran of goods and services 
currently total around two billion euros (2.6 billion USD) per 

year, France accounts for about four percent of the global 
market share of trade with Iran. He also noted that any 

decision affecting policy with Iran will be made by President 
Chirac, although obviously France supports maintaining pressure 
on the Iranian government. Last, he mentioned a technical 
barrier to implementation, namely, the still non-existent legal 
authority upon which any such change in policy would need to be 
based, citing conversations held last year in a similar vein 

with Finance Director Musca and Treasury Under Secretary Levey. 


4. (S) Lassus said France\'s export credit company, COFACE 
(Compagnie Francaise dVAssurance pour le Commerce Exterieur), 
already is off-cover for short-term guarantees to Iran, and has 
been for the last two years. This does not include pure private 
sector transactions, which COFACE has the authority to conduct 
without any GOF political influence or interference. COFACE is 
majority-owned by Natexis Banque Populaires, and manages the 
export guarantee program for the government. Being partially 
off-cover is a different situation than some of Frances EU 
partners, who have increased or maintained their exposure. 
France also has taken other measures to control economic 
relations with Iran. For example, investment guarantees for the 
automotive industry have only been approved after going up to 
Finance Minister Breton for decision, and only for Peugeot and 
Renault, as a way to target financial pressure. 


5. (C) Lassus said COFACE has an exposure to Iran of 1.1 
billion euros (1.4 billion USD), and annual flows have been 
reduced to 200 million euros (260 million USD), which is mainly 
to cover automobiles and vehicle parts. A large part of the 
reduction is due to controls on dual-use technology and goods. 
Oil exposure is small, but could become significant in the 
future. 
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6. (C) Lassus closed by noting that on export credit policy, 
France reduced its cap for Iran last year, and will reduce it 
again this year. Absent legal authority directing a change in 
policy, this was done on prudential grounds. The GOF is also 
working on new rules for Hermes cover on dual-use goods to 
certain nations, but the regulations have not yet been 
published. 


Please visit ParisW Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 
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STATE FOR EUR/WE; EB/ESC/TFS 
Treasury for Michael Jacobson and Jim Freis 


E.O. 12958: DECL: 1/31/2017 
TAGS: EFIN, PTER, ECON, FR 
SUBJECT: FRENCH SUPPORT FOR THE TERROR FINANCE TRACKING PROGRAM 


REF: A) STATE 194473 
B) 06 Paris 7902 
Classified by ECON M/C Thomas J. White for reasons 1.4 b and d. 


1. (C) France\'s Interior Minister, Nicolas Sarkozy, replied to 

the Ambassador\'s letter encouraging continued support for the 
Terrorist Finance Tracking Program (TFTP, per reftels) on 
January 16. Sarkozy underscored the need to balance terrorism 
concerns with privacy concerns, and that the program could lead 
to new levels of cooperation in the fight against terrorism. He 
also confirmed that France views the issue as one to be resolved 
at the EU level. 


2. (U) Informal translation of the letter follows: 
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| received your letter of December 7 in which you drew my 

attention to the report of November 22 of the Article 29 Working 
Group, concerning the treatment of persona data by SWIFT. Thank 
you for the precisions concerning the point of view of the 

American authorities concerning this sensitive dossier. 


In effect, it had not escaped my notice that certain recent 
revelations and the report of November 22 had raised questions 
from several EU member states, concerned by the risk of 
violating individual rights and using this program for other 

uses besides the fight against the financing of terrorism. The 
report underscores that the absence of a legal basis and 
independent supervision represents a serious gap to the 
provisions of the European directive of October 24, 1995 on the 
protection of personal data. 


You correctly evoke the important role in the fight against 
terrorism played by the Terrorist Finance Tracking Program. | 
am pleased by the results obtained. | also take good note of 
the efforts of SWIFT to act in better conformity with the 
European directive for the protection of personal data. 


In the fight against terrorism, we should strive to preserve the 
delicate balance between considerations tied to privacy and to 
the public\'s rights, and those tied to national security and 
public safety. 


The European Commission is currently studying this question, 
mainly from the legal angle. Mr. Franco Frattini, Vice 
President of the EC, wishes a solution to this affair at the EU 
level, and | am happy that discussions have been able to be 
started between the American and European authorities which 
should result in an agreement improving the cooperation against 
terrorist activities while respecting the right to the 

protection of private banking data. | am convinced that these 
exchanges will permit us to reach a new level in the fight 
against terrorism, a key element in the future for Europe as it 
is for the United States. 

/signed/ Nicolas SARKOZY. 


Please visit Paris\' Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 
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Classified By: PolCouns Ted Osius, Reason 1.5 (B,D) 
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1. (U) This is an ACTION REQUEST for SCA. Please see 
paragraph 8. 


2. (S) Summary: Moderate Kashmiri separatist Bilal Lone met 
with Deputy PolCouns on January 31st to discuss his January 
19 to 27 trip to Pakistan with All Parties Hurriyat Council 
(APHC) leader Mirwaiz Omar Farooq. Bilal told us President 
Musharraf had been very optimistic about achieving a 
breakthrough with India on Kashmir, and warned the Hurriyat 
that they should not expect to see India withdraw its 

security forces entirely from the Srinagar Valley or agree to 
change its borders if the two sides reach an agreement. Lone 
also said the APHC would decide in the next four months if it 
will run in the 2008 Kashmir elections, and the group was 
looking to India for minor concessions to make this bold move 
possible. He warned, however, that if the four months run 
out without some movement, they would have to wait again 
until 2014 to test the electoral process. Just hours after 

the meeting, terrorists hurled a grenade at the APHC\'s 
Srinagar office -- causing no casualties, but sending a 

further warning on the eve of the delegation\'s return to 
Srinagar that the group remains under serious threat from 
those violently opposed to Indo-Pak peace efforts. End 
Summary. 


Fear and Loathing in Srinagar 


3. (S) Deputy PolCouns met with moderate Kashmiri separatist 
Bilal Lone on January 31st to discuss the APHC\'s January 19th 
to 27th trip to Pakistan and the subsequent response in India 
to the APHC leader Mirwaiz Omar Faroog\'s renunciation of 
violent struggle for Kashmir. Just hours later, terrorists 

threw a grenade at the APHC\'s Srinagar office, warning once 
again that the group\'s activists are marked for 

assassination. Adding to our concerns for his security, 

Bilal told us he and the Mirwaiz were planning a heavily 
hyped return to Srinagar on February 1st, for which they are 
hoping to generate large crowds. Despite the January 31st 
grenade attack and an earlier attack on the Mirwaiz\'s house, 
there is no indication that the two have altered their plans 

to parade visibly through the streets in open vehicles. 

Bilal said the APHC must have this show of strength to 
demonstrate that the hardline led by Sayeed Ali Shah Geelani 
does not have all of the political power in the Valley. The 

two then plan to return to New Delhi on February 3rd and stay 
for several weeks to let things cool off again in Srinagar. 

They warn, however, that the terrorist threat will remain 

acute and they may not be safe even in Delhi. 
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Optimistic on Pakistan 


4. (S) Bilal spoke favorably of Musharraf, saying the 
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Pakistani President was very optimistic about how talks were 
progressing. He said Musharraf had warned the APHC that any 
settlement that results from the India-Pakistan talks is 
unlikely to change India\'s borders. Bilal said that when the 
delegation asked if India would pull its security forces out 

of the Srinagar Valley, Musharraf said, \"no, how can they? 
They may return to cantonments, but the security forces will 
remain.\" Bilal commented further that any resolution needed 
a symbol of change in Kashmir, such as a Kashmiri Prime 
Minister, which would allow the people to feel they had 

gotten something from their struggle. 


Preparing for Elections? 


5. (S) Bilal said further that the APHC was considering 

joining elections in 2008, but conditions on the ground in 
Srinagar had to improve in order to make it safe enough for 
the group to do this. He said the APHC needed to make some 
progress with India, gaining some small concessions so the 
APHC could say they brought something home for the Kashmiri 
people from their efforts. Bilal said a meeting with the 

Indian Prime Minister or prisoner releases alone would not 
help because they would not change the conditions on the 
ground for Kashmiris. Instead he said new CBMs to soften the 
LOC would be more useful, including allowing Kashmiris on 
both sides of the LOC to drive their own cars to the other 

side, opening the LOC to trade and transport from 
Muzzafarabad to Srinagar, permitting mobile phone links 
between the two cities, and reducing the paperwork for travel 
across the LOC on the bus. Bilal warned that Prime Minister 
Singh likely had approximately a four month window to make 
some progress, until May or June 2007, when the snows melt in 
Kashmir (allowing terrorist infiltration) and political 
campaigning begins in earnest in the Valley for 2008. If you 
don\'t see a breakthrough in that time, Bilal opined, all 

their hopes will be dashed until 2014. All cannot change 
overnight, he said, but we could begin a process toward 
normalization. Further, he warned, there is rising extremism 

in Srinagar, fueled by anger over international events, and 

he worried that the next generation of Kashmiri youth would 
create a resurgence of violence if the conflict is not 

resolved for this round of elections. 
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Uniting All Parties 


6. (S) Bilal spoke also about his party\'s efforts to unite 

the rest of the moderate separatist leaders in Srinagar along 
a single platform. He said the group would try to approach 
Yasin Malik about joining its efforts, or at least not to 

openly oppose them, increasing their chances of being killed. 
Shabir Shah, he explained, was a fence sitter, and they 
would also approach him. He said he believed Geelani, 
however, was hardened into his position, and unlikely to 
change. Bilal also said that he and his brother, Sajjad, had 
patched up their personal differences and were speaking to 
each other with some regularity. We will try to unite all 

the parties, he said, because this is crucial to our ability 

to join elections. 


Hurdles to Go With Much on the Line 


7. (S) Comment: Bilal is not asking for small gestures from 
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New Delhi. The APHC is unlikely to join 2008 elections 

unless they believe they can win, at least in the Valley, 

because elections are a test of their as yet unproven, and 
perhaps limited, political base. To have a fighting chance 

of winning in the Valley, they must unite the majority of the 
separatist elements under a single voting block and create a 
grass-roots organizational structure. All of these steps are 

a tall order in four months when dialogue has not even begun 
in earnest between the Congress-led government and the APHC. 
Nonetheless, as this most recent grenade attack reminds us 
once again, both Bilal and the Mirwaiz are taking great risks 

in the hope of reaching some sort of settlement -- breaking 
political barriers that no Kashmiri separatist has crossed in 

the past and lived to tell about. The ghost of Mirwaiz\'s 

father and uncle, and of Bilal\'s father, bear witness to the 

very real risk run by peace-makers in the Valley. End comment. 


ACTION REQUEST 


8. (S) ACTION REQUEST FOR SCA: Per refs, given how much 
Delhi and Islamabad have riding on the moderate Kashmiris, 

and given the immediate danger posed to the Mirwaiz, Bilal 
Lone, and other moderates in the APHC, we request that a 
senior U.S. official find a near term opportunity to state 
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publicly our unequivocal condemnation of the attacks on the 
APHC. We also ask that senior SCA officials privately raise 
the militants, threats to the Kashmiri moderates with 
Pakistan,s Ambassador in Washington, underscoring the 
repercussions for the peace process should they be harmed in 
a terrorist attack. End action request. Note: This message 
has been coordinated with Embassy Islamabad. 

MULFORD 
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DEPARTMENT FOR EB/IFD/OMA ABESMER 


E.O. 12958: N/A 
TAGS: ECON, EFIN, PGOV, Ll, NO 
SUBJECT: NORWAY OPEN TO QUICKLY CLEARING LIBERIAVS ARREARS 


REF: STATE 9925 


1. (SBU) SUMMARY: Norway wants to see a quick clearing of 
Liberia\'s International Financial Institution (IFIS) arrears 

and is open to solutions. However, Norway is concerned about 
custom deals setting precedents that could ultimately damage 
IFIS financial health. Norway is willing to compensate IFIS 

on a fair share basis in line with G-8 HIPC proposals. While 
they want to see a rapid solution, any agreement should not 

be seen in isolation and should not be a quick fix. Norway 

will act in concert with Nordic/Baltic partners on IMF and WB 
boards. END SUMMARY 


2. (SBU) On January 30 we delivered reftel proposal and 
background to Norwegian Ministry of Foreign Affairs Deputy 
Director General for Multilateral Bank and Finance Henrik 
Harboe. Harboe told us that Norway wants to see a quick 
settlement of Liberia\'s arrears and that they agree with us 
that Somalia and Sudan are not ready for an arrears exercise 
at this time. While not opposed to \"de-linking\" World Bank 
and African Development Bank settlements from the IMF, it is 
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important to find a comprehensive solution that covers all 
institutions and does not simply provide a quick fix. Harboe 
thought that a mix of fresh money contributions and existing 
IFIS resources would be the best way to move forward. 


3. (SBU) Harboe stressed that arrangements with the 
International Financial Institutions (IFIS) set precedents 

and cannot be seen in isolation, particularly when 
settlements of arrears even larger than Liberia\'s are 
concerned. Also, the financial impact that large arrears 
clearing will have on the IFIS themselves needs to be 
considered. To help lessen this impact, Harboe stated that 
Norway was willing to compensate IFIS on a fair share basis 
with other countries, in line with the G-8\'s proposal for 
Heavily Indebted Poor Countries (HIPC). 


4. (SBU) Harboe said that Norway will act in concert with 
their Nordic/Baltic country partners on IMF and WB board 
matters. Norway will be represented at the February 13-14 
Partners Forum by Ministry of Development State Secretary 
Anne Stenhammer. Ministry of Foreign Affairs Adviser for 
West African Affairs Hilde Johansen will also attend the 
Partners Forum. 

WHITNEY 
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DEPARTMENT FOR INR/R/MR, EUR/SE, EUR/PD, NEA/PD, DRL 
JCS PASS J-5/CDR S. WRIGHT 


E.O. 12958: N/A 

TAGS: OPRC, KMDR, TU 

SUBJECT: ANKARA MEDIA REACTION REPORT 
FEBRUARY 1, 2007 


In Today's Papers 


Papers Want Police Chiefs Removed in Dink Case 

Hurriyet, Milliyet, Sabah, Vatan, Radikal, Cumhuriyet and others 

lash out at the ruling AKP government for not removing from office 
police chiefs Celalettin Cerrah and Ramazan Akyurek during the 
investigation of the killing of Turkish-Armenian writer Hrant Dink. 
Interior Minister Abdulkadir Aksu has said he will not sack the two 
before the investigation is completed. Cumhuriyet reports Ramazan 
Akyurek, the head of the police intelligence department, is known to 

be close to the Fettullah Gulen community. On Wednesday, a seventh 
suspect, Salih Hacisalihoglu, was detained in the Black Sea city of 
Trabzon for the Dink murder. Papers say that if Yasin Hayal, the 

man behind the hitman Ogun Samast, had been given a heavier penalty 
for his 2004 bombing of a McDonald\'s restaurant in Trabzon, he would 
have been blocked from preparing for the murder of Dink. Hayal was 
released from prison after serving merely 10 months. 


Ralston Meets Buyukanit, Departs Turkey 

Hurriyet, Milliyet, Sabah, Radikal, Cumhuriyet, Zaman, Yeni Safak 
and others report the US anti-terror special envoy Joseph Ralston 
proposed at yesterday\'s meeting with Turkish General Staff (TGS) 
Chief Yasar Buyukanit dialogue with the northern Iraqi Kurdish 
administration against the PKK. Buyukanit said the US must take 
concrete steps forward for persuading the Turkish nation that 
Americans are actually struggling against the PKK. Cumhuriyet 
claims Ralston has suggested the regional Kurdish government 
\"president\" Massoud Barzani that peshmerge forces be used against 
the PKK in northern Iraq. Barzani, however, rejected the 

suggestion, and instead wants a general amnesty for the PKK as well 
as dialogue between Turkey and the Kurdish administration in the 
north. Turkish diplomatic sources told Cumhuriyet the US was 
pressing Baghdad to appoint a Kurd as Iraq\'s special envoy for 
countering the PKK. Hurriyet says Ralston mentioned to Turks three 
new measures against the PKK; that the US will take hardline action 
to cut the financial support flowing to the PKK from Europe, that 

the logistic support extended to the PKK by Kurdish groups in 
northern Iraq will be cut, and that the PKK militants will not be 
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allowed to go to towns and villages in northern for food and medical 
treatment. 


Editorial Commentary on Turkey-Iraq Oil Dispute, Turkey-Northern 
Iraq Ties 

Soli Ozel comments in the mass appeal Sabah: W Turkey prefers to 
remain distant and to stay away from coming up with new strategies 
and new policies when it comes to dealing with unpleasant realities. 
This attitude simply ties TurkeyYs hands. On the Iraq issue, there 
are many hard-line messages given to the public which make the use 
of reasonable options practically out of question. During the 

recent oil issue with Iraq, a Turkish businessman felt tired of the 

lack of a proper strategy and could not help but complain, saying 
\'We have to come up with a strategy -- Kurdistan is becoming a 
reality and Turkey is still dragging on with the usual rhetoric. 

You cannot solve anything with aggressive language. The Arab part 
of Iraq is rapidly moving toward a civil war, and Turkey continues 

to fail to analyze the current reality with common sense and reason. 
What is our policy if Turkey is faced with terrorism, refugees, 
increasing economic problems and radicalism in the region? This is 
the time when we are in need of common wisdom to be able to discuss 
even the most unacceptable and out-of-the-ordinary scenarios.\" 


Sami Kohen comments in the mainstream Milliyet: \"Turkey continues 
to engage in direct trade relations with Northern lraq, yet at the 

same time tends to ignore and avoid the official figures there. 

Ankara pursues a double standard on Iraq because we recognize the 
Iraqi regime as legitimate but disapprove of the regional 
administration in the north which was shaped by the constitution of 
Iraq. Characterization of Iraqi Kurds as Vour kin\' just like the 
Turkmen, yet treating them like enemies is another example of double 
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talk. Turkey needs the help of the Northern Iraqi administration in 
order to end the presence of the PKK there. However Turkey also 
fails to let them play their role within the Special Envoy 
mechanism. Turkey\'s Iraq policy requires fine tuning based on the 
realities of Iraq and also requires efforts to establish 

constructive dialogue as well as new approaches.\" 


Syrian FM Visits Ankara 

All papers report visiting Syrian Foreign Minister Walid Muallim met 

with President Sezer, Prime Minister Erdogan, and Foreign Minister 

Gul in Ankara. Papers say Muallim conveyed a message from President 
Assad to Erdogan that Syria and Turkey should be \"more active\" 
concerning lraq. He told the press before departing Ankara 

yesterday that President Bush\'s new Iraq strategy will not solve any 
problem through increasing troops in the region. Muallim said there 

is an extremely complicated structure in Iraq which cannot be 
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handled by a single country, including the US. 


Armenian Genocide Bill Likely Strain to Turkey-US Ties 

Sabah expects Foreign Minister Abdullah Gul to convey three messages 
to the US Administration during an upcoming visit to Washington on 
February 4-9: The approval of the Armenian genocide bill will end 

the strategic partnership between Turkey and the US; that Armenia 
should also open its archives to researchers; and that the US should 
back the Turkish proposal for forming a joint commission of 
historians. Gul is expected to meet Secretary Rice, National 

Security Adviser Stephen Hadley, and the head of foreign relations 
committee Tom Lantos. Meanwhile, papers report US Ambassador to 
Turkey, Ross Wilson, said in a statement Wednesday that the Bush 
administration\'s position on the Armenian genocide issue has not 
changed. \"The Administration will be actively involved with the 
Congress to oppose this resolution,\" said Wilson. 


Turkey Warns over Oil Crisis between Cypriots 

Despite Turkish warnings, Milliyet reports the Greek Cypriots have 
sent a delegation to Texas in an effort to seek cooperation with US 
oil giants with regard to oil exploration in eastern Mediterranean. 
Nicosia has earlier signed oil exploration agreements with Lebanon 
and Syria, but the two countries have been warned by Turkey not to 
proceed with the deals, stressing that Turkey and Turkish Cypriots 
also had rights in the region. 

Turkish Cyprus \"Prime Minister\" Ferdi Sabit Soyer warned President 
Papadopoulos regarding oil reserves predicted to be around Cyprus. 
\"Papadopoulos has invited evil to Mediterranean, offering the USD 
400 billion worth of oil to countries such as France, China, and 
Russia in an effort to strengthen his position in the UN Security 
Council. The US, UK, and Israel will not remain bystanders to the 
developments. This policy will drag Cyprus into a conflict in the 

type of the Middle East and Iraq,\" Soyer emphasized. On Thursday, 
Turkish televisions reported Turkey sent warships to east 
Mediterranean offshore Cyprus to patrol the disputed areas. Turkish 
General Staff chief (TGS) General Yasar Buyukanit denied reports, 
saying Turkey already had warships in the region. Papers also 
report Cyprus said it will protest Turkey\'s warnings over Nicosia\'s 
oil exploration plans with littoral Mediterranean states at the UN 

and EU platforms. 


Matt Bryza Urges Turkey to be Patient on PKK Issue 

Hurriyet reports that US Deputy Assistant Secretary of State Matt 
Bryza talked to Hurriyet in Washington and said \"We have not 
produced a concrete result on the PKK yet, but we know very well 
what we should be doing. If you have some patience, you will see 
the results soon.\" Bryza added that there will be no need for 
Turkey to send troops to Northern Iraq if the US produces some 
concrete results. The north is the safest part of Iraq. Naturally, 
we don\'t want Turkish interference there. Therefore, we should 
fulfill our promises on the elimination of the PKK, Bryza stressed. 
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On the so-called Armenian genocide issue, Bryza said \"The November 7 
elections have changed everything. We have to be engaged at the top 
levels through new tactics. We are doing our best. |, personally, 
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spend every minute of my free time thinking of ways to obstruct the 
passage of the resolution. In any case, | can say that there will 

be no changes in President Bush\'s traditional April 24 speech.\" 
Bryza reiterated that the US Administration trusts Turkish democracy 
and that \"the annulment of Article 301 would strengthen Turkey on 
every front.\" 


Prof. Kaboglu\'s Request for Protection Rejected 

Radikal reports that Istanbul Governorate rejected the former 

chairman of the Prime Ministry Human Rights Commission, Prof lbrahim 
Kaboglu\'s request for protection. Just like Hrant Dink, Kaboglu as 

well, was tried under the Article 301 for preparing a \"Report on 
Minorities.\" During his trial, Kaboglu received countless threats 

through phone and e-mail. These threats forced him to request 
protection in January 2006. However, his request was rejected by 

the Istanbul Governorate, and he still is not under protection. 


TV Highlights 
NTV, 6.00 A.M. 


Domestic News 


- A row between Turkey and Iraq over the shipment of petroleum 
products has been resolved after Iraq\'s state oil company SOMO said 
in a letter to Ankara the old regime will be applied regarding oil 

trade between the two countries. 


- Professor Baskin Oran says he feared for his life because of a 
speech describing the Kurds in Turkey as a minority. Oran was given 
close police protection over the death threats he received after 

Hrant Dink was murdered. 


- German publishers said on Wednesday Nobel-prize winning novelist 
Orhan Pamuk had cancelled a trip to Berlin and other German cities 
over concerns for his personal safety. On Thursday, Pamuk 
reportedly cancelled another trip to Belgium due to threats he 
received. 


- Turkey\'s foreign trade deficit reached USD 51 billion in 2006, 
breaking a new record. 


International News 


Column 3 
- An EU delegation visits Turkish Cyprus to research possibilities 
for direct trade through Famagusta port. 


- Greek Foreign Minister Dora Bakoyannis will hear the problems of 
Muslim Turks during a visit to Western Thrace on February 5-6. 


- Iraq has invited Turkey to join a March meeting of neighboring 
countries in Baghdad. The US reportedly opposes that Iran and Syria 
be invited to the meetings. 


- Former State Secretary James A. Baker III called on the Bush 
administration to open dialogue with Syria which would eliminate a 
major hurdle for peace, Hamas\' refusal to recognize Israel. 


- British police have arrested nine suspects in a major security 
swoop which involved a plot to kidnap and kill a Muslim British 
soldier. 


http://www .state.sgov.gov/p/eur/ankara/ 
WILSON 
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SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR PM/DTCC - BLUE LANTERN COORDINATOR 


E.O. 12958: N/A 

TAGS: ETTC, KOMC, NO 

SUBJECT: BLUE LANTERN LEVEL 3: POST-SHIPMENT END-USE CHECK 
ON GC 0163-05 


REF: SECSTATE 6932 


Post discussed subject export of two Sikorsky S-92A 

helicopters with CHC Helikopter Services AS\' Engineering 

Manager Murray Timms on January 29. Timms confirmed that CHC 
Norway received the two helicopters, one in April 2005 and 

the other in September 2005, and that they are still in 
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service transporting petroleum industry workers to offshore 
platforms. The helicopters are used only within Norway (and 
not flown into any countries proscribed under the 
International Traffic in Arms Regulations). With respect to 
CHC\'s written confirmation that it is in compliance with 
certain provisions of the export license, Timms sent a 
statement to post declaring that CHC Norway contacted 
Sikorsky Aircraft in Stratford, Connecticut to clarify the 
restrictions and conditions regarding the export and 
operation of the helicopters. Sikorsky responded that the 
QRS-11 device that was a subject of one of the key license 
conditions was not installed in the S-92A helicopters 
purchased by CHC Norway. Post has e-mailed Timm\'s response 
to Blue Lantern Coordinator Tim Watkins in PM/DTCC. 
WHITNEY 
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Classified By: DCM Richard G. Olson, for Reasons 1.4 (b) and (d) 


Column 3 
1. (C) SUMMARY: 


-- Afghanistan: Secretary General (SYG) provided a readout of 
JCMB meeting in Berlin. The International Military Staff 

(IMS) Operations Director highlighted the need for more 
troops, the poor progress on staffing of ISAF X composite HQ, 
and the concern that misunderstandings about &ROE 
Escalations8 is causing an increase in civilian casualties. 


-- Kosovo: The Chairman of the Military Committee (CMC) 
informed the NAC that KFOR is conducting increased presence 
operations at least through February 9, as UN Special Envoy 
Ahtisaari prepares to present his proposal to Belgrade and 
Pristina. Ahtisaari will brief PermReps on February 16. 


-- Darfur: Secretary General (SYG) noted African Union (AU) 
summit outcomes, and stated that NATO stands by to assist AU 
on Somalia. 


-- Iraq: SHAPE provided initial assessment on gendarmerie 
training, with the Italian report expected by the end of 
February. SHAPE appeals to nations for an internal security 
platoon for Ar-Rustimayah. 


-- Moldova: Moldovan Foreign Minister Stratan and Defense 
Minster Plesca address Moldova,s Individual Partnership 
Action Plan (covered septel). 


-- Terrorist Threat Intelligence Unit, (TTIU): The Director 
of the NATO Office of Security briefed the NAC on the TTIU,s 
2006 activities, and highlighted 2007 goals and objectives. 


END SUMMARY. 


Afghanistan 

2. (C) SYG de Hoop Scheffer welcomed the discussion of a 
comprehensive approach to Afghanistan during the January 26 
Foreign Ministers meetings at NATO, but reminded that fully 
adopting such an approach meant working at all levels, not 

just endorsing a concept among ministers. The SYG conveyed a 
readout on the January 30 Joint Coordination and Monitoring 
Board (JCMB) Political Directors meeting in Berlin that he 

had received from German Political Director Michael Schaefer 
prior to the NAC: the group endorsed the JCMB as a successful 
central coordinating body; agreed to strengthen further the 
JCMB where necessary; acknowledged the need to increase 
Afghan governing capacity and efforts to train Afghan 

National Security Forces; discussed human rights and the 
Afghan constitution; and called for political and security 
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support for Afghanistan from its neighbors. 


3. (C) The SYG termed the January 30 NAC with Pakistan PM 
Aziz (septel) an important opportunity to engage with a 

nation crucial to NATO,s success, and informed the Council 
that based on the NATO Legal Adviser,s discussions in 
Islamabad last week, Pakistan welcomes a more formal 
NATO-ISAF presence in Islamabad. He previewed that a 
Pakistani chop on a draft transit agreement with NATO was 
expected shortly, and urged Allies to respond quickly once 

the draft agreement was received. 


4. (C) CMC Henault updated on the status of ISAF X composite 
headquarters manning, which still suffers shortfalls. The HQ 

is currently at a 68% staffing level, which will pose 

difficulty if not resolved by the end of February. He 

reiterated that SHAPE has called for nations to step up their 
games and resolve the &unhealthy8 situation. In addition 

to low staffing levels, only 39% of the expected 206 

participants in February battle staff training in Stavanger 

have registered. 
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5. (C) IMS Operations Director MG Fenton informed the NAC 
that SHAPE had submitted its revised Combined Joint Statement 
of Requirements to NATO HQ and touched on the key 
adjustments. Past shortfalls remain, including the need for 

two strategic reserve battalions and one operational reserve 
battalion, an enabled battalion to serve as a theater task 

force, and PRTs and maneuver forces for Nimroz and Dai Kundi 
provinces. SACEUR will now also ask to upgrade the QRF 
companies in RC-S and RC-W to full battalions, and seek two 
additional battalions to focus on border and LOC issues in 

RC-S and RC-E. 


6. (C) Fenton also briefed the Council that ISAF was deep 

into planning a follow-on operation to Ogab (Eagle), which 
would occur in the March-May timeframe and aim to preempt and 
dislocate any insurgent spring offensive attempts. The 
operation would involve close liaison with the Pakistani 

military. Fenton noted that ISAF is trying to transfer 

security responsibilities in the Panjwayi area of RC-S to 

ANSF so that high-end ISAF forces can be freed for other more 
demanding missions, but insufficient numbers of ANSF hamper 
the effort. He stated that by March, 700 auxiliary police 

should be on duty in Kandahar province. Finally, he briefed 
that COMISAF is concerned by the growing number of &ROE 
escalations,8 noting that civilian casualties impact the 
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mood of the Afghan people. Following requests for 

clarification by the U.S., Latvia, and Norway, Fenton 

indicated that the Afghan people often do not understand the 
ROE escalation process (e.g. warning shouts, warning shots, 
then engagement) which ISAF soldiers use, and expressed hope 
that if ISAF gets the word out better, incidents where ISAF 
forces fire on civilians in self-defense can be reduced. 

Fenton noted that the ROE are classified and will not be 
released. 


7. (C) Germany offered to bring Political Director Shaefer to 

brief the NAC on the JCMB, which Ambassador Nuland welcomed. 
The Ambassador also asked the IMS for updates on operations 

in the Sangin Valley and Kajaki Dam areas, security in 

Kandahar city, and any possible measures ISAF could take to 
protect Afghan parliamentarians. She asked for a status 

report prior to the Seville ministerial on NATO,s progress 

to help equip the ANA. Finally, she informed colleagues that 

she and the UK ambassador were working together to set up a 
briefing on Afghan counter-narcotics priorities for the NAC. 


Kosovo 

8. (SBU) The SYG briefly mentioned the January 26 Contact 
Group meeting and stated the need for continued unity within 

the international community on Kosovo status. He said that 

UN Special Envoy Ahtisaari is preparing to travel to the 

region on February 2 to present his proposal to Belgrade and 
Pristina and will come to the NAC on February 16 to address 
PermReps. The CMC briefed that KFOR is conducting increased 
presence operations through at least February 9 to deter any 
violence during this period. 


9. (SBU) The SYG noted the AU Summit, and reported that the 
rotating chairmanship had been awarded to Ghana instead of 
Sudan. It remains to be seen what impact this might have on 
President Bashir,s policies towards Darfur. The SYG said 
there is still a &difference of opinion8 between the UN and 
Sudan over the role of the UN in Darfur, noting the UN 
Secretary General did not get a formal authorization from 
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Bashir for a &hybrid8 force in Darfur. The Sudanese, 

however, have agreed to the &light8 and &heavy8 

assistance packages. The SYG reported that Somalia was 
discussed at the summit, but African leaders had so far only 
committed 4,000 soldiers for that mission. The SYG committed 
to monitoring preparations to deploy the force and will keep 
PermReps informed of any AU requests made to NATO for 
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assistance. 


Iraq 

10. (SBU) CMC Henault noted that on Jan 30, NATO HQ received 
SHAPE,s preliminary assessment on gendarmerie training. A 
full report from the Italian-led scoping mission is expected 

at the end of February. SHAPE will provide a more detailed 
assessment after receiving the Italian report. He also drew 
PermReps, attention to the need to provide an internal 

security platoon for Ar-Rustimayah. This requirement was not 
filled at the November 2006 force generation conference, and 
subsequently was outsourced through May 31, 2007. SHAPE is 
requesting offers to provide an internal security platoon be 
provided by February 28. 


Terrorist Threat Intelligence Unit 

11. (SBU) In 2006, the TTIU provided support to ten 
committees and issued 44 reports, increasing cooperation with 
NATO Allies and partners. In 2007, the TTIU will focus on 
emerging CT threats in areas of interest to NATO members and 
solicit a more give-and-take relationship with MED Dialogue 
and ICI countries. Ambassador Nuland encouraged the NATO 
Office of Security to be aggressive in pushing down 
classification levels where appropriate so that partners can 
access relevant information. 


NULAND 
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INTERNATIONAL CONCERN ABOUT HUMAN-RIGHTS VIOLATIONS DURING 
RECENT GENERAL STRIKE 


REF: CONAKRY 120 
Classified By: Ambassador Jackson McDonald. Reasons. 1.4 (b) and (d) 


1. (C) On February 1, Foreign Minister Mamady Conde and the 
Ambassador met over lunch at the latter\'s residence. The 
discussion focused mainly on Guinean domestic politics in the 
wake of the recent general strike. Young compared to most 
members of President Lansana Conte\'s government and 
entourage, Foreign Minister Conde nonetheless strikes us as 
an old-thinker, despite his relative openness to the outside 
world and concern about Guinea\'s image abroad. 


2. (C) Foreign Minister Conde, whose name has been mentioned 
over recent months as a prime-ministerial candidate, 

confirmed that it had been difficult to get President Conte 

to sign yesterday\'s decree (reftel) creating the post of 

prime minister, with delegated powers as head of government. 
He said that senior religious leaders had played an 
instrumental role in extracting the signature. The Foreign 
Minister agreed that it remains to be seen how much power 
President Conte will actually delegate to his future prime 
minister. He said Conte is set in his ways, runs Guinea like 

a traditional village chief, and will insist on continued 

access to government funds, which he considers to be his own. 


3. (C) Foreign Minister Conde said that President Conte 
remains loyal to the military and vice versa. The Foreign 
Minister asserted that President Conte would never accept a 
civilian successor. If he ever retires from office for 

health reasons, he will call on a general to replace him 

(i.e., he will not adhere to the constitutional provisions on 
presidential succession). 


4. (C) Foreign Minister Conde claimed that the government 
had mismanaged the recent general strike. At the outset, he 
said, the government should have rejected the labor unions\' 
political demands since they exceeded the unions\' legitimate 
role, as outlined in the law, as representatives of Guinea\'s 
workers. Underestimating the depth and breadth of popular 
animosity against the Conte government, the Foreign Minister 
seemed fixated on the unions as the source of the recent 
trouble. 


5. (C) The Ambassador stated that the labor unions were only 
the tip of the iceberg. He said that large segments of the 
Guinean population had mobilized, for the first time in 
Guinea\'s history, to demand better governance, a better 
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standard of living, and hope for the future. He advised that 
those in power today had better realize this. If not, they 

risked being swamped by the groundswell of popular discontent 
that was now reaching tsunami proportions. 


6. (C) The Ambassador asked the Foreign Minister how he and 
the government planned to respond to the killings during the 
recent general strike, especially on January 22. The Foreign 
Minister replied that, as the Minister of Justice told the 
diplomatic corps on January 29, the Guinean justice system 
had to be trusted to investigate and prosecute those 
responsible. He added that the Guinean justice system was 
capable of dealing with this internal matter; Guinea did not 
need nor desire an international inquiry. 


7. (C) The Ambassador responded that the Guinean 
government\'s credibility remained low in this regard, because 
it had yet to prosecute anyone for the killings perpetrated 
during the previous general strike on June 12. He warned 
that impunity was a slippery slope: if those responsible are 
not brought to justice, they will feel free to kill again; if 
those responsible are not brought to justice, others will 
think they can get away with similar violence; if those 
responsible are not brought to justice, the victims\ families 
will take matters in their own hands and seek revenge. The 
way to prevent this potential cycle of violence, he said, 
would be for the Ministry of Justice and the entire judicial 
system to work expeditiously to investigate the killings and 
to prosecute those responsible. 


8. (C) The Foreign Minister declared that it remained 

unclear who was responsible. He then claimed (outrageously) 
that the labor unions themselves had to bear responsibility 

for the deaths, because they had called for an illegal 

protest march on January 22. 


9. (C) The Ambassador responded that the protest march far 
surpassed the labor unions, civil society, and the 

opposition. Of the thousands of participants in the mass 
demonstration on January 22, most were ordinary Guineans who, 
for the first time ever, had taken to the streets to demand 
change. They were unarmed. They did not shoot themselves. 
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According to most accounts, Red Berets (presidential guards 
or another similarly uniformed military contingent) had fired 


into the crowd. 


10. (C) The Foreign Minister said that may or may not be the 
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case, but that, in any event, the government did not order 
anyone to use lethal force to put down the demonstration. 


11. (C) The Ambassador argued that, in that case, the 
government had nothing to fear and everything to gain from a 
prompt, transparent investigation into the killings, leading 

to the identification and prosecution of the real culprits. 

The Foreign Minister did not respond; both he and we know 
full well that it will be extraordinarily difficult to bring 

members of the Red Berets to justice, even if they acted 
without orders from above. 

MCDONALD 
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E.O. 12958: DECL: 01/12/2017 
TAGS: EPET, ENRG, EINV, ECON, VE 
SUBJECT: CONOCOPHILLIPS MEETS WITH ENERGY VICE MINISTER 
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REF: A. CARACAS 102 


B. CARACAS 157 
Classified By: Economic Counselor Andrew N. Bowen for Reason 1.4 (D) 


1. (C) SUMMARY: ConocoPhillips (CP) executives met with 
Energy (MEP) Vice Minister Bernard Mommer on January 31 to 
discuss the shipment of Cuban oil to the Petrozuata upgrader 
and the migration of the Petrozuata and Hamaca strategic 
associations to PDVSA controlled joint ventures. Mommer 
stated Cuban oil will not/not be shipped to Petrozuata for 
upgrading. CP stressed it must have fair compensation for 
lost value, a prominent governance role in the new joint 
ventures, and international arbitration in order to migrate. 
Mommer said there was very little flexibility in MEP\'s 

proposal and indicated he thought the migration process would 
be completed in 90 days. CP executives stated media reports 
about the signing of a migration agreement for the Sincor 
association were false. END SUMMARY 


2. (C) As reported in Reftel A, CP was concerned that PDVSA 
would try to use Petrozuata to upgrade Cuban or Iranian 
crude, and that that might place CP in violation of U.S. law. 

In a January 30 meeting with the Ambassador and Econoffs, CP 
executives stated they had evidence that a shipment from Cuba 
would be sent to Petrozuata in the next few weeks. When 
pressed for details, they stated they did not know if a 
tanker had been loaded and stated a shipment did not appear 
on Petrozuata\'s shipping register. 


3. (C) In a follow-up meeting with Petroleum Attache 

(Petatt) on January 31, a CP executive stated the shipment of 
Cuban crude was the first item CP raised in a meeting with 
Mommer earlier in the day. CP had sent Mommer and his 
American attorney advisors copies of the relevant U.S. 
legislation dealing with trade with Cuba prior to the 

meeting. The CP executives stated Mommer and his attorneys 
seemed to understand the gravity of the situation and stated 
they would get back to CP shortly on the issue. During the 
course of the meeting with Petatt, a second CP executive 
interrupted the meeting and said he had just spoken with 
Mommer. He stated Mommer said the issue was resolved and 
that Cuban crude would not be shipped to Petrozuata for 
processing. 


4. (C) The CP executive said Mommer told him not to say 
anything on the phone and referred to the Cuban issue as \"the 
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first issue in our meeting.\" The executive surmised that 
Mommer knew that CP\'s phones had been tapped. Both CP and 
ExxonMobil executives have told us that they were informed by 
reliable sources that their phones were recently tapped. 


5. (C) In the January 30 meeting with the Ambassador, CP 
executives stated their company has three vital needs that 
must be addressed if they are to migrate their two 
associations to PDVSA controlled joint ventures. First, CP 
must receive fair compensation for the value that they will 
lose in both associations as a result of the migration. 
Second, CP must have a significant governance role in the two 
joint ventures. Finally, CP must have rights to 

international arbitration. CP executives told Petatt that 
Mommer was noncommittal when they presented their three 
points to him in the January 31 meeting. He told them the 
MEP has very little negotiating flexibility regarding the two 
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written proposals it provided to CP (Reftel B). The terms of 
the written proposals are basically the same as the terms in 
the migration of the former operating service agreement 

fields to PDVSA controlled joint ventures. (NOTE: As 
reported in Reftel B, the MEP originally supplied CP with a 
proposal for the Hamaca strategic association. CP executives 
could not explain the delay in providing them with a proposal 
for Petrozuata. END NOTE.) 


6. (C) When the Ambassador asked about CP\'s corporate 
structure in Venezuela, the executives replied that CP 
incorporated its subsidiaries last year as Dutch companies in 
order to take advantage of the Dutch Bilateral Investment 
Treaty. CP executives told Petatt that they had already 
taken administrative steps to preserve their arbitration 

rights. The executives told the Ambassador that arbitration 
was the worst case scenario for CP. 


7. (C) CP executives in the January 30 meeting also stated 
their migration negotiations with the MEP would cover the 
Corocoro profit sharing agreement as well as Petrozuata and 
Hamaca. Industry contacts had told us that the MEP would 
concentrate on migrating the strategic associations and then 
turn their attention to the profit sharing agreements. Under 
the terms of the Corocoro profit sharing agreement, PDVSA 
would receive a 50 percent share of profits (PEG) in excess 
of regular taxes. The migration of Corocoro to a joint 
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venture would eliminate the PEG and would actually produce a 
better deal for CP. The CP executives noted Mommer said the 
removal of the PEG should be considered as part of CP\'s 
compensation for value lost during the migration. 


8. (C) The executives also stated that Mommer has shortened 
the time for implementation of the migrations. Mommer had 
previously told various oil company representatives the 
migration process would take three to six months. Mommer is 
now stating the process should take 90 days. 


9. (C) Rumors began circulating earlier this week that Total 
and Statoil had signed a migration agreement with the MEP for 
the Sincor strategic association. Petroleumworld picked up 
the story and reported it as fact. When asked about the 
rumors on January 31, CP executives said they had been in 
touch with both Total and Statoil and both of them denied the 
story. Both Total and Statoil stated they still had numerous 
issues to resolve before they could sign a migration 
agreement. 


10. (C) With the passage of the Enabling Law on January 31 
(Septel), we expect the migration process to speed up 
dramatically. The six international oil companies (IOCs) 
appear to be holding firm on their demands for fair 
compensation and governance. It remains to be seen which 
side will blink first. As noted in Reftel B, it is entirely 
possible that some of the lOCs will not be operating in 
Venezuela this time next year. 


BROWNFIELD 
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WHITEHOUSE FOR NSC/WEUROPE 


E.O. 12958: N/A 
TAGS: KPAO, AU, OPRC 


SUBJECT: AUSTRIAN MEDIA HIGHLIGHTS: February 01, 2007 


Gusenbauer Presents Program 


1. Austrian Chancellor Alfred Gusenbauer presented the SPOe-OeVP 
coalition\'s government program in the Upper House of Parliament, the 
Bundesrat, yesterday. Key issues on his agenda, the Chancellor 
emphasized, are cutting unemployment by providing better education 
and training opportunities, and implementation of tax reform in 

2010. 

Improvements in education, such as an education or training 

guarantee for youths under the age of 18 or limiting the number of 
students in Austrian classrooms to 25, are some of the measures the 
Chancellor proposed to cut unemployment. Gusenbauer also wants to 
push for maximum flexibility and liberalization of the job market, 

and introduce measures to crack down on illegal employment. While he 
did not comment on the controversial issue of university study fees, 

he praised the planned flexibilization of child benefit payments as 

an \"opportunity for many women," independent provincial daily 
Salzburger Nachrichten online writes. Key to his economic growth 
strategy is a planned investment of three percent of GDP in research 
and development. Joblessness must be cut and public spending reduced 
in order to facilitate the tax reform round planned for 2010, 
Gusenbauer said. 


US Criticizes Austria over Iran 


2. US President Bush has called on Europeans to adopt a much tougher 
stance on Iran in the controversy over Tehran\'s nuclear ambitions. 
Washington has also set its sights on Austria: A report in the New 
York Times cites Austria, Italy, Germany, France, Britain, Spain, 

The Netherlands and Sweden as \"being a thorn in the Bush 
administration\'s side\" because of these countries\' \"extensive 
business relations\" with Tehran, particularly in the energy sector. 
Austrian media suggest this could lead to a new rift in US-EU 
relations. 

All Austrian media report the US has increased pressure on Europe to 
cut its business ties with Iran. In this context, Austria has also 

come to the United States\' attention, mass-circulation daily Kurier 
writes. The conflict over Tehran\'s nuclear ambitions is increasingly 
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becoming a burden for Europe\'s \"booming business relations" with 
Iran, foreign affairs writer Konrad Kramar states. For many EU 

states, including Austria, political pressure and flourishing trade 
relations was not a contradiction in terms: Regardless of the row 

over Iran\'s nuclear program, companies from London to Vienna 
incurred double-digit export increases over the past few years. Now, 
Washington is no longer willing to accept this situation, and has 
begun to put pressure on companies, in particular banks, known to do 
business with Iran. Europe, the Secretary of State recently 
demanded, \"has to massively increase pressure on Iran. Austria is 
likely to be affected by Washington\'s move as well: Although the 
Economic Chamber declined to identify any businesses, 
representatives have explained that almost all of the country\'s 

major business-oriented companies have business relations with Iran. 
Should push come to shove, the Kurier says, Austrian exporters are 
likely to look for loopholes by avoiding direct deliveries and 

exporting their goods via countries like the Arab emirates. 


Building Restituted To Heir 


3. The 90 year-old heir of a Jewish businessman, who owned the 
property before fleeing Nazi-ruled Austria in the late 1930s, has 
been awarded a building in Vienna by an Austrian restitution body. 
The ruling will benefit Maria Altmann, now a resident of California. 
The value of the property, used by the Austrian Federal Railways 
OeBB since it was expropriated by the Nazis, is estimated at 4 to 5 
million Euros. The Austrian government must now affirm the 
restitution panel\'s decision before it can take effect, according to 
semi-official daily Wiener Zeitung. 


US Money Squandered in Iraq 


4. Billions of dollars in US taxpayersY money have been squandered 

in Iraq, according to an investigation carried out by a team of 

special US government inspectors. They found that much of the money 
was used for unnecessary projects or simply wasted through 
corruption. Special Inspector General Stuart Bowen emphasized that 
corruption \"continues to be a problem in Iraq. The country\'s Board 

of Supreme Audit, the Commission on Public Integrity and the Iraqi 
Inspectors General are engaged in hundreds if not thousands of cases 
addressing repeated instances of corruption.\" 

ORF radio early morning news Morgenjournal quotes US Special 
Inspector General Stuart Bowen as emphasizing that corruption \"is a 
huge problem within the Iraqi government. Unless it is taken on and 
rolled back, it is going to be very difficult to succeed in Iraq." 
American taxpayers have so far paid about 300 billion dollars for 

the war and reconstruction efforts in Iraq, ORF radio notes. 
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Semi-official daily Wiener Zeitung meanwhile writes that Secretary 
of State Rice has criticized the Iraqi government for its 

shortfalls: In a report, Rice said the government in Baghdad had 
failed to implement many of its reform promises: It missed the 
deadline for holding elections for provincial governments, has not 
distributed oil revenues according to expectation, and continues to 
exclude Sunnis from many political offices. Rice\'s report shows that 
the government of Premier al-Maliki will not succeeded in fully 
implementing any of the reform goals set for March 2007. 


Senate Agrees on Joint Iraq Resolution 


5. The authors of two separate resolutions in the US Senate 

criticizing US President Bush\'s Iraq course have agreed on a joint 
text. The compromise resolution was drawn up by Democratic Senator 
and Armed Services Committee chairman Carl Levin, and his Republican 
predecessor John Warner, Senator Susan Collins said in Washington 
yesterday. Collins underscored it is \"important that the Senate 
officially declares itself opposed to the President\'s plan to deploy 

an additional 21,500 US troops to Iraq." 

Meanwhile, liberal daily Der Standard writes that Iraq remains the 
number-one foreign policy topic in the US when it comes to the 
Democratic presidential hopefuls\' strategies to outline their 

respective positions. Foreign affairs writer Christoph Winder 

says, the \"main issue of the attempts of Democratic Senators such as 
Hillary Clinton and Barack Obama to position themselves as 
presidential candidates is, as would be expected, the Iraq war. 

(...) However, President George W. Bush has already signaled clearly 
that he does not intend to take the Iraq preferences of the ladies 

and gentlemen in the Senate into consideration. Instead of 

withdrawal, his motto continues to be enlargement of the troop 
contingent. This has consequences for all the participants in this 
conflict: For one, the muscle flexing between the President and 
Congress will increase considerably. Also, the pressure on the 
opponents of the Iraq engagement, such as Clinton and Obama, not to 
simply provide lip service will grow. If they want to remain 

credible for their voters on this issue, they will, in the long run, 

have to work out a way of cutting off congressional funds for the 

next step in the escalation. Under such circumstances one must be 
prepared not just for an overlong but also for an excessively tough 
election campaign in the US.\" 

McCaw 
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DE RUEHNY #0095 0321550 

ZNR UUUUU ZZH 

R 011550Z FEB 07 

FM AMEMBASSY OSLO 

TO RUEHC/SECSTATE WASHDC 5139 


Column 3 
INFO RUEHMO/AMEMBASSY MOSCOW 3934 


SIPDIS 
SIPDIS 
STATE PLS PASS TO USITC FOR LYN SCHLITT 


E.O. 12958: N/A 
TAGS: ETRD, ECON, NO 
SUBJECT: DATA ON NORWEGIAN SILICON METALS INDUSTRY 


REF: A) APOSTOL-SCHLITT E-MAIL OF FEBRUARY 1 
B) STATE 4821 


On February 1, Post transmitted responses (ref A) to the 
International Trade Commission\'s request for information 
about the Norwegian silicon metals industry (ref B), along 
with contact information for each of Norway\'s two producers, 
directly to Lyn Schlitt at the ITC. 

WHITNEY 
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PP RUEHWEB 

DE RUEHNY #0096 0321550 

ZNY CCCCC ZZH 

P 011550Z FEB 07 

FM AMEMBASSY OSLO 

TO RUEHC/SECSTATE WASHDC PRIORITY 5140 

INFO RUEHDS/AMEMBASSY ADDIS ABABA PRIORITY 0286 
RUEHKH/AMEMBASSY KHARTOUM PRIORITY 0025 
RUEHNJ/AMEMBASSY NDJAMENA PRIORITY 0016 
RUCNDT/USMISSION USUN NEW YORK PRIORITY 0221 


SIPDIS 

SIPDIS 

E.O. 12958: DECL: 02/01/2017 

TAGS: PREL, KPKO, NO 

SUBJECT: NORWAY WON\'T COMMIT TO DARFUR HEAVY PACKAGE 
SUPPORT OR CHAD/CAR 

REF: STATE 11794 


Classified By: Deputy Chief of Mission Kevin M. Johnson for reasons 1.4 
b and d 


Column 3 

1. (C) We delivered reftel points to Ministry of Foreign 

Affairs Special Advisor Anne Kjersti Froeholm on February 1. 
Froeholm told us that Norway would not be able to support our 
request for assistance with the Darfur Heavy Package and 
given current commitments in Afghanistan, it was very 

unlikely Norway would be able to lend support to peacekeeping 
operations in Chad or in the Central African Republic. 


2. (C) For Darfur, Norway had planned to deploy a joint 
engineering battalion (comprised of 300 Norwegians and 150 
Swedes) as part of the Heavy Package assuming final 
conditions were acceptable. We were told that the Norwegian 
Ministry of Defense is uncomfortable with conditions in the 
Darfur package, particularly involving AU vice UN control and 
lack of national protective support. On our request for 
support with a potential peacekeeping operation for Chad 
and/or the Central African Republic, Froeholm told us that 
there are simply no Norwegian police available to assist with 
such an operation given increased commitments in Afghanistan. 
WHITNEY 
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Lucia A Keegan 02/05/2007 05:15:20 PM From DB/Inbox: Lucia A Keegan 
Cable 

Text: 


SECRET PARIS 00409 
SIPDIS 
cxparis: 
ACTION: ECON 
INFO: AGR POL LABO DCM ECNO UNESCO ECSO SCI ORA AMB 
ENGO SCIO TRDO ESCI FCS 
DISSEMINATION: ECONOUT /1 
CHARGE: PROG 
APPROVED: ECON:SDWYER 
DRAFTED: ECON:HSULLIVAN 
CLEARED: NONE 
VZCZCFRI344 
PP RUEHC 
DE RUEHFR #0409 0321554 
ZNY SSSSS ZZH 
P 0115542 FEB 07 
FM AMEMBASSY PARIS 
TO SECSTATE WASHDC PRIORITY 4630","S EC R E T PARIS 000409 


SIPDIS 
FOR ISN/CB, EUR/WE AND EUR/PRA 


E.O. 12958: DECL: 02/01/2022 


Column 3 

TAGS: PARM, ETTC, PREL, FR 

SUBJECT: SHIELD S32-06: FRENCH COMPANY COOPERATION WITH 
IRAN ON NBC EQUIPMENT (S) 


REF: SECSTATE 11100 
Classified By: Stuart Dwyer for reasons 1.4 (B, D, H). 
1. This is an action request. See paragraph 4. 


2. On February 1, econoff met with MFA DAS-equivalent for 
Export Control Marc Abensour and his Deputy Jacques 
Raharinaivo to discuss the possibility that a French company, 
Paul Boye Manufacturing, may have negotiated a Memorandum 
of Understanding with two subsidiaries of the Iranian 
Defense Industries Organization (DIO) to cooperate in the 
area of nuclear, biological and chemical (NBC) protective 
and decontamination suits. Abensour said that this was a 
serious issue that merited investigation and thanked 

econoff for bringing it to his attention. He promised that 

he would coordinate with his interagency colleagues. 


3. Abensour said that he and his counterparts from EU 
Member State countries had compared export policies 

toward Libya earlier in the week and determined that EU 
Member State export controls were still quite rigorous. 

He requested information on whether the USG had loosened its 
dual use export controls regarding Libya and whether there 
was a debate on whether to also make more flexible export 
controls on military equipment. 


4. Action request. Post requests information that we can 
pass to Abensour regarding any change in USG policy on 
dual use and military equipment regulations towards Libya. 
End action request. 

Please visit Paris\' Classified Website at: 

http://www .state.sgov.gov/p/eur/paris/index.c fm 


STAPLETON 
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PP RUEHWEB 

DE RUEHVI #0241 0321554 

ZNR UUUUU ZZH 

P 011554Z FEB 07 

FM AMEMBASSY VIENNA 

TO SECSTATE WASHDC PRIORITY 6147 


SIPDIS 


Column 3 
SIPDIS 


DEPARTMENT FOR S/WE (MEHRA), (LANE), AND EUR/AGS. 


E.O. 12958: N/A 
TAGS: PHUM, PREL, KWMN 
SUBJECT: LIST OF MOST INFLUENTIAL WOMEN IN AUSTRIA 


REF: STATE 202341 


Per reftel request, post has identified the following as 
Austria\'s most influential women: 


Ursula Plassnik, Minister of Foreign Affairs 
Ministry of Foreign Affairs 

Minoritenplatz 8, 1014-Vienna 

Phone: 011 43 50 11 50-3350 

Fax: 011 43 50 11 59-0 

E-Mail: kabbm@bmaa.gv.at 


Maria Berger, Minister of Justice 
Ministry of Justice 
Museumstrasse 6, 1070 Vienna 
Phone: 011 43 1 521 52-0 

Fax: 011 43 1 521 52-2727 
E-Mail: minister.justiz@bmj.gv.at 


Eva Glawischnig-Piesczek, Third President of the Federal 
Parliament, Deputy Chairwoman of the Greens 

Der Gruene Klub in Parlament 

Dr. Karl-Renner-Ring 1-3, 1017 Vienna 

Phone: 011 43 1 40110-2203 

Fax: 011 43 1 6793 

E-Mail: eva.glawischnig@parlament.gv.at 


Gabriele Burgstaller, Governor of the State of Salzburg 
Postfach 527, 5010 Salzburg 

Phone: 011 43 662 8042-5001 

Fax: 011 43 662 8042-5010 

E-Mail: burgstaller@salzburg.gv.at 


Brigitte Ederer, CEO Siemens Austria 
Siemans AG Austria 

Siemensstrasse 92, 1210 Vienna 
Phone: 011 43 51707-22221 

Fax: 011 43 51707 53000 

E-Mail: Brigitte.ederer@siemens.com 


Ingrid Thurnher, Anchorwoman, Austrian Television News 
ORF-Zentrum 
Wuerzburggasse 30, 1136 Vienna 


Column 3 
Phone: 011 43 1 87878-0 
E-Mail: Ingrid. Thurnher@orf.at 


Claudia Schmied, Minister for Education, Arts, and Culture 
Ministry for Education, Arts, and Culture 

Minoritenplatz 5, 1014 Vienna 

Phone: 011 43 153120-0 

Fax: 011 43 53120-9099 

E-Mail: claudia.schmied@bmbwk.gv.at 


Michael G. Spring is the officer in charge of women\'s issues 
at post. He may be contacted at 011 43 1 31339-2398 or via 
E-Mail at mgspring@state.gov. 

Mc Caw 


94920 

OO RUEHPA 

DE RUEHOS #0063 0321557 

ZNY CCCCC ZZH 

O 011557Z FEB 07 

FM AMCONSUL LAGOS 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 8431 

INFO RUEHZK/ECOWAS COLLECTIVE PRIORITY 
RUEHCD/AMCONSUL CIUDAD JUAREZ PRIORITY 0087 
RUEHIT/AMCONSUL ISTANBUL PRIORITY 0094 
RUEHSO/AMCONSUL SAO PAULO PRIORITY 0108 
RUFOADA/JAC MOLESWORTH AFB UK PRIORITY 
RUEKJCS/SECDEF WASHINGTON DC PRIORITY 
RUCPDOC/DEPT OF COMMERCE WASHDC PRIORITY 
RHEBAAA/DEPT OF ENERGY WASHINGTON DC PRIORITY 
RUEATRS/DEPT OF TREASURY WASHDC PRIORITY 
RUEAIIA/CIA WASHINGTON DC PRIORITY 

RHEFDIA/DIA WASHINGTON DC PRIORITY""CONFIDENTIAL LAGOS 000063 


SIPDIS 
SIPDIS 


STATE FOR AF/W 

STATE FOR INR/AA 

CIUDAD JUAREZ FOR DONNA BLAIR 
ISTANBUL FOR TASHAWNA SMITH 

SAO PAOLO FOR ANDREW WITHERSPOON 


E.O. 12958: DECL: 02/01/2017 

TAGS: EPET, ENERG, CASC, ASEC, PTER, NI 

SUBJECT: SITREP #6: AMCIT & BRITISH NATIONAL REMAIN IN 
CAPTIVITY 


REF: A. LAGOS 62 
B. LAGOS 61 


Column 3 
C. LAGOS 57 
D. LAGOS 53 
E. LAGOS 47 


Classified By: Consul Alan Latimer for reasons 1.4 (b and d) 


1. (C) The Pivot-GIS Hostage Crisis Group met February 1. 
Wole Osinupebi of Pivot and John Walker of Control Risks 
traveled to Port Harcourt January 31 and met with Director of 
the State Security Services (SSS) Alhaji Kola Adeshina. 
Osinupebi and Walker spoke to American citizen Billy Graham 
and British national Neil Mirrlees. Graham\'s condition is 
satisfactory; Mirrlees has not eaten in five days. Walker 

said Mirrlees has a stomach problem, sounded weak, and is 
probably dehydrated. 


2. (C) Walker told Adeshina that based on humanitarian 
grounds (given Mirrlees health) it would be appropriate to 
secure their release as soon as possible. The negotiations 
to date have resulted in a reduction in the ransom price to 
naira 70 million (approximately USD 560,000). A second line 
of communication, run by a \"facilitator,\" is expected to 
provide SSS with sufficient evidence to make an arrest after 
a payment demanded by the kidnappers is delivered. Adeshina 
said the hostages will be brought directly to SSS offices 

upon release. 

BROWNE 
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OO RUEHQU 

DE RUEHPU #0210 0321557 

ZNY CCCCC ZZH 

O 011557Z FEB 07 

FM AMEMBASSY PORT AU PRINCE 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 5228 
INFO RUEABND/DEA HQS WASHDC PRIORITY 
RUEATRS/DEPT OF TREASURY WASHDC PRIORITY 
RUEHZH/HAITI COLLECTIVE 

RUEHBR/AMEMBASSY BRASILIA 1401 
RUEHSA/AMEMBASSY PRETORIA 1224 
RUMIAAA/HQ USSOUTHCOM J2 MIAMI FL 
RUCOWCV/CCGDSEVEN MIAMI FL/OLE/O1/""CONFIDENTIAL PORT AU PRINCE 000210 


SIPDIS 

SIPDIS 

STATE FOR WHA/CAR 
DRL 


S/CRS 
SOUTHCOM ALSO FOR POLAD 


Column 3 

STATE PASS AID FOR LAC/CAR 
INR/IAA (BEN-YEHUDA) 
TREASURY FOR JEFFREY LEVINE 


E.O. 12958: DECL: 08/30/2011 
TAGS: PGOV, PREL, SNAR, KCRM, EAIR, HA 
SUBJECT: PM RAISES DRUGS, AIRPORT WITH AMBASSADOR 


Classified By: Classified by Ambassador Janet A. Sanderson for 
reasons 1.4(b) and (d). 


1. (C) Having asked for a meeting on an hours notice, Prime 
Minister Jacques Edouard Alexis on January 26 raised concerns 
to the Ambassador about potential USG plans to add HaitiWs 
international airport to a list of those requiring 

\"extraordinary security measures" and expressed a desire for 
closer consultations on anti-narcotics efforts. The 

Ambassador pledged to clarify the USG position on Haiti\'s 
airport and meet regularly at his convenience to review 

bilateral issues affecting security, law-enforcement, and 
counter-narcotics. 


2. (SBU) Noting that he had received this information from 
airport officials, the Prime Minister produced a copy of a 
document dated November 13, 2006, with the headings \"proposed 
amendment 2\" and \"Aircraft Operator Standard Security 
Program.\" Under the sub-heading \"Chapter 11: Extraordinary 
Locations - at Non-U.S. Locations,\" the first bullet point 

reads \"Adds Afghanistan, Haiti, Indonesia, and the 

Philippines to regions and countries requiring extraordinary 
security measures.\" The PM expressed his concern with Haiti 
being grouped with countries such as Afghanistan and asked 
for a clarification USG policy on the airport. (Note: 
Subsequent to this meeting, post confirmed that because of 
concerns regarding Haiti\'s airport administration, TSA 

officials are considering adding Haiti to the list of 

airports requiring extraordinary measures for flights 

departing for the U.S. Post will report fully on the status 

of the airport septel. End Note.) 


3. (C) Regretting that Drug Enforcement Agency (DEA) 
Administrator Karen Tandy had been forced to postpone her 
visit to Haiti (Tandy had to cancel her scheduled January 24 
visit to Haiti due medical reasons and has tentatively 
rescheduled for March), the PM said he hoped that the 
administrator\'s visit would lead to better bilateral 

consultations on anti-narcotics issues. The Ambassador 
agreed that there was a need for better communication, and 
wondered whether the PM and President Preval were briefed on 
the extent of post\'s discussions with GoH officials. The 


Column 3 

Ambassador reminded the PM that she and other embassy 
officers regularly consulted with police officials, the state 
secretary for public security, the justice minister, and 


SIPDIS 

presidential advisor Robert Manuel, among others. The PM 
admitted that while he had overall responsibility for 
anti-narcotics policy he did not involve himself directly in 
operational matters, and suggested regular meetings with the 
Ambassador to bridge the gap. 


4. (C) Comment. Though the postponement of the DEA 
Administrator\'s visit was unfortunate, this allows post time 

to lay the groundwork for a far more productive visit when 
she does come. Post is steadily making headway with GoH 
officials at the operational level in increasing 

anti-narcotics efforts: the PM\'s commitment to engage at the 
policy level is an important step forward. He appeared 
sincerely interested in enhancing cooperation, rather than 
simply posturing, and listened attentively as the Ambassador 
explained (again) how the 1998 Maritime Agreement does not 
address the problem of trafficking by air. The Ambassador 
also urged that State Secretary for Public Security Eucher 
and Police Chief Andresol accept our invitation to visit JATF 
South as soon as possible to receive a full briefing on 
regional drug trafficking, which the PM also supported. 
SANDERSON 


94922 

RR RUEHAG RUEHAST RUEHDA RUEHDBU RUEHDF RUEHFL RUEHIK RUEHKW RUEHLA 
RUEHLN RUEHLZ RUEHROV RUEHSR RUEHVK RUEHYG 

DE RUEHTL #0072/01 0321601 

ZNR UUUUU ZZH 

R 011601Z FEB 07 

FM AMEMBASSY TALLINN 

TO RUEHC/SECSTATE WASHDC 9484 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE","UNCLAS SECTION 01 OF 02 TALLINN 0000 


SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PGOV, PREL, RS, EN 

SUBJECT: ESTONIA: FUROR OVER BRONZE SOLDIER DEBATE 
REF: (A) 06 TALLINN 533 


1. Summary: On January 10, the Riigikogu (Estonian 
parliament) approved a bill giving the GOE legal 


Column 3 

authority to relocate the graves of Soviet soldiers 

and the adjacent \"Bronze soldier" statue from their 
current location in central Tallinn. Prime Minister 
Andrus Ansip has stated that excavation of the graves 
could begin in May. However, until March 
parliamentary elections determine the shape of the 
next government, it is unlikely any action will be 
taken. End Summary. 


Background 


2. (SBU) As previously reported (Ref A), ethnic and 
political tensions over the Bronze soldier", the 
Soviet-era monument dedicated to the war dead of WWII, 
initially reignited in May 2006. On the anniversary 

of the \"End of the Great Patriotic War Day\", counter- 
demonstrations resulted in scuffles between ethnic 
Russians and Estonians near the monument. 
Subsequently, the Ministry of Interior temporarily 
cordoned off the park in which the monument is located 
and banned demonstrations near the site. The media 
coverage of these events was extensive, in part due to 
the highly prominent and visible location the Bronze 
Soldier in central Tallinn. 


3. (U) Political leaders immediately began to debate 
the necessity of moving the Bronze Soldier to a less 
visible location outside of the city -- giving the 
justification that it would lessen the ability of 

radical groups on both sides to disturb the public. 
Prime Minister Andrus Ansip voiced his support for 
moving the monument, but acknowledged that in the 
absence of national legislation regulating the 

protection of war graves, the GOE lacked authority to 
take any action. The Tallinn city government convened 
a series of roundtable discussions that included 
Russian NGOs and local leaders, but could not reach a 
consensus. 


Where There is a Bill, There is a Way 


4. (U) Members of the three-party ruling coalition 

split over the issue: Center and People\'s Union 
opposed moving the Bronze Soldier while the Reform 
Party strongly supported the idea. In November, Vaino 
Lind, a Reform MP and the Chair of the Legal Affairs 
Committee, submitted the \"War Graves Protection Bill\" 
(WGP) to the parliament for consideration. The 
parliament approved this legislation, jointly 


Column 3 

sponsored by the Reform Party, Social Democratic 
Party, Res Publica, and Pro Patria, on January 10, 
giving the GOE the legal authority to move war graves, 
markers, and monuments that are located in 
\"unsuitable\" areas. According to the law, the 

Minister of Defense will establish an independent War 
Graves Committee made up of representatives from the 
Estonian Association for the Maintenance of War Graves 
and the Ministries of Foreign Affairs, Defense, 

Interior, Justice, and Culture. This Committee will 

have one year to present a list of War Graves that are 
deemed to be in unsuitable locations. The Ministry of 
Defense shall then decide, on the proposal of the 
Committee, which remains are to be reburied to which 
location. Opponents of the WGP have criticized it for 
being inflammatory. Supporters, however, emphasize 
that the WGP is in full compliance with the Geneva 
Convention, and includes provisions for the proper 
reburial of any disturbed remains. 


5. (U) Prime Minister Ansip has publicly expressed his 
desire for the excavation process to begin in May. 
However, it is unlikely the GOE will take any action 
until March parliamentary elections determine the 
shape of the next government. In addition, any GOE 
effort to move the monument itself may face delays 
from legal challenges. Elina Elkind, an Advisor at 

the Ministry of Justice, told us that there is some 
ambiguity in the language of the law which opponents 
could use to challenge the GOE\'s right to move the 
Bronze Soldier. 


7. (U) Another bill tangentially related to the WGP, 

the \"Disallowed Construction Removal Bill\" (DCR), has 
stalled in the Riigikogu. The DCR would authorize the 
GOE to prohibit the construction of and allow the 
removal of any monument or structure that glorifies 
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the occupation of Estonia and/or incites hatred or 
disturbs public order. The DCR, which was also 
initially submitted in November, has been through only 
one of three readings in the parliament. The same 
four parties sponsored the bill, but gave priority to 
passage of the WGP. Raini Lind, the Director of the 
parliament\'s Legal Affairs Committee Secretariat, said 
that in her opinion the DCR will likely die in 

committee before the parliament\'s final session, 
February 22. 


Column 3 


Is it History or Politics? 


8. (U) Comment: Since re-independence the Bronze 
Soldier has become the litmus test of how ethnic 
Estonians and the Russian-speaking minority understand 
history differently. The former sees the monument as 
a provocative reminder of Soviet occupation, whereas 
the latter reveres it as a memorial to those who lost 
their lives fighting fascism. Unfortunately, the 
passage of the WGP bill so close to parliamentary 
elections, gives some credence to critics who say the 
sponsors of the bill are less interested in addressing 
history than in accumulating political capital. 


GOLDSTEIN 


94923 

PP RUEHAG RUEHDF RUEHIK RUEHLZ RUEHROV 
DE RUEHTC #0193 0321601 

ZNR UUUUU ZZH 

P 011601Z FEB 07 

FM AMEMBASSY THE HAGUE 

TO RUEHC/SECSTATE WASHDC PRIORITY 8068 
INFO RUCPDOC/USDOC WASHDC PRIORITY 
RUCNMEM/EU MEMBER STATES COLLECTIVE 
RUEHAT/AMCONSUL AMSTERDAM 2196 
RUEHNE/AMEMBASSY NEW DELHI 0563 
RUEHBR/AMEMBASSY BRASILIA 0418","UNCLAS THE HAGUE 000193 


SIPDIS 
SIPDIS 
SENSITIVE 


STATE FOR EUR/UBI, EUR/ERA, EB/TPP/BTA 
STATE PLEASE PASS USTR 


USDOC FOR 4212/USFCS/MAC/EUR/OWE/DCALVERT 

E.O. 12356: N/A 

TAGS: EIND, ECON, ETRD, OECD, NL 

SUBJECT: TATA TAKEOVER STRATEGIC BOOST FOR DUTCH STEEL MAKER CORUS 
REF: 06 THE HAGUE 253 


THIS MESSAGE IS SENSITIVE BUT UNCLASSIFIED. PLEASE HANDLE 
ACCORDINGLY. 


Column 3 


1. (U) Indian steel company Tata\'s $12.2 billion offer on January 

31 for the Anglo-Dutch steel company Corus ended an extended bidding 
war with Brazilian steel company CSN. The takeover will create the 
world\'s fifth largest steel producer in the world. (Corus currently 

ranks eighth, and Tata ranks fifty-fifth.) Tata\'s final offer was 

above analysts\' and market estimates. CorusY management board has 
recommended the offer to its shareholders as \"fair and reasonable\" 
and \"the best value for Corus shareholders.\" Corus shareholders 

will vote on Tata\'s final offer during a special 

still-to-be-scheduled shareholders\' meeting. 


2. (SBU) Eric van der Oest, a spokesman for Corus operations in 
the Netherlands, told Econoff that \"the combination of Tata Steel 
and Corus was strategically compelling.\" Corus was already looking 
to consolidate in order to increase its market power towards 
suppliers of iron ore as well as towards steel buyers. Van der Oest 
said the union with Tata would strengthen Corus\' market positions in 
automotive, construction and packaging while also creating \"a more 
resilient business model.\" At the time of Indian steel company 
Mittal\'s takeover of Luxembourg-based Arcelor last year, Corus 
officials were already talking about the need to consolidate (see 
reftel). The world\'s \"new number five\" would be Wa 
vertically-integrated global steel group\" that combined an 

\"attractive growth platform in Asia with a leading presence in 
Europe,\" he added. 


ARNALL 
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RR RUEHWEB 

DE RUEHBM #0105 0321603 

ZNR UUUUU ZZH 

R 011603Z FEB 07 

FM AMEMBASSY BUCHAREST 

TO RUEHC/SECSTATE WASHDC 5924 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE 


SIPDIS 

SIPDIS 

STATE FOR S/WE: SASHA MEHRA AND GERDA LANE 
E.O. 12958: N/A 

TAGS: KWMN, PHUM, PREL, RO 

SUBJECT: INFLUENTIAL ROMANIAN WOMEN 


REF: STATE 202341 


Column 3 

1. Based upon name recognition, contributions to Romanian 
civil society and importance to US interests, the most 
influential women in Romania are: 


-- Nadia Comaneci - Olympic Gold Medalist and promoter of 
Special Oympics; Romanian Olympics Committee, 19 Nicolae 
Caranfil St., Bucharest. Telephone: 40-21-211-1600 


-- Monica Macovei - Minister of Justice, 17 Apollodor St., 
Sect. 5, Bucharest. Telephone: 40-21-313-4440 
email address: relatiipulice@just.ro 


-- Mona Musca - Parliamentarian in the Chamber of Deputies 
(Liberal Democratic Party); 2-4 Izvor St., Sect. 5, 

Bucharest. Telephone (cell phone): 40-722-303-498. Email 
address: monamusca@xnet.ro. 


-- Mihaela Radulescu - TV and Radio hostess and Romanian Red 
Cross campaigner; Antena 1 TV, 25-27 Bucharest-Pipera Road, 
Bucharest. Telephone: 40-21-203-0174. Email address: 
stii@antena1.ro 


-- Renate Weber - President, Open Society Foundation Romania; 
Str. Caderea Bastiliei, nr. 33, Sect. 1, Bucharest. 010613. 
Email address: rweber@osf.ro 


2. The point of contact for women\'s issues in Embassy 
Bucharest is political officer John Moor (moorj@state.gov; 
Tel: 011-40-21-200-3321). 


TAUBMAN 
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PP RUEHAG RUEHBC RUEHDE RUEHDF RUEHIK RUEHKUK RUEHLZ RUEHROV 
DE RUEHDM #0111/01 0321603 

ZNR UUUUU ZZH 

P 011603Z FEB 07 

FM AMEMBASSY DAMASCUS 

TO RUEHC/SECSTATE WASHDC PRIORITY 2909 

INFO RUEHEE/ARAB LEAGUE COLLECTIVE 

RUCNMEM/EU MEMBER STATES COLLECTIVE 

RUEHTV/AMEMBASSY TEL AVIV 1551 

RUEATRS/DEPT OF TREASURY WASHDC 

RHEHNSC/NSC WASHDC 

RUMICEA/USCENTCOM INTEL CEN MACDILL AFB FL 

RHEHAAA/WHITE HOUSE WASHDC 

RUCNDT/USMISSION USUN NEW YORK 0220", "UNCLAS SECTION 01 OF 02 DAMASCUS 000111 


SIPDIS 


Column 3 
SENSITIVE 
SIPDIS 


NEA/ELA 
NSC FOR MARCHESE 
TREASURY FOR GLASER/LEBENSON 


E.O. 12958: N/A 
TAGS: ECON, EFIN, EINV, ENRG, EPET, ETRD, PGOV, SY 
SUBJECT: SYRIA'S ECONOMY CONTINUES TO STRENGTHEN 


REF: A. 06 DAMASCUS 150 
B. 06 DAMASCUS 716 
C. DAMASCUS 87 
D. 06 DAMASCUS 1696 


1. (SBU) Summary. Syria,s economy is starting 2007 much 
stronger than it began 2006. Growth rates, which increased 
modestly the last two years, are generally expected to 
continue upwards if current trends continue. Still, the SARG 
faces a number of economic challenges in 2007, including 
increasing budget and trade deficits, the fact that it is 
spending more on fuel subsidies than it gains from oil 
exports, and a drought - the severity of which it is still 

too early to discern. Other variables that could darken 
Syria,s economic forecast are the increasing economic costs 
of lraqi refugees, and threats from political instability in 

the region. End summary. 


,07 - A Stronger Start 

2. (SBU) The Syrian business community is more optimistic 
about the prospects for the Syrian economy at the start of 
2007 than it was at this time last year when the Asad regime 
was still reeling from the withdrawal of its forces from 
Lebanon and the accusations of regime involvement in the 
killing of Rafiq Hariri leveled by then UNIIC chief Detliv 
Mehlis (ref A). In January 2006, the loss of public 
confidence in President Asad and the course the regime was on 
had played out most publicly in the stability of the Syrian 
Pound (SYP), which had devalued by over 20 percent from 
September to December 2005. The devaluation had caused 
capital flight, closing of factories, the scarcity of some 
products, and a profound feeling of unease in the Syrian 
public (ref B). 


3. (SBU) By contrast, the SYP has been stable for the last 

twelve months. Foreign direct investment (FDI), especially 

from Iran and the Gulf, is increasing, albeit from a very 

modest baseline. The SARG claims GDP expanded by 5.7 percent 
in 2006, though most Syrian economists believe the IMF\'s 


Column 3 

estimation of 3.2 percent is closer to reality. Ironically, 

Syria is also profiting economically from the political 
instability in neighboring Lebanon and Iraq. Syria,s 

tourism sector is profiting from regional tourists that 

normally would visit Lebanon who are instead coming to Syria. 
Syria,s ports are now officially operating over capacity as 
they process the increasing transshipments to Iraq, and 
Syria,s own exports to Iraq are increasing. Furthermore, 
Syrian businessmen are optimistic that the recent warming of 
relations between the SARG and Iraq will translate into 
increasing business opportunities for them. 


Looming Challenges 

4. (SBU) In spite of these positives, Syria continues to 

suffer from a number of chronic economic problems. Though 
economic statistics in Syria are difficult to come by and 
notoriously inaccurate, inflation continues to be a 

significant concern. The SARG officially places the current 
inflation rate at eight percent though independent economists 
believe it to be well above ten percent and Minister of Trade 
and Economy Amer Lutfi was quoted recently commenting that 
the spike in real estate prices could push it as high as 18 
percent. Regardless of the exact figure, there is no doubt 
that rising prices are a major concern for Syria consumers 
and a regular front-page news item. The SARG has resorted to 
regressionary policies in an attempt to contain prices, with 
predictable results. When the price of lamb started to rise 
steeply in October, the SARG banned exports. Prices did not 
come down but Syrian farmers did lose a USD 300 million 
dollar contract with the Gulf. The Prime Minister also 

recently directed the Ministry of Economy and Trade to double 
the number of squads it had patrolling to ensure stores were 
abiding by price controls, causing some items to be scarce. 


5. (U) 2007 will be the first official year that the SARG 
spends more on subsidies of fuel than the income it receives 
from oil exports. Even though this fact is not acknowledged 
in the SARG,s official budget, SARG officials are starting 

to admit it publicly. Since oil revenue has been primarily 
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responsible for the accumulation of SARG hard currency 
reserves, the crossover is expected to put additional 
pressure on the SYP. It will also rob the SARG of one of its 
key tools to balance its books ) understate the selling 

price of oil in order to increase its discretionary and 
unaccounted-for spending (ref C). The added budgetary 
pressure is also more difficult for the SARG this year given 
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that its admitted deficit, which is always smaller than the 
actual deficit, is set to increase by 43 percent over the 
2006 budget. 


6. (SBU) Syria is also facing a potentially serious drought 
this year. The agricultural sector still accounts for around 
23 percent of Syria,s GDP with a significant portion of the 
sector dependent on annual rainfall. Though no official 
amounts have yet been released, informal estimates have 
rainfall this season as much as 30 percent below normal. If 
current trends continue, Syria,s two most important crops, 
wheat and barley, could be devastated. It may already be too 
late for barley, but February, March, and April are, in 
general, the most important months for rainfall for Syria,s 
agricultural sector. 


Largest Variables 

7. (SBU) The most determinative factor for Syria,s economic 
fortunes in 2007 could be political stability. As long as 

the SARG is able to keep out of the negative international 
spotlight, FDI can be expected to continue to come from the 
Gulf, regional tourism will continue to increase and the 
Europeans will slowly start returning. Given its believed 

hard currency reserves (USD 12 billion or more), the SARG 
also has the means to continue to defend the SYP at its 
current value. Nearly all Syrian businessmen we talked to 
are nervous about regional events but are moving forward with 
expansion plans in 2007 as long as no new crisis occurs. 


8. (SBU) Another large variable is the increasing number of 
Iraqi refugees, the costs of which are only starting to 

become apparent to the SARG. The exact number of Iraqis in 
Syria is uncertain, but over a million and increasing is 
becoming the most often quoted and the number used by 
President Asad and FM Muallem in their conversations with 
Codels in December. The Iraqis are most often blamed for the 
price and real estate inflation Syria is increasingly 

suffering from. They also are contributing to the 

increasingly serious budgetary strains of SARG subsidies, 
especially diesel and electricity (ref D). This week the 

SARG has reportedly put into place a number of new measures 
to restrict the ability of Iraqis to remain indefinitely in 

Syria without publicly announcing what they are, but it is 

too early to say whether the SARG will implement its measures 
or how effective they will be at addressing the economic 

costs of hosting the Iraqis. 


9. (SBU) Comment. Prophets of doom have been quick to seize 
on the fact that Syria,s oil exports can no longer support 
the increasing cost of subsidies in order to predict a 
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short-term economic crisis. Most local economists have been 
more sanguine, however, and estimate the hard currency 
reserves the SARG has accumulated over the last four years 
and its lack of foreign debt will allow it to delay any 

crisis into the medium term. That buys the SARG time to 
reduce subsidies and attract the needed FDI to fund further 
growth. As far as subsidies are concerned, little dramatic 
change is expected, however, until after the elections ) 
parliamentary, presidential, and local - the last of which 
occur in August. Both continued FDI and subsidies also 
require the SARG to avoid the negative international 
spotlight that staggered its economy in the fall of 2005. 
CORBIN 
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SUBJECT: SLOVAKIA BIOTECH OUTREACH STRATEGY PROPOSAL 


REF: STATE 202514 


1. US Embassy Bratislava proposes two core projects to 
promote friendly biotechnology public policy and increased 
usage of GM seeds by Slovak farmers. The first project, to 
be held in April, focuses on strengthening GM-friendly 
elements in Slovakia and providing a space in which they can 
share their message with key regulators and policymakers. 
The second project, to be held in September, focuses on 
farmers\' future marketing opportunities for GM corn. 
Proposals are outlined below as per reftel guidance. 


2. Project A: Biotechnology conference/Outreach to Public 
Officials and Media 


- Projected Cost: USD 20,000 
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- Target Audience: Approximately 80 pro-GM agronomists, 
scientists, and farmers (mostly from Slovakia, but also from 
Hungary, Czech Republic, and Austria) will be attending the 
Pannonian Plant Biotechnology Association conference in 
Piestany, hosted by the Slovak Agricultural Research Center. 
The conference is titled WPlant Biotechnology as a Tool for 
Development in Agriculture." Our project would add a public 
outreach component to this conference, including field 

visits, multimedia presentations, and a reception on April 

17. Key invitees for these events include top officials at 

the Ministries of Environment and Agriculture, leading 
Members of Parliament, consumer advocates, and mainstream 
media representatives. 


- Issue Focus: Conference events will be designed to help 
Slovak and Central European experts inform key policymakers 
about the benefits of biotechnology for farmers and 
consumers, with a particular focus on public health, crop 
yields, and research potential. 


- Purpose and Impact: The project is designed primarily to 
facilitate communication between local pro-GM experts and the 
Slovak government. It is also designed to widen 
communication beyond agricultural news outlets to include 
mainstream news sources. Since Slovakia changed governments 
in mid-2006, the GOS has taken an increasingly negative view 
of biotechnology, as evidenced by its December 2006 vote in 
the EU to support Austria\'s ban on MON 810 corn, and its 
stringent January 2007 regulations on planting GM corn. 
Contact between civil society and top Ministry officials has 
become very limited, resulting in a lack of GOS knowledge 
about biotechnology, and policy decisions that consequently 
follow majority EU opinion. The event would mark the first 
instance in which the State Secretaries at the Ministries of 
Environment and Agriculture -- who largely determine Slovak 
biotech policy at the EU and national level, respectively -- 

will have traveled outside the capital to learn about 
biotechnology. Conference events will follow up on a planned 
March dinner at the Ambassador\'s residence focusing on 
biotechnology policy. 


- Length: Two days, April 17-18 2007. 


- Point of Contact: James Potts, Economic Officer 
(pottsih@state.gov). 


3. Project B: Biotechnology Conference II/GM Marketing 
Opportunities for Farmers 


- Projected Cost: USD 15,000 
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- Target Audience: We will partner with the Slovak 
Agricultural Chamber (SPPK) to host a conference in 
Slovakia\'s south-central grain belt. 80 farmers would 
attend, along with representatives from seed companies 
(including Monsanto and Pioneer), local ethanol processors, 
and local media representatives. 


- Issue Focus: This trade conference will focus on potential 

for Slovak farmers to grow and successfully market GM corn in 
2008. Monsanto and Pioneer are Slovakia\'s primary GM seed 
providers. 


- Purpose and Impact: The one-day conference will focus on 
marketing opportunities for Slovak farmers wishing to plant 
GM corn in 2008. 2008 has the potential to be the first year 
for widespread GM planting in Slovakia. In 2007, the first 

year in which GM corn can be commercially grown in Slovakia, 
planting is expected to be no more than 1,000 hectares due to 
a ban on GM-products for human consumption and a lack of 
local market opportunities for biofuels. Slovakia\'s first 

major corn-based fuel processing plant is scheduled for 
completion in late 2007, however, which significantly 
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brightens the outlook for the following year. Farmers will 

still have concerns about switching production methods, 
however, which we hope to adddress in this conference. As a 
key part of the project, US farm leaders and biofuels 
processors would travel to Slovakia to share their experience 
with GM corn and its use in biofuels. The project would also 
help with preparation of conference-related educational 
materials. 


- Length: One day, September 2007 


- Point of Contact: James Potts, Economic Officer 
(pottsih@state.gov) 
VALLEE 
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DEPARTMENT FOR AF AND AF/E 
LONDON, PARIS, ROME FOR AFRICA WATCHER 
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E.O. 12958: DECL: 02/01/2017 

TAGS: PREL, PTER, PGOV, MOPS, KPKO, ET, SO, YE 

SUBJECT: SOMALIA: PM MELES HIGHLIGHTS LAND REFORM AS KEY TO 
CLAN RECONCILIATION AND POLITICAL STABILITY IN SOMALIA 


REF: ADDIS ABABA 40 
Classified By: AMBASSADOR DONALD YAMAMOTO. REASONS: 1.4 (B), (D). 


1. (C) SUMMARY. In a 90-minute meeting on January 27 with 
A/S Frazer, Prime Minister Meles highlighted that SomaliaWs 
primary clans generally supported the Transitional Federal 
Government (TFG). Only the Hawiye/Habr-Gedir/Ayr sub-clan, 
the primary political base of the deposed Council of Islamic 
Courts (CIC), posed a potential challenge to political 
reconciliation. While the TFG was engaging the other clans, 
land ownership was the main stumbling block to 

reconciliation. The Ayr, the most critical clan to 

reconciliation in Mogadishu, had confiscated land during the 
Siad Barre regime, and feared initiatives to strip them of 

this property, Meles said. Ethiopia considered such 

restitution \"counter-productive,\" and advocated compensation 
of former owners instead, despite opposition from President 
Yusuf who believed it would signal tacit approval of Hawiye 
confiscation of other clan\'s land-holdings. Due to their 

clan affiliations, political engagement of either impeached 
Parliamentary Speaker Sharif Hassan Sheikh Adan (a 
Rahanweyne) or CIC Executive Council Chairman Sheikh Sharif 
Sheikh Ahmed (an Abgaal) would not have addressed the key 
challenge of accommodating the Ayr. Meles hailed Yemen as 
the \"only Arab country we can broadly trust,\" and identified 
Rwanda, Uganda, and Nigeria as the most critical potential 
troop contributors for an international peacekeeping mission 

in Somalia. While hailing the effectiveness of 

U.S.-Ethiopian counter-terrorism cooperation, Meles said 
political fallout from publicity surrounding leaked U.S. 
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military strikes required that certain operations be \"wound 
down. Calling for strengthening of intelligence operations 

in Somalia, Meles said deployment of HUMINT assets would help 
the long-term tracking of terrorist cells and high-value 

targets. (PM MelesYs comments on Sudan will be reported 
septel.) END SUMMARY. 


2. (U) AF A/S Jendayi Frazer met January 27 with Prime 
Minister Meles Zenawi, who was accompanied by Personal 
Assistant to the PM, Gebretensai Gebremichael, and MFA acting 
Director General for Europe and America Almaz Ameha. 
Ambassador and deputy pol-econ counselor (note-taker) 
accompanied A/S Frazer. 


3. (C) Underscoring the central role of clans to politics and 
economics of Somalia, PM Meles assessed that of the three 
major clans who dominated Somalia (as opposed to Somaliland), 
only the Hawiye/Habr-Gedir/Ayr sub-clan posed a problem: 


-- The Darod (of President Abdullahi Yusuf) generally 
supported SomaliaWs Transitional Federal Government (TFG). 


-- The Rahanweyn (or Digle-Mirifle) were pastoralists who, 
not being militarily disposed, were often subjugated by other 
clans, and whose farmlands had been confiscated. The 
Rahanweyn were thus a \"swing factor" in Somali politics, 
allying themselves with either the Darod or Hawiye, but were 
not a politically significant force by themselves. No 
terrorists were believed to have infiltrated Rahanweyn 
territory around Baidoa, Meles added. 


-- The Hawiye: the Hawiye\'s largest sub-clan, the Abgaal, 
were \"more or less firmly behind the TFG.\" The Abgaal had 
been \"instrumental\" in effecting the collapse of the CIC in 
Mogadishu: by not only coordinating with the Ethiopian 

military (ENDF) and the TFG to clear CIC forces from northern 
Mogadishu three days prior to the Ethiopian army\'s advance, 
but also giving a political ultimatum to CIC leaders and 
establishing the council of 15 Mogadishu community leaders. 
TFG Prime Minister Ghedi was Abgaal, but was not influential, 
Meles said. Former warlord Mohamed Dheere\'s fighting against 
the CIC also showed evidence of Abgaal support for the TFG, 
he added. 


4. (C) The Hawiye/Habr-Gedir sub-clan, not Abgaal and other 
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Hawiye sub-clans such as the Hawadle or Murusade, posed the 
main problem, Meles said. Originally from central Somalia, 
the Habr-Gedir were not indigenous to Mogadishu, but had 
occupied property belonging to Darod and Abgaal, as well as 
prime land near the Shebelle River. Citing the role of TFG 
Deputy Prime Minister and Minister of the Interior Hussein 
Mohammed Aideed, Meles said the Hawiye/Habr-Gedir/ Saad 
sub-clan generally supported the TFG, but that the 
Hawiye/Habr-Gedir/Ayr sub-clan served as the social base of 
the CIC. Political reconciliation ultimately was a question 

of how to accommodate the Ayr sub-clan, Meles concluded. 


5. (C) According to Meles, Ayr leaders in Mogadishu had told 
Ethiopian Foreign Minister Seyoum \"in no uncertain terms!" 
that addressing the issue of property claims was critical to 
stability in Mogadishu and throughout Somalia. Seyoum had 
found the Ayr\'s principal concern to be fear of losing 

property (in southern Mogadishu and the Juba and Shebelle 
valleys) that the Ayr had occupied from others, principally 
businessmen from Somaliland, during the end of the Siad Barre 
regime. The Ayr were concerned about a provision in the 
Transitional Federal Charter calling for a commission to 
examine claims of land appropriation. Meles noted that CIC 
security chief Yusuf Siad IndaVade had principally been a 
farmer/landowner controlling banana plantations with 
commercial ties to Italy, rather than an ideologically 
motivated Islamicist. Meles cited Osman Atto\'s (Habr-Gedir) 
occupation of former Aideed rival Ali Mahdi\'s (Abgaal) former 
house in southern Mogadishu as a prime example of the 
confiscated property that Ayr were afraid to lose. 


6. (C) While Abgaal felt \"robbed\" by Habr-Gedir, especially 
by the Ayr sub-clan, Ethiopia believed restitution, although 
just, would be counter-productive, Meles said. Instead, the 
GOE supported tenants retaining control of their property, 

and providing compensation to former owners, particularly in 
urban areas. In rural areas, many occupants had since fled 
Somalia, so farmland could be restored to original owners. 
Meles appealed for international financial assistance to 
provide such compensation and allow Ayr to retain their 
property. Meles acknowledged, however, opposition from TFG 
President Yusuf, who believed compensation indicated tacit 
approval of Hawiye confiscation of land. Accommodating the 
Habr-Gedir would help weaken support for CIC Islamicists and 
marginalize extremists, Meles countered, who said he would 
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discuss the issue with Yusuf on the margins of the African 
Union Summit. A/S Frazer responded that a formula for 
compensation, differentiating between urban and rural areas, 
appeared fair, and suggested Meles exercise his leverage over 
Yusuf. 


7. (C) Another Ayr concern was poor political representation 
within the TFG, Meles said. While President Yusuf agreed 

that individual Ayr reps now in the TFG may not be 
\"adequate,\" Yusuf did not accept the Ayr\'s argument that they 
constituted the largest sub-group within the 

Hawiye/Habr-Gedir, and believed representation was an issue 
the Habr-Gedir had to address internally. Ethiopia had 

invited Ayr leaders to consultations in Addis Ababa after the 

AU Summit, Meles added. 


8. (C) Ethiopia had unsuccessfully pushed TFG President 
Abdullahi Yusuf to delay the impeachment of Parliamentary 
Speaker Sharif Hassan Sheikh Adan, Meles said, adding that 
even Ethiopia sometimes found Yusuf \"difficult\" to deal with. 
Meles noted, however that as the Speaker was Rahanweyn but 
did not represent majority Rahanweyn interests, he had little 
political influence; his inclusion would not have 

significantly promoted reconciliation within Somalia. 

Similarly, Meles argued, engaging CIC Executive Council 
Chairman Sheikh Sharif Sheikh Ahmed, an Abgaal, would have 
been fruitless, as Abgaal already supported the TFG, and he 
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would not have brought any other clans on board. 


9. (C) A/S Frazer responded that as some CIC leaders appeared 
to be \"devoted to chaos,\" it was preferable to co-opt a weak 
Sheikh Sharif Sheikh Ahmed, to prevent hard-liners from 
rallying around him. Ambassador Ranneberger had met him in 
Nairobi to urge him to renounce violence and participate in 
reconciliation. A/S Frazer expressed concern about 
reconstitution of the CIC, were Sheikh Sharif to leave Kenya 
for asylum in Yemen, and join CIC foreign secretary Ibrahim 
Addow. Political dialogue among multiple parties, within 
Somalia, not in Yemen or Sudan, was key. Ex-CIC leaders 
could participate as individuals, but not as any 

reconstituted form of the CIC, she said. 


10. (C) Meles noted that EU Development Commissioner Louis 
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Michel continued to consider inclusion of Sheikh Sharif 

crucial. However, while Sheikh Sharif (a 
Hawiye/Habr-Gedir/Abgaal) was perceived as more important 
than Addow, as an Ayr, Addow was more influential. Meles 
observed that political dialogue required participation by 
power-brokers such as the Ayr and traditional business 
leaders, not by Ya front" just as the CIC. Meles noted that 
whereas the international community considered Sheikh Sharif 
a CIC leader, Somalis considered him an ex-associate of 
Mohammed Dheere, who had fought against the CIC. Asserting 
Ayr responsibility for the January 19 mortar attack on the 

TFG presidential villa, Meles said accommodating the Ayr 
would result in a \"dramatic reduction!" of instability within 
Somalia. Instability would not be eliminated, but would 

remain at a tolerable level. 


11. (C) Meles affirmed the strength of bilateral ties between 
Ethiopia and Yemen, noting that their security chiefs had met 
recently in Sanaa: \"The only Arab country we can broadly 
trust is Yemen.\" In contrast, while Kenyan leaders showed 
political will to cooperate with Ethiopia, their \"capacity to 
deliver is unreliable.\" Meles stated that he was more 
comfortable with Sheikh Sharif going to Yemen than remaining 
in Kenya, where he might be released without warning or 
surveillance. 


12. (C) Deployment of AU peacekeepers had value and was 
needed \"to give space and time to the TFG to sort out its 
political and security problems,\" Meles said. Ethiopia was 
helping the TFG train its police and reorganize its military. 
The police had sufficient small arms: \"Weaponry is not the 
main problem; it\'s organization and skills.\" Even after the 
ENDF\'s withdrawal, Ethiopia would embed troops in Somali 
brigades now being organized, in order to build their 
capacity, Meles said. 


13. (U) Meles also appealed for emergency assistance to 
repair roads in Somalia, to reduce time needed to travel the 
350km distance to the Ethiopian border from several days to 
4-6 hours, and thus spur commerce and economic stability. 
Ethiopia was providing technical experts to Somalia but 
lacked the necessary machinery. 
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14. (C) Citing USD 19 million in support for international 
peacekeeping in Somalia (AMISOM), A/S Frazer noted Malawi had 
agreed to contribute troops, and Rwanda would provide 

training. USG planners were working with Uganda to help it 
deploy immediately after the anticipated January 30 
parliamentary approval. The USG had discussed possible 
transition to a UN peacekeeping operation with Germany, as EU 
president, but recognized reluctance by an overstretched UN 
DPKO. If political progress were sufficient, a UN mission 

could focus on reconstruction and development, rather than 
peace-making. With the UK, Norway, and Sweden, the USG was 
also pushing the EU to release African Peace Facility funds 
earmarked for peacekeeping in Somalia, despite opposition 
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from Italy. 


15. (C) A minimum of two to four thousand troops would be 
needed, Meles said, citing Rwanda, Uganda, and Nigeria as 
key troop contributors. Meles expressed great confidence in 
the Rwandan military, and said he would discuss the GOE\'s 
request for Rwanda to deploy with President Kagame, although 
President Yusuf had recently traveled to Kigali. Having a 
Ugandan battalion was \"critical.\" As for Nigeria, Meles said 
President Obasanjo supported deployment, but his military 
staff did not. Asked whether Ethiopia could assist the AU 
Commission with mission planning, Meles said planning by 
individual TCCs was preferable to planning by the AU, whose 
role could be coordination. Uganda\'s military chief of staff 
was coordinating with the ENDF, he said. 


16. (S) Despite the effectiveness of U.S.-Ethiopian 
counter-terrorism cooperation, political fallout from 

publicity surrounding leaked U.S. military strikes required 
that certain operations be \"wound down,\" Meles said. The 
diplomatic costs of leaks to the media required that Ethiopia 
\"forgo\" the benefits of such cooperation. Deployment of 
HUMINT assets on the ground would compensate for the 
resulting lack of precision, and would also help the 

long-term tracking of terrorist cells, he said. Engagement 

of high-value targets may require waiting until \"clutter\" had 
been removed. Intelligence operations in Somalia needed to 
be strengthened: Sudan had sought greater intelligence 
cooperation with Somalia, but had been told to focus on 
provision of equipment, Meles added. A/S Frazer concluded by 
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noting that the USG was reviewing the PM\'s January 4 request 
for food aid (reftel), and had made it a priority. 


17. (U) PM Meles\'s observations on Darfur, the prospects for 
southern Sudan, and President Bashir\'s candidacy for AU 
Assembly Chair will be reported septel. 


18. (C) COMMENT: Prime Minister Meles\'s extensive remarks on 
clan dynamics and land reform issues highlight the 
significance Ethiopia accords to ensuring that the TFG 
accommodate Ayr interests, which it views as necessary to 
undermine the political base of the Council of Islamic 
Courts. Addressing land issues comprehensively now will 
ensure a stable and united Somalia, thus denying a foothold 
by extremist elements. Foreign Minister Seyoum\'s 
consultations with Ayr sub-clan representatives in 
Mogadishu, and the subsequent invitation of Ayr leaders to 
come to Addis Ababa for further consultations, indicate the 
GOE\'s high level of political engagement to ensure that its 
military operation in support of the TFG, launched just one 
month ago, succeeds in bringing long-term political stability 
to Somalia. END COMMENT. 


19. (U) A/S Frazer cleared this cable. 
YAMAMOTO 
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TAGS: PGOV, PREL, MARR, ENRG, SOCI, RO 

SUBJECT: AMBASSADORYS 1/25 MEETING WITH PRESIDENT BASESCU: 
NATO, JSF, CONSTANTA LNG PROJECT, OTHER ISSUES 


Classified By: Ambassador Nicholas Taubman for reasons 1.4 (b) and (d). 


1. (C) Summary: In their January 25 meeting, the Ambassador 
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discussed with President Basescu Romania\'s bid for the 2008 
NATO Summit, the Joint Strike Fighter program, and moving 
forward on the Nabucco gas pipeline project. Basescu agreed 
to get personally engaged in RomaniaWs bid to host the NATO 
2008 Summit following the Ambassador\'s encouragement. 
Basescu was current on the different proposals to help guide 
the transformation of the Romanian Air Forces away from its 
current fleet of deteriorating MiG-21s towards a long-term 
future deploying the Joint Strike Fighter. Basescu was very 
pleased to hear about the successful flight test for 

Romania\'s soon to be delivered refurbished C-130H, which 
Romania plans to deploy to Afghanistan for in-theater use. 
Finally, the Ambassador shared a copy of a recent Sandia Lab 
report on LNG tanker safety, and discussed with Basescu next 
steps on the Nabucco pipeline and Constanta LNG terminal 
projects. End summary. 


NATO 2008 Summit Bid 


2.(C) The Ambassador, accompanied by DCM and Acting Pol 
Counselor, met with President Basescu on January 25 to 
discuss a range of issues, including coordination with 

Romania in support of its bid to host the NATO 2008 Summit. 
Basescu was pleased to hear from the Ambassador that the U.S. 
commitment to support Romania\'s bid was as strong as ever, 
\"from the President on down.\" On the AmbassadorYs 
suggestion, Basescu said he would be happy to play a hands-on 
role in calling his counterparts in select countries 

(including key \"swing\" countries in Central and Eastern 
Europe, Norway and Netherlands) in support of Romania\'s bid. 
He noted that the informal Weight count" in Romania\'s favor 
included Canada, Denmark, France, Italy, Lithuania, Poland, 
Slovenia and U.S. 


Joint Strike Fighter (JSF) and C-130H 


3. (C) The Ambassador briefed Basescu on his recent 
discussions in Washington and in Bucharest concerning 
Romania\'s effort to find a bridge between Romania\'s aging 
MiG-21 fleet to Romania\'s goal of purchasing the JSF as early 
as possible. Basescu expressed special interest in 
commissioning a JSF Structural Assessment Study (for about 
USD 15 million, would have applicability towards F-16 
feasibility, and would put Romania in the same queue with two 
other key allies for the JSF) and indicated he would raise 

the prospect directly with Defense Minister Frunzaverde 
before Frunzaverde\'s upcoming visit to Washington. Basescu 
also expressed openness, for the first time, to an F-16 lease 
option, one that might be a more affordable bridge to the 

JSF. He noted that the short gap between the F-16\'s 
operational effectiveness and the JSF\'s availability was a 
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key factor in why he was no longer interested in purchasing 
Vall 41\" new F-16s, as originally conceived. Basescu said 

that regardless of the GOR\'s ultimate purchasing decision, he 
said he recognized the importance of training pilots and 
maintenance crews as soon as possible on the F-16 to 
facilitate the transition away from the MiG-21s and the 

eventual deployment of the JSF. Basescu reported that he had 
raised the topic about how to choose pilots for F-16 flight 
training directly with Colonel Avram (MiG Air Wing Commander, 
95th Air Base, Bacau, Romania). On the basis of Avram\'s 
advice, he said, Basescu preferred selecting younger pilots 
\"uncorrupted\" by their MiG training. He also cited Romania\'s 
difficulties on the commercial side in training pilots to fly 

Airbus planes after the state airline Tarom decided to 

maintain a mixed Boeing/Airbus fleet. 


4.(C) Basescu remarked that he had recently received a 
document for his signature from the EU in which Romania was 
asked to commit to purchase EU-sourced defense equipment, but 
he said he would not be signing anything \"like that.\" (nfi) 

Any military equipment purchased by Romania needed to be 
adequately maintained, he explained, questioning why Romania 
would buy equipment incompatible with U.S. standards when 
alternatively Romania could share defense infrastructure and 
maintenance facilities with the U.S. when they deploy 

together. \"What would we do with Euro-fighters?\" Basescu 
asked rhetorically. Basescu thought Romania should meet with 
Lockheed-Martin soon to discuss the JSF and F-16 issues \"from 
the commercial side.\" When the Ambassador informed him that 
Lockheed-Martin had reported Romania\'s refurbished C-130H had 
just made a successful flight test, Basescu remarked that \"It 

will go straight to Afghanistan" to support Romanian troops 

there. 


Yushchenko\'s health and Russian ambitions 


5. (C) The Ambassador congratulated Basescu on the 
inauguration of the new border bridge with Ukraine across the 
Tisha river, at which the Romanian and Ukrainian presidents 
met, and asked how Yushchenko was doing. Basescu described 
Yushchenko as physically \"acceptable,\" with no apparent 
serious health problems. However, he sensed that \"Yushchenko 
can not do what he wants to do.\" It has become apparent that 
Yushchenko had no real control over Ukrainian foreign policy 

in the wake of FM Tarasiuk\'s departure. Basescu expressed 
disappointment that EU leaders do not seem to understand or 
appreciate Russia\'s role in this. He said that EU leaders 

seem convinced Russia can be a partner, but it is 

increasingly clear that Moscow only advances policies that 

keep things under its control, like energy. Basescu said he 
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raised this topic directly with German Chancellor Merkl, 
noting that the EU needs to look for alternatives to 

Russia,s energy supplies. Basescu expressed his frustration 
that the EU seems to risk \"all its eggs in one basket.\" For 
Russia, he warned, all of Europe to the Atlantic is \"vital 
space\" to Russia. 


Alternatives to Russian energy supplies 


6. (C) The Ambassador observed that the Nabucco pipeline 
appears to have a real chance for success. It was important, 
he stressed, because the region needs at least two 

alternative solutions for its energy supply, one that is 

centered on gas, the other on LNG. The Ambassador noted 
that, based on discussions of senior USG officials in Ankara, 
Turkey might be willing to allow LNG tankers through the 
Bosporous. The Qatar Ambassador in Romania had also 
indicated his government was ready to make an LNG deal. 
Basescu said he was waiting for Qatar to finalize a 

feasibility study before taking any further steps. He added 
that if a short visit to meet the Emir was necessary, he was 
willing to undertake one, or to invite the Emir to Bucharest. 
Basescu asked the Ambassador to inquire about the status of 
the feasibility study. The Ambassador passed a copy of a 
Sandia Labs LNG Tanker Safety Analysis study to Basescu, 
noting that the conclusions make it clear LNG was 
significantly safer to transport than oil. Basescu agreed. 

The Romanian president confirmed that all of the basic 
elements for a Nabucco deal were in place. He also mentioned 
that he discussed Nabucco with Yushchenko, who was 
supportive. Basescu indicated that he would talk to Poland 

to try to convince Warsaw to become more involved in Nabucco. 
Basescu and the Ambassador agreed on the importance of 
strong competition in the energy field, and Basescu stressed 
the Russians needed to learn that it was wrong to use energy 
as a political weapon. Hopefully, he added, the Europeans 
would understand this point in the end. 
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TAGS: PGOV, KISL, PHUM, KIRF, BA, POL 

SUBJECT: SHIA COMMEMORATE ASHURA WITH LARGE, ORDERLY CROWDS 
AND PROCESSIONS 


Classified By: CDA Susan L. Ziadeh for reasons 1.4 (b) and (d). 


1. (C) An estimated 100-150,000 people crowded into downtown 
Manama the evening of January 29 to participate in or observe 
processions commemorating the Shia holiday of Ashura. By all 
accounts, events were peaceful and orderly. Sermons and 
speakers in the run-up to the holiday called for the unity of 

all Muslims and focused heavily on religious and domestic 
affairs, with little talk or criticism of Iran, Iraq, the 

United States, or others. In contrast with previous years 
events, there were very few pictures of Iranian Supreme 
Leader Khamenei or Hizballah Secretary General Nasrallah or 
Hizballah flags. Likewise, the U.S. and Israeli flags nailed 

into the street for people to walk on were not present this 

year. A local legal case involving two Shia activists on 

trial for distributing illegal pamphlets attracted the most 
attention among Bahrainis. The focus on unity and overall 
peaceful and calm behavior of participants sent an important 
message of discipline and restraint during a period of 

strained sectarian relations in the region. End Summary. 


2. (SBU) Crowds estimated at 100-150,000 turned out the 

evening of January 29 to participate in or watch processions 

in downtown Manama commemorating the death of Imam Hussein, a 
Shia martyr and hero, in Karbala in 680 AD. By all accounts, 

the events were orderly and peaceful. Bahraini police 

controlled vehicle traffic into the area of the marches but 

remained at the outside perimeter of the neighborhood. In 
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the area itself, civilian volunteers wearing badges 

identifying themselves as \"organizers\" patrolled and 
maintained the peace. According to a contact, one of the 
most important jobs the organizers have is making sure that 
rowdy young men do not harass any of the women present. 


3. (SBU) Sermons, seminars, and speakers in the run-up to 
the major processions on the 28th and 29th called for the 
unity of all Muslims and a focus on religious and domestic 
issues. Bahrain\'s most prominent Shia cleric Shaikh Isa 
Qassem, in a January 29 sermon, swore that he would never 
accept the oppression of any Sunni and that he would fight 
alongside Sunnis \"to regain their stolen rights anywhere in 
the world.\" He complained that divisions among Muslims 
resulted from the policies of the United States and Europe. 
The Shia Clerics Council distributed a pamphlet calling for 
national unity and understanding, regardless of one\'s sect. 


4. (SBU) In contrast with this year's events, in previous 
years organizers and participants provoked government 
criticism because of overt displays of support for foreign 

Shia leaders, in particular Iranian Supreme Leader Khamenei 
and Hizballah Secretary General Nasrallah. EmbOffs present 
at the processions noticed very few flags, signs, or slogans 
referring to Iran or Hizballah, although television monitors 

set up along the highly traveled routes played and replayed a 
two-and-a-half hour speech delivered by Nasrallah from a few 
days earlier. Also missing from this year\'s event was overt 
anti-Americanism. In previous years, U.S. and Israeli (and 
even Danish, following last year\'s cartoon controversy) flags 
painted on plywood were nailed into the streets along the 
procession route for people to step on. Speakers mostly 
avoided explicit criticism of the United States, although 

there was much talk of an unspecified \"enemy.\" 


5. (SBU) Capitalizing on a chance to connect again with 
constituents, there were signs and posters of recently 
elected Shia members of parliament hung around the downtown 
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area. There also were some banners recalling a saying of 
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Imam Hussein about the refusal to live under suppression or 
repression, interpreted locally to mean the situation of 

Shias living under a Sunni government. The most pressing 
local issue was the imminent decision in a court case 
involving two Shia activists charged with possessing and 
distributing illegal pamphlets during the pre-election period 
last November. (Note: The pamphlets carried a reprinted 
article by Shia exile and London-based Bahrain Freedom 
Movement leader Saeed Al Shehabi calling for an election 
boycott and questioning the legitimacy of the Al Khalifa 
regime.) Supporters of the two called for their release and 
hung posters publicizing their plight. On January 30, the 
court sentenced one of them to one year and the other to six 
months in prison (septel). 


6. (SBU) According to contacts, there was a surprisingly 
large number of Saudi and Kuwaiti Shia participating in the 
processions. There is a matam (Shia community center) in 
Bahrain that caters to Shia from two particular areas of the 
Saudi Eastern Province, and Shia from other areas are free to 
participate in activities organized by any of the Bahraini 
matams. A group representing a Kuwaiti \"husseiniyah,\" or 
matam, put on a particularly fearsome display as about 100 
men marched carrying long swords and chanting \"haidar, 
haidar, the term for cutting one\'s forehead in symbolic 
re-enactment of the death and beheading of Imam Hussein. 
(Note: The actual blood-letting takes place the morning of 
the 10th of the month of Muharram, in this case January 30.) 
A contact stated that less than 10 percent of Bahraini Shia 
support the practice of \"haidar,\" and he noted that as an 
alternative, Bahrainis were encouraged to donate blood at one 
of the many clinics set up around Manama. 


7. (SBU) A knowledgeable observer pointed out that Bahrain 
television devoted minimal coverage to the processions. At 
most, some video clips were shown during the news bulletins. 
However, the \"Zahra\" satellite station, which focuses on Shia 
religious issues and has part-Bahraini ownership, featured 
non-stop coverage of events in Bahrain and in Karbala. 


8. (C) The focus on Islamic unity, extra effort to fly flags 
and banners of Bahraini religious leaders only, and overall 
peaceful and calm behavior of participants were important 
demonstrations of Shia discipline and restraint during a time 
of increasingly strained sectarian relations in the region. 
Perhaps in an attempt to show the government and security 
services that they deserve and are ready for greater 
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responsibility in society, Bahraini Shia intentionally 

projected a benign image while commemorating Ashura. 
However, following the sentencing of the two activists, and 
as Shia neighborhoods and villages revert back to the control 
of government police and security, we anticipate that 

friction and misunderstandings will inevitably reappear. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkk 


Visit Embassy Manamals Classified Website: 
http://www. state.sgov.gov/p/nea/manama/ 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkk 


ZIADEH 


94930 

PP RUEHDE RUEHRN RUEHROV RUEHTRO 

DE RUEHDS #0312/01 0321618 

ZNY CCCCC ZZH 

P 011618Z FEB 07 

FM AMEMBASSY ADDIS ABABA 

TO RUEHC/SECSTATE WASHDC PRIORITY 4400 

INFO RUCNFUR/DARFUR COLLECTIVE PRIORITY 
RUCNIAD/IGAD COLLECTIVE PRIORITY 
RUEHXR/RWANDA COLLECTIVE PRIORITY 
RUCNSOM/SOMALIA COLLECTIVE PRIORITY 
RHEHNSC/NSC WASHDC PRIORITY 

RHMFISS/CJTF HOA PRIORITY 

RUEAIIA/CIA WASHINGTON DC PRIORITY 
RUEKDIA/DIA WASHINGTON DC PRIORITY 
RHMFISS/HQ USCENTCOM MACDILL AFB FL PRIORITY 
RUEKJCS/JOINT STAFF WASHINGTON DC PRIORITY","C ONFIDENTIAL SECTION 01 OF 02 


SIPDIS 
SIPDIS 


DEPARTMENT FOR AF/FO AND AF/E 
LONDON, PARIS, ROME FOR AFRICA WATCHER 
CJTF-HOA FOR POLAD 


E.O. 12958: DECL: 02/01/2017 

TAGS: PREL, MOPS, KPKO, KISL, UG, SO, SU, CD, AU-1 

SUBJECT: A/S FRAZER MEETING WITH UGANDAN PRESIDENT MUSEVENI 
FOCUSES ON SOMALIA, DARFUR, AND CHAD 


Classified By: AMBASSADOR DONALD YAMAMOTO. REASON: 1.4 (B), (D). 


1.(C) SUMMARY. President Museveni confirmed that he had 
appointed a force commander to lead Ugandan peace-keeping 
troops who were ready to deploy to Somalia as soon as 
February 1, immediately after obtaining parliamentary 
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approval. Their mission would be to support SomaliaWs 
Transitional Federal Government and to provide training, but 
not to disarm Somalis, which was best left to the Somalis 
themselves. Discussing domestic affairs, Museveni dismissed 
the Lord\'s Resistance Army\'s (LRA) call for a new mediator to 
replace Riek Machar, and said Uganda would continue military 
operations against the LRA in order to maintain \"pressure\" 
for political dialogue. Criticizing Sudan\'s Government of 
National Unity as \"Arab chauvinists\" bent on the 
\"extermination\" of the people of Darfur, Museveni appealed 
for greater international assistance to Darfur, as well as 
greater U.S. engagement with both Chad and the Central 
African Republic. He affirmed Uganda\'s opposition to 
Sudanese President Bashir\'s candidacy for AU Assembly 
Chairman, and indicated support for an East African 
alternative, possibly Tanzanian President Kikwete. END 
SUMMARY. 


2. (U) On January 28 on the margins of the African Union 
Summit, A/S Frazer met with Ugandan President Yoweri 
Museveni, who was accompanied by Ugandan Ambassador to 
Ethiopia and PermRep to the African Union Edith Grace 
Ssempala and Ugandan embassy staff. U.S. PermRep to the AU 
(USAU) Ambassador Courville, USAU Military Advisor Colonel 
Timothy Rainey, AF/SPG Director Lauren Landis, AF Special 
Assistant Fatuma Sanneh, and deputy pol-econ counselor Eric 
Wong (note-taker) accompanied A/S Frazer. 


3. (C) President Museveni said Ugandan troops were ready to 
deploy to Somalia (as part of the AU Mission in Somalia, or 
AMISOM) as soon as February 1 or 2, immediately following 
parliamentary approval anticipated on January 30. Their 

primary mission would be to support Somalia\'s Transitional 
Federal Government (TFG), as well as to provide training to 
Somalis. Amb. Ssempala observed that the AU, IGAD, TFG, and 
potential troop contributing countries planned to meet the 
following week; Museveni said he hoped Uganda would have 
deployed by then. 


4. (C) Disarmament was a delicate task best left to the 

Somalis themselves, not to outside parties, Museveni said, 
observing that even women fighters would have to be disarmed. 
While Ugandan troops could counter an isolated insurgency 

\"in the bush,\" a general insurgency would be more 

challenging. Museveni recalled that as OAU chair, he had 
visited warlord Mohammed Farah Aideed in Mogadishu, and had 
advised then-President George H.W. Bush to focus on 
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humanitarian delivery of food and thus generate goodwill, 
rather than to pursue Aideed. Somalis, under the \"Mad 
Mullah,\" had fought against the UK for 20 years, Museveni 
added. He highlighted that Ugandan troops had experience in 
Somalia, having fought there twice: against Italy in the 
Second World War, and as one of the contingents of the UK\'s 
colonial-era King\'s African Rifles. 


5. (C) A/S Frazer noted that the USG was providing USD 19 
million to support AMISOM, and that a stabilization force 

would help create conditions conducive to dialogue. The USG 
was also pushing the EU to release funds earmarked for 
Somalia from the EU\'s African Peace Facility, despite 
opposition from EU Development Commissioner Louis Michel, who 
sought to condition their release on political dialogue and 

the restoration of impeached TFG Parliamentary Speaker Sharif 
Hassan Sheikh Adan. Italy also sought conditionality, but 

had offered humanitarian support for the TFG. While attacks 
on Ethiopian forces had occurred, Somali community leaders, 
including the Hawiye/Habr-Gedir/Ayr sub-clan, had said they 
would welcome peace-keepers. The Somali people appreciated 
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the role Uganda played in the past as IGAD chair, she added. 


6. (C) In response to Museveni\'s comment that AU Commission 
Chairperson Alpha Oumar Konare appeared to have doubts about 
deployment in Somalia, Frazer noted that AU Peace and 
Security Commissioner Djinnit had formally requested support 
for AMISOM from both AU member states and partners. Nigeria 
and Malawi were ready to deploy, and Burundi would provide a 
battalion; South Africa would provide financing and possibly 
planners, although the USG was pushing for equipment; 
Mozambique was a possible troop contributor; and Tanzania had 
not yet responded. Amb. Courville observed that Egypt and 
Algeria may provide funds; Algeria may provide airlift, as it 

was constitutionally prohibited from deploying. Museveni 

noted that the Ugandan force commander appointed to lead 
Uganda\'s contingent could lead other national contingents as 
well. 


7. (C) Despite having five million Somalis among its 

population, Ethiopia had a history of \"mishandling\" its 
relationship with Somalia, Museveni said. Discussing the 

four major African language groups (Afro-Asiatic, 

Niger-Congo, Nilo-Saharan, and Khoi-San), Museveni observed 
that Somalis, Oromos, ancient Egyptians, and peoples of both 
southern Sudan and southern Ethiopia all belonged to the 
Nilo-Saharan group; while west and central African peoples, 
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including Bantus, belonged to the Niger-Congo. Uganda was 
thus a \"bridge\" between the Niger-Congo and Nilo-Saharan 
groups, he concluded. Uganda\'s \"pan-African\" polity 
differentiated only between \"Africans and non-Africans,\" not 
among Africans themselves, Museveni added, explaining that 
this was why Uganda provided refuge to Rwandan expatriates. 


8. (C) Museveni dismissed the Lord\'s Resistance Army\'s (LRA) 
call for a new mediator in Kenya as a delaying tactic, as a 

new mediator would require time for instruction. It was 
preferable to reinforce efforts by Sudanese mediator Riek 
Machar, who knew the issues well, Museveni said. Museveni 
added that he had told UN Special Envoy Joaquim Chissano that 
if the LRA sought an infusion of new representatives or 
mediators, then Uganda would resume military operations 
against the LRA. Continued military operations, in 

conjunction with political dialogue, was necessary to place 
pressure on the LRA, Museveni said; dialogue \"without 
pressure\" was useless. 


9. (C) Museveni rejected direct talks with Vincent Otti, 

asserting that the LRA was \"not serious,\" and had been misled 
by the NGO Pax Christi. LRA leaders needed to decide whether 
they valued their life as much as the funding they received 

from NGOs, he said. Uganda was pursuing a \"concept of 
operations plus talks, not operations plus holiday,\" Museveni 
declared, adding that he had dispatched a military commander 
to consult with one of DRC President Kabila\'s. 


10. (C) Museveni strongly criticized the Government of Sudan 
as \"Arab chauvinists\" responsible for \"ethnic cleansingW in 
Darfur, who sought to \"clean out the blacks and replace them 
with Arabs.\" Citing 1948 census results that found Sudan to 
be an \"Afro-Arab\" country comprised of a 69 per cent African 
majority, and a 31 per cent Arab minority, he said \"Nilotics 

in the north,\" who were \"Muslim but not Arab,\" were \"being 
butchered.\" Uganda had intervened on behalf of blacks in 
southern Sudan, resulting in Khartoum\'s agreement to the 
Comprehensive Peace Agreement (CPA), he said, but the people 
of Darfur lacked the same international support. \"Something 
should be done, or else they will be exterminated,\" Museveni 
said. He noted that he had asked Nigerian President Obasanjo 
to intervene to defend Darfurians, but that Obasanjo had been 
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\"extra-curricular activities.\" Museveni appealed for USG 
assistance for the people of Darfur, so they could decide 
themselves whether to join the Government of Southern Sudan 
or support authorities in Khartoum. 


11. (C) Museveni expressed regret that Sudanese Government of 
National Unity (GNU) First Vice President Salva Kiir lacked 

the dynamism of the late John Garang. Whereas Garang had 
believed himself capable of winning national elections and 
transforming Sudan, current SPLM leaders were only \"southern 
separatists.\" Bemoaning that under the CPA, the GNU in 
Khartoum retained control over Sudan\'s foreign affairs, 
Museveni stressed the importance of getting southern Sudan 
\"out of Arab control,\" in order to shift \"the front line 

between blacks and Arabs\" north, away from Sudan\'s border 
with Uganda. 


12. (C) A/S Frazer detailed USG efforts to strengthen 

capacity and military capability of the 7,000-strong AU 

Mission in Sudan (AMIS), adding that AU Commission 
Chairperson Konare and UN SYG Moon had recently sent a joint 
letter to Sudanese President Bashir regarding the UN heavy 
support package (HSP) agreed to during November 2006 
AU-UN-GOS consultations in Addis Ababa. Frazer highlighted 
the need to push for immediate deployment of UN enablers to 
link up with AMIS battalions; the UN\'s assertion that 480 

days were needed before deployment was unacceptable. The USG 
had long ago proposed NATO support for AMIS, but had met 
resistance from the AU. The USG advocated a hybrid UN-AU 
force for Darfur, and sought to provide AMIS with as much 
capability as possible; the USG was also pushing the UN to 
develop a force in Chad, she said. 


13. (C) A/S Frazer said that Charge Hume had been instructed 

to suggest to Sudanese Presidential Advisor Mustafa Osman 
Ismail that he advise President Bashir not to seek to become 

AU Assembly Chairman; and noted that were Bashir to become AU 
Chairman, then Sudan would hold two positions in the 
UN-AU-GOS tripartite mechanism on transition to a hybrid 
peacekeeping force in Darfur. Amb. Ssempala confirmed that 
Tanzanian President Kikwete had accepted serving as an 

alternate candidate, but was being intimidated by Sudan; 
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someone would also have to object explicitly to Bashir\'s 
candidacy. Remarking, \"It\'s East Africa\'s turn,\" Museveni 
declared his opposition to Bashir and instructed Ssempala to 
object at the AU. 


14. (C) Museveni said that \"Arabs\" were the \"so-called member 
states\" who objected to more robust action in Darfur. With 
only a few exceptions, AU member states were either \"puppets 
of Europeans or Arabs.\" Egypt was \"always creating 
confusion,\" he said. Even Libyan leader Qaddafi\'s \"African 
revolution\" was only \"Arab chauvinism\". \"We are friends but 
at loggerheads,\" Museveni said. Eritrea, despite its 

problems, was \"not a puppet,\" but had made a mistake in 
seeking independence from Ethiopia; Museveni said he had 
counseled President Isiais against independence, as \"it was 
not necessary.\" Observing that President Bush was a good 
ally but \"diverted by Iraq,\" Museveni questioned why 
Sunni-Shia dialogue was not being promoted to encourage 
power-sharing. A/S Frazer responded that in addition to 
intimidation by domestic opponents, Iraqis seeking to 
participate in the political process also had to contend with 
foreign fighters and international terrorists. 


15. (C) Museveni urged \"direct action by the United States 
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in Chad, as well as more robust political engagement in the 
Central African Republic. Both Chad and the C.A.R. suffered 
from a \"vacuum filled by Sudanese intimidation and Qaddafi,\" 
he said. Chadian President Deby\'s Zagawa tribe was present 
in both Chad and Darfur, and Sudan sought to \"intimidate\" 
both Chad and Uganda. Chad suffered from a weak state 
structure, as France did not allow it to develop independent 
capacity, he added. Deby was not secure enough to \"defy\" 
Qaddafi, and therefore needed to be emboldened by greater 
engagement by the United States. A/S Frazer responded that 
the USG sought such engagement: the Secretary had met with 
the Chadian foreign minister in November, and Presidential 
Envoy Natsios had recently met Deby in Chad. The USG was 
already providing counter-terrorism training to Chad, and may 
consider a JCET exercise in eastern Chad. Noting that UNSCR 
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1706 authorized the deployment of protection forces in Chad 
for refugees from Sudan, Frazer observed that such forces 
could also help train francophone gendarmes in Chad. 
Museveni responded by proposing a presidential visit by Deby 
to Washington, saying it was important to meet with Deby 
himself, not his \"Arab\" foreign minister. Museveni also 
offered to dispatch a ministerial delegation to consult with 
Deby about closer engagement with the United States. 


16. (C) Museveni asserted that French military intervention 

on behalf of the C.A.R. government occurred only after Uganda 
offered to intervene against Sudan-sponsored insurgents. 
Museveni said President Chirac had initially agreed to Uganda 
deploying to the C.A.R., with French financial support, but 

later changed his mind, on the margins of the December 2006 
Forum on Sino-African Cooperation in Beijing. 


17. (C) COMMENT: President Museveni\'s extended remarks on 
the struggle between \"Arabs\" and \"Africans\" underscore the 
cultural fault lines dividing African states on the issue of 

Darfur, President Bashir\'s candidacy for AU Chairman, and 
whether to intervene in Somalia. Museveni\'s arguments for 
continuing military operations against the LRA, as well his 
determination to deploy against the remnants of the Council 

of Islamic Courts in Somalia, suggest that he subscribes to 
Clausewitz\'s conviction that \"war is the extension of 

diplomacy by other means.\" END COMMENT. 


18. (U) A/S Frazer cleared this cable. 
YAMAMOTO 
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Classified By: Political Minister Counselor David D. Pearce for reasons 
1.4 (b) and (d). 


Summary 


1. (C/NF) In January 29 consultations in Rome, visiting lO 
PDAS James Warlick discussed a broad range of upcoming UNSC 
issues including the Balkans, Middle East, and the Horn of 
Africa with Italy, a new non-permanent member. On Kosovo, 
Warlick and the Italians agreed on the way forward, and the 
GOI thought Russia would ultimately abstain on a Kosovo 
resolution. Warlick warned of the need to resist Russian 
pressure for delays and possible tradeoffs at the expense of 
Georgia\'s interests. On the Middle East, Warlick thanked the 
Italians for their leadership in Lebanon but warned against a 
UN committee\'s planned conference in Rome, noting it could 
turn into an Israel-bashing exercise that would harm, not 
help, efforts to promote peace. He urged the Italians to 

fully implement Iran sanctions, noting financial pressure 

could be key to getting Tehran back to the negotiating table. 
The Italians said that Iran sanctions would be painful for 

Italy, but they would be implemented. Meanwhile, it was also 
important to consider how to address Iran over the longer 
term. On Somalia, the Italians agreed that support for the 
TFG, peacekeeping and reconstruction were necessary and said 
they would work to avoid conditioning EU assistance to the 
TFG. Warlick also discussed Rome\'s upcoming committee 
responsibilities at the UNSC, and the Italians said they 

would work for results as head of the DPRK and Sudan 
sanctions committees. They noted that, like the U.S., they 
were disappointed by the Human Rights Council, but Italy 
would become a candidate for the HRC and continue to press 
for positive change. End summary. 


Column 3 
Kosovo: Avoiding Russian Tit for Tat 


2. (C) Warlick told Director General for Europe Laura 
Mirachian that the United States expected to consult on UN 
Special Representative Maarti Ahtisaari\'s recommendations and 
take up a UNSC resolution in March, working with the Quint. 
Warlick warned that the Russians would try to conflate the 
Kosovo resolution with a pending resolution on UNOMIG in 
Georgia. The U.S. preferred, therefore, that a Kosovo 
resolution come first. He urged that the Quint remain 

unified and firm in avoiding trading Georgia\'s interests for 
Kosovo\'s. A new Kosovo resolution would lift the current 
1244 resolution, endorse Ahtisaari\'s recommendations, and 
pave the way for a Kosovar declaration of independence with a 
strong international presence. Warlick expected that U.S. 

and EU recognition would come shortly after that. Belgrade 
should be convinced that Serb concerns about minorities, 
religious sites and decentralization were being met. In the 
end, if the Quint stood together in the UNSC, Qatar, China 

and others would follow suit. Russia would likely go along 
reluctantly. If they accept the Ahtisaari plan, it would be 

much easier to get them to go along with a resolution. 
However, if the Russians sensed any weakness or split within 
the Quint, they would be much tougher on Kosovo and Georgia. 
Additionally, the US believed that the process should go 
forward whether or not a government was formed in Belgrade. 
No decision about moving forward unilaterally if the UNSC 
failed had been made by the US, though. 


3. (C) Mirachian stated that DVAlema had already outlined 
Italy\'s view of the process. The announcement of the 
Ahtisaari plan would be followed by a UNSCR (although the 
exact phrasing of independence had not been agreed), followed 
by a declaration from the Kosovar authorities. NATO had 
already agreed on PfP for Serbia and the EU should push for 
restarting SAA - with a conditional clause in the event of 
noncompliance with ICTY. Mirachian agreed that Russia would 
take a tough negotiating position but thought that in the end 

it would probably agree to abstain if the scope of the 

resolution were limited. She believed that Russia would 
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accept the delinking of Kosovo from Serbia but that it saw 
independence as a separate issue to be addressed in the 
future. Russia would not approve any resolution opposed by 
Belgrade, so Italy and the rest of the Quint should work to 
get Serbia on board. She believed that Russia would 
eventually agree to move the international administration 
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from the UN to the EU. In the end, a resolution that had the 
support of the U.S., EU and Russia would provide the most 
stability. The EU was united in its belief that Kosovo would 
not be a tradeoff for Georgia and that the path for the 
Balkans was through EU integration. (Mirachian confirmed 
Italy\'s desire to join the Friends of Georgia group in NY.) 
She worried, however, that enlargement fatigue and absorption 
capacity could be an obstacle. The EU needed to make a 
decision on recognition but believed that an SAA agreement, 
on which there was already consensus, could serve as a de 
facto recognition or pave the way for recognition. She 
added, however, that neither the EU nor Italy had decided 
concretely on how to proceed on recognition. In the 
meantime, the Kosovar authorities needed to be very careful 
on any public declarations immediately after the UNSCR. 


4. (C) On administration, Mirachian said that the UN with its 
4,000 personnel had been ineffective and worried that an EUSR 
office with 1,000-1,500 would not be as effective as 

necessary. Additionally, 500 million Euros, the yearly cost 

of the administration estimated by the GOI could prove a 

heavy burden on the EU. Nevertheless, the GOI was committed 
to ensuring that a Kosovar administration was being pushed on 
standards and would work to making the judicial pillar 
successful to avoid any possible spillover effects of 

political or criminal instability - something the GOI 

believes is already happening. Mirachian added that the new 
administration should be extended to ensure U.S. 

participation. 


Cautioning Against UN Committee\'s Planned Mideast Conference 


5. (C) Warlick thanked Middle East Department officials for 
ItalyVs its leadership on Lebanon. Incoming Gen. Graziano 
would need to play a political role in addition to his 

military duties. Vice Director General for the Middle East 

and Mediterranean Luca Del Balzo noted that there was a 
window of opportunity on Lebanon and the Middle East Peace 
Process, but worried about the internal situation in Lebanon. 
Warlick and Del Balzo agreed the Paris Conference was 
successful both financially and in showing the international 
community\'s support for the Siniora government. Forward 
movement on the tribunal in the UNSC was important and Italy 
was working with the Arab League on the issue. Warlick told 
Del Balzo and BMENA Coordinator Sergio Scarantino that the 
U.S. was prepared to work for progress on the Middle East 
through the Quartet and at the UN. While the U.S. and Israel 
were often isolated amid the posturing at UNGA, any actions 
in the UNSC need to be focused on pragmatic results. 
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Unfortunately, the Qataris so far had been using the UNSC 
forum mainly to score political points. The U.S. would look 
to Italy to help prevent Qatar from playing an unhelpful role. 


6. (C) Per reftel, Warlick then urged that the GOI reconsider 

its support for a conference planned in Rome March 22-23 by 
the UN Committee on the Exercise of the Inalienable Rights of 
the Palestinian People (CEIRPP). He said that, while we 
appreciated Italy\'s good intentions, this meeting would be 
particularly unhelpful at a time when there are promising 

efforts to renew discussions on the Middle East, including 

the February 2 Quartet meeting in Washington and a later 
planned trilateral meeting with Secretary Rice, PM Olmert and 
PA President Abbas. The U.S. had long opposed the Committee 
on the Exercise of the Inalienable Rights of the Palestinian 
People (CEIRPP) and tried to eliminate its funding. Long 
experience with this committee suggested the conference would 
become a forum for one-sided criticism of Israel and hinder, 

not help, efforts to improve the international environment 

and move the parties towards negotiations. Once the 
conference was launched it would be out of GOI hands. But 
Italy would be identified with it, and this was significant, 
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given Italy\'s high profile as a UNSC member. 


7. (C) Scarantino replied that, in that case, the U.S. should 

help Italy get good Israeli representation at the meeting. 

He was well aware of our views, based on reports from the 
Italian Embassy in Washington. But there was a continuing 
need for dialogue between Israelis and Palestinians and the 

idea for the Rome CEIRPP conference had begun with a request 
from Palestinian Permanent Observer Mansur -- whom Scarantino 
considered more moderate than his predecessor. The GOI 
understood the risks, and wished to avoid anti-Israel 

polemics, but it thought this could be done. Scarantino 

cited the Bethlehem 2000 conference, also organized by the 
CEIRPP and GOl, as a precedent. He felt the Bethlehem 
conference had been successful, with a consensus approach and 
a constructive final document. So Italy was not as convinced 

as the United States that the Rome meeting would be a 

failure. The March 22-23 meeting would take place after the 
Quartet meeting and perhaps could be a celebration if the 
Quartet session went well. If not, well, Abu Mazen and 

Olmert would likely want to move forward in any case. And it 
was important to help Abu Mazen show some political gains. 
Scarantino repeated that the GOI sought language on a meeting 
text that was free of recriminations and was not polemical, 

but rather contained parameters for peace, including roadmap 
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language. 


8. (C) Pol M/C then reinforced Warlick\'s message by telling 
Scarantino that we wished to be very clear: The Washington 
view was that nothing good could come of an event in Rome 
sponsored by the CEIRPP. This was not the way to help Abu 
Mazen. The record suggested that the meeting would likely be 
focused on Israel-bashing and propaganda point-scoring. We 
understood well that the Middle East was a top priority issue 
for the GOI; indeed, it was for the USG as well. And we 
appreciated Italy\'s leadership and help, especially in 
Lebanon. But this event would do nothing to advance the 
cause of peace, quite the contrary. The conference would 
thus be seen with displeasure in Washington. Scarantino said 
we had been abundantly clear on USG views, but Italy had a 
different view. 


Iraq and Iran: Need to Maintain Cooperation 


9. (C) Warlick expressed appreciation for Italy\'s continued 
engagement in Iraq and highlighted the importance of a robust 
UN presence and engagement. He asked Italy to consider 
contributing to the middle ring security Distinct Entity 

Trust to allow a greater UN presence on the ground. Del 
Balzo agreed the role of the UN was essential but said (after 
checking with Italian Iraq envoy De Martino) that Italy had 

no resources for this; nevertheless, he would pass on the USG 
request. On Iran and Resolution 1737, Warlick asked for 
Italy\'s thoughts on the way to proceed after the 
UNSCR-mandated 60 days expire. Del Balzo noted that a UNSCR 
could be very costly to Italy, but that it must be 

implemented. The international community should wait for the 
60 days and then see where to go, he said. Italy would 
consider another resolution, perhaps with additional 

sanctions, Del Balzo added, but it was important to look at 
what we wanted to do in the longer term. Warlick said we 
were willing to talk, but only after Iran stops enrichment 

comes into compliance with the NPT and UNSCR. We would keep 
coming back to Iran in the sanctions committee and beyond. 
PolMinCouns noted that financial pressure was key and Italy 
could play an important role. Warlick and Del Balzo agreed 
that UNSC consensus was important; a coalition of the willing 
would not have the same impact, but it could not be excluded. 


Somalia: Give the TFG Space for Progress 


10. (C) Warlick told Deputy Director General for Political 
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Affairs Giacomo Sanfelice that the international community 
has to make some decisions on Somalia. The U.S. sees three 
phases. The first is the resolution on the IGASOM force. 
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The U.S. is working to ensure two battalions from Uganda can 
deploy. The U.S. knows that this is an essential immediate 
step, but it is not sufficient to provide longer-term 

stability for the Transitional Federal Government. The U.S. 
will assist with logistical support. The second phase is the 
deployment of an African Union force at the TFG\'s request. 
This should be done quickly. The UK is drafting a 

resolution, which could be ready within the week, on an AU 
deployment and will include an exemption to the arms embargo. 
The U.S. will propose language to deploy a joint UN/AU 
technical assessment mission to provide recommendations on 
peacekeeping and reconstruction options. Based on the 
precedent of the IGASOM resolution, the U.S. does not expect 
opposition to the resolution. The third phase is the 
deployment of a UN peacekeeping force in Somalia. The U.S. 
hopes to see the TFG gain ground and reach out to moderate 
ICU members and civil society. The U.S. plans to contribute 
financially to the AU force and was glad the EU could 
contribute 15 million Euros but was concerned that EU 
assistance was conditioned on TFG actions. Warlick asked the 
Italians to work within the EU to remove conditionality. 


11. (C) San Felice stated that Italy was prepared to 
contribute resources. D\'Alema had called on the EU to 
provide rapid assistance and had even volunteered to host a 
donors\' conference (an offer subsequently repeated by PM 
Prodi at the Addis Ababa AU meeting). Italy was concerned 
that Somalia could become a terrorist haven and the 
humanitarian situation could deteriorate. Nevertheless, 

Italy would like to see the deployment of international 

forces accompanied by an enhancement of the international 
dialogue process. The TFG has to show willingness to engage 
with all elements of society. Italy will be looking for 

positive signals at the AU Summit in Addis Ababa. 


North Korea and Sudan: Making Sanctions Work 


12. (C) Warlick said that Italy\'s chairmanship of the DPRK 

and Sudan sanctions committees was important. The DPRK panel 
had been chaired by Slovakia, which had come in for criticism 

by Russia. In reality, Russia and China wanted to stall 

activity. The US had demarched Russia on its unhelpful 
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tactics to prevent Slovakia from continuing as chair. So 

Italy should be prepared, show resolve, and send a message on 
sanctions. The DPRK resolution committee was already having 
an impact on Six Party Talks. San Felice said they were in 
touch with the Slovaks and recognize the difficulties. 
Nevertheless, Italy is committed to achieving results. The 

fact that the committee decisions are based on consensus 
could be a problem, however. On Sudan, Warlick said the US 
wants to deploy elements of the UN heavy package to test 
President Bashir\'s sincerity. In Chad, the U.S. is prepared 

to support a peacekeeping mission. President Bush asked Ban 
Ki-Moon to take a personal role in Sudan. San Felice pledged 
support on Sudan. 


Other Remaining UN Issues: Ethiopia, HRC, Reform 


13. (C) On Ethiopia-Eritrea, San Felice said the UNMEE 
mandate renewal needs to determine the size of the force. 
Italy wants the force to remain at its current size. 

Warlick said the US was prepared to argue for a ceiling that 
would allow forces to be drawn down with the ability to 

return if necessary without additional UNSC action. The U.S. 
wanted to see the force go from 2,300 to 1.700. 


14. (C) Warlick stated that the Secretary has not decided 
whether the U.S. would run for the Human Rights Council. The 
U.S. was discouraged by the performance of the HRC because it 
hadn\'t shown that it could address country-specific issues. 
Three out of four special sessions have been on Israel. The 

US hasn\'t completely given up on the HRC and if it doesn\'t 

run, it would likely stay engaged as an observer. The U.S. 

would like to see a special session on Burma. The U.S. is 
frustrated that the most egregious human rights violators 
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cannot be held accountable by the UN. San Felice said Italy 

was also discouraged by the HRC\'s work, but Italy would 
continue to try to make it work and would advance its 

candidacy. On reform issues more generally, he agreed that 
there was a need to break the G77 and NAM paradigm, but Italy 
was encouraged by the Peacebuilding Commission and countries 
needed to continue to push on reform. 


Comment 
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15. (C) The Italians clearly appreciated this consultation 

and the opportunity to hear U.S. views across the board on 
the many issues they will be grappling with as a new 
non-permanent UNSC member. Several key senior MFA officials 
indicated interest in follow-up meetings in Washington, a 
prospect Warlick welcomed. This is a government that has a 
thin governing majority, and a small, but influential far 

left component in its ruling coalition. Moreover, the 

foreign minister is inclined to deus-ex-machina political 
interventions on selected issues. To manage this, it is 
extremely useful to have periodic senior-level exchanges like 
this one, not only to convey U.S. views and drill deeply with 
Italian subject experts, but also to ensure effective 
coordination on Kosovo, Russia, Iran, the Middle East, 
Africa, Afghanistan, North Korea, and UN reform as ltaly 
settles into its UNSC seat for the next two years. 


16. (C) PDAS Warlick has cleared this cable. 
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REF: A/ 06 Paris 7584 B/ 06 London 8229 


Classified by Econ M/C Thomas J. White, reasons 1.4 (b), (d) and 
(e). 


1. (C) Summary: With French elections ahead in spring 2007, 
issues associated with globalization risk becoming increasingly 
politicized. On international trade and domestic reform issues, 
we will see both the left and the right try to out-protectionist 

the other in defense of French values and traditions (read 
farmers), against the threat of Anglo-Saxon liberalism and 
American-led globalization. The debate on these issues during 
the campaign could have significant consequences for France\'s 
economic partners. In the run-up to France\'s April/May 
elections, we should not shy away from pushing forward our 
liberalization and development objectives, but we also should 
not expect free market logic from France\'s competing 
politicians. Our arguments linking open markets, trade and 
economic growth/development will have the most resonance in this 
politically-charged season. End Summary. 


Populism and Trade 

2. (C) Despite the reality that over 60 percent of French GDP 
is tied to foreign trade and investment, there exists a strong 
current of popular sentiment which continues to oppose 
globalization, seeing it as a threat to the traditional (now 
almost mythical) French way of life. This populism takes many 
forms, from Jose Bove ripping up fields of biotech corn, to 
measures to limit the number of American films in the cinemas, 
to attempts to carve out exceptions from international rules 
under the guise of cultural diversity. Nascent GOF efforts to 
improve the French public\'s economic literacy have yet to pay 
dividends on attitudes towards international trade. Business 
groups, such as MEDEF, have taken a relatively low profile on 
trade and related issues. French diplomats frequently seek to 
enforce tight negotiating mandates that frustrate any effort of 
the European Commission to go beyond what has been agreed to by 
Paris - particularly with respect to trade. 


3. (C) The conundrum for France and its partners is that this 
populist stance, which is catered to by all parts of the 

political spectrum, results oftentimes in efforts to reject, 

delay or otherwise stymie the trade liberalization from which 
France\'s trade-dependent economy clearly benefits. This dynamic 
is not uniquely French. But France\'s political elite has sought 

over the years to develop a framework to explain and defend this 
contradiction, rather than explain the benefits of freer trade 

and open markets, As a result France is often at the forefront - 
irritatingly so - in high-profile efforts to wrap what are 
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largely protectionist policies in the guise of an alternative to 

the perceived crassness of the American model and the negative 
impact of globalization. 


Economic Patriotism 

4. (C) Prime Minister de Villepin has personally identified 
himself with the notion of French economic patriotism,\" a 
concept that roughly translates into defending a few select 
sectors and national champions," large, usually previously, 
partially or wholly state-owned firms (think Airbus, Areva, EDF, 
etc,) that play a leading role in France\'s economy. The French 
government remains determined to do all that it can do to assist 
such companies globally, even when such assistance contravenes 
EU directives on competition. It is equally ready to play a 

role in fending off foreign take-over efforts in such 

\"sensitive\" sectors. France\'s blocking of the proposed 
Suez-ENEL merger, Mittal\'s bid to absorb Arcelor, and the 
rejection of a falsely-rumored takeover of Danone by Pepsi are 
recent examples. 


5. (C) Dominique Moisi, senior advisor at France\'s Institute 
for International Relations, in a 2006 Financial Times article, 
noted that, in the past, governments blamed Brussels for 
unpopular but necessary reforms. Today, France continues to 
bash Brussels but seemingly prefers to use patriotic logic to 
try to thwart EU or international objectives and commitments. 
In other words, France will willingly stand up to and pointedly 
criticize the EC (or the U.S.) and articulate its \"principled\" 
position, but will not necessarily fully apply these same 
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principles in Paris. 


Trade and the Environment 

6. (C) Reftels provide a more elaborated review of the emerging 
nexus of trade and environmental issues which are likely to be 
the focus of future irritants in the U.S.-EU relationship. 

French PM de Villepin recently broached the idea of a carbon tax 
for goods from countries not party to Kyoto-like mandatory gas 
emission controls in the post-2012 period. In late January 

2007, France hosted the UN Intergovernmental Panel on Climate 
Change. President Chirac reiterated France\'s support February 1 
for a new United Nations Environment Organization and warned 
that a carbon tax on non-Kyoto signatories (e.g. the U.S) \"was 
inevitable\" if they did not join the Kyoto process. Emission and 
congestion taxes for transport are also being considered in 
France and elsewhere in Europe. That the UK is placing 
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increasing emphasis on the environmental dimension of public 
policies is likely to encourage French steps in this direction. 

A race to see who is more \"green\" than the other could lead to 
real and new difficulties for U.S. business as France and its 
partners look for creative ways to use protective measures to 
mitigate the impact on domestic industry. We agree with 
Embassy London (ref B) that the nexus of these issues has the 
potential to put new strains on political and economic 
relationships and significantly test the institutions that 

govern trade and investment flows. 


Agriculture and Trade 

7. (C) While environment and trade may be an emerging concern, 
agriculture remains the fundamental issue for the French. 
Despite the fact that agriculture accounts for less than two 
percent of GDP, France retains a self-image of a pastoral land 
of small villages and family farms. While Paris may be the 
center of the nation, the French continue to be exceptionally 
proud of their rural tradition. Thus, disputes over 

agricultural trade are more than just economic debates, as they 
involve French culture, history and pride (fear over an 

inability to compete with low-cost producers like Brazil also 
weighs heavily). Populist themes of anti-globalization and 
economic patriotism merge with concern over agriculture to 
create a political environment inimical to reform. Attempts to 
implement real change (such as acceptance of GMO crops for 
example), particularly if due to pressure from Brussels or 
elsewhere, are always difficult in France but are seen as 
particularly damaging if they affect the \"excellence and 
uniqueness\" of French agriculture and the \"lifestyle\" it 
embodies. 


Cultural Diversity 

8. (C) The French attitude toward safeguarding French and 
Francophone identity and the importance of the protection of 
cultural diversity is well-documented. France was a leading 
proponent of the Cultural Diversity Convention at UNESCO. It 
has sought to place quotas on the quantity of English 
language-programming in France. It subsidizes efforts to 
broaden international recognition of the role of Francophonie. 
Such efforts are likely to continue to evolve in ways that blur 

the line between cultural and economic issues. The GOF has used 
the Francophonie to rally support to proposals ranging from data 
privacy, to trade in educational services. The French are avid 
consumers of American culture, but political support for 
measures pitched as protecting French culture cuts across party 
lines. Regardless of the outcome of the presidential election 

we do not expect this to change. 
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LVException Francaise 

10. (C) French officials often resort to the argument that 

there is a French exception - the idea that, at least for 

certain \"sensitive\" domains, special rules apply for France. 

But France also makes the case that it simply gives voice to 
opinions that others share. lt claims support from 20 EU member 
states on refusing to go further on CAP reform, it sees 
vindication for its efforts on cultural diversity in the near 
unanimous adoption of the Cultural Diversity Convention. While 
presidential candidate Nicolas Sarkozy has spoken of a break 
with French exceptionalism, even a Sarkozy victory would be 
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unlikely to result in a break on issues so wrapped up with the 
French identity. The politics of globalization will 

continue to loom large in France. The upcoming elections could 
give voice to what is already a strong populist sentiment that 
almost instinctively opposes the opening of markets. The GOF 
will feel pressure to keep the Trade Commissioner on a tight 
leash as efforts to restart the Doha Round move forward. 


Advancing the U.S. Agenda 

11. (C) With respect to the wider debate on trade 

liberalization and related Doha objectives, the common wisdom is 
that the upcoming French elections means Doha is dead and no 
progress is possible. However, this epitaph may be premature. 
The debate on the pros and cons of globalization is certainly 

far from over. If we are effective in focusing opinion on the 

need for global economic development, then there may still be 
some life yet in the Doha process. Highlighting U.S. 

willingness to move forward on a development round that balances 
benefits and effective advocacy on the importance of the 2007 
U.S. Farm Bill and renewal of Trade Promotion Authority could 
help to refocus attention on the need for substantial changes to 

EU agricultural policy, the need for better IPR protection and 

the importance of regulatory reform. France will not like it 

but the period up to its Presidential elections could be an 
opportune moment to engage with other European nations (building 
on German Chancellor Merkel\'s recent efforts for example) as 
well as with the Commission (pushing Mandelson) and key trading 
partners to do more to open global markets. 
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E.O. 12958: DECL: 02/01/2017 
TAGS: MTCRE, PARM, PREL, MNUC, KSCA, TSPA, ETTC, IT 
SUBJECT: ITALY UNABLE TO FILL MTCR CHAIRMANSHIP FOR 2007-08 


REF: A. ROME 175 
B. 2006 STATE 203458 
Classified By: Acting Ecmin Kathleen Reddy for Reasons 1.4 (b) and (d) 


1. (C) Acting Ecmin spoke February 1 with Carlo Tripepi, 
Director of the MFA office responsible for Missile Technology 
Control Regime (MTCR) issues, regarding GOI willingness to 
serve as MTCR Chair for 2007-08. According to Tripepi, Italy 
is not in a position to serve as MTCR Chair because budget 
cuts atthe MFA have led to shortages of personnel and 
financial resources. Tripepi estimated that filling the MTCR 
Chairman\'s position for a year would cost 200,000 euros and 
require a full-time staff of three. Tripepi speculated that 

if the MFA had the money and personnel to spare, they would 
likely be used to meet other priorities. (Note: As reported 

ref A, the MFA is having difficulties meeting the staffing 
challenges created by Italy\'s rotation onto the UNSC. End 
note.) 


2. (C) Tripepi noted that Italy previously served as MTCR 
Chair in 1987, and said Italy might be in a better position 
to Chair the MTCR in 2008-09. 
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SIPDIS 


NOFORN 
SIPDIS 


E.O. 12958: DECL: 02/01/2027 

TAGS: PREL, MARR, MOPS, PTER, IZ, TU 

SUBJECT: TURKEY/IRAQ: SPECIFIC ISSUES RAISED DURING 
SPECIAL ENVOY RALSTON\'S VISIT TO ANKARA 


Classified By: AMBASSADOR ROSS WILSON FOR REASONS 1.4 (B,D). 
1. (U) Action Request at para. 4. 


2. (S/NF) In the context of January 30-31 talks in Ankara on 
countering PKK terrorism from northern Iraq, Turkish anti-PKK 
envoy Edip Baser raised several specific allegations 

concerning U.S. activities in Iraq in a private meeting with 

U.S. Special Envoy Ralston and Ambassador. He requested U.S. 
officials investigate these issues and respond to the GOT. 

These allegations include: 


-- Turkish officials claim they have evidence U.S. military 
authorities met in December 2006 with PKK leader Murat 
Karayilan at Shivadiza (as heard) in northern Iraq. U.S. 
military personnel reportedly discussed a two-month training 
course for 300 PKK terrorists who could be used as an 
\"emergency force.\" Training was to start January 15 at four 
camps in the area. Baser admitted the report was not 
confirmed. 


-- Baser said Turkey believes a U.S. military team visited 
offices of the Kurdistan Free Life Party (a PKK front party) 
on December 22 in Beradalan (as heard), northern Iraq, and 
provided weapons, clothing, money and unspecified other 
material to party officials. He admitted that this 

information was unconfirmed as well. 


-- Between November 22, 2006 and January 23, 2007, Turkish 
authorities in the Turkey-Iraq border area reported 286 
\"flights\" of unidentified aircraft, possibly UAVs, 

originating in Iraq and crossing deep into Turkish airspace. 
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The unidentified aircraft reportedly flew at 22 thousand 

meters (sic) and maneuvered in unusual ways. The Turks were 
unable to pick them up on radar; only visual sightings were 
made. Ambassador told Baser that we have repeatedly raised 
the issue of UAV flights with relevant USG agencies and have 
been assured they are not ours. (Note: We believe that 286 
refers to a claimed number of sightings, not individual 

flights. Turkish military officials receive the daily 

Coalition Air Tasking Order (ATO) in order to give the 

Turkish air force better visibility over Coalition aircraft 
operating near the Turkish border in northern Iraq. End Note.) 


-- Baser asked if the U.S. is building a military base at 
Karadaga near Suleymaniye in northern Iraq. 


3. (S/NF) Comment. The fact that Baser raised these 
allegations with General Ralston suggests that, justifiably 
or not, Turkish officials see a connection between them and 
PKK terrorism coming from northern Iraq. End Comment. 


4. (C) Action Request. Post requests guidance on how to 
respond to the above allegations. Post recommends that CJCS 
be prepared to respond should CHOD Buyukanit raise them 
during his February 11-17 visit to Washington. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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E.O. 12958: DECL: 01/31/2017 
TAGS: PGOV, PREL, ECON, PHUM, VE 


Column 3 
SUBJECT: NATIONAL ASSEMBLY HANDS CHAVEZ BROAD LEGISLATIVE 
POWERS 


REF: A. CARACAS 000139 
B. CARACAS 000109 


CARACAS 00000219 001.2 OF 003 


Classified By: POLITICAL COUNSELOR ROBERT DOWNES, 
REASONS 1.4 (B) AND (D) 


1. (C) Summary. The National Assembly (NA) gave final 
approval January 31 to an omnibus Enabling Law that provides 
President Chavez with broad authority to issue executive 
decrees over the next 18 months in eleven areas, including 
energy. President Chavez is expected to promulgate the 
measure within a few days; executive decrees issued under the 
measure will have the full force of law and be subject only 

to the requirement of being published in the national gazette 

to be effective. Chavez refers to the Enabling Law as the 
\"first motor" of his \"socialist\" revolution. According to 
pro-Chavez legislators, the Venezuelan President will use 

this legislative authority to usher in significant changes to 
VenezuelaWs economic, financial, educational, health and 
police systems. Opposition leaders are sharply criticizing 

the Enabling Law as a \"blank check,\" but with no votes in the 
legislature and few independent judges remaining in the 
judiciary, the opposition is essentially powerless to stop 

the Venezuelan President\'s concentration of even more 
authority in his hands. End Summary. 


2. (U) The National Assembly unanimously passed an Enabling 
Law in an extraordinary January 31 session that gives 
President Chavez legal authority to issue executive decrees 

in eleven substantive areas over the next 18 months. These 
decrees will have the full force of law, and not be subject 

to any NA action or review. To symbolize the BRV\'s intention 
to convey \"power to the people," the Assembly passed the 
measure outside the National Assembly building under canvas 
canopies placed in nearby Bolivar Square. National Assembly 
President Cilia Flores invited selected, red-shirted 

\"people\'s\" representatives to speak in favor of as well as to 
sign the law, along with the pro-Chavez legislators. 


3. (SBU) Under normal procedures bills, including the 
enabling law, must be read and approved two times by the 
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National Assembly before being forwarded to the executive 
branch for approval. The executive branch can promulgate the 
bill as law in the national gazette (Federal 
Register-equivalent) or send it back to the National Assembly 
for modifications. President Chavez is expected to publish 
and make official the Enabling Law within the next few days. 
The National Assembly made only a few modifications to the 
first draft of the Enabling Law that it approved on January 

18, but \"delayed\" its final approval until January 31 to 

allow for more time to consult" with the people." 


4. (SBU) The legislature added energy to the 10 broad areas 
in which Chavez will have the authority to issue decree-laws. 
Specifically, the National Assembly provided the executive 
branch with broad authority to make changes to: 

--- the administration of energy resources; 

--- tax collection; 

--- government sanctions; 

--- security measures; 

--- the distribution and transportation system of 
hydrocarbons; and, 

--- the investment of oil and gas revenues. 

The new Enabling Law also gives the executive branch the 
authority to dictate new norms to take direct or indirect 
control of projects in the oil-producing Faja region, 

including the up-graders, through mixed or state-owned 
companies. Similarly, the executive branch can now issue 
wide-ranging decrees affecting the electricity sector. 


5. (C) With broad powers to legislate now in ChavezY hands, 

it is not clear what the National Assembly will occupy itself 

with. MVR Deputy and Foreign Relations Committee Chairman 
Saul Ortega told PolCouns January 31 that the National 
Assembly would still have work to do on some 40 pending 

bills. He specifically mentioned that he expected the 

National Assembly would pass the controversial International 
Cooperation Law that would give the BRV broad authority to 
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regulate and restrict international support for Venezuelan 
NGO\'s. 


6. (C) Asked recently by the local media prior to the final 
passage of the Enabling Law as to what types of executive 
decrees she expected President Chavez to issue, National 
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Assembly President Cilia Flores said that would depend 
entirely on the executive branch. Although MVR Deputy 
Calixto Ortega told PolCouns January 25 that he was still 
unsure whether Chavez would issue an executive decree on 
police reform or whether the National Assembly would continue 
to work on passage of his draft National Police Reform law, 
MVR Deputy Saul Ortega subsequently indicated the police 
would be dealt with by a decree-law (septel). MVR Deputy 
Francisco Torrealba told poloff January 23 that the BRV would 
prioritize changing the education system via executive 

decree, as well as institute significant changes in the 

financial system and the health sector. 


7. (U) National Assembly member Carlos Escarra, a member of 
Chavez! constitutional change commission (the third motor of 
Chavez! \"socialist\" revolution), told the crowd in Bolivar 
Square January 31 that the executive branch would issue 
executive decrees in two stages. He expected the first batch 

of unspecified decrees to be issued over the next six months 
starting in March to be based on the 1999 Constitution. He 
said a second batch would be issued after changes are made to 
the Venezuelan constitution. Vice President Jorge Rodriguez 
told the National Assembly and \"people\'s representatives\" 
that the goal of the decrees is to install a \"dictatorship of 
democracy forever.\" 


8. (SBU) Zulia Governor and former consensus opposition 
presidential candidate Manuel Rosales sharply criticized the 
Enabling Law January 29 in comments to the media. He accused 
the National Assembly members of abdicating their 
responsibilities and collecting salaries without having 

anything to do. Other opposition leaders have denounced the 
National Assembly for giving President Chavez a \"blank 

check.\" Teodoro Petkoff ran a front-page January 31 

editorial in \"Tal Cual" entitled \"Heil Hugo.\" 


9. (SBU) William Ledesma of the tiny Alianza Bravo Pueblo 
party and opposition legal expert Hernan Escarra (brother of 
NA Assembly Deputy Carlos Escarra) told the media and 
PolCouns that they would challenge the constitutionality of 
this Enabling Law in the judicial system. A group of former 
opposition parliamentarians (Democratic Parliamentarians 
Forum) filed papers at the Constitutional Court of the 
Supreme Tribunal January 31 asserting that the Enabling Law 
should be declared unconstitutional. No one in the 
opposition expects the Chavez-dominated courts to overturn 
the measure. 
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10. (C) The opposition boycotted the December 2005 
parliamentary elections and has no representation in the 
167-member unicameral parliament. Opposition criticism 
through the media appears to have had little impact on 
discussion of the measure. At most, it may have helped 
persuade the BRV to postpone passage of the measure by one 
week and to incorporate the \"popular consultation\" with 
pro-Chavez activists to try to generate greater legitimacy 

for the Enabling Law. A January 23 opposition march in 
Caracas to protest against ChavezY growing authoritarianism 
attracted about two hundred persons, according to opposition 
Baruta Mayor Henrique Capriles Radonski. 


11. (C) With a National Assembly composed of only pro-Chavez 
legislators, Chavez has not faced any meaningful opposition 

in parliament since the opposition boycotted the 2005 
December parliamentary elections. ChavezY assumption of 
legislative powers across a wide spectrum of potential areas 
represents the BRV\'s abandonment of even any pretense of 
domestic separation of powers or tolerance of even the bare 
minimum of discussion and debate. The only real domestic 
brakes right now to Chavez imposing his radical \"socialist\" 
plan of government are the limits of the BRV\'s capacity to 
enact so many sweeping changes, so fast. We expect the BRV\'s 
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timelines to promulgate executive decrees, make significant 
changes to the constitution, as well as empower people\'s 
councils, restructure local governments, and promote 
socialism via \"popular education\" to slip. We do not expect, 
however, that Chavez will change or moderate the radical 
direction of his government, or that the opposition will be 

any position to make him do so. 
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SIPDIS 
SIPDIS 


DEPARTMENT FOR AF A/S FRAZER, AF S/E NATSIOS, AND AF/SPG 
NSC FOR PITTMAN AND SHORTLEY 
ADDIS ABABA FOR USAU 


E.O. 12958: DECL: 01/31/2017 
TAGS: PGOV, PREL, MOPS, AU-1, SU, CD, UN 
SUBJECT: DARFUR: COMMANDERS CONFERENCE IN FLUX 


REF: KHARTOUM 00116 
Classified By: P/E Chief E. Whitaker, Reason: Sections 1.4 (b) and (d) 


1. (C) The African Union Mission in Sudan (AMIS) again 
postponed the conference of Darfur Peace Agreement (DPA) 
non-signatory commanders in North Darfur to February 5 due to 
logistical problems in transporting the commanders to the 
event site, having already moved 24 commanders to North 
Darfur on January 29. According to the U.S. representative 

to the Cease-fire Commission (CFC) in El Fasher, there is no 
indication that an alleged January 30 Sudanese Armed Forces 
(SAF) bombing near Jebel Marra caused the postponement. 
However, SAF troop and Arab militia movements near the 
conference location, as well as mixed signals from the 
Sudanese government on security guarantees for the event, 
continue to complicate the situation. 


2. (C) The internal maneuvering of the commanders themselves 
also remains obtuse, and as reported reftel, which commanders 
attend the conference will determine its impact. At present, 
three outcomes could result from the conference, if it is 

held: 1) A new, unified rebel movement could emerge that 
would participate in a viable political dialogue with the 
Sudanese government; 2) A new, unified rebel movement in 
North Darfur could merge with rebel elements based in Chad 
and pursue a policy of regime change in Sudan, backed by 
funding from Chad; and 3) A new movement, composed of a 
handful of rebel commanders with limited support and 
resources, could meet in North Darfur and form yet another 
faction in the ongoing conflict with the Sudanese government. 


3. (C) Reports indicate that the fighters allied with Abdel 

Wahid Al-Nur, who number approximately 1500, and Ahmed Abdul 
Shafi, who number approximately 300, have tired of the 

ongoing conflict and stalled political process and plan to 

attend the conference. Given their lack of resources and 
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estranged political leadership, it is unlikely that this 

would result in a viable movement that could engage in 
substantive negotiation with the Sudanese government. Sudan 
Liberation Movement/Minni Minawi chief of staff Jumaa Hagar, 
however, is now in North Darfur and engaging in discussions 

to unite with these groups. Though suffering from the same 
lack of resources that has plagued SLM/Minawi since the 
signing of the DPA, Hagar still commands some public support. 
Recent first-hand Department of Defense (DoD) reporting 
noted that crowds numbering in the thousands greeted Hagar at 
various points as he moved from South Darfur to North Darfur 
for the discussions on the conference. His union with Abdel 
Wahid and Abdul Shafi\'s forces might energize a new movement 
in the short term, but it would not be sustainable due to the 
shortage of resources. 


4. (C) The \"swing vote\" in the plan for non-signatory 

unification will be Sudan Liberation Army (SLA)/G-19 
commander Adam Bakhit. There are indications that Bakhit has 
allied with the Justice and Equality Movement (JEM), led by 
Khalil Ibrahim; the Sudan Liberation Army led by Adam Ali 
Shoggar; and the Federal Democratic Alliance, led by Sharif 
Harir and Ahmed Ibrahim Diraig -- in an attempt to revitalize 

the now-defunct National Redemption Front (NRF). (Note: All 
of the above leaders are in Chad or along its border. End 

note.) The \"new NRF\" would be enhanced by Bakhit\'s 2500 
fighters, bringing the movement\'s approximate strength to 
3700, and benefit from significant Chadian financing. Though 
at present it is unclear whether Bakhit will attend the 

conference in North Darfur, he and other SLA/Unit-G-19 
leaders, such as Khamis Abdullah and Suleiman Marjan, may use 
it as an opportunity to entice other commanders and fighters 

to their new movement, with the promise of Chadian backing. 
Despite the numbers of fighters and resources, however, this 
\"new NRF\" would lack a Fur in its political leadership, which 
would limit its public appeal in Darfur. 


5. (C) Comment: Despite the logistical problems that AMIS 

has confronted in moving commanders to the North, it plans to 
continue the operation for the coming days. Some commanders 
within the SLA remain opposed to the machinations of Chad and 
its proxies. They may continue to resist the temptation of 
greater resources in exchange for the possibility of a 
constructive dialogue with the Sudanese government and may 
yet attract support from the SLA/Unity-G-19 in a cross-tribal 
alliance to pursue peace. We have urged the non-signatory 
commanders to make a public statement in support of peaceful 
dialogue with the Sudanese government at the beginning of the 
conference. Until the conference begins -- and the attendees 
make their intentions known in public -- it will be difficult 

for us to assess the state of the shifting rebel alliances. 
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End comment. 
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E.O. 12958: DECL: 02/01/2017 

TAGS: ETRD, ETTC, MTCRE, IR, EU, IT 

SUBJECT: EU CONSIDERING “EMBARGO PROHIBITING EXPORT OF 
MTCR AND NSG ITEMS TO IRAN 


Classified By: Acting Ecmin Kathleen Reddy for Reasons 1.4 (b) and (d) 


(S) In a meeting February 1 with Acting Ecmin, Carlo 
Tripepi, Director of the MFA office responsible for arms 
exports, said the EU is considering revisions to its export 
control legislation to block the export to Iran of all items 

listed on the Missile Technology Control Regime (MTCR) and 
Nuclear Supplier Group (NSG) lists. Tripepi said this 
\"embargo,\" which the GOI supports, will be \"stronger than the 
UN resolution\" and will apply to the export of MTCR- or 
NSG-listed items, regardless of their stated end use in Iran. 
According to Tripepi, current EU regulations only prohibit 

the export of MTCR- or NSG-listed items, when their export 
raises proliferation concerns. The revised law will close 

that loophole. 
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E.O. 12958: DECL: 01/31/2017 
TAGS: ETRD, EPET, PREL, TU, IZ 
SUBJECT: TURKEY-IRAQ: SOMO CRISIS ABATES, FOR NOW 


REF: A. STATE 12518 
B. ANKARA 174 


Classified By: DEP/ECON/C ANDY SNOW FOR REASONS 1.5 BAND D 


1.(C) SUMMARY: The trade crisis unleashed when SOMO advised 
Turkish fuel product suppliers seeking to renew 2006 

contracts to deal with the KRG (as opposed to the central 

GOI) seems to have abated. Contacts confirm press accounts 

that the GOI has assured the GOT that its suppliers should 
continue to deal with the central government and that SOMO 
intends to apply past agreements. SOMO has failed to 

implement past agreements and the current \"solution\" is 

another short term extension, so SOMO trade will continue to 

be problematic. End Summary. 


2. (C) On January 26 the Turkish Foreign Trade 
Undersecretariat (FTU) told us that SOMO trade stopped after 
Turkish fuel product suppliers received a letter advising 

them to make contact with the KRG for future business (REF 
B). (30-40 % of petroleum products imported by SOMO come 
from Turkey.) Trade Minister Tuzmen made combative 
statements, trumpeted in thepress, emphasizing that Turkey\'s 
interlocutor or this special transit business was Baghdad, 

not the KRG. There were reports in the press that Turkey 
might retaliate by stopping its electricity exports to Iraq. 


3. (C) On January 31, FTU informed us that high level 
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officials had communicated and resolved the issue by SOMO 
reaffirming that Baghdad was Turkey\'s interlocutor for this 
business and attesting to the validity of old agreements. 

The U.S. military liaison officer at the border reported good 
negotiations at the border customs meeting Jan. 31, with the 
expectation that some of the Turkish contracts would be 
extended through February. The press broadly reported the 
agreement and the solution to the crisis on February 1. Some 
press reports stated that SOMO extended Turkish companies\' 
contracts until February 18. 


4. (C) The crisis erupted amid frustrations about 

unsuccessful extension of short-term contracts with SOMO. We 
do not know all the details of the proximate problem or the 
supposed solution. It appears to be another short-term 

solution and at some point in February, problems will likely 
surface again. Although Turkish suppliers have persevered in 
seeking to do business, there is no lack of bad blood between 
the two sides, primarily from the long history of payment 
problems and smuggling investigations. Now, SOMO appears to 
be seeking to reduce its reliance on Turkey, as well as 

keeping its contracts on a short leash. 

5. (C) Comment Continued: Turkey is struggling with how to 
align its significant economic interdependence with northern 
Iraq with the poor GOT-KRG political relationship. The ill 

will is related to the PKK and Kirkuk issues, as well as 

concern that Iraqi Kurdistan will seek independence. Turkey 
would consider Kurdish independence as an existential threat, 
and worries that the Kurds, significant autonomy is a step 

in this direction. Negative rhetoric between Turkey and the 

Iraqi Kurds ) in particular from and directed at KRG 

President Masoud Barzani ) has added fuel to this fire. To 

have forced the GOT to make oil deals now with the KRG would 
have been extremely difficult. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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ZFR ZFR ZFR ZFR ZFR ZFR ZFR ZFR ZFR ZFR ZFR 
CANCEL AND DESTROY THIS MSG AND ALL 
ASSOCIATED MCN\'S. NEW MSG IS DAKAR MRN 269 
WITH DTG P 021118Z FEB 07. 
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P 011644Z FEB 07 

FM AMEMBASSY OSLO 

TO RUEHC/SECSTATE WASHDC PRIORITY 5142 

INFO RUCNMEM/EU MEMBER STATES COLLECTIVE PRIORITY 
RUEHAD/AMEMBASSY ABU DHABI PRIORITY 0091 
RUEHBJ/AMEMBASSY BEIJING PRIORITY 0742 
RUEHMO/AMEMBASSY MOSCOW PRIORITY 3935 
RUEHGA/AMCONSUL CALGARY PRIORITY 0003 
RUEHDE/AMCONSUL DUBAI PRIORITY 0017 

RUCNIRA/IRAN COLLECTIVE PRIORITY","UNCLAS OSLO 000098 


Column 3 
SIPDIS 
SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: ETTC, PREL, ENRG, EPET, IR, NO 
SUBJECT: IRAN SANCTIONS ACT DEMARCHE DELIVERED TO NORWAY 


REF: SECSTATE 10650 AND PREVIOUS 


1. (SBU) Deputy Pol/Econ Counselor delivered reftel points 
on Norsk Hydro\'s investment in Iran\'s Anaran oilfield on 
January 31 to Norsk Hydro Senior Vice-President Tor Steinum 
and on February 1 to Ministry of Foreign Affairs Energy 
Advisor Janne Julsrud. Hydro\'s Steinum affirmed that the 
company\'s contractual arrangements with the lranians called 
for delivery of a development plan for Anaran in April. He 
added that progress on the Anaran project was generally slow, 
but Hydro was still working to meet the April contractual 
deadline for finalizing the plan. There was a chance that 

this deadline could slip, but that would require Iranian 
consent. Steinum indicated that his colleague, Senior VP 
Torgeir Kydland, would be prepared to discuss the company\'s 
activities in Iran directly with Washington interlocutors 

when he visits later this month. (Note: Kydland is 

traveling until next week and was unavailable for the 

meeting. Probable timing for his trip to Washington is the 

last week of February. End note.) 


2. (SBU) MFA energy advisor Julsrud reiterated the GON 
position that it does not generally interfere in the 

commercial activities of state-owned or controlled companies, 
but added that the GON maintains an active dialogue with 
Hydro on a range of matters, Iran included. She indicated 
that the GON has advised the company of the risks of doing 
business in Iran. 


3. (SBU) Neither Steinum nor Julsrud could predict how the 
proposed Statoil-Hydro merger might affect Norwegian 
petroleum investments in Iran. Steinum said that Hydro was 
carrying on business as usual until the merger is approved 
and finalized, but he thought that Hydro\'s ongoing projects 
in Iran would be absorbed into the new company. 
WHITNEY 
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ZNY CCCCC ZZH 

P 011645Z FEB 07 

FM AMEMBASSY ACCRA 

TO RUEHC/SECSTATE WASHDC PRIORITY 3561 
INFO RUEHZK/ECOWAS COLLECTIVE 
RUEAIIA/CIA WASHDC 

RHMFISS/CDR USEUCOM VAIHINGEN GE 
RHEHNSC/NSC WASHDC 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 02/01/2017 
TAGS: AORC, GH, PGOV, PREL 
SUBJECT: PRESIDENT KUFUOR AS AU CHAIR: A FIRST TAKE 


Classified By: PolChief Scott Ticknor for reasons 1.4 d and e. 


1. (C) Summary: Ghanaians view President John Kufuor\'s 
selection as AU chair as a recognition of the country's 
African leadership role, democratic credentials, and status 
as the first independent country on the continent. Kufuor 

will use his low-key, positive leadership style to tackle 
African conflicts and strengthen democracy. In Ghana\'s 
Jubilee year, he no doubt also hopes his new role will boost 
his party and his personal legacy. End summary. 


2. (U) Returning to Ghana on January 31 after being named 
AU Chair, President John Kufuor told the press he had been 
selected in recognition of Ghana\'s pioneering role in the 
independence struggle and its African leadership role. 
Foreign Minister Nana Akufo-Addo later told the press that 
the AU decision was based on four factors: Kufuor\'s 
performance as ECOWAS Chairman, his leadership in promoting 
human rights, good governance and self respect in Africa, 
Ghana\'s contribution to UN peacekeeping, and in honor of 
GhanaWs Golden Jubilee as the first independent African 
state. 


3. (C) Ina January 30 meeting with visiting AF/W Deputy 
Director and PolChief, Deputy Minister of Foreign Affairs 

Akwasi Osei-Adjei said as AU Chair Kufuor would reflect Wan 
African agenda\". He would champion democracy and would 
encourage African nations to accept NEPAD and its African 

Peer Review Mechanism. \"The old ways are over,\" Osei-Adjei 
stated, adding that Africa cannot afford one-party states and 
must build greater tolerance for differences. As AU Chair, 
Ghana would work to reduce conflicts, and promote peace and 
development in Africa, he said. When asked how the MFA would 
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manage its AU duties, in addition to UN Security Council 
responsibilities, Osei-Adjei responded that Ghana had a 
competent staff at the AU in Addis that could handle this. 


Comment 


4. (C) Secretary to the President Ambassador D.K. Osei told 
Ambassador February 1 that President Kufuor was feeling \"very 
good and very committed\" to his AU chairmanship, although it 
would be a lot more work for him. There is no doubt this 
selection is a big coup for Kufuor as he prepares to 

celebrate Ghana\'s 50th anniversary in March and as he shapes 
his legacy for the last two years of his presidency. While 
genuinely committed to promoting democracy and development in 
Africa, he also no doubt hopes this additional role will 

boost the ruling New Patriotic Party (NPP) and his position 

in the party in the run-up to 2008 presidential and 

parliamentary elections. His new role will also stretch his 
energies in a year which already includes many major national 
events, including the Jubilee, AGOA Forum, and AU summit in 
Accra. It remains to be seen how he well he -- and his 
sometimes organizationally weak government -- can juggle all 

of this. 


5. (C) Expectations are high in Ghana. As reported in 
Ghana\'s major newspaper The Graphic, a sampling of senior 
Ghanaian political observers identified the following to be 
KufuorYs main challenges as AU Chair: helping resolve 
conflicts in Darfur, Somalia, Guinea, and Cote d\'Ivoire, and 
helping strengthen and better integrate African economies. 
There is no shortage of challenges - as reported septels, 
Kufuor has already begun to engage on Guinea and Cote 
d\'Ivoire. We expect as AU Chair that Kufuor will assume a 
low-key, but positive leadership role, as he did as ECOWAS 
chair, drawing on input from key regional leaders on issues 
such as conflict mitigation and resolution. While 

recognizing national sovereignty, Kufuor will be an advocate 
for human rights, democracy, good governance and cooperation 
with international partners. 


BRIDGEWATER 
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FM AMEMBASSY THE HAGUE 

TO RUEHC/SECSTATE WASHDC PRIORITY 8069 

INFO RUCNMUC/EU CANDIDATE STATES COLLECTIVE 
RUCNMEM/EU MEMBER STATES COLLECTIVE 
RUEHKB/AMEMBASSY BAKU 0095 
RUEHDE/AMCONSUL DUBAI 0093 

RHEHNSC/NSC WASHDC 

RUEKJCS/SECDEF WASHDC 

RUEAIIA/CIA WASHDC 

RUEKJCS/DIA WASHDC""CONFIDENTIAL SECTION 01 OF 02 THE HAGUE 000194 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 02/01/2017 
TAGS: PHUM, EUN, KDEM, KPAO, PREL, IR, NL 
SUBJECT: DUTCH-FUNDED MEDIA PROGRAMS FACE IRANIAN HARASSMENT 


REF: A. THE HAGUE 184 


B. 06 THE HAGUE 2661 (NOTAL) 
C. 06 THE HAGUE 2634 (NOTAL) 


THE HAGUE 00000194 001.2 OF 002 


Classified By: Political Counselor Andrew J. Schofer; reasons 1.4 (b an 
dd). 


1. (SBU) Summary: Three participants in a Dutch-sponsored 
media diversity program were arrested Janaury 27, on their 
way to a training session in India. They were released the 
next day. Iranian authorities have reportedly filed charges 
and accused the Dutch government of acting as a conduit for 
U.S. funding. Twelve other participants were prevented from 
travelling to the training program. The incident follows 
similar problems in late 2006. So far, the Dutch reaction 

has been muted. End summary. 


Iranian participants in Dutch program arrested January 27 


2. (SBU) Dutch MFA Human Rights Policy Officer Sonja van der 
Meer confirmed that three participants in a Dutch-funded 

media training program were arrested January 27 as they 
attempted to depart for a training seesion in India. The 

three women - Mansoureh Shodjayi, Talaat Taghinia, and Farnaz 
Seyfi - are all, according to van der Meer, active women\'s 
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rights campaigners and have been involved in a signature 
campaign aimed at changing discriminatory legislation. Van 
der Meer said it was not clear to the Dutch MFA whether the 
women were detained as a result of their participation in the 
Dutch program or in the signature campaign. All three were 
released the next day. Charges have reportedly been filed, 
and the Dutch embassy in Tehran has been in touch with the 
women\'s lawyer. 


3. (SBU) The women were flying to India to participate in a 
training program organized by Sharhzad News, which is 
affiliated with Radio Netherlands (ref C). Twelve other 
participants in the program were prevented from boarding the 
same flight, according to van der Meer, but were not arrested 
or charged. 


4. (SBU) The incident was picked up by the Dutch national NRC 
Handelsblad (front page) and the BBC Monitoring Service on 
January 30. NRC Handelsblad quoted Iranian human rights 
lawyer Shirin Ebadi, who is representing the three women, as 
saying that the Iranian government accuses the Netherlands of 
acting as a conduit for U.S. funding. The charges against 

the women, according to the paper, include \"participating in 
workshops organized by anti-revolutionary forces.\" MFA\'s van 
der Meer could not confirm this aspect of the story but noted 
that the Iranians have previously objected to Dutch funding 

of U.S.-based Freedom House. 


Harassment of Dutch-funded programs not new 


5. (SBU) The January 27 arrests follow incidents in late 

2006, when participants in Dutch-funded programs also faced 
harassment and detention. On November 21, two journalists 
were detained after returning from a training program in the 
Netherlands. They were later released. On December 4, a 
Netherlands-based trainer participating in Press Now\'s 
training program was expelled from Iran (ref C). 


Official Dutch reaction restrained 


6. (C) Van der Meer told poloff that the Dutch government had 
not approached the GOI about the arrests. For now, said v/d 
Meer, the Dutch embassy in Tehran would maintain close 
contact with the women\'s lawyer, Shirin Ebadi. Raising the 
foreign profile of the case might not serve the women\'s 
interest, she continued, and the Dutch would probably rely 
heavily in this respect on Ebadi\'s advice. MFA Iran desk 
officer Loek ten Hagen informed post (ref B) that the GONL 
had also declined to raise the November and December 
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incidents with the GOI. In a December 7 meeting with Iranian 
Foreign Minister Mottaki (ref B), Dutch Foreign Minister Bot 
chose instead to raise the detention of Dutch-Iranian human 
rights activist (and former leader of the Ahwazi Liberation 
Organization) Faleh Abdullah al-Mansouri (ref B, update 
septel). 


Dutch sensitivity to association with U.S. programs 
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7. (C) Van der Meer and Deputy Head of the MFAYs Human Rights 
Division, Birgitta Tazelaar, have both made clear the MFA\'s 

desire to work - and be seen as working - independently of 

the U.S. They cite recipients\' discomfort with being 

associated with foreign funding, much less U.S. funding. Van 

der Meer opined that, if the charges against the three 

activists arrested January 27 included allegations that the 
Netherlands was acting as a conduit for U.S. money, the MFA 
\"would have to react.\" 

ARNALL 
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PP RUEHBC RUEHDE RUEHIHL RUEHKUK 

DE RUEHAK #0219/01 0321650 

ZNY SSSSS ZZH 

P 011650Z FEB 07 

FM AMEMBASSY ANKARA 

TO RUEHC/SECSTATE WASHDC PRIORITY 0806 

INFO RUCNRAQ/IRAQ COLLECTIVE PRIORITY 
RUEHGV/USMISSION GENEVA PRIORITY 1529 

RUEKDAI/DIA WASHDC PRIORITY 

RUEHAK/USDAO ANKARA TU PRIORITY 

RUEAIIA/CIA WASHDC PRIORITY 

RUEKJCS/SECDEF WASHDC//USDP:PDUSDP/ISA:EUR/ISA:NESA// PRIORITY 
RHEHAAA/NSC WASHDC PRIORITY 

RUEUITH/ODC ANKARA TU PRIORITY 

RUEKJCS/JOINT STAFF WASHDG//J-3/J-5// PRIORITY 
RUFOADA/JAC MOLESWORTH RAF MOLESWORTH UK PRIORITY 
RHMFISS/HQ USEUCOM VAIHINGEN GE PRIORITY 

RHMFISS/HQ USCENTCOM MACDILL AFB FL PRIORITY 
RHMFISS/425ABS IZMIR TU//CC// PRIORITY 

RHMFISS/39ABG INCIRLIK AB TU PRIORITY 

RUEPGAB/MNF-I C2X BAGHDAD IZ PRIORITY","S E C RE T SECTION 01 OF 05 ANKARA 000219 


SIPDIS 


SIPDIS 
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E.O. 12958: DECL: 01/31/2032 

TAGS: PTER, PREL, PREF, MOPS, TU, IZ 

SUBJECT: GOT REITERATES TO SPECIAL ENVOY RALSTON THE NEED 
FOR CONCRETE ACTION AGAINST PKK 


REF: 06 GENEVA 1385 
Classified By: Ambassador Wilson for reasons 1.4 (b) and (d). 


1. (S) Summary: Turkey is still waiting for concrete action 
against the PKK, GOT leaders and officials told visiting 
Special Envoy Ralston Jan. 30-31. Ralston\'s interlocutors 
acknowledged progress on the Makhmour refugee camp, but 
emphasized that they have higher priorities. The GOT agreed 
to work with us to identify several deliverables for a 

trilateral meeting with the Iraqis in the relatively near 

future. End summary. 


2. (C) FonMin Gul, CHOD Buyukanit (reported septel), 
counterpart Gen. (r) Baser, and Turkish MPs all told visiting 
Special Envoy for Countering the PKK Gen. (r) Joseph Ralston 
Jan. 30-31 that Turkey appreciates progress on closing the 
Makhmour refugee camp in northern Iraq, but is still waiting 
for concrete steps to deal with the PKK\'s presence in 
northern Iraq. Gul and Baser reminded Ralston of the great 
importance that the Turkish public places on addressing the 
issue, Baser adding that many remain skeptical that the 
special envoy process will succeed. Reading from prepared 
talking points, Baser criticized President Bush\'s Jan. 10 
speech on Iraq for calling out Syria and Iran on supporting 
terrorism in Iraq, but only referring indirectly to the PKK 

as an lraq-Turkey border issue. 


3. (S) Baser asserted that public opinion on the PKK issue 
has put both him and the GOT in a difficult position. He 

said the GOT retains the right to take action in the absence 

of evidence that the Iraqis will do so. But, he continued, 

the GOT has charged him with seeking solutions together with 
the U.S. and Iraq. The GOT will continue to factor in the 
effect unilateral Turkish action might have on Turkey\'s 
relationship with the U.S., Iraq, and the region. 


4. (S) Regarding the President's speech, Ralston explained 
that we wanted to send a positive signal to Turkey on the PKK 
issue, but as the American public neither knows nor 
understands the PKK issue, a direct reference to the group in 
the speech would have been confusing for the domestic 
audience. Indeed, Ralston confirmed that since he and Baser 
last met on Dec. 11, he has been able to focus the attention 
of the highest levels in the USG on the problem. 
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Makhmour: Real Progress 


5. (S) Ralston briefed both Gul and Baser on his Jan. 29 

visit to the Makhmour Camp. Ralston said he had been 
surprised by some of what he had seen: the camp is not 
isolated, but hard by Makhmour village; it is difficult to 
distinguish where the camp ends and the village begins. The 
buildings are not in excellent condition and have no running 
water, but the people are well-fed, clean, well-clothed, and 
appear unafraid. Ralston reported that the UN\'s census -- 
while not yet official -- showed that of the camp\'s 11,500 
residents, about 6,000 are children. Of the remaining 5,500, 

a large majority are women. Most men present in the camp are 
older. He emphasized how important it is to move to close 

the camp ASAP. The older children in the camp are a prime 
recruiting ground for the PKK, and only closing the camp will 
ensure that the PKK loses this pool of potential fighters. 

Turkey should move right away to sign the Tripartite 
Agreement with the GOI and UNHCR so the process can move 
forward. 


6. (S) The first steps have been accomplished, Ralston 
continued. The Jan. 17 ISF operation to search for weapons 
and ensure PKK elements were removed from the camp was a 
success. A company of U.S. soldiers monitored the operation 
and remain in place with the ISF battalion; the U.S. 

personnel told Ralston that the ISF has performed 
professionally. It is also important that this is the first 

action ISF have taken to deal with the PKK; it sets a 
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precedent for more. Ralston also briefed on his meeting with 
KRG President Barzani. Barzani pushed for Turkey to provide 
amnesty for PKK fighters; Ralston responded that this was not 
realistic. Ralston told Baser that he believes Barzani is 
coming to realize that the PKK is a liability for the KRG. 


7. (S) In the Baser meeting, MFA Director General for 
Security Affairs (S/CT-equivalent) Guven complained that 
under the terms of UNHCR\'s operation plan, Turkish officials 
were to be granted access to the camp following the expulsion 
of PKK elements. Thus, Guven went on, Turkey still has 
\"question marks\" about whether the civilian nature of the 
camp has indeed been restored. Baser added that there are 
intelligence reports indicating that the PKK-front Kurdistan 
Democratic Solutions Party still maintains an office in the 
camp. Ralston emphasized that the ISF, MNF-I, and UN were 
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satisfied that the camp has been cleared of terrorist 
elements, and that ISF will continue to surround the camp to 
ensure PKK elements do nat slip back in. 


8. (S) Baser underscored that the ISF search was a good step. 
He noted intelligence reports that Abdullah Ocalan may have 
instructed PKK fighters to leave the camp in advance of the 

ISF operation, but conceded that whatever the reason may have 
been for the absence of fighters in the camp, the important 
thing is that they are not there now. 


9. (C) Gul stated that the camp is not Turkey\'s top 
counter-PKK priority, but it is important. He understood the 
need to make progress on the Tripartite Agreement, but argued 
that Turkey must proceed carefully. Turkey will receive its 
citizens \"as agreed,\" but must also take steps to ensure they 
will be loyal citizens. Noting the census numbers, he 
wondered openly where the children\'s fathers might be. Gul 
also emphasized the importance of ensuring that the 

facilities in the camp will not be available for the PKK\'s 

use after it closes. Ralston responded that this is an lraqi 
decision, but given the camp\'s proximity to the village of 
Makhmour, perhaps the facilities could simply be turned over 
to the mayor there. 


The Search for Deliverables 


10. (S) The non-paper conveyed by the Turkish embassy in 
Washington to the Ralston on January 10 (full text in para. 

18) was reviewed during the Ralston-Baser meeting. EUR/SE 
Deputy Director Hunt reported that we have raised many of the 
items it identifies with GOI and KRG authorities. While they 
have shown a willingness to assist on some of them, many are 
simply not possible to accomplish. Hunt noted that an Iraqi 
court has ruled that the Kurdistan Democratic Solutions Party 
is a legal political party, and ordered that its offices be 

allowed to re-open. Unfortunately, the PKK has used this 
ruling to re-open many of the front offices that the Iraqis 

had shut down. 


11. (S) Despite these difficulties, Ralston suggested that 
Turkey and the U.S. move toward a trilateral discussion with 
the GOI. It would be useful first to have identified several 
items that we can be assured all three sides would agree to 
as concrete deliverables. He underscored the need to elicit 
concrete, verifiable actions from the Iraqis, and added that 
we well understand that a trilateral meeting that produces no 
result is worse than not having one at all. Gul and Baser 
agreed to this. 


Column 3 
Gul: Action Necessary 


12. (C) In his meeting with Ralston, FonMin Gul reiterated a 
number of the same points he made in their Oct. 12 meeting: 
While the GOT is still waiting for concrete results from the 
process, it views Ralston\'s appointment and subsequent work 
as a sign of U.S. determination to deal with the issue. He 
understood that while the PKK may be the GOT\'s number one 


ANKARA 00000219 003 OF 005 


issue, it is only one of \"thousands\" of issues the U.S. must 
deal with. The dramatic political reforms that have opened 
up Turkish society mean that the PKK has no basis for 
continuing its terrorist acts. GOT efforts to develop the 
southeast economically continue: In Diyarbakir province four 
years ago, only 150 villages had running water, while now 
over 1,000 do. 


13. (C) Gul understood that the GOI faces many significant 
challenges, but emphasized that Barzani and Talabani must 
understand that the PKK will be a threat to them as well. He 
said he cannot explain to the Turkish people that while Syria 
half-heartedly attempted to hide Ocalan\'s presence there in 
the 1990s, PKK leader Murat Karayilan is allowed to appear on 
Iraqi Kurdish television. 


Gul on Kirkuk: Message Received 


14. (S) Ralston requested Gul to cool GOT public rhetoric on 
the Kirkuk issue. He encouraged the GOT to express its 
concerns on this issue with the GOI in a private setting 

rather than through the press. We have observed that Turkish 
rhetoric has caused a backlash in Iraq. Gul responded that 

he understood that the PKK and Kirkuk are different issues, 
but that Turkish commentators and politicians tend to mix 
them. He agreed that recent rhetoric has been 
counterproductive, and he had warned people about this. Gul 
recited Turkey\'s concerns about Kirkuk at length. He 
asserted that Saddam eventually fell because he pursued 
\"maximalist\" policies, and worried that the Iraqi Kurds were 
pursuing the same maximalist approach vis-a-vis Kirkuk. 
These demands could expand the ongoing violence in Iraq from 
a sectarian basis to an ethnic one as well. A referendum on 

a territorial issue such as this is fine if 90% of the 

population agrees on a certain item. But if the vote is only 
55-60% in favor, this will force the losers to resist the 
outcome. Violence will follow. 
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15. (C) Despite its concerns, Gul continued, Turkey wants to 
do more for Iraq. Thousands of Turks work there, and Turkey 
is working to change its laws so it can export even more 
electricity to Iraq. The two nations need each other, but 

the PKK and Kirkuk issues get in the way of improving our 
relations. 


Kurdish MP Emphasizes Dialogue 


16. (C) Ralston also met with MPs Mehmet Dulger and Turhan 
Comez (ruling Justice and Development Party--AKP) as well as 
Onur Oymen and Esat Canan (opposition Republican People\'s 
Party--CHP). All except Canan followed the GOT\'s line of 
urging action ASAP against the PKK. Canan, a Kurd from the 
far southeastern province of Hakkari, emphasized the need for 
dialogue with the GOI and the KRG. Why, he asked, will 
Turkey invite Iranians and Syrians here, but not Iraqi 

President Talabani? He asserted that 20 years of military 
action against the PKK has not solved the problem, only 
dialogue will. 


17. (S) Comment: Ralston\'s meetings here moved the ball 
forward, but his conversations were testy and reconfirmed 
Turkish impatience on the PKK. Turkish officials 
acknowledged our progress -- in particular on Makhmour -- but 
still want to see direct action to deal with the PKK\'s 

continued presence in northern Iraq. The next steps are to 
finalize Makhmour\'s closure and to work out a small package 
of achievable deliverables that could come from a trilateral 
that should occur by late March. End comment. 


18. (S) Text of GOT non-paper of Jan. 10 on PKK (as received): 
BEGIN TEXT 
January 10, 2007 
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MEASURES TO BE ADOPTED TO COUNTER THE PKK/KONGRA-GEL 
ACTIVITIES IN NORTHERN IRAQ 


The PKK/KONGRA-GEL terrorists are deployed in northern Iraq. 
The terrorists reside in the camps that are located in 

northern Iraq and they supply their logistic needs, arms and 
ammunition, generate financial support and find the 

opportunity to do propaganda in this region without any 
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difficulties. The threat of terror against Turkey can not be 
eliminated unless PKK presence in northern Iraq is cut off. 


Turkey and the US have discussed the steps to be taken on 
this matter in two bilateral meetings as well as two 

trilateral meetings with the participation of Iraq, but 
achieved no results. 


The expectations of the Turkish public from the trilateral 
negotiations process have further increased especially after 
the level of this platform has been elevated. For this 

reason, if a new tour of trilateral meeting is going to be 

held, subsequently certain decisions must be taken with a 
view to implementing and sharing them with the public opinion. 


To this effect this list of Measures to be adopted to 
terminate PKK/KONGRA-GEL activities in northern Iraq was 
submitted to the US authorities on August 1, 2006. This list 
is still valid. 


The special Envoys who were appointed have already met four 
times and consulted with each other. 


We believe that in the period ahead, a trilateral meeting 
which could be held should result in a common understanding 
regarding the following measures at least as a first step: 


a) Declaration by the US and Iraqi Government to the 

effect that the PKK/KONGRA-GEL not only poses a threat to the 
future security of Iraq, but will also seriously jeopardize 

IraqVs bilateral relations with its neighbors as well as 

regional peace and stability and that all measures, including 
military ones, will be taken to eliminate this threat. 


b) Proclamation of the PKK/KONGRA-GEL as a terrorist 
organization by the Iraqi Government. 


c) Joint declaration defining the objective of the 
trilateral talks as \"terminating the terrorist activities and 
presence of the PKK/KONGRA-GEL in northern Iraq\". 


d) Avoiding a language by US and Iraqi authorities which 
excludes military measures while publicly referring to the 
steps that are considered to be taken against the 
PKK/KONGRA-GEL presence in Iraq. 


e) Conclusion of the draft Agreement on Combating Terrorism 
submitted to the Iraqi Government. 


f) Full implementation of the pledge made by President 
Talabani regarding the PKK. 
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Accordingly: 

i. The KDP and the PUK will issue a warning to the PKK 

calling on it to disarm itself immediately, 

ii. The PKK\'s ability to mobilize itself in northern Iraq 

will be curtailed, 

iii. Security forces will be deployed to the areas of PKK 

activity, 

iv. PKK affiliated parties and other such formations as the 
PCDK (Kurdistan Democratic Solutions Party), DCP (Democratic 
Construction Party), HAW-PAR will be shut down. 


g) Elimination of PKK/KONGRA-GEL camps starting with Sinath- 
Haftanin region, in the direction from West to the East along 

the areas adjacent to the Turkish-Iraqi border, and joint 
verification afterwards. 
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h) Destruction of the ammunition storage facilities at 
Mergasish and Nazdur camps from which the PKK/KONGRA-GEL 
provides its explosive materials. 


i) Capturing and extradition to Turkey of the PKK leaders 

in northern Iraq, in particular Murat Karayilan, Duran 

Kalkan, Mustafa Karasu, Cemil Bayik and Fehman Huseyin, about 
whom detailed information was submitted to the Iraqi 

authorities together with copies of INTERPOL arrest warrants. 


j) Control of all routes of access to the PKK camps by the 
Iraqi security forces. 


k) Effective control of the Iraqi side of the Turkish-lraqi 
border by the Iraqi security forces. 


l) Timely and relevant intelligence sharing by the US and 
Iraqi authorities. 


m) Prevention of the Kurdish regional authorities from 
making provocative, inflammatory and pro-PKK statements. 


n) Revocation of all travel passes and other identification 
documents issued by the Kurdish groups to the members of the 
PKK. 


0) Detention of individuals entering Iraq, by legal or 
illegal means, to enlist in the PKK and the enforcement of 
strict border controls at Erbil Airport to prevent traveling 
of PKK elements from Iraq to Europe or vice versa. 


Column 3 


p) Prohibition of the PKK\'s media activities for propaganda 
purposes in northern Iraq, in particular prevention of the 
broadcast by the Roj Radio located at Qandil. 


q) Effective termination of the logistic support from which 
PKK elements benefit in Iraq. 


END TEXT 


19. (U) Gen. Ralston did not have an opportunity to clear 
this message before departing Ankara. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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SUBJECT: FIRST LADY HENRIETTE CONTE PLAYING MATERNAL 
PEACEMAKER 

REF: CONAKRY 118 


Classified By: DCM Julie Winn, Reason 1.4(b, d) 


1. (C) First Lady Henriette Conte says that her husband will 


Column 3 

follow through on his agreement to the deal struck between 
the unions, government and Patronat January 27. Ina 
February 1 meeting with DCM, however, she left hanging the 
question of when he might appoint a prime minister. Madame 
Conte sees herself as a key mediator and has negotiated not 
only with the unions but with her husband to ease tensions. 
Her understanding of events on the ground, however, is 
colored by her loyalty to the regime and her own isolation 
from life outside the gates of the military camp she lives 

in. End Summary. 


2. (C) DCM met afternoon of February 1, at her own request, 
with Guinean First Lady Henriette Conte. Madame Conte was 
quick to respond to the request for an appointment; her staff 
called back to confirm a meeting within minutes of the 

initial contact January 31. Madame Conte received DCM at her 
residence on the grounds of Camp Almamy Samory Toure, the 
military base in downtown Conakry. Greeting DCM with an 
embrace, she replied in kind to DCM\'s New Year\'s greetings 
while her photographers took pictures. She then dismissed 
them and her protocol staff. Participants in the meeting 

were herself, DCM and former Guinean Ambassador to the UN 
Camara Mahawa Bangoura. 


3. (C) DCM noted that she had hoped to present New Year\'s 
wishes earlier in the month but events had intervened. She 
congratulated Madame Conte on the facilitative role she had 
played in encouraging dialogue since shortly after the strike 
began, and on her contribution to the parties reaching an 
accord over the weekend. DCM welcomed the signature January 
31 by President Conte of the decree establishing the position 
and duties of prime minister and head of government (reftel). 
Madame Conte was appreciative, noting that she felt it was 
her role as a woman and wife to try to calm tensions \"with 
God\'s help.\" She hoped that she had U.S. support, to which 
DCM responded that Guinea does have our support as it builds 
its future. DCM stressed Guinea\'s traditional values of 
harmony, tolerance and stability. Moreover, it was striking 

that all participants in the negotiations, including unions, 

the government, civil society and the First Lady herself, had 
approached their talks with seriousness and patriotism. 


4. (C) Madame Bangoura suggested that not every foreign 
nation understands or is as helpful to Guinea as the U.S. is. 
She observed that Guinea, unlike other countries in the 
region, is ethnically intermarried, a large family that must 
remain united. While resisting unwarranted interference in 
its affairs, she said, Guinea counts not only on U.S. support 
but on its counsel. Guinea has been the glue that holds the 
subregion together, she said, but now it needs help too. 
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5. (C) DCM urged that the tripartite accords signed January 
27 provided a roadmap forward, and that U.S. counsel was to 
finish fulfilling the terms of the agreement, ¡.e., name a 

prime minister. Madame Conte said that her husband would 
certainly follow through on the agreement he had made. That 
said, Bangoura added, a candidate of broad consensus was 
critical, and identifying the right person could not be 
accomplished very quickly. We in the U.S. did not appoint 
our high government officials in a heartbeat, she said. 


6. (C) DCM repeated that appointment of a prime minister was 
key. She concurred that broad acceptance was needed on a 
prime ministerial candidate given the magnitude of the 
challenges Guinea faces. For example, although Guinea has 
natural riches, corruption and a lack of capacity to ensure 

good governance have hampered the country\'s progress. Any 
prime minister would need a solid team and public support to 
meet his responsibilities, she concluded. 


7. (C) Turning to her talks with union leaders, the First 

Lady admitted she had been surprised by some of the things 
she had learned, but declined to expand. She said, however, 
that she believed that the unions were in good faith, and 

that the street and its \"thugs\" had overwhelmed their ability 
to control events. For example, the workers stayed home 
during the strike, as they should. It was only hooligans who 
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went out. DCM demurred, stating that while there were 
certainly hooligans out causing damage on several days, the 
march on January 22 had been comprised of thousands of 
ordinary citizens, whom she had seen personally. Madame 
Bangoura hastened to say that yes, there were some ordinary 
citizens, but they had been coopted by opposition political 
parties. Madame Conte agreed, adding that the march had not 
included actual workers. 


8. (C) Henriette Conte is quiet and somewhat inarticulate. 

We believe that she sees herself primarily as the \"mother of 

the country,\" striving to keep the family together and on 
peaceable terms. To this end, she has negotiated not only 

with the unions, but with her husband, seeking common ground 
and to keep the dialogue open and going forward. That said, 
she remains isolated from practical reality outside the gates 

of Camp Samory Toure, and does not appear to understand how 


Column 3 
roused the Guinean population is. 
MCDONALD 
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E.O. 12958: N/A 

TAGS: CASC, MX 

SUBJECT: INTERNATIONAL CHILD ABDUCTION: ULICES MOREJON, WELFARE AND 
WHEREABOUTS 


1. Child Information. Ulices Morejon (DPOB: 04-24-2005, 
Phoenix, AZ) 


2. Father Information. Mauriel Morejon (DPOB: 12-23-1976, Cuba) 
Mr. Morejon is a U.S. Legal Permanent Resident, A#077-500-128 


3. Mother Information. Karla Benitez Valdez (DPOB: 07-25-1976, 
Nogales, Mexico) Mother is a Mexican citizen, laser visa holder 
NGL000012542 


4. Remarks. Mr. Mauriel Morejon visited Post on Friday, 
January 26, 2007 and made the initial report of his abducted 

son, Ulices Morejon. Mr. Morejon told conoff that his son, 

Ulices Morejon lived with his mother, Karla Benitez Valdez in 
Phoenix, Arizona. Mr. Morejon said that he had obtained a court 
order for temporary custody of Ulices, however Ms. Benitez had 
left Phoenix with the child. Mr. Morejon believed Ms. Benitez 
and Ulices were residing with Ms. BenitezW parents in Nogales, 
Sonora, Mexico. He signed a blanket Privacy Act Waiver and 
provided Post with a copy of the Arizona Superior Court Order 
granting temporary custody of Ulices to him. Post provided Mr. 
Morejon with information on how Mexico processes child abduction 
cases and a copy of PostVs Attorneys List. Mr. Morejon was also 
informed of the information within the State Department\'s 
website on child abduction and of the National Center for 

Missing and Exploited Children. Conoff outlined the procedure 
for seeking assistance through the Hague Convention and 
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recommended that Mr. Morejon visit the local offices for Mexican 
Family Services, Desarrollo Integral de la Familia (DIF). 

Conoff telephoned DIF to alert them of the situation and of Mr. 
Morejon\'s impending visit to their office. 


On Monday, January 29, Post contacted Mr. Morejon to follow up 
on the status of the case and his visit to the DIF offices. He 
said DIF was cooperative and accompanied him to visit Ms. 
Benitez and his son at Calle Hidalgo no. 494, Col. Agua Prieta 
Centro in Nogales, Mexico but that Ms. Benitez refused to allow 
Mr. Morejon to see Ulices. Mr. Morejon said DIF referred him to 
the local office of the District Attorney (DA) for Child 

Protection, Procuraduria de la Defensa del Menor. Mr. Morejon 
was informed of the documentation required to receive the DA\'s 
assistance and is in the process of obtaining copies and 
translations of the requested documentation. Mr. Morejon has 
also sought the assistance of the Mexican Consulate and the 
Public Defenders office in Phoenix, AZ. Mr. Morejon plans on 
returning to Nogales to continue working with DIF and local 
authorities. 


6. Contact Information: Mr. Morejon resides at 2505 N. 48th 
St, lot 3, Phoenix, AZ 85008. His telephone number is (480) 
430-2095. 

Ms. Benitez and Ulices currently reside with Ms. Benitez\' 
parents in Nogales, Sonora, Mexico at Calle Hidalgo n. 494, 
Colonia Agua Prieta Centro, telephone 631-312-3026. 
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SUBJECT: PRES. TANDJA\'S ANTI-CORRUPTION CAMPAIGN NAILS A 
FORMER FRIEND; OTHER \"BIG FISH.\" 
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REF: A. 06 NIAMEY 847 
B. 06 NIAMEY 1122 


1. In his remarks on Niger\'s Republic Day, December 18, 2006, 
President Tandja declared war on corruption in public life. 

He instructed the Minister of Justice to take action on over 

60 cases that had developed since a public education funds 
scandal came to light last summer (reftels A,B). In the last 

two weeks, Nigeriens have seen actions to match his words and 
have applauded the jailing of several figures, including one 

who was regarded as a close friend of the President. Donors 
appear to be applauding too - the French led consortium that 
supports basic education resumed funding the program after 
the GON reimbursed part of the embezzled funds and continued 
its prosecution of the two ex-ministers and several 
subordinates. 


2. Three months after the Ministers of Basic Education and 
Health were thrown in jail for their alleged 

mis-appropriation of donor education funds, two more \"big 
fishW have been snared in the GONVs anti-corruption net. 
Jules Ouguet, the Director General of the Nigerien City 
Planning and Housing Construction Corporation (SONUCI) was 
arrested and jailed on January 24 for the alleged 
embezzlement of 24 million CFA ($47,337). Ouguet, a former 
Higher Education Minister, Niamey Mayor and Governor, and 
political insider, was regarded as a close friend of 

President Tandja. His arrest brought cheers from the Nigerien 
street, private press, and opposition political parties, who 
regard this as a sign of how serious the President is about 
rooting out corruption. Illa Maikassoua, a former Minister of 
Higher Education in the Kountche regime, and Ambassador to 
Egypt from 1997-2000, was also jailed along with several 
former officials of the national television and radio 

station, who had allegedly embezzled 60 million CFA 
($118,343). MaikassouaWs arrest - for allegedly engaging in 
illegal financial and real-estate transactions in the name of 
the Niger Embassy in Egypt - suggest that Tandja\'s war on 
corruption is not constrained by any statute of limitations. 


3. On December 28, the GON reimbursed the basic education 
donors\' consortium to the tune of 520 million CFA 
($1,025,641), out of 4 billion misappropriated. This \"first 
tranche\" will be followed by others. Businessmen who bribed 
their way to lucrative, padded contracts, were forced to 
reimburse the GON. All of these actions have engendered a 
favorable reaction among donors and the public, and an 
equally strong sense that they must continue. 

ALLEN 
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E.O. 12958: N/A 
TAGS: MOPS, PGOV, PREF, PREL, CD 
SUBJECT: CHAD: NEW CLASHES ON SUDAN/CHAD BORDER 


1. (U) In what was apparently a combined operation, UFDD 
(Union of Forces for Democracy and Development), RAFD 
(African Assembly of Democratic Forces) and RNDP (National 
Assembly for Democracy and Progress) rebels attacked Adre in 
the early hours of February 1. Humanitarian aid workers in 

the area report that fighting between Chadian army and rebel 
forces was heavy. The rebels claim that they now hold Adre, 
but the Government and other sources claim that this is not 
true. 


2. (U) Foreign Minister Al Alami convoked the diplomatic 
corps, reporting that the Chadian Army (ANT) had repelled the 
rebel attacks and was now on the offensive. He said that the 
ANT was pursuing the retreating rebels into Sudan. The 
Foreign Minister characterized Sudanese involvement as 
reflecting its &expansionist and racist8 policy toward Chad. 


3 (SBU) Embassy sources have suggested that recent withdrawal 
of some ANT forces from Adre to the Guereda area may have 
emboldened the rebels to attack. Various sources report more 
overt Sudanese military involvement. 


4. (SBU) According to UNHCR sources, although fighting 
continues, the rebels did not take Abre. One source with the 
Sudanese rebel movement said that the fighting was over and 
that the Chadian rebels were back inside Sudan. There have 
also been reports of rebel activity north of Lake Chad. 

WALL 
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STATE FOR EB/ESC DAS SIMONS, EUR/AGS OVKEEFFE, THE WHITE 
HOUSE FOR CEQ, NSC FOR MCKIBBEN 


E.O. 12958: N/A 

TAGS: ENRG, PGOV, PREL, SENV, EU, GM 

SUBJECT: EB/ESC DAS PAUL SIMONS MEETINGS WITH GERMAN 
OFFICIALS ON ENERGY 


ENTIRE TEXT IS SENSITIVE BUT UNCLASSIFIED. NOT FOR INTERNET 
DISTRIBUTION. 


1. SUMMARY. On January 25, EB DAS Paul Simons met with 
Foreign Office Policy Planning Staff Head Markus Ederer and 
Economic Ministry Director General for Energy Issues 

Andreas Schusseil to discuss energy issues during Germany\'s 
EU and G-8 presidencies. Both German officials were 

positive about the President\'s energy agenda, unveiled in 

his State of the Union Address. They also sought follow-up 

to the German proposal for U.S.-EU cooperation on research 

in clean energy technologies, arguing this was an opportunity 
to build on existing transatlantic cooperation 

in developing clean energy technologies. Germany is trying 

to engage the Russians on transparency in the energy market 
and increased efficiency. German foreign ministry officials 
also support bringing major Asian countries, such as India 

and China, closer to the IEA to ensure its continued 

relevance. The next German national energy summit has been 
postponed to the end of June. END SUMMARY. 

GERMAN REACTION TO PRESIDENT\'S CLIMATE CHANGE/ENERGY AGENDA 


2. Both Ederer and Schusseil were very supportive of the 
President,s State of the Union message and interested in 


Column 3 

more details about the Presidents agenda on energy and 
climate. This followed Simons, appearance on a panel with 
German environment minister Gabriel at the Handelsblatt 
Energy Conference, during which Gabriel also welcomed the 
President,s speech as a \"major opening. Simons discussed 
in detail the President\'s proposal to achieve 20% savings in 
projected gasoline use by 2017 with an increased use of 
biofuels and higher CAFE standards for vehicles. Schusseil 
said that Germany is also interested in increasing its 
biofuels quota to 12.5% of total consumption of gasoline. 
The EU goal is currently 10%. Schusseil added that one of 
the barriers to raising the percentage is the fear this might 
lead to shortages of food items elsewhere or encourage 
CO2-intensive agriculture techniques such as deforestation. 
Another sensitivity is paying biofuel subsidies to foreigners 

if imports need to increase to meet these targets. 


3. Both Ederer and Schusseil raised the issue of emissions 
trading discussions in the U.S. The Germans are interested 
in bringing the U.S. into post-Kyoto emissions targets as 

well as in discussions in the U.S. about a cap and trade 
system. Simons replied that the U.S. is focusing on ways to 
bring other major developing economies into any such 
arrangement, especially China and India. Only a regime that 
covers all major economies can be successful. Schusseil 
complained the emissions trading system in Germany was too 
expensive and energy companies had passed on the cost of 
emissions trading certificates to customers, even though they 
had received them for no cost from the government. As a 
result, the Economic Ministry is looking at other mechanisms 
for distributing certificates such as auctions and is 

considering strengthening competition law. 

U.S. EU COOPERATION ON CLEAN ENERGY TECHNOLOGIES 


4. Ederer raised the status of the American response to 

the German proposal for cooperation in renewable energy 
technologies. He understood from his deputy, Victor 

Elbling, that State energy coordinator Manuel is working on 
coordinating the USG response. Ederer noted this was the 
perfect opportunity for the U.S. to appeal to the European 
public and show that it was engaged with European partners in 
working to create new technologies that helped the 
environment. It would also convince doubters of the U.S. 
commitment to working with Europeans to address climate 
issues. Ederer is confident energy/climate is one area 
progress can be made before the U.S.-EU Summit but added that 
time was short; an American response was needed soon. The 
U.K. are supportive of the proposal and the French \"are not 
negative.\" The opportunity to work with the EU on funding 
new energy technologies is a perfect example of an area in 
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which both the U.S. and EU can be proactive. Ederer also 
raised the possibility of conducting a private sector 
roundtable to discuss further U.S.-EU cooperation in 
developing new energy technologies. He emphasized that if 
both the U.S. and EU pooled venture capital and R&D efforts 
in this area, they would be unstoppable. Ederer said other 
issues such as deregulation and agreeing on joint standards 
are more difficult and will take more time. Schusseil also 
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endorsed the energy proposal, emphasizing that there is a lot 
of ongoing transatlantic cooperation in developing new energy 
technologies, of which many Europeans are unaware. 

Simons confirmed the German proposal was being studied 
closely in Washington and the U.S. side was preparing a 
response. 


ST. PETERSBURG ENERGY PRINCIPLES 

5. Simons sought out German views on ways to build upon 
the St. Petersburg energy principles in this year,s G8 

summit. Ederer responded that while some stocktaking would 
be desirable, Russian President Putin counter EU critics 
(including at the Soichi summit) with examples of how other 
G-8 partners do not live up to their commitments to open 
energy markets, for example, by failing to provide 

third party access to LNG infrastructure. He added the 
Germans are trying to translate these principles into the 
EU-Russian relationship, and said that Germany is looking 
into the idea of having the \"plus five\" countries at the 

summit endorse the St. Petersburg principles. Meanwhile, 
Germany will continue to stress energy efficiency and its 

links to energy security. Ederer suggested that Germany and 
the U.S. remain in close touch on energy agenda. 


IEA ISSUES 

6. On the IEA, the German Foreign Office believes it is 
important to engage developing Asian economies in 
international governance structures. Otherwise, the IEA 
risks becoming irrelevant. Ederer pointed out the proposed 
conference under the G-8 with plus 5 countries on energy 
security and climate was designed to start this dialogue. 
Schusseil also endorsed the need to bring China and India 
into the IEA process. Simons agreed, saying the U.S. and 
Japan were pushing the hardest to integrate China and India 
into the IEA. 


GERMAN NATIONAL ENERGY SUMMIT POSTPONED 
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7. Ederer confirmed that the third German national energy 
summit will be postponed until the summer. He said the 
government intends to address the nuclear issue at that 
time. While it is important to send clear signs to 

industry in order to attract needed investment, Schusseil 
said the most that will happen would be an extension of the 
operating life of existing plants. Ederer bemoaned the 

fact that Germans seem to have few qualms about buying 
nuclear energy from neighboring countries, but do not want 
the plants in Germany. Schusseil said the summit would 
likely take place at the end of June. He noted that the 
IEA\'s focus on nuclear energy as essential for any country 
concerned about CO2 emissions is helpful to discussions in 
Germany about changing its commitment to a nuclear 
phase-out. Schusseil confirmed that the Economics Ministry 
was undertaking a major effort inside the German bureaucracy 
to revisit the issue of nuclear phase out, using reduced 
carbon emissions as the principal argument to bring around 
the critics. While he did not believe that Germany would 
shift its opposition to new nuclear plants prior to the 

expiry of the current coalition agreement in 2009, he did 
expect that Germany with Merkel,s support would find some 
way to extend the life of its existing nuclear plants beyond 
their current phase out schedule. 


8. This cable has been cleared with DAS Simons. 
TIMKEN JR 
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E.O. 12958: N/A 

TAGS: PREL, PHUM, UNSC, FR 

SUBJECT: FRENCH INFORMED U.S. WILL NOT ATTEND PARIS 
CONFERENCE ON CHILDREN IN WAR 


REF: STATE 12222 
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1. (SBU) Poloff delivered reftel points on February 1 to MFA 
IO DAS-Equivalent Jacques Pellet to convey the U.S. decision 
not/not to participate in the February 5-6 Ministerial 
Conference in Paris entitled \"Free the Children from War. 
Poloff explained that the U.S. decision did not/not reflect 
diminished U.S. concern over unlawful or abusive use of 
children in conflict situations. Poloff stated that the U.S. 

could not endorse the underpinning Conference texts -- both 
the \"Paris Commitments\" and the \"Paris Principles\" that the 
former introduce -- due to elements that cross numerous legal 
and policy redlines. 


2. (SBU) Pellet claimed he understood the U.S. decision and 
that the MFA would study reftel points. The Conference, he 
repeatedly emphasized, was not intended by the MFA and UNICEF 
to put the U.S. or \"other friends\" in a difficult situation. 

It aimed rather to garner momentum for the international 

effort against child soldiers, in particular combattants as 
young as 12 or 13. Moreover, the Conference declaration, the 
so-called \"Paris Commitments,\" was non-binding. Poloff 
inquired whether France would seek to build on the \"Paris 
Commitments\" or \"Paris Principles\" as a staple reference in 
UNGA and UNSC negotations. Pellet replied that the MFA 
currently had no agenda to that end. 


3. (SBU) Pellet, while not yet able to provide exact 

participation figures, said France and co-organizer UNICEF 
anticipated at least 14 attendees of ministerial rank, 

including Russian First Deputy Foreign Minister Andrei 

Denisov. The PRC would be represented at ambassadorial 
level. UN Human Rights Commissioner Louise Arbour and ICC 
Chief Prosecutor Luis Moreno-Ocampo would also attend; Pellet 
found Moreno-Ocampo\'s presence especially appropriate given 
that the ICC was now launching a watershed trial involving 

the recruitment of child-soldiers. Pellet was pleased that 

Sierra Leone, DRC and Sri Lanka were sending senior-level 
representatives. 


4. (SBU) Pellet closed by reminding Poloff of FM 
Douste-Blazy\'s personal commitment to the issue of 
child-soldiers. 


Please visit Paris\' Classified Website at: 
http://www .state.sgov.gov/p/eur/paris/index.c fm 
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E.O. 12958: DECL: 02/01/2017 

TAGS: PREL, PTER, PINR, SP 

SUBJECT: SPAIN/CIA FLIGHTS: JUDGE ORDERS DECLASSIFICATION 
OF INFO RELATED TO FLIGHTS 


REF: A. 2006 MADRID 3104 
B. 2006 MADRID 2657 
C. 2006 MADRID 2374 
D. 2006 MADRID 1799 


MADRID 00000173 001.2 OF 003 


Classified By: DCM Hugo Llorens; Reasons 1.4 (B) and (D) 


1. (C) Summary. National Court Examining Magistrate Ismael 
Moreno requested on January 31 that the Spanish Ministry of 
Defense and the National Intelligence Center (CNI) declassify 
any information related to the transit of CIA aircraft 

through Spanish territory, as well as any information 

indicating whether Spanish airports were used for the 

transfer of detainees in other countries. In a related 

action, Judge Moreno denied a motion by the plaintiffs to 
require the current and former heads of the CNI to testify in 
the case, as well as a second motion by the plaintiffs to 

name as suspects the 13 U.S. persons listed in the 
investigation. In an unusual demonstration of bipartisan 
accord, both the ruling Socialist (PSOE) and opposition 
Popular Party (PP) Parliamentarians expressed support for the 
declassification of the requested documents. The National 
Court prosecutor handling the CIA flights case told Legat 

that the prosecutors would not seek to block the request for 
declassified information because it was understood by Spanish 
authorities that neither the CNI nor the MOD held any 
incriminating or sensitive information related to the 
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flights. The prosecutor said that the release of the little 
information they did have would do no harm and said that the 
Spanish Government would not seek additional information from 
the USG related to this case. We are less concerned by the 
immediate importance of any declassified information from the 
CNI or MOD than by the apparent coordination between Judge 
Moreno in Spain and German investigators in the El Masri 
case. Spanish media reported January 31 and February 1 that 
German investigators used information from Spanish news 
sources and from the Spanish Civil Guard in ordering the 
detention of 13 \"CIA members!" on charges of abduction and 
bodily harm. The plaintiffs and extreme left political 

parties will work together to keep this issue on the front 

burner in Spain. End Summary. 


//JUDGE REQUESTS DECLASSIFICATION OF OFFICIAL INFORMATION// 


2. (U) Judge Moreno approved requests by the plaintiffs in 
the CIA flights case, the \"Free Association of Attorneys\" and 
a group of Mallorcan professionals, calling for the 
declassification of any information held by the CNI or the 
MOD related to the transit of alleged CIA aircraft through 

the airports of Tenerife, Barcelona, Malaga, Palma de 
Mallorca, and others. According to reports, the Spanish 
judicial investigation is focused on the following flights: 


- Algiers to Palma to Skopje on January 22, 2004 


- Guantanamo to Tenerife to Constanza, Romania on April 12, 
2004, and 


- Madrid to Luxor, Egypt on December 16, 2003. 


In his request to the MOD, Judge Moreno asks for a report on 
\"whether Spanish airports were used in the alleged events 

described in Council of Europe Report 10957 of June 12, 2006\" 
related to the detentions of 12 alleged terrorists: Jaled El 

Masri, Anmed Agiza, Mohammed al Zary, Hasam Usama, Mustafa 
Nasr (Abu Omar), Bisher al Rawi, Yamil El Banna, Masher Arar, 
Mohamed Bashmila, Salah Ali Qaru, Mohammed Zammar, and Binyam 
Mohammed. 


3. (U) Judge Moreno denied motions by the plaintiffs 
demanding that the 13 U.S. persons accused by the plaintiffs 
of abduction and torture (REF A) be formally named as 
suspects. Moreno said that he would not do so because the 
identities of the crew of the Boeing 737, tail number N313P, 
had not been firmly established. He also denied a 

plaintiff\'s motion requiring the testimony in the case of CNI 
Director Alberto Saiz as well as his predecessor Jorge 
Dezcallar (brother of MFA Director General for Foreign Policy 
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Rafael Dezcallar). This request by the plaintiffs stems from 
a November 28, 2001 meeting between President Bush and 
then-President Aznar, after which Aznar reportedly declared 
that Vall of the mechanisms for cooperation in intelligence 
operations were in place. Shortly thereafter, on December 
11, the first alleged CIA flight through Spanish territory 
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took place. 


4. (U) Judge Moreno also set aside a request by the 
plaintiffs for the testimony of the former Council of Europe 
human rights commissioner Alvaro Gil-Robles (on the grounds 
that Gil-Robles\' reports on a detention center in Kosovo had 
not led to any conclusive police investigations) and the 
testimony of \"EI Pais\" journalist Jose Maria Irujo, who has 
followed the CIA flights case as well as Islamic extremism in 
Spain. Judge Moreno indicated that his decisions on all of 
these issues (the naming of the 13 persons as suspects, 
requiring the testimony of CNI directors, and calling of 
additional witnesses) could be revisited by him or by a panel 
of trial judges if new information emerged to support the 
plaintiffs\’ case. 


//BIPARTISAN POLITICAL SUPPORT FOR DECLASSIFICATION// 


5. (U) Politicians weighed in quickly on the decision, with 
ruling center-left PSOE and opposition center-right PP 
Parliamentarians voicing their support for the 
declassification of the relevant MOD and CNI records. PSOE 
Foreign Relations Commission Spokesperson Fatima Aburto said 
all documents should be declassified that pointed to any 
Villegal act that may have taken place in Spain.\" Aburto 
said that the focus should be on whether the aircraft in 
question had \"illegally detained persons aboard and said 
that the Zapatero Government would review its files to 
determine whether any such incriminating information was 
available that could assist in the investigation. Aburto 

said that documents that information indicating that a USG 
aircraft had made a stopover in Spain and then participated 
in an illegal act in a third country \"should not be 
declassified, because such actions would not constitute the 
commission of an illegal act in Spain.\" She stressed the 
PSOE\'s dedication to deal with this issue in a transparent 
manner and said that the results of Spanish Government 
inquiries to the USG on this matter did not indicate that any 
crime had been committed. 


6. (U) PP Foreign Relations Commission Spokesperson Gustavo 
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Aristegui said that he supported the declassification of any 
relevant documents if they demonstrated the commission of an 
illegal act and if their release did not undermine the 
counter-terrorist operations. Aristegui said that democratic 
countries could not \"resort to any type of illegal methods in 

the fight against terrorism\" since this would only strengthen 
the terrorists. He pointed to Guantanamo and Abu Ghraib as 
\"errors that should not be repeated.\" 


//PROSECUTOR DISCUSSES CIA FLIGHTS CASE WITH LEGAT// 


7. (C) The National Court prosecutor handling the CIA flights 
case, Vicente Gonzalez Mota (strictly protect), indicated to 
Legat that the prosecutors do not intend to request 

information on this case from the Embassy or from the USG in 
general. He said that the National Court prosecutors did not 
impede Judge Moreno\'s request to declassify the MOD or CNI 
records because it was clear that those records did not 
contain any incriminating or even particularly sensitive 
information. (NOTE: Vicente Gonzalez Mota is also the 
principal liaison to the Embassy for the Bilateral Counter 
Terrorism Experts Working Group. END NOTE). A January 31 
news report indicates that Gonzalez Mota filed a judcicial 
assistance request to Swiss authorities for any information 
(NFI) gathered by prosecutors in Bern that might have a 
bearing on the Spanish CIA flights investigation. 


//¡CONFLUENCE OF SPANISH-GERMAN INVESTIGATIONS// 


8. (C) Spanish media reported widely on the detention order 
filed by German prosecutor Christian Schmidt-Sommerfeld 
against \"13 alleged CIA members\" for involvement in the 
\"abduction and bodily harm\" of German citizen Haled El Masri. 
Press reports indicate that German investigators obtained 
the 13 names from the Spanish Civil Guard on September 27, 
2006 during a visit to Spain by Munich prosecutor Martin 
Hoffman. The names had been included in a 2005 report 
ordered by a prosecutor in Palma de Mallorca. Some press 
reports indicated that while the names were presumed to be 
false, the Civil Guard had obtained photographs of at least 
three of the individuals from hotel records in Palma. It 
appears that Spanish daily \"EI Pais\" also shared some of the 
names and other information it had gathered with German 
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investigators. 


//¡COMMENT// 
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9. (C) Despite the absence of evidence of a crime, or even of 
a clear direction in the National Court\'s CIA flights 
investigation, it is clear that the plaintiffs (which in 

Spain now include attorneys from the extreme left wing United 
Left) plan to keep this issue on the front burner. However, 
the most worrisome element of this episode is the joint 

timing of the announcemnts by the German prosecutors and 
Examining Magistrate in the Spanish CIA flights 

investigation, timing that suggests that they are 

coordinating to advance the cases in their respective 
jurisdictions. This coordination among independent 
investigators will complicate our efforts to manage this case 
ata discreet government-to-government level. With regard to 
the internal political dynamics on this issue, both major 
parties will be at pains to demonstrate their commitment to 
the rule of law. In spite of its general pro-U.S. 

orientation, our experience suggests that the PP will not 
hesitate to capitalize on any indication that the Zapatero 
Government tolerated or deliberately ignored USG actions that 
could be interpreted as possible human rights violations, 

even if these revelations reflect badly on the USG. 

Aguirre 
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TAGS: PGOV, EIND, BH 
SUBJECT: BELIZE BATTLES OVER SHARE OF TOURIST FEES 


1. A dispute between the Belize City Council (CitCo), the Belize 
Tourism Board (BTB), and the Government of Belize (GoB) continues to 
dominate the news. At issue is the division of the USD 7.00 head 
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tax every cruise ship passenger must pay to the GoB. While the GoB 
is amenable to giving the CitCo a portion of the head tax, the CitCo 
says their offer is not enough. It wants not only a share of the 

head tax, but the autonomy to spend its share as it sees fit. End 
summary. 


2. The recent release of preliminary figures from the Belize 

Tourism Board (BTB) - Belize\'s official tourism and tourist 
information organization - indicates that 2006 showed a \"respectable 
increase\" in visitor arrivals. Figures for January through November 
2006 show a 2.9 percent increase in visitors arriving at Philip 
Goldson International Airport, the country\'s primary port of entry 

for overnight tourists. That number grows to 4.3 percent once other 
ports of entry (i.e., the border points of Benque Viejo and Santa 
Elena and the sea ports of Dangriga and Punta Gorda) are included. 
BTB also reports that after the December numbers are calculated, the 
organization expects the total number of such tourists entering 

Belize in 2006 to approach 250,000. 


3. The numbers for cruise ship arrivals, however, were 

disappointing. According to BTB figures, less than 650,000 cruise 
ship passengers visited Belize in 2006 - a significant drop from 

2004 when BTB recorded over 850,000 arrivals. But since cruise ship 
passengers spend less than one day in Belize (and, therefore, have 
less opportunities to spend their U.S. dollars here), BTB continues 

to focus on attracting more overnight visitors who traditionally 

spend more while in the country. 


4. All of this has been overshadowed by the current dispute between 
BTB and the Belize City Council over the USD 7.00 head tax that is 
collected from the passengers of every cruise ship that docks in 
Belize. The dispute has reignited in the last few weeks in response 
to citizensY complaints about the poor quality of Belize City 

services and streets. Under current law, the head tax is divided 
three ways: USD 1.60 to BTB, USD 1.40 to the Protected Areas 
Conservation Trust (PACT), and the remaining USD 4.00 to the Fort 
Street Tourism Village - an extensive strip of privately owned 
waterfront stores and restaurants catering to cruise ship 
passengers. The Belize City Council (CitCo), led by Mayor Zenaida 
Moya, argues that it deserves a piece of the head tax pie because it 
is mainly Belize City streets and services that are impacted by the 
increased tourist traffic. 
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5. Two weeks ago, with little communication between the central 
government administration (controlled by the People\'s United Party) 
and the CitCo (all of whom are members of the opposition United 
Democratic Party), Moya threatened unspecified but visible public 
action such as blockage of streets leading to/from the tourist 

village. Such action was avoided last week, when the GoB agreed to 
allocate USD 1.00 of the USD 7.00 head tax to the Belize City 
Council. However, the CitCo has yet to accept the deal because the 
GoB\'s proposal calls for depositing the monies into a special 
account in the name of the Belize City Tourism Development Fund, to 
be administered by the Minister of Local Government and used for 
tourism projects as specified by BTB. Thus far, Moya has objected 
to the GoB\'s proposed oversight, preferring instead that the funds 
be given directly to the CitCo to use as it sees fit. Moya and her 
councilors planned to meet with her party\'s leadership over the 
weekend to decide whether or not to accept the GoB\'s terms. 


6. When it comes to tourism - a major industry in Belize - the GoB 
appears to suffer from some sort of split personality. GoB leaders 
trumpet the importance of the industry to the country's economy, but 
fail to invest in the infrastructure that tourists (and Belizeans) 

rely on. The head tax feud is no different. The Belize City 
municipality has been suffering from a shortage of funds since the 
current mayor and councilors took office last March. (Former mayor 
David Fonseca admitted to taking several hundred thousand dollars in 
salary and cash advances before leaving office, but no criminal 
charges were filed). While a share of the head tax will certainly 
benefit the CitCo, it presumably will benefit the national economy 
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as well by making Belize a more attractive port for the cruise ship 
industry. But partisan politics continue to trump any larger 

vision. Municipal governments have very limited sources of revenue 
outside the annual subjections controlled by central government. 
This struggle for control of revenue, if successful, could be a 
significant step toward more local autonomy. End comment. 
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E.O. 12958: N/A 

TAGS: PGOV, PREL, SOCI, BH 

SUBJECT: ONE OF BELIZEVS THIRD POLITICAL PARTIES FIRST TO LAUNCH 
GENERAL ELECTION CAMPAIGN 


1. Summary: On January 17, the Vision Inspired by the People (VIP) 
political party officially launched its 2008 general elections 

campaign. Party Chairman Paul Morgan laid out five areas that would 
form the basis of the party\'s political manifesto: National Unity, 
Culture of Productivity, Family Life environment, Social Justice, 

and Fair Representation in Government Affairs. End Summary. 


2. Alternative, third political movements are not something new in 
Belize. In fact, between 1968 and 1971 there were the People\'s 
Action Committee (PAC), a political action group, and the United 

Black Association for Development (UBAD), a black power movement. 
Of the two, only UBAD ever contested local elections but was 
unsuccessful. Since then, there have been several others, the 
majority of which are now dissolved. The We the People Reform 
Movement, the National Reform Party (NRP), and the National Alliance 
for Belizean Rights (NABR) remain; the NABR is the only third party 
that has a long history of fielding candidates in local elections. 


3. In 2005, the Vision Inspired by the People party was established 
and fielded candidates in only one municipality in the 2006 
municipal elections. To the surprise of many, the VIP did extremely 
well for its rookie season, garnering 19.5 percent of the total 

votes cast. It is because of this strong showing, and voters\' 
continued dissatisfaction with the two major political parties, that 
the VIP has decided to throw its hat in the ring for 2008 so early, 
launching its 2008 general election campaign at a press conference 
in Belize City on January 17. In his presentation, Party Chairman 
Paul Morgan outlined five central areas that form the basis of the 
party\'s political platform for the 2008 general elections. 
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4. National Unity: The VIP states that it would promote national 
unity so that Belize\'s territorial integrity and the right of 
Belizeans to self determination are not compromised. 


5. A Culture of Productivity: The VIP notes that it would develop 
a human capital strategy that would capitalize on the productive 
capacity of Belizeans living abroad so that Belize becomes more 
innovative and productive. 


6. Family Life: The VIP states that in formulating the country's 
development policies, the party would ensure that Belizeans have the 
right to food, safety, healthcare, housing, and education. The 

party would also enact programs that would ensure that no child in 
Belize falls victim to parental misfortune, delinquency or abuse. 


7. Social Justice: The VIP notes that it would ensure that 

Belizeans have equal rights and treatment in accessing national 
services and resources, and more importantly, that the poor of 
society be given priority in the distribution of the nation\'s 

wealth. In short, the VIP proposes to get rid of political 

victimization and patronage and implement election campaign finance 
reforms. 


8. Fair Representation: The VIP states that it believes that 
elected officials must be accountable to the electorate or they lose 
their mandate. To achieve this goal, the VIP states that the 
current \"first past the post\" election system must be replaced by 
proportional representation and that Belizeans must be given the 
opportunity to vote directly on local and national issues by way of 
referendum and be able to recall elected leaders who have lost the 
public trust. The VIP also proposes to amend the Constitution to 
(1) give Belize an elected mixed member-proportional representation 
Senate with half the members elected at mid-term, (2) allow the 
Prime Minister to choose his Cabinet from the public at large, and 
(3) limit the size of the Cabinet to a maximum of nine ministers and 
place a consecutive two-term limit on the office of the Prime 
Minister. It also proposes to enforce UN and OAS anti-corruption 
conventions. 


9. Comments: The results of the most recent polls reveal that 23 
percent of Belizean voters are fed up with the two major political 
parties, and would consider an alternative, third party. The 
decision of the VIP to launch its 2008 general elections campaign 
this early is an indication that the party hopes to capitalize on 
voter disaffection with the main parties. 


10. What the VIP ought to consider, though, is the sure-to-come 
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scenario where more than one \"third\" party contests the 2008 general 
election, resulting in vote-splitting. Unless the third parties 

unite to oppose the two major parties, they will have little chance 
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of winning the upcoming and tightly contested general election. At 
this point, our sense is that the prospects for third party unity 

are not strong, though Post understands that the National Reform 
Party (NRP) and the We the People Reform Movement have met to 
explore a consolidation. There is precedent for such alignments. 

The opposition United Democratic Party was formed as a result of the 
consolidation of the Liberal Party, the National Independent Party, 
and the Peoples\' Democratic Movement. End comments. 
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SUBJECT: NGO ON APPEARANCE VERSUS REALITY INMOROCCO 


This message is sensitive but unclassified. Please handle 
accordingly. 


1. (SBU) SUMMARY: The president of the Moroccan Association of Youth 
Against AIDS (A.M.J.C.S.) shared his perspective on the political and 
economic context in which Moroccan NGOs operate. His candid comments 
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about government efforts to appear socially responsive, the 

disconnect between economic growth and improved social services, and 
the shortcomings of Morocco\'s politicians shed light on the overall 
situation in Morocco. His comments also reinforce the perception 

that civil society in Morocco, more than the government or political 
parties, continues to emerge as the driving force behind substantive 
social change. END SUMMARY 


2. (SBU) When CG and Econoff met with the president of A.M.J.C.S., 
Abdessamad Oussayh, on January 17, 2007, he cited several examples to 
show that the GOM is not as responsive to social needs as it would 

like to appear. As he aptly put it, many ministers are involved on 

paper, but the reality is different. He said that the Ministry of 

Justice, which should develop laws to protect people, had signed a 
human rights decree, but had done nothing in practice. Similarly, 

the Minister of Education may mention AIDS, but schools have no guide 
for sex education and the Ministry leaves NGOs such as A.M.J.C.S. to 
do the real work. Oussayh offered yet another example, saying that 

the GOM claimed to provide free housing to 200,000 people, when in 
fact people had paid for their homes. Although the government 
appears to address social needs, Oussayh feels that it actually does 
little for the fight against AIDS and similar causes. 


3. (SBU) In Oussayh\'s opinion, which he has shared publicly, 

Morocco\'s approach to the National Initiative for Human Development 
(INDH) is another social initiative that seems more for show than 

impact. In an attempt to address human development issues, the King 
created a structure and put in place people that have little 

experience with human development. Oussayh argues that it would have 
made more sense to appoint a qualified manager who would then create 
an appropriate framework after identifying key issues. 


4. (SBU) In explaining why the GOM misses the mark when it comes to 
social services, Oussayh noted that the government ministers 
responsible for such programs live lavish lives that are far removed 
from the average person\'s on-the-ground reality. He said a Minister 
living in a big villa with a pool has no concept of the fact that a 

family cannot be expected to survive on USD 330 per month, paying for 
food, water and electricity. 


5. (SBU) Oussayh also noted that Morocco\'s improving economy is not 
connected to social service needs, so that the poor continue to be 
left behind. To illustrate his point, he noted that Morocco has an 
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insufficient program for retirees. As a result, young Moroccans who 
could benefit from the growing economy are forced to devote their 
resources entirely to their families, making it impossible to save 

for the future. Oussayh maintains that, \"you cannot develop a 
country that way,\" failing to link economic growth with improved 
social services. 


6. (SBU) Just as the government appears to be more responsive than it 
is, Oussayh contends that politicians in Morocco are not what they 
would seem to be either. In fact, he says, \"in Morocco, there are no 
politicians, just people who search for power.\" He said that while 

the Justice and Development Party (PUD) has an ideology and does 
small things to help people, they do not respect or listen to others. 

He is concerned about how a religious party would treat Morocco\'s 
citizens ten years from now, given that it would not benefit 

non-Islamic segments of the population. In general, Oussayh lamented 
that Morocco\'s political parties lack innovation, keeping the same 
people in power for years instead of allowing others to bring a fresh 
perspective. 


7. (SBU) Despite an environment that is less supportive than it 

appears on the surface, A.M.J.C.S. is a thriving NGO with an array of 
programs targeting vulnerable groups including students, sex workers 
and working children. The organization is run like a business, and 
volunteers receive extensive training before being commissioned to 
represent A.M.J.C.S. as trainers and educators. The organization 
receives most of its funding from The Global Fund to Fight HIV/AIDS, 
Tuberculosis and Malaria, although some also comes from UNAIDS and 
various government ministries. On the whole, Moroccan society is 
receptive to messages about HIV/AIDS awareness, with the exception of 
some Islamists and conservatives. Far from being negative, Oussayh 

is an upbeat man who believes strongly that the patience and 
perseverance of youth will ultimately provide solutions to Morocco\'s 
challenges. 


8. (SBU) COMMENT: Oussayh\'s perspective on Morocco\'s political and 
economic reality reinforces the growing perception here that the 

force of social change rests with civil society more than the 

government or political parties. The latter often seem remote and 
unconnected with real issues, from the perspective of many in 
Casablanca. Oussayh\'s views also underscore the point that Morocco\'s 
successful efforts to promote economic growth need to be connected 
with bolder initiatives to improve social services in order to have 

the desired effect. END COMMENT. 
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TAGS: PREL, SP, AF, VZ, YI 

SUBJECT: SPANISH POLDIR ON AFGHANISTAN, KOSOVO, MEPP, LATIN 
AMERICA 


REF: A. STATE 7434 
B. STATE 5652 


Classified By: DCM Hugo Llorens for reasons 1.4 (b) & (d). 


1. (C) SUMMARY: Apparently buoyed by recent contacts with 
top US diplomats and the prospect of a visit by the 
Secretary, a very agreeable MFA Political Director Rafael 


SIPDIS 

Dezcallar told DCM on February 1 that Spain strongly supports 
the Comprehensive Approach in Afghanistan and is implementing 
just such an approach in Badghis province. He acknowledged 
that President Zapatero\'s announcement of no additional 
troops for Afghanistan had surprised him, but said that the 
GOS would revisit the decision if circumstances change. 
Dezcallar said that the GOS is concerned by the proposed 
Shell/Repsol deal with Iran and has already had frank 
discussions with Repsol of the potential consequences if the 
investment goes forward (septel). 


2. (C) On Kosovo, Dezcallar assured DCM that, as FM Moratinos 
recently told the Secretary, Spain would support the EU 
presidency position but encouraged the US to take Spain\'s 
concerns about the Ahtisaari plan seriously. In the Middle 
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East, Dezcallar said that Spain had achieved its objective by 
getting the US re-focused on MEPP and that Spain is now 
standing by ready to be supportive as the US leads the 
process. Finally, he admitted that Zapatero had unfairly 
characterized the US record in Latin America in recent public 
statements. Dezcallar said that Spain is increasingly 
concerned by events in Venezuela and is open to suggestions 
on the appropriate action to take (septel). END SUMMARY. 


3. (C) AFGHANISTAN: Dezcallar said that he had just spoken 
with Assistant Secretary Fried at the Berlin meeting of the 
Afghanistan Joint Coordination and Monitoring Board. He said 
that he had told A/S Fried that the GOS was considering the 
possibility of sending more troops to Afghanistan, and then 

was surprised soon after to hear Zapatero\'s announcement that 
Spain won\'t send more troops. Dezcallar said that if 
circumstances change, the GOS would reconsider. He said that 
there was great consensus at the JCMB on the Comprehensive 
Approach that ties together security and political efforts, 

and noted that Spain uses exactly that approach with its 
Provincial Reconstruction Team in Badghis province. He said 
that the PRT was making good progress with road building, 
water and sewer projects, and the hospital. Dezcallar said 

that Spain has been pushing the EU police training mission, 
which is doubly important because it would both train 

security forces and commit the EU to the Afghanistan mission. 
When DCM encouraged Spain to do more on the public diplomacy 
front, Dezcallar agreed that the GOS could do more to explain 
to the public the various facets of the Comprehensive 

Approach and that the Afghan people support the mission. 


4. (C) KOSOVO: DCM told Dezcallar that Kosovars have been 
waiting a long time to have their situation resolved and that 
now is the time for everyone to stick together to get this 
done. He said that a united Europe is critical to moving the 
Ahtisaari plan forward, and allies must ensure that Russia 
doesn\'t divide them to its own ends. Dezcallar said that 
Spain would support the EU presidency position. He added, 
though, that Spanish concerns should be taken seriously. 
Dezcallar said that Spanish hesitation is not about the 
possible precedent for its own regions but rather the fact 
that the Ahtisaari plan breaks the norms established by the 
Helsinki accords and could be a precedent for unilateral 
action by Russia in other areas. 


5. (C) MEPP: The DCM appreciated Spain\'s positive efforts in 
support of the Palestinian authorities and Moratinos\' recent 
briefing of Secretary Rice on the results of the visit of Abu 
Mazen to Madrid. Dezcallar said that Spain wanted to work 
closely with the US on achieving a durable agreement between 
the Israelis and Palestinians. He stressed that the GOS\'s 
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objective in releasing its peace plan during the 
Zapatero-Chirac meeting was to reinvigorate the MEPP and 
support the Quartet. He said that Spain had gotten what it 
wanted because the US was now re-engaged. He said that 
Moratinos could continue to assist, always in support of US 
leadership on the issue. 


6. (C) LATIN AMERICA: DCM expressed appreciation for 
Zapatero\'s public comments on the importance of democracy in 
Cuba and suggested that the sentiment could be transformed 
into an EU declaration. He also noted that Zapatero had 
mischaracterized the US\'s involvement in Latin America as one 
only stressing trade and ignoring democracy and political 
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reform. The DCM said that the US had devoted over three 
decades in single minded support for democracy in Latin 
America and had spent billions of dollars of economic 
assistance on strengthening democratic institutions and 
creating a more honest and independent judiciary. Dezcallar 
admitted that Zapatero\'s comments had reflected inaccurate 
stereotypes. He recognized that Spain very much shares 
Assistant Secretary Shannon\'s vision for Latin America and 
noted the importance of continued cooperation in the region. 
Dezcallar said that the GOS is increasingly worried about 
Chavez\'s anti-democratic actions and is open to US 
suggestions about the best actions to take. The DCM suggested 
that high level consultations be held here or in Washington 
to review the situation and work on common initiatives. 
(septel) 

Aguirre 
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SIPDIS 
SIPDIS 
DEPT FOR WHA/AND LOURDES CUE 


E.O. 12958: DECL: 02/01/2017 
TAGS: PREL, PHUM, SP, VE 
SUBJECT: SPANISH POLDIR ON VENEZUELA AND PRESS FREEDOMS 


REF: A. STATE 12181 
B. MADRID 174 
Classified By: DCM Hugo Llorens for reasons 1.4 (b) & (d). 


(C) DCM raised the USG\'s concern regarding the threat to 
press freedom in Venezuela (ref A) during a broader 
discussion with MFA PolDir Rafael Dezcallar on February 1 
(ref B). DCM said that the US is concerned about the Chavez 
government\'s decision to close RCTV, particularly in the 
context of other steps that Chavez has taken to concentrate 
power in the executive branch of his government. He asked 
that Spain raise the issue with the GOV and also make a show 
of support for OAS SYG Insulza. Dezcallar said that the GOS 
is worried by Chavez\'s recent actions. He said that the GOS 
wonWt be inactive, but is currently considering the best 

action to take. He said that the GOS is open to USG 
suggestions. Embassy plans to follow-up and discuss this 
further with Secretary for Latin American Affairs Trini 

Jimenez and with MFA DG for Latin American Sandomingo. 
Aguirre 
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SIPDIS 

SIPDIS 

FOR NASA/OER - DPLENTY 


E.O. 12958: N/A 

TAGS: OTRA, TSPA, NL 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR NASA HEADQUARTERS 
OFFICIALS TAWNEY, MCCUISITION, LAVERY, MEYER, EDWARDS, AND 
MILLER - FEBRUARY 10-15, 2007 


REF: STATE 12502 


1. Country clearance is granted for National Aeronautics and 
Space Administration delegation, consisting of Timothy 

Tawney, J. Doug McCuisition, David Lavery, Michael Meyer, 

Chad Edwards, and J. Donald Miller to travel to the 

Netherlands from February 10-15, 2007 to hold bilateral 
discussions with the European Space Agency regarding EXOMARS 
Mission; and to participate in the early stages of the system 
requirements review for the ESA EXOMARS Mission. 


2. Embassy understands that no further assistance is 
necessary. 


POST ACCESS: 


3. Visitors who need unescorted access into secure areas of 
the Mission must provide proof of a clearance. If level of 
clearance was not provided in the original country clearance 
request it should be done by separate cable. The cable 
should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC tag to 
ensure distribution to the RSO office. 


COMPUTER AND ELECTRONICS USE: 


4. Inter-agency security standards prohibit the introduction 

or use of non-USG owned computer hardware and software at all 
USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all 

secure areas of the Mission. 


5. Travelers who anticipate having special needs in terms of 
either access or computer usage should contact the RSO office 
before arriving at post. 


Security ADVISORY: 
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6. The Government of the Netherlands (GoN) assesses the 
threat level of a terrorist incident for The Netherlands as 
&substantial.8 This is the second highest of four threat 
levels and is defined as a realistic threat that the 
Netherlands will experience a terrorist attack. GoN has 
implemented Counter-Terrorism and heightened security 
measures in response. 


7. US citizens in The Netherlands are encouraged to monitor 
media reports, to maintain a high level of vigilance and to 
take appropriate steps to increase their security awareness. 
American citizens should bear in mind that even 
demonstrations intended to be peaceful can turn 
confrontational and possibly escalate into violence. 

American citizens are urged to avoid areas of demonstrations 
if possible, and to exercise caution if within the vicinity 

of any demonstrations. 


8. The U.S. Government remains deeply concerned about the 
heightened possibility of terrorist attacks against U.S. 
citizens and interests abroad. As noted in the Department of 
State,s Worldwide Caution of October 11, 2006, terrorists do 
not distinguish between official and civilian targets. Such 
targets may include facilities where U.S. citizens and other 
foreigners congregate or visit, including residential areas, 
clubs, restaurants, places of worship, schools, hotels and 
public areas. Terrorist actions may include, but are not 
limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 


9. An area of concern for visitors to The Netherlands is 
crime. Most crimes against officials Americans are limited 
to pick-pocketing and purse and luggage theft. Theft from 
automobiles and hotel rooms are also on the rise. Theft of 
laptop computers has increased, especially at Schiphol 
Airport and major train stations. The thieves operate in 
small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 
been victimized, losing personal or unclassified government 
computers, software and data. Travelers are reminded that 
regulations require the use of the diplomatic pouch for 
shipment of classified equipment and information. 


10. Streets can be walked in relative safety but, as in any 
U.S. urban area, caution and vigilance should be exercised 
especially after dark in the more populated cities of The 
Hague, Amsterdam and Rotterdam. Red-light districts and 
public transportation hubs are common locations for incidents 
of street crimes. 
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OVERVIEW OF THE NETHERLANDS 


11. The Netherlands is slightly less than twice the size of 

New Jersey and has a population of 16.3 million. The 
government is a constitutional monarchy with a bicameral 
parliament. Queen Beatrix is the titular head of state and 

has mostly ceremonial duties, but does retain some political 
influence. Prime Minister Jan Peter Balkenende came to power 
in 2002, but his first cabinet lasted less than a year. 

After winning reelection, Balkenende built a center-right 
coalition that collapsed in August 2006, as it entered its 

fourth and final year in office. Balkenende continues to 

govern with a minority government (comprised of his Christian 
Democratic (CDA) and the Liberal (VVD) parties). Elections 
are scheduled for November 22 and are predicted to be a dead 
heat between Balkenende,s CDA and opposition Labor (PvdA) 
parties. 


12. The Dutch economy depends on trade; Amsterdam\'s Schiphol 
Airport (Europe,s fourth busiest) and the Port of Rotterdam 
(Europe,s largest) make the country a gateway to Europe. 

The Netherlands is the third largest source of foreign direct 
investment in the United States and is the third largest 

destination of foreign direct investment from the United 

States. GDP is expected to grow by 2.5 to 3 percent in 2006, 
which puts the Dutch ahead of eurozone averages for the first 
time in seven years. Unemployment has fallen to 5.5 percent. 


13. The Dutch generally take similar approaches to the U.S. 
on international security, human rights, free trade, and rule 

of law issues, although differences on specific policies are 
not uncommon. The Dutch are committed internationalists who 
support strong transatlantic ties through NATO and the 
further development of the European Union. Long active in 
peacekeeping missions in the Balkans, Dutch military forces 
participated in Operation Enduring Freedom, made significant 
contributions to stabilization efforts as part of Operation 

Iraqi Freedom, and continue to take part in NATO\'s 
International Security Force in Afghanistan. The Netherlands 
is also an international legal center and hosts the 
International Court of Justice, the Iran-U.S. Claims Tribunal 
and the International Criminal Tribunal for the Former 
Yugoslavia. 


14. The Netherlands is among the world\'s leading aid donors, 
giving about 0.8% of its gross national product annually in 
development assistance, making it the sixth largest donor 
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nation in dollar terms, and the fifth most generous relative 

to GNP. The country consistently contributes large amounts of 
aid through multilateral channels for education, the 
environment, water, AIDS, and reproductive health care. The 
Dutch provided extensive material support and expertise to 
the New Orleans area following Hurricane Katrina thanks to 
centuries of experience in holding back the North Sea. 


15. The people of the Netherlands are predominantly ethnic 
Dutch but with large minority communities from Morocco and 
Turkey as well as from the Netherlands current and former 
overseas territories of the Dutch Antilles, Suriname, and 
Indonesia. The influx of immigrants during the past three 
decades has been accompanied by increased social tensions 
between native-born Dutch and immigrant communities and led 
to growing debate about social integration and an increased 
emphasis on defining Dutch norms and values. The Muslim 
community in the Netherlands is the second largest in Western 
Europe as a percentage of the population (6 percent). The 
majority are immigrant &guest workers8 and their 
descendants; roughly a third of the Muslim population is of 
Turkish descent, with another third of Moroccan descent. In 
order to better explain our policies and gauge the Muslim 
community,s concerns, the embassy has placed a high priority 
on Muslim outreach. 


16. The U.S. Mission to the Netherlands, including the 

Embassy in The Hague and the Consulate General in Amsterdam, 
has employees from the Departments of State, Commerce, 
Agriculture, Justice, Homeland Security, and Defense, as well 

as DEA and NASA. DHS,s Immigration and Customs Enforcement 
(ICE) and Customs and Border Protection (CBP) maintain 

offices in Rotterdam and at Schiphol Airport. The FBI legal 

attach and U.S. Secret Service Europol liaison are stationed 

in The Hague. The Consulate General in Amsterdam serves a 
resident American population of 41,000 in addition to nearly 

one million U.S. visitors every year. 


The State Department,s Country Background Notes on the 
Netherlands are available on the internet: 


THE HAGUE 00000199 003 OF 003 


http://www. state.gov/r/pa/ei/bgn/3204.htm. 
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E.O. 12958: DECL: 01/26/2017 
TAGS: PGOV, PHUM, PREL, BO 
SUBJECT: LEADING HUMAN RIGHTS NGO FACES CLOSURE 


REF: A. 06 MINSK 839 


B. MINSK 036 
C. MINSK 057 


Classified By: Ambassador Karen Stewart for reason 1.4 (d). 


Summary 


1. (C) In the GOB\'s latest attack on Belarusian civil 

society, authorities have formally taken steps to evict the 
Belarusian Helsinki Committee (BHC), one of the country\'s 
last registered human rights NGOs, from its office. If the 
BHC continues to operate without a legal address, it could be 
liquidated and its leaders could face criminal charges 
carrying up to two years in prison. The threats of 
deregistration and possible imprisonment have left even the 
most dedicated human rights activists disheartened about the 
future of human rights groups in Belarus. End Summary. 


BHC\'s Eviction Could Snowball into Criminal Charges 


2. (C) The Belarusian Helsinki Committee (BHC), one of the 
three remaining registered human rights NGOs in Belarus, has 
been given until January 27 to vacate the office it has 

rented from 1998. Since the Belarusian authorities 

unilaterally annulled its lease with the BHC in December 

2006, allegedly due to late rent payments, the organization 
has unsuccessfully tried to rent one of the many vacant 

offices in the same building. Without a legal address, the 
authorities can liquidate the prominent human rights NGO at 
any moment. If the BHC continues to operate after it has 
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been deregistered, the BHC leaders could face criminal 
charges that carry up to two years in prison for acting on 
behalf of an unregistered organization. The GOB used these 
same charges to sentence the leaders of independent 
election-monitoring NGO Partnership to up to two years in 
prison (ref A). 


3. (C) The BHC, a long-time recipient of USG and European 
financial support, most recently provoked the ire of the 
Belarusian authorities with its critical assessment of the 
January 2007 municipal election process (ref B). The NGO\'s 
eviction represents the latest episode in the ongoing legal 
battle between the GOB and the BHC that started in 2004 when 
the government fined the BHC for failure to pay taxes ona 
European Commission (EC) tax-exempt grant. (Note: While the 
EC has apparently offered to pay the taxes for the NGO, BHC 
head Tatyana Protko, the EU ambassadors in Minsk, and post 
generally view the EC\'s possible concession to the GOB as 
offensive, precedent-setting, and ineffective. End note.) 


Despite Harassment, BHC Vows to Continue to Operate 


4. (C) BHC officials are seeking ways to continue their work 
despite GOB harassment. Protko told Ambassador on January 25 
that she is attempting to register the BHC at her personal 
residence. Protko conceded, however, that she does not 
expect to receive registration at that address since the BHC 
would need special permission from the authorities to 

register the NGO in a residential building. She promised 
Ambassador that the BHC\'s website would remain operational 
regardless of their official status in Belarus and that the 

BHC would use the website in addition to occasional 
face-to-face meetings to continue its work in Belarus. BHC 
deputy Garry Pogonyailo recently told independent reporters 
that the BHC could possibly continue operating as individuals 
rather than as members of an organization. According to BHC 
spokesperson Dmitriy Markushevskiy, the International 
Helsinki Committee has pledged to continue cooperation with 
the organization irrespective of its legal status. 


Comment 


5. (C) BHC leaders thus far have relied on their personal 
connections with key officials in Belarus\' Ministry of 

Justice and on their ties in the international community to 
withstand GOB pressure. It now appears that the regime is 
willing to suffer another blow to its international 

reputation by shutting down the most prominent human rights 
NGO in Belarus. Protko privately expressed to Ambassador her 
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deep (and understandable) concerns regarding the future of 
human rights activists in Belarus, particularly in light of 

perceived European calls for renewed dialogue with a regime 
that has defiantly ignored international criticism of its 

democracy and human rights record (ref C). The continued GOB 
harassment of human rights groups is clearly taking its toll 

on some of the country\'s most dedicated activists. The 
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United States and Europe need to maintain a united front on 
our common disdain for the gross human rights violations in 
Belarus. 


6. (C) Although post is aware that the BHC\'s situation was 
raised at the January 25 OSCE Permanent Council (PC), we 
believe it would be timely and appropriate to raise the issue 
again at the next OSCE PC. 

Stewart 
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E.O. 12958: DECL: 02/01/2017 

TAGS: PGOV, PHUM, PREL, BO 

SUBJECT: GOB RENEWS LEASE OF LEADING HUMAN RIGHTS NGO 
REF: MINSK 066 


Classified By: Ambassador Karen Stewart for reason 1.4 (d). 


Summary 


1. (C) On January 31, the GOB reversed a December 2006 
decision and announced that it would renew the lease contract 
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for the offices of the prominent human rights organization 

the Belarus Helsinki Committee (BHC) for one more year. The 
GOB denied any political motivation in its original 

cancellation of the lease, claiming that the decision 

resulted from the BHC\'s repeated late rental payments. In 
the context of recent difficulties with Russia, the GOB\'s 
concession to the BHC coupled with its repeated calls for 
dialogue with the U.S. and EU underscore the regime\'s efforts 
(albeit weak) to pretend that its image in the West is not 
completely tarnished. End summary. 


GOB Extends BHC\'s Lease for One Year 


2. (U) On January 31, the Belarusian authorities informed 
Belarusian Helsinki Committee (BHC) head Tatyana Protko that 
the lease on the BHC\'s office, which the GOB had annulled in 
December 2006 (reftel), had been extended for one more year 
under the current terms. The contract renewal ensures that 
the BHC, one of the three remaining registered human rights 
NGOs in Belarus, will possess a legal address for the next 
year, thus eliminating the immediate threat of liquidation. 
(Note: The BHC still faces a court trial over unpaid taxes on 

a foreign grant, but this case has been sitting for months. 

End note.) Protko commended the GOB\'s response as a step 
towards \"understanding the European system of values\" and 
thanked the U.S. and the EU for their strong public 

statements condemning the BHC\'s eviction. 


GOB Denies Political Motivation in Lease Cancellation 


3. (U) On January 31, Ministry of Foreign Affairs 

spokesperson Andrey Popov dismissed allegations that the GOB 
intentionally evicted the BHC from its offices. Instead, he 

sought to explain to Belarus\' \"EU and U.S. partners\" that the 
cancellation of the lease resulted from the BHC\'s constant 

late rent payments, despite a low rent subsidized by 

government discounts. (Note: BHC deputy Oleg Gulak told 
Emboff on January 26 that the BHC was late paying its rent 

only one time in 2006. End note.) Popov denied any 

political motivation in the GOB\'s original decision to cancel 

the lease and chastised the BHC leadership for duping the 
European Commission and the Department of State into making 
strident political statements on a matter that does not 

exist.\" 


Comment 


4. (C) The renewal of the BHCVs lease is a small victory for 
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that NGO. The authoritiesY concession may be an indication 
that the GOB is concerned about its international reputation. 
Given Belarus\' recent difficulties with Russia, this 
concession to the BHC is aimed at encouraging the West to 
relax its restrictive measures against the regime. Only many 
additional and far more comprehensive concessions from the 
GOB, including the release of all political prisoners, would 
constitute a clear reversal from Lukashenko\'s repressive 
tactics. 

Moore 
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SUBJECT: KEEPING THE ECONOMY AFLOAT SANS CHEAP ENERGY? 


REF: A. MINSK 003 
B. MINSK 037 
Classified By: Charge Jonathan Moore for reason 1.4 (d). 


Summary 


1. (C) Economists\' forecasts for Belarus in the wake of 
significant energy import price rises vary greatly. Those 

most optimistic about the economy\'s prospects focus on the 
relatively benign budget implications for 2007 and the 

ability of Lukashenko to dictate adjustments. Pessimists 

note the major trade imbalance made imminent by the increase 
costs of imported energy and decreased competitiveness of 
manufactured goods for export. All analysts agree the regime 
will attempt to reduce the impact on the population at large. 
Lukashenko is unlikely to seek market solutions to his 
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predicament, and his ability to successfully steer the 

economy through the approaching rough spots remains in doubt. 
End summary. 


2. (SBU) This cable is based on a January 26 breakfast hosted 
for Belarusian economists in honor of visiting EUR/UMB 
Director Robert Boehme. Belarusian participants were Georgiy 
Badey, Chair of the Association of Entrepreneurs and 
Employers and a former minister with three different 

portfolios pre-Lukashenko; Aleksandr Matyas, Director of 
Macroeconomic and Short-term Forecasting at the Ministry of 
Economics\' Economic Research Institute; Yaroslav Romanchuk, 
Director of the Mises Research Center; Irina Tochitskaya, 
Deputy Director of the Institute for Privatization and 
Management; Leonid Zaiko, Director of the Strategy think 

tank; and Sergey Zhbanov, correspondent for the weekly 
\"BelGazeta.\" 


Most Optimistic Observers Hold Slightly Pessimistic Views 


3. (C) Leonid Zaiko and Aleksandr Matyas held that the 
Belarusian government would likely succeed in limiting the 
damage to the economy caused by the increase in energy costs 
(reftels). Zaiko cautioned against overly dramatic 

predictions on the fate of the economy. He forecasted 

incomes would increase four to five percent in 2007, i.e. at 
least three percent less than the GOB\'s most optimistic 
inflation target. Zaiko posited that Belarus could earn USD 

6 billion on arms sales easily, but the government would of 
course not widely publicize this fact. 


4. (C) Matyas detailed the Economics Ministry\'s plans to cope 
with the increase in gas prices. He explained the Belarusian 
budget itself would not suffer greatly in 2007 (a viewpoint 
seconded by Irina Tochitskaya). However, he admitted the 
Ministry had not planned for Russian oil export duties, and 

had so far not figured out what adjustments to make from 2008 
and on when gas prices will rise even further. 


Belarus Faces Risk of Serious Economic Shock 


5. (C) Yaroslav Romanchuk discounted the importance of 
Matyas\' calculations, asserting that they failed to consider 

the systemic effects of Belarus\' changed relationship with 
Russia. Romanchuk said worse terms of trade on oil, gas and 
decreased access to Russian export markets could knock as 
much as 15 percent off Belarus\'s GDP. The most interesting 
moment could come this summer when it became clear whether 
the GOB was effective in shoring up the economy or had 
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aggravated the situation. 


6. (C) Sergey Zhbanov argued the Belarusian economy faced a 
crisis in liquidity due to the twin hits of duties on oil 

imported from Russia and the increase in gas prices 

(reftels). He said the result was pressure on the Belarusian 
ruble and a threat to the banking system. The January 26 
decision of Priorbank to freeze lending should serve as the 

first warning of storm clouds on the economic horizon, 
according to Zhbanov. He said other banks also likely feared 

a liquidity crisis, but did not have the same freedom to act 

as the Austrian-owned bank. 


7. (C) Irina Tochitskaya agreed with Zhbanov that decreasing 
profit margins on oil exports risked a large negative trade 
balance. Foreign investment would prove too low to make up 
the difference, she added. With Lukashenko having ruled out 
a devaluation of the Belarusian ruble, Tochitskaya suggested 
Belarus might consider borrowing from Russia. In any case, 
Tochitskaya predicted decreasing exports would prevent 
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Belarusian manufacturers from investing in modernization, 
further reducing their competitiveness. Georgiy Badey 
averred his colleagues\' estimates on the looming losses to 
the economy struck him as reasonable. 


Hit to Population Limited for Now 


8. (C) All analysts agreed Lukashenko would focus his initial 
efforts on limiting the impact on individual Belarusians. 
Tochitskaya suggested this policy would continue through the 
parliamentary elections due for 2008. Badey complained that 
the government was foisting huge cost increases upon industry 
and many companies would not be able to withstand the 
increase in costs. 


Comment: Lukashenko Does What He Knows Best 


9. (C) Lukashenko has never before been forced into such a 
difficult economic situation, and World Bank representatives 

in Minsk assure us that there are many market-oriented GOB 
officials at the expert level who would be willing and ready 

to make necessary economic reforms if given the signal \"from 
above\" to proceed. However, none of the economists gave any 
indication Lukashenko might introduce more free-market 
elements into the economy to stimulate growth. Zaiko noted 
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that Lukashenko would rely even more on commands from above 
to guide the economy, explaining that if the dictator 

understood market economics he would have employ market 
methods earlier. 


10. (C) As seen during the oil dispute with Russia when 
Belarus drew down its oil reserves quickly (ref B), 
Lukashenko\'s commands often complicate the lives of 
subordinates trying to sustain the economy. Recent state 
media coverage of Lukashenko promising to hold everyone from 
factory directors to regional government executives 
accountable for the failure to reach economic targets sets 
the stage for the leader to place the blame on everyone\'s 
shoulders but his own if the more dire economic predictions 
play out. 

Moore 
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B. MINSK 057 


Classified By: Classified by Ambassador Karen Stewart for reason 1.4 (d 


). 


Summary 


1. (C) Ambassador and visiting EUR/UMB Director Boehme 
recently met with several Belarusian opposition party leaders 


Column 3 

who expressed their support for holding an early March 
congress of pro-democracy forces. The opposition leaders 
generally were in favor of broadening U.S. economic sanctions 
against the Lukashenko regime and critical of the EU\'s 
unfettered trade relations with Belarus. End summary. 


Dramatis Personae 


2. (C) On January 26, Ambassador arranged for visiting 
EUR/UMB Office Director Robert Boehme a roundtable discussion 
with the leading Belarusian opposition political figures: 

United Civic Party (UCP) Chair Anatoliy Lebedko, Belarusian 
Popular Front (BPF) Chair Vintsuk Vyachorka, Belarusian Party 
of Communists (BPC) Deputy Chair Valeriy Ukhlyanev, 
Belarusian Social Democratic Party \"Gramada\" (BSDP) Acting 
Chair Anatoliy Levkovich, former political prisoner Mikhail 
Marynich, Charter 97 NGO founder Andrey Sannikov, and Irina 
Kozulina, wife of imprisoned BSDP Chair and former 
presidential candidate Aleksandr Kozulin. Although invited, 
opposition coalition leader and former presidential candidate 
Aleksandr Milinkevich was unable to attend the meeting. 


Second Opposition Congress without Raison d\'Etre? 


3. (C) When Ambassador inquired as to the opposition 
coalition\'s plans for a second congress in late February or 

early March, Lebedko and Vyachorka supported such a congress 
as an opportunity to formulate a common message among the 
coalition\'s ideologically-disparate parties and attract mass 

media attention to that message. Calling the opposition to 
present itself at the congress as a \"child of civil society,\" 
Ukhlyanev echoed Lebedko\'s and Vyachorka\'s logic and asserted 
that an early March congress would be timely in the wake of 

the recent energy dispute with Russia (ref A). Ukhlyanev 
reasoned that the Belarusian people now realize that 
Lukashenko is not a guarantor of stability. Noting that BSDP 

had not participated in the opposition coalition and its 

October 2005 congress, Levkovich agreed with Ukhlyanev that 
\"something is going on\" in Belarusian society and observed 

that the congress could be an opportunity to send the 
opposition\'s message to the nomenklatura, whose support for 
Lukashenko seems shake 

n. 


BDRA and Sanctions 


4. (C) When Boehme referred to the 2006 Belarusian Democracy 
Reauthorization Act and asked opposition leaders for their 
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views on possible U.S. economic sanctions against Belarus, 
Marynich and Sannikov responded favorably and argued that 
such measures would deny the Lukashenko regime much needed 
cash at a time when the EU will likely suspend GSP tariff 
privileges for Belarus in the coming months. Marynich and 
Sannikov speculated that tougher economic sanctions would 
create additional pressure on Lukashenko to release political 
prisoners. Lebedko also strongly criticized the EU for 

allowing Belarus to export more than 50 percent of its 

exports to EU countries. Lebedko agreed with the use of 
sanctions, but he cautioned the USG to give the GOB a certain 
period of time before it proceeded with economic sanctions. 
Vyachorka did not expressly reject the use of economic 
measures, but he placed a stronger emphasis on selectively 
expanding the U.S. visa ban and asset freezes on key GOB 
Officials. 


Opposition Looks to U.S. after \"Disappointing\" PACE Visit 


5. (C) Sannikov and others sharply criticized Parliamentary 
Assembly of the Council of Europe (PACE) President Rene van 
der Linden\'s recent visit to Minsk as an apparent softening 

of overall EU policy toward the Lukashenko regime (ref B). 
Marynich added that the visit proved that the U.S. remains 

the only trustworthy friend of Belarus\' pro-democratic 
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forces. Similarly, Levkovich described Belarus\' position as 
trapped between two self-interested rival powers, the EU and 
Russia, and called upon the USG to intercede in Belarus\' 
behalf. Recalling that the U.S. recently raised her 
husband\'s politically motivated imprisonment at the United 
Nations Security Council, Kozulina reiterated her family\'s 
gratitude and requested the U.S. to continue its leadership 

in pressuring the regime to free all Belarusian political 
prisoners. 


Comment 


6. (C) Although the purpose of a second congress of 
pro-democracy forces remains nebulous and both the focus of 
the congress and the source of its possible funding remain 
unclear, the political party leaders\' apparent consensus on 
holding a congress is itself important. Agreement on the 
congress contrasts with the conflicting opinions of UDF 
members regarding participation (or the boycotting of) last 
month\'s local elections. The next major challenge for the 
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political leaders is to secure Milinkevich\'s participation in 
the congress. Recent press reports indicate that political 
party leaders agreed to hold the congress on March 17-18. 
Milinkevich was not involved in the decision making process. 
Moore 
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E.O. 12958: N/A 
TAGS: KWMN, PHUM, PREL, NS 
SUBJECT: INFLUENTIAL WOMEN IN SURINAME 


REF: SECSTATE 202341 


1. (U) Per reftel Post submits a list of women influential and 

active in government, civil society, and business in Suriname. Post 
hopes these women will be included in future activities organized by 

the Office of the Senior Advisor to the Secretary of State for 

Women\'s Empowerment (S/WE). We are providing the names of fifteen 
influential women, some of whom are influential principally due to 

the positions that they hold; for a variety of reasons, Post feels 

that all are deserving. If the department desires a \"top five," the 

list may be considered roughly rank-ordered. 


A. The Honorable Cynthia Valstein-Montnor 
Judge 

Court of Justice 

Address: Tamarindelaan 6 - Paramaribo 

Tel: (597) 473 966; (597) 476 448; (597) 471 463 
Email: cmontnor@hotmail.com 


B. Garcia Paragsingh 

Public Prosecutor; Chairwoman of the Trafficking in Persons Unit 
Office of the Public Prosecutor 

Address: Henck Arronstraat 3 - Paramaribo 

Tel: (597) 471 010; (597) 454 133 

Email: ramcharan@sr.net 
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C. Siegmien Staphorst 

Director 

The National Women\'s Movement 

Address: Verlengde Gemenelandsweg 132B - Paramaribo 
Tel: (597) 432 921; (597) 465 626 

Email: siegmien@cq-link.sr 


D. Jennifer Geerlings-Simons 

Member of Parliament; Deputy Chairwoman National Democratic Party 
(NDP) 

Address: Magnesiumstraat 21 - Paramaribo 

Tel: (597) 474 350; (597) 427 091; (597) 438 387 

Email: fracocer@yahoo.com 


E. First lady Mrs. Liesbeth Venetiaan 
Bureau of the First lady 

Address: Kleine Combeweg 2 - Paramaribo 
Tel: (597) 472841 

Email: lieaveva@sr.net 


F. Chandra Algoe 

Public Prosecutor 

Office of the Public Prosecutor 

Address: Henck Arronstraat 3 - Paramaribo 
Tel: (597) 474 098; (597) 492 667 

Email: chandra.algoe@yahoo.com 


G. Iris Gilliad 

Chairwoman 

Women\'s Parliament Forum 
Address: Anniestraat 6 - Paramaribo 
Tel: (597) 551 403; (597) 850 5496 
Email: igilliad@yahoo.com 


H. Ruth Wijdenbosch 

Member of Parliament; Member of the Executive Committee of the 
international organization: \"Parliamentarians for Global Action\" 
Address: Dieterstraat 67 - Paramaribo 

Tel: (597) 532 329 

Email: ruth.wijdenbosch@sr.net 


|. Dr. Marthelise Eersel 

Director 

Ministry of Health 

Address: Henck Arronstraat 64 - Paramaribo 
Tel: (597) 477 601 

Email: vogezdir@sr.net 


J. Her Excellency Lygia Kraag-Keteldijk 
Minister of Foreign Affairs 
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Address: Henck Arronstraat 8 - Paramaribo 
Tel: (597) 471 209; (597) 471 756 

Email: buza@sr.net 


K. Her Excellency Joyce Amarello-Williams 

Minister of Labor, Technological Development, and Environment 
Address: Wagenwegstraat 22 - Paramaribo 

Tel: (597) 477 045 

Email: arbeid@sr.net 


L. Her Excellency Alice Amafo 

Minister of Transport, Communication, and Tourism 
Address: Prins Hendikstraat 26 - Paramaribo 

Tel: (597) 411 951; (597) 420 423 

Email: secmin@mintct.sr 


M. Cornelly Olivieira 

President 

Women\'s Business Group 

Address: Waaldijkstraat 11 - Paramaribo 
Tel: (597) 470 682 

Email: colivieira@yahoo.com; wobus@sr.net 


N. Yidiz Beighle 

Member of the MDG Global Watch Steering Committee; former Caricom 
Youth Ambassador 

Address: Nekoehoedoelaan 4 - Wanica 

Tel: (597) 372 076; (597) 8523 386 

Email: yldizbeighle@yahoo.com 


O. Shirley Sowma-Sumter 

Chief Executive Officer CKC Holding Company 
Address: Domineestraat 36 - Paramaribo 

Tel: (597) 477144; (597) 880 6032 

Email: shirley.sowma@kersten.sr 


2. Post\'s POC for women\'s issues is Political Officer Andrew 
Utschig; telephone: (597) 472 900, ext. 2208; email: 
utschigas@state.gov 


SCHREIBER HUGHES 
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E.O. 12958: DECL: 02/01/2017 
TAGS: ECON, EFIN, EINV, PGOV, EC 
SUBJECT: WEAKENING ECONOMY MAY BE VULNERABLE 


Classified By: DCM Jefferson T. Brown. Reason: 1.4 B and D 


1. (C) Summary. After six years of solid growth, the 
Ecuadorian economy will likely slow in 2007, and the Central 
Bank estimates the economy will grow 3.3%. This may 
overstate growth, since the economy has a number of 
vulnerabilities ) declining petroleum production and prices, 
falling business confidence, shrinking trade credit lines, 
large private sector external debts, and pending expiration 
of ATPA benefits. Remittances and the petroleum reserve 
funds could partially offset these weaknesses. Much will 
depend on President Correa\'s economic policies. If he 
defaults on external debt in search of a dramatic debt 
restructuring or imposes tight controls on domestic banks, 
Ecuador,s vulnerabilities will be exacerbated, growth will 
weaken even more, and in the worst case scenario there could 
be a run on the banks. Conversely, if he seeks only moderate 
changes for debt and the banking sector, the economy will 
probably continue to move along at a respectable clip, 
growing at around 3%. End summary. 


It\'s Been a Good Run 


2. (U) Acommon refrain among economic observers in Ecuador 
is that the economy has performed well since the 1999 banking 
crisis in spite of recent political instability. The economy 

has grown an average of 5% annually since 2000, and grew an 
estimated 4.3% in 2006. Per capita income grew 18% in the 

last five years, and the poverty rate fell 18 percentage 

points between 2000 and 2004. The growth and stability are 
attributable in large measure to dollarization, high oil 

prices, remittances ($2.7 billion/year), growing 

non-petroleum exports (annual growth over 14% in 2005 and 
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2006) and a moderate degree of fiscal discipline (public 
sector surplus in 2006 exceeding 4% of GDP and $1.3 billion 
in petroleum reserve funds). 


Pessimistic Central Bank 


3. (C) The Central Bank had been projecting that economic 
growth in 2007 will be 3.5%. However, in a January 12 

meeting with EconCouns, Central Bank General Manager Mauricio 
Pareja flagged a number of indicators that suggest the 
economy may be weakening. In particular he noted that since 
August the Central Bank\'s forward looking indicator has been 
at or just below the benchmark that suggests a decelerating 
economy, and a further decline would foreshadow the beginning 
of arecession. He noted that the business confidence index 
dropped dramatically in November (36 points out of a scale 
400; it fell another 10 points in December). He also said 

that petroleum production is projected to decline six 

percent, from 196 million barrels in 2006 to 184 million 

barrels in 2007. Because of falling oil production and 

prices, he expects that Ecuador will run a small trade 

deficit in 2007, compared to a roughly $1 billion surplus in 

2006. In short, he concluded, the economy is showing signs 

of weakness that could make it vulnerable to policy shocks 
such as a default or a clampdown on banks. 


4. (U According to a media article on January 30, the 
Central Bank has slightly reduced its 2007 growth forecast to 
3.3% due to declining oil production. 


Caution but not Capital Flight 


5. (C) The heads of several large Ecuadorian banks, as well 
as the Central Bank, have told us that they have not seen any 
signs of capital flight, although they allow that some 

individuals may have shifted funds and that the banks 
themselves may have moved more assets offshore. However, 
Citibank reports that $200 million dollars left as capital 

flight in the last three week of January. Banks have also 
noted that deposit growth has slowed down dramatically. We 
have heard anecdotally from managers from a range of 
companies that for several months they have been keeping 
their cash reserves in Ecuador to the minimum needed to meet 
operating costs. We have also heard assertions that many 
businesses shelved their investment plans in late 2006, and 
given the worried comments we have heard from Ecuadorian 
business leaders we suspect that much of the private sector 
will remain cautious in early 2007. 


Column 3 
Tightening Trade Credit Lines 


6. (C) The local Citibank chief, Bernando Chacin, said that 
Citibank is already reducing its trade credits lines for 
Ecuador. A British-based bank told us that it reduced its 
Ecuador exposure (mainly trade credits) by one-third prior to 
Correa winning the presidential election in November. 
Alberto Dassum, the outgoing president of the Guayaquil 
Chamber of Industry, told us that suppliers are also 
beginning to tighten supplier credits by shortening terms and 
monitoring repayment carefully. He believes that the 
suppliers, even if they have long-term relations with their 
Ecuadorian customers, are doing so in response to pressure 
from insurance companies that underwrite supplier credits. 
The leaders of Ecuador\'s business chambers held a press 
conference on January 25 to highlight their concerns about 
tightening credit lines, and claimed that trade financing had 
fallen $56 million in three weeks. 


Uncertainty about Trade Preferences 


7. (SBU) An additional factor, which may or may not hamper 
growth in the second half of the year, is whether Andean 

Trade Preferences Act (ATPA) benefits will be extended beyond 
June 30. Senate President Harry Reid, when he visited 
Ecuador in December, talked about seeking an additional 
extension for ATPA. However, if the preferences are not 
extended, that could have an impact on business confidence as 
well as the real economy. (The Central Bank estimated that 
without ATPA Ecuador would lose around $190 million in 
exports per year, while the Chamber of Industry estimated 
approximately 105,000 jobs would be lost.) 


There\'s Still Resiliency 


8. (SBU) As noted above, the Ecuadorian economy has some 
vulnerabilities, but we don\'t want to overstate the case. 

The economy is coming off a year when it grew approximately 
4.3% and is carrying at least some momentum into 2007. Oil 
prices are still reasonably high and above the level used to 
calculate the budget, and $2.7 billion in remittances (over 

6% of GDP) will help shore up consumer demand. The 
government will support demand with its plans to increase 
income transfer payments to the poor. There is also over 
$1.3 billion in petroleum reserve funds, and the government 
could also boost investment if it begins to draw on the funds 
from the former Oxy fields to invest in the hydrocarbons and 
electricity sectors. 
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Domestic Vulnerabilities to an International Default 


9. (C) A number of international analysts we have talked to 
believe that the domestic economy will be relatively 
sheltered if the GOE defaults on external debt. Given the 
statements on curtailing debt made by President Correa and 
Economy Minister Patino on the campaign trail and in their 
first two weeks in office, it appears that they are not 
concerned about the potential fallout for the domestic 
economy, although as they settle into office their 
perspectives may change. 


10. (C) Most observers, including the Chacin from Citibank, 
the IMF resident representative, and international analysts, 
concur that trade credit lines will be cut back dramatically 

if the GOE defaults, and as noted above, those lines are 
already beginning to shrink. No one offered an estimate as 
to what the impact would be on the real economy, but our 
suspicion is that the collapse in trade finance would be 
accompanied by additional faltering in business confidence, 
which would probably slow down economic growth by a 
percentage point or so. The problems could worsen if ATPA 
preferences expire at the end of June. 


11. (C) The IMF resident representative opined that in the 

case of a default, the Ecuadorian economy would be relatively 
resilient in 2007 and continue to grow modestly and without a 
crisis, although he cautioned that some of his IMF colleagues 
are more pessimistic. He went on to say that in his 

scenario, the economy would be very weak entering 2008, when 
there might be a recession and possibly a crisis. 


12. (C) One relative unknown is the impact a GOE default 
would have on non-trade private sector external debt. The 
Central Bank reports that private sector external debt 

totaled $6.2 billion in November 2006. A default by the 
government presumably could complicate the private sector\'s 
roll-over of this debt, but we do not have a good idea of the 
implications since the Central Bank does not provide a 
breakdown on the types or maturities of the debt. The IMF 
resrep allowed that he does not have a good idea of the 
composition of this debt, but believes that much of it is 

used by Ecuadorian companies because of the tax benefits of 
using debt over equity. He suspects that in the case of an 
economic crisis, the company owners may walk away from the 
debt while keeping their personal assets intact. 


What About a Domestic Banking Crisis? 
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13. (C) A bigger concern for Ecuador would be if Ecuadorians 
lost faith in the local banking sector and began a run on the 
banks. Most analysts, including the IMF resrep, thought that 
a run would be unlikely if Ecuador were to default on 
external debt. However, during his campaign Correa raised 
the possibility of tightening controls over local banks 

(forced repatriation of offshore assets and/or directed 
lending). The IMF resrep said if the Correa government 
imposes restrictions on the banks, the combination of bank 
controls plus a default might lead to a run on the banks, 
particularly if the economy were also showing signs of 
slowing down. 


14. (C) Citibank,s Chacin said that his bank was beginning 

to look at scenarios that could lead to a bank run. He said 

that the studies were not complete, but added that in the 

1999 banking crisis the withdrawal of 30% of the system\'s 
deposits provoked a crisis. He said that his impression is 

that with a dollarized economy a crisis would be provoked 

with fewer withdrawals, perhaps around 20% of deposits, since 
it would be harder to meet demand for cash. 


Comment 


15. (C) The Ecuadorian economy will slow from its solid 
growth over the past six years, given declining oil 
production and prices as well as falling business confidence. 
It also shows vulnerabilities that will be exacerbated if 

the Correa administration pursues policies that further 
damage business confidence in Ecuador. Despite the risks, 
perhaps even attracted by them, Correa and his economic 
advisors seem bent on using debt reduction to mark their 
government\'s departure from what they label \"neo-liberal\" 
policies of past governments and toward what Correa (and 
Venezuelan leader Hugo Chavez) refer to as \"21st century 
socialism.\" 


16. (C) Correa and his economic team have said that they 
want to restructure Ecuador\'s external debt and have 
suggested they might impose controls on Ecuador\'s domestic 
banks. However, to date, it is not clear what they will 

actually do. If they pursue either policy in a ham-fisted 

way, they would reduce growth by one to two percentage points 
in an already slowing economy. Poor implementation of both 
policies at the same time could very well provoke a banking 
crisis comparable to that of 1999. 


17. (C) If the Correa administration pursues debt 
restructuring in a limited, market-friendly way, and leaves 
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the banks alone or imposes only marginal restrictions, 
business confidence might stabilize. Even then we suspect 
that both foreign and domestic investors would remain 
cautious, given the probable doubts about future economic 
policies and the outcome of the proposed constituent 
assembly. However, increased government spending might 
partially offset reduced private sector investment, while 
non-petroleum exports and remittances will continue to 
provide some additional stability. In that case, the economy 
would probably continue to perform respectably, growing 
around 3% or so, in spite of the political noise. 

JEWELL 
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E.O. 12958: N/A 

TAGS: ETRD, BEXP, ECON, BR 

SUBJECT: EU TO APPROACH BRAZILIAN GOVERNMENT ON TAXATION OF 
COSMETICS IMPORTS 


1. (U) Action Request - paragraph 2. 


2. (U) Summary and Action request. On January 31, EU 
Econ/Commercial Counselor Fabian Delcros approached Commercial 
Attache with respect to problems that EU cosmetics companies were 
experiencing regarding alleged discriminatory taxation upon their 
exports to Brazil. In essence, the EU argues that the GOB\'s 
Industrial Property Tax is being levied in a discriminatory manner 
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because it is assessed against domestic goods at the industrial 

level but against imported goods at the wholesale level - and the 
wholesale price structure is higher because that total includes the 
importers\' profit margins. The higher IPI levied on imported 
products, the EU states, appears to constitute a violation of 

Article 111:2 of the 1994 GATT provisions on national treatment for 
taxation of imported products. Delcros provided Commercial Attache 
with an Aide Memoire on this issue (set forth at paragraph 3) and 
wondered if US Embassy might be willing to join forces with EU 
diplomats here on a joint demarche to the GOB. While post has 
worked on behalf of U.S. cosmetics exporters which have experienced 
problems with Brazilian customs regarding invoicing, to date we have 
not heard any complaints from them about the application of the IPI 
tax. Post seeks Washington guidance as to how to respond to the 
EU\'s proposal for a coordinated approach. End Summary and Action 
Request. 


3. (U) Text of EU Aide Memoire 


The European Commission is concerned about an apparent tax tax 
discrimination against cosmetic products imported into Brazil. Such 
products are always subject to the industrial tax (IPI) at the 
wholesaler stage, thus resulting in a higher tax burden than that 
applicable to the like domestic products, which are subject to this 
tax at the industrial stage. This tax discrimination appears to be 
inconsistent with Brazil\'s obligations under the GATT 1994. 


Decree 4.544 of 26 December 2002, which regulates the application of 
the IPI (Imposto sobre Produtos Industrializados), establishes in 
Section Il the cases where non-industrial business is assimilated to 
industrial business for the purposes of the application of the tax. 
Decree 4.544 covers both the trading of locally produced goods and 
the trading of imported goods. 


According to Section Il of Decree 4.544 of 26 December 2002, these 
are the cases where the trading of imported products is assimilated 
to production and therefore subject to the IPI: 


-- Wholesalers and retailers receiving the imported goods from an 
importer from the same business group or corporation (Article 9.11) 
-- Wholesalers and retailers trading on goods imported on their 
behalf through a third legal entity (i.e., and importer (Article 

9.1X). 


However, by virtue of Article 9.VIII, wholesalers of imported 

cosmetic products are assimilated to producers, and therefore 
subject to the IPI tax, in all cases, whether the importation is 

done on behalf of the importer or on the wholesaler behalf and/or 

the ownership relationship between importer and trader. \"Os 
estabelecimentos atacadistas que adquirirem de estabelecimentos 
importadores produtos de procedencia estrangeira, classificados nas 
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posicoes 33.03 a 33.07 da TIPI (Medida Provisoria n. 2.158, de 24 
agosto de 2001, art. 39)". This assimilation does not apply to 
domestic cosmetic products, but only to imported ones. 


Therefore, by its own terms, Decree 4.544 clearly discriminates 
against imported cosmetic products if compared to locally produced 
goods. The latter are subject to the IPI only once, at the 

industrial stage. On the other hand, imported cosmetic products are 
subject to the IPI twice: firstly, when the importation takes 

place; secondly, when the wholesaler receives the goods from the 
importer. Although the importer is credited for the industrial tax 
paid, the consequences of the Brazilian tax provisions are a higher 
amount of tax finally borne by imported goods, due to the fact that 
at the wholesaler stage the taxable base includes the importer\'s 
profit margin. Consequently, imported cosmetic products are taxed 
in excess of the like domestic products. This higher tax burden 
affects the final retail price and it affords protection to domestic 
production. 


For the reasons mentioned above, Brazil's provisions on the 
application of IPI to imported cosmetics appears to constitute a de 
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lege discrimination against imported cosmetic products inconsistent 
with article 111:2 of the GATT 1994 (\"National treatment on internal 
Taxation and Regulation\"), which stipulates that the products of the 
territory of any contracting party imported into the territory of 

any other contracting party shall not be subject to internal taxes 

in excess of those applied to like domestic products. 


We therefore request the Brazilian authorities to give due 
consideration to this matter in order to ensure a level playing 
field for imported and domestic goods. 


End Text of EU Aide Memoire. 
Sobel 
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SIPDIS 
DEPARTMENT FOR WHA/CEN J. CORNFORTH AND PRM/PIM T. WRIGHT 


E.O. 12958: DECL: 02/01/2017 
TAGS: EAID, ES, HO, NU, PGOV, PHUM, PREF, PREL, SMIG 
SUBJECT: EL SALVADOR: EXTENSION OF TPS FOR EL SALVADOR 


REF: STATE 6653 
Classified By: Ambassador Charles Glazer, reasons 1.4 (b) and (d) 


1. (C) Temporary Protected Status should be extended again 
for the nearly 250,000 Salvadoran beneficiaries living and 
working in the United States. El Salvador\'s ongoing 
reconstruction from two devastating earthquakes in 2001 is 
incomplete, and a series of moderate local earthquakes during 
late December 2006 in Ahuachapan Department have exacerbated 
the situation by displacing nearly 2,000 more households. 
Current conditions prevent the safe return of Salvadoran 
nationals to a country still ill-prepared to absorb them. 

TPS remains an important bilateral issue, and the forced 
return of such a large group of people would not only have a 
severe negative impact on socioeconomic conditions but also 
severely damage bilateral relations with a country that is 

one of our most important allies in the region. 


2. (SBU) The earthquakes of January and February 2001 
claimed 1,159 lives, damaged or destroyed 276,000 homes, 
destroyed major hospitals and community infrastructure, and 
left unserviceable 1,400 miles of roadways. This major 
disruption to the economy and social fabric, despite major 
reconstruction efforts, has yet to be overcome. Though 
USAID\'s $170 million disaster reconstruction program made 
significant improvements to damaged infrastructure, 
assistance from many other sources is still being 

implemented. The GOES has only recently begun to rebuild two 
of the seven hospitals damaged by the earthquakes. Repairing 
these hospitals will cost an estimated $100 million, and the 
work will not be complete until 2009 at the earliest. 


3. (C) To complicate matters, a series of moderate but 

localized earthquakes (up to 4.6 on the Richter Scale) hit 

the western half of El Salvador during the last week of 2006. 
There were a handful of deaths, and given the substandard 
housing prevalent in region, nearly 2,000 families were left 
homeless. The GOES has been unable to adequately respond to 
this latest natural disaster, and the Vice Ministry of 

Housing informed affected residents that the government would 
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make loans to cover at most 35 percent of reconstruction 
costs. The other 65 percent would be paid directly by those 
affected. 


4. (SBU) El Salvador has not recovered from the 2005 
eruption of the Santa Ana Volcano, which was immediately 
followed by flooding and mud slides caused by Hurricane Stan. 
Those disasters resulted in 69 deaths and $355.6 million in 
damage to housing and infrastructure. The GOES redirected 
local and international funding to address these crises, but 

as their response to the 2006 earthquakes shows, resources 
are scarce. Moreover, the GOES is redirecting resources to 
face the enormous challenge gang violence poses to the 
country's stability. The murder rate for El Salvador is the 
highest per capita in the Western Hemisphere (58 per 100,000 
in 2006) and is arguably one of the highest in the world 
outside of an active war zone. Gang violence continues to 
have a destabilizing effect on the society as a whole, 
damaging the basic social and economic fabric of the country. 


5. (SBU) Though the economic situation in El Salvador has 
shown modest improvement in 2006, 35 percent of households 
nationwide still live in poverty. Poverty in rural areas, 

which often bear the brunt of natural disasters, is even 

higher, at 42 percent. Underemployment nationwide stands at 
32 percent, and apparel manufacturers have cut thousands of 
jobs in the past year as increased competition from China 
takes its toll despite CAFTA-DR benefits. Remittances, which 
in 2006 were $3.3 billion, remain an important source of 
income for the nearly 1.7 million people who receive them. 
With CAFTA-DR, the recently signed Millennium Challenge 
Compact, and other initiatives in support of economic growth, 
the USG is helping El Salvador establish the framework for 
growth in the long term, but the major benefits of these 
agreements, including the connection of the impoverished 
northern zones to the rest of the country, remain years away. 
At present, there are insufficient economic opportunities to 
ensure a secure reintegration of returnees, and social 
services are inadequate to attend to them. 


6. (SBU) Despite the great strides the GOES has made in just 
15 years since the end of the civil conflict to improve the 

living conditions of its citizens, some estimate that up to 

600 Salvadorans per day leave the country headed for the 
United States. Many of them never make it to Mexico, let 
alone the United States. However, USG efforts to stem the 
flow of migrants and return citizens to their native country 
have yet to ebb the tide of Salvadorans emigrating illegally 

to the north. 
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7.(C) From a socioeconomic perspective, the GOES is not 
prepared to accept the return of nearly 250,000 nationals 

from the United States, in addition to the some 30,000 others 
who may face deportation this year. While there remains a 
clear statutory rationale for the extension of TPS again this 
year, the political importance of this issue cannot be 
underestimated. Such a massive deportation would be a 
political embarrassment for the GOES in the lead up to 2009 
local, legislative, and presidential elections that could 

provide a significant boost to the electoral prospects of the 
communist-dominated and Chavez-supported FMLN. El Salvador 
under ARENA,s leadership has been one of our most important 
allies in the Western Hemisphere, during a major rise of 

leftist populist regimes unfriendly to USG interests. El 
Salvador is currently deploying its eighth contingent of the 
Cuscatlan Battalion to Iraq (a deployment the government sees 
in part as an expression of gratitude for USG support in 

their own civil conflict), but terminating TPS would 

dramatically undermine President Saca\'s ability to support us 
on this and many other global and hemispheric issues of 
importance. For these reasons, in addition to the 
socioeconomic disruption such a massive deportation would 
cause, post continues to strongly advocate the extension of 
Temporary Protected Status for the Salvadoran nationals who 
are beneficiaries. Ending TPS now could have a profound 
negative impact on our bilateral relationship. 

Glazer 
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RR RUEHWEB 

DE RUEHSG #0177 0322004 

ZNR UUUUU ZZH 

R 012004Z FEB 07 

FM AMEMBASSY SANTIAGO 

TO RUEHC/SECSTATE WASHDC 0848 

INFO RUEHCV/AMEMBASSY CARACAS 1257 
RUEHLP/AMEMBASSY LA PAZ FEB MANAGUA 0120 
RUEHBU/AMEMBASSY BUENOS AIRES 0069 
RUEHUB/USINT HAVANA 0072 
RUEHQT/AMEMBASSY QUITO 1648 


SIPDIS 

SIPDIS 

STATE FOR IIP/G/WHA, INR/R/MR, WHA/BSC, WHA/PDA, INR/IAA 
AMEMBASSIES POR PAO, IO 


E.O. 12958: N/A 


Column 3 
TAGS: OPRC, KMDR, KPAO, PGOV, PREL, VE, BL, NU, CU, EC, Cl 
SUBJECT: MEDIA REACTION - LULA, KIRCHNER, AND CHAVEZ 


1. On January 31, Chile\'s conservative, independent WLa Tercera!" 
(circ. 101,000) carried a column by Venezuelan political analyst 
Alberto Garrido entitled, \"Lula and Kirchner\'s \'Warning\' to Chavez. 


2. \"The leak to the press of an alleged warning from Lula (da Silva) 
and (Nestor) Kirchner to Chavez Vnot to take steps that could weaken 
Venezuela\'s democracy is only a summer night\'s dream for political 
sectors and public opinion in Latin America and the world.... The 
array of economic integration agreements signed by Chavez with Lula 
and Kirchner...can solely be explained in the framework of Chavez\' 
intent to promote the creation of a Latin American and Caribbean 
Unified Nation (Patria Grande Latinoamericana y Caribea), for which 
there is already an embryo, which is the Bolivarian Confederation of 
Nations (Venezuela, Cuba, Bolivia, Ecuador, and Nicaragua)... 
Withdrawing from a relationship with Chavez could be costly for Lula 
and Kirchner. In addition to fragmenting Mercosur, Brazil would 

lose a commercial partner that in 2006 generated a US$ 3 billion 
trade surplus and Argentina would upset its most important 

creditor. 


3. \"As if this were not enough, Lula and Kirchner are looking at the 
Southern Gas Pipeline, a mid-term project largely financed by 
Chavez, as a strategic solution to the gas supply problem. 
Therefore, the \'warning\'- if there ever was one -- is just words 
blowing in the wind.\" 


KELLY 
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SIPDIS 

SIPDIS 

STATE FOR WHA/CAR 
E.O. 12958: N/A 


TAGS: EAIR, OTRA, SC 
SUBJECT: COUNTRY CLEARANCE GRANTED TO HURR FOR TRAVEL TO 
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ST. KITTS AND NEVIS 


REF: FAA 312118Z 


1. Embassy Bridgetown welcomes and grants clearance to Allen 
Hurr to travel to St. Kitts and Nevis from February 26-March 

2, 2007, for the purpose of meeting with the Minister of 
Transport and his Permanent Secretary. 


2. Per reftel, Embassy understands assistance is not 
requested. 


3. Embassy Bridgetown requests an outbrief be provided to the 
Political/Economic Section relating to activities while in 

the region within 10 working days of completion of travel. 
Please provide the outbrief by telephone, 246/436-4950 X4230, 
or by fax at 246/227-4174. 


4. Entry requirements: Mission policy is that all USG 
travelers to the region be in possession of a valid passport. 
There is a departure tax of 45 xcd (Eastern Caribbean) 
dollars or 16.50 U.S. dollars. 


5. The exchange rate in St. Kitts and Nevis is 2.70 xcd 
(Eastern Caribbean) dollars for one U.S. dollar. U.S. 
currency, traveler\'s checks, and credit cards are routinely 
and widely accepted. 


6. The following is general information pertaining to 
security and health considerations throughout the Eastern 
Caribbean: 


Security 


In the Eastern Caribbean, foot travel outside of 
well-established tourist areas is not generally recommended, 
especially at night. Be vigilant when using public 

telephones or ATM machines near roadsides or quiet areas. As 
in many U.S. metropolitan areas, wearing expensive jewelry, 
carrying expensive objects, or carrying large amounts of cash 
should be avoided. Visitors should also safeguard valuables 
while at the beach. While hotels are generally safe, many 
visitors have experienced loss of unattended items. Hotel 
burglaries are not uncommon and all valuables should be 
locked in room safes if possible. 


Health 


Throughout the Eastern Caribbean, the most likely threat to a 
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visitor\'s health is sunburn. It takes several weeks to 
become accustomed to the heat and humidity. Prolonged 
exposure to the sun, without protection, causes sunburn and 
may ultimately result in sun-damaged skin or even skin 
cancer. Sunscreens should be used for protection. In 
Barbados, St. Lucia, and St. Vincent and the Grenadines the 
major health threat is dengue fever, transmitted by mosquito. 
Dengue cases are most often seen in the summer months. 
Persons should therefore protect themselves with insect 
repellent. There is a growing number of HIV/AIDS cases 
reported. The Eastern Caribbean enjoys clean and safe 
drinking water. Only routine boosters for immunizations 
(i.e., tetanus, diphtheria, and oral polio vaccine) are 

required when traveling to this region. Barbados has the 
best medical facilities of all the islands in the region and 
most of the medical specialties have practitioners here. 
GILROY 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PGOV, PINS, ASEC, EC 

SUBJECT: GOVERNMENT AND CONGRESS REACH ACCORD, CALMING 
STREET FOR NOW 


REF: A. QUITO 247 
B. QUITO 200 
1. (SBU) Summary: In a joint press conference on January 
31, the President of Congress and Government Minster Gustavo 


Larrea announced an agreement whereby Congress would debate 
the government\'s proposed referendum on a constituent 
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assembly on February 6. Conciliatory statements by Larrea 

and the congressional reversal of an unpopular appointment 
diminished tensions between the Correa government and 
pro-referendum demonstrators on one side, and the Congress on 
the other. The agreement paves the way for eventual 
Congressional approval of the referendum, which even members 
of the anti-assembly opposition concede cannot be stopped, 

only delayed. Electoral authorities are expected to act next 
week to restore the political rights of ex-president Lucio 
Gutierrez, a key referendum supporter. In the wake of street 
violence earlier in the week, the Correa government has 
distanced itself (somewhat) from the excesses of the 
demonstrators, shown some pragmatism in relations with 
Congress and avoided crossing democratic redlines. End 
Summary. 


Correa Turns Up Heat, Larrea Turns it Down 


2. (SBU) President Correa had incited his supporters to 
defend the referendum on whether to hold a national 
constituent assembly in a nationally-televised address on 
January 28. Demonstrators from various pro-assembly groups 
turned out on January 30, breaking through police barriers to 
interrupt the congressional session (Ref A), causing several 
minor injuries. President Correa on January 31 lamented the 
violent excesses but blamed the Congress and the Supreme 
Electoral Tribunal (TSE) for the confrontation, saying that 

by delaying approval of his government\'s referendum the 
Congress had provoked public reaction. If necessary, he 

said, he would create a new body to administer the referendum. 


3. (SBU) At a hastily-organized press conference later that 
day in the office of Congress president Jorge Cevallos, 
attended by representatives of most parties represented in 
Congress, Larrea moderated Correa\'s tone, declaring the 
government preferred to seek congressional approval for the 
referendum if possible. Larrea defended the right to 

legitimate protest, but admitted that police protection for 
Congress (which falls under his ministry\'s control) had been 
inadequate during the demonstration on January 30, saying the 
breach would be investigated. He denied any intention by the 
government to dissolve Congress, and pledged to \"guarantee\" 
its ability to function in the future. Congress president 

Cevallos agreed to put the issue of the referendum at the top 
of Congress\' agenda for February 6. 


4. (SBU) Congress resolved another problem during 
yesterday\'s session by accepting embattled and discredited 
attorney general Francisco Cucalon\'s resignation and pledging 
to select his replacement from the list presented by the 
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National Judicial Council. Correcting that substantive, 
legal and political misstep will remove what has been an 
effective point of criticism against this Congress by 
pro-Correa forces. 


Day After--Streets Calm 


5. (SBU) After an active day breaking into Congress (Ref A) 
and the TSE a week earlier (Ref B), pro-assembly 
demonstrators called for an evening rally on January 30 in 

the same north Quito park where middle class anti-government 
protesters had rallied against then-president Lucio 

Gutierrez. The rally fizzled, attracting only 30-40. 

Assembly opponents have accused the Correa government of 
organizing and paying for the more numerous pro-assembly 
demonstrations, and deliberately permitting the demonstrators 
to enter the Congress building. On January 30, the number of 
demonstrators declined to only 300, who marched to the 
presidential palace on January 31 to show support for the 
assembly referendum. No demonstrations were expected on 
February 1. 


Comment 


6. (SBU) The accord between Cevallos and Larrea has already 
calmed the situation in the streets stirred up by the 
government to pressure Congress to approve the referendum. 
Backing down from its threat to proceed without congressional 
approval, the government, thanks to Gutierrez, currently has 
the votes in Congress to bring the referendum within 
constitutional bounds. Assembly opponents in the PSC and 
PRIAN confide that with Correa high in the polls at the 

outset of his presidency, and the Congress largely 

discredited in public opinion, they hope not to block the 
referendum and subsequent assembly, but only to delay it. 
Some are also thinking ahead to try to gain an adequate 
number of seats on the assembly to block constitutional 
changes they fear will be for the worse. 


7. (SBU) Separate from but linked to congressional approval 
of the referendum is the issue of restoration of Lucio 
GutierrezW right to run for office (currently blocked for two 
years by a TSE ruling which kept him out of the 2006 
presidential race). A majority in the TSE is expected to 
reinstate those rights, permitting Gutierrez to run for the 
assembly himself (he hopes to seek the presidency of the 
assembly if he wins). The show of Wpopular support" in the 
streets on January 30 is viewed by some here as Correa\'s 
attempt to maintain his political purity by changing public 
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perceptions of his governmentYs modus vivendi with Gutierrez, 
creating the impression that Congress will approve the 
referendum not because of a political deal with the devil, 

but instead in response to popular will expressed in the 
streets.\" 


8. (SBU) Recent events have demonstrated Correa\'s 
willingness to take a hard public line against Congress, 

while permitting his minister to avert conflict (at the last 
minute or after some violence, as in this instance) by making 
conciliatory gestures. That strategy is proving effective at 
this early stage of his presidency, but could cost him 

popular support over the longer term. For its part, the 
opposition appears eager to provoke Correa\'s impulsive ire, 
seeking to speed his inevitable descent in the polls. We are 
staying away from this baiting game, and maintaining our 
focus on democratic redlines (keeping the assembly referendum 
within constitutional bounds, not dissolving Congress) which 
Correa has not yet crossed. 

JEWELL 
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SIPDIS 
SIPDIS 
DEPT FOR PRM/ECA AND WHA/CAR 


E.O. 12958: DECL: 01/30/2017 
TAGS: PREF, PREL, PGOV, XL 
SUBJECT: CARIBBEAN MASS MIGRATION CONTINGENCY ASSESSMENT 


REF: A. STATE 10266 
B. STATE 3439 


Classified By: CDA MARY ELLEN T. GILROY FOR REASONS 1.4 (B) AND (D). 


1. (C) In response to reftels, it is Embassy Bridgetown\'s 
assessment that the Eastern Caribbean countries would be 
highly unlikely to accept migrants or to operate camps to 
detain migrants. All seven of the Eastern Caribbean islands, 
and especially the northernmost three--Antigua and Barbuda, 
Dominica, and St. Kitts and Nevis--have extremely limited 
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security capacity and resources. (Even relatively wealthy 
Barbados called on the U.S. for assistance when its single 
prison facility burned down in March 2005.) Nor would the 
region, which has long maintained friendly ties with the 
Castro government, be receptive to U.S. requests to house 
Cuban migrants in the post-Fidel era. Both capacity and will 
are seriously lacking. 


2. (U) Post regrets delay in transmission of response. 
GILROY 
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SIPDIS 
SIPDIS 


DEPT FOR WHA/CAR AND S/WE (SASHA MEHRA AND GERDA LANE) 
SOUTHCOM ALSO FOR POLAD 


E.O. 12958: N/A 
TAGS: PREL, PHUM, KWMN, XL 
SUBJECT: EASTERN CARIBBEAN: INFLUENTIAL WOMEN 


REF: A. 06 STATE 202341 


B. 06 STATE 178055 
C. 06 BRIDGETOWN 1896 


BRIDGETOWN 00000124 001.2 OF 003 


1. In response to ref A request, Embassy Bridgetown has 
identified a number of women who hold leadership positions 
and have been influential in their countries and the region. 
Some, like BarbadosY Dame Billie Miller, the Minister of 
Foreign Affairs, and Dr. Carol Jacobs, Chair of the Board of 
the Global Fund to Fight AIDS, Tuberculosis and Malaria, have 
also made important contributions internationally. 
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Antigua and Barbuda 


Name: D. Gisele Isaac 

Title: Speaker of the House of Representatives 
Institution: Government of Antigua and Barbuda 
Tel: 268/463-3003 


Name: Ambassador Joan Underwood 

Title: Manager, Human Resources and Strategic Development 
Institution: ABI Financial Centre 

Tel: 268/480-2742 


Name: Mickel Brann 

Title: Editor 

Institution: The Observer Newspaper 
Tel: 268/480-1761 


Name: Dr. Jacqui Quinn-Leandro 

Title: Minister of Labour 

Institution: Ministry of Labour, Public Administration and 
Empowerment 

Tel: 268/562-6145 


Name: Enis Nathaniel 

Title: Permanent Secretary of Tourism 
Institution: Government of Antigua and Barbuda 
Tel: 268/462-0651 

Fax: 268/462-6398 


Barbados 


Name: Dame the Honourable Billie Antoinette Miller 
Title: Senior Minister and Minister of Foreign Affairs 
Institution: Ministry of Foreign Affairs and Foreign Trade 
Tel: 246/429-7108 

Fax: 246/429-6652 


Note: Dame Billie, who participated in the September 23 
working session organized by Secretary Rice (ref B), spoke 
enthusiastically about this effort in an October 25 meeting 
with then-Ambassador Kramer (ref C). Dame Billie called the 
strategy session most excellent and \"extraordinary,\" and 
urged Secretary Rice to carry this initiative forward. End 
Note. 


Name: The Honourable Mia Amor Mottley 

Title: Deputy Prime Minister and Minister of Economic 
Affairs and Development 

Institution: Ministry of Economic Affairs and Development 
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Tel: 246/426-3179 
Fax: 246/436-9280 


Name: Dr. Marion Williams 

Title: Governor of the Central Bank of Barbados 
Institution: Central Bank of Barbados 

Tel: 246/436-6870 


Name: Dr. Carol Jacobs 

Title: Chair of the Board of the Global Fund to Fight AIDS, 
Tuberculosis, and Malaria; Chair of Barbados National 
HIV/AIDS Commission 

Institution: National HIV/AIDS Commission 

Tel: 246/421-8568 

Fax: 246/421-8499 


Dominica 


Name: Lorraine Bannis-Roberts 

Title: Member of Parliament/Minister of State 

Institution: Parliament/Ministry of Tourism, Industry, and 
Private Sector Affairs 
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Tel: 767/266-3006 


Name: Rosamund Edwards 

Title: Financial Secretary 

Institution: Office of the Prime Minister 
Tel: 767/448-2401 


Name: Senator Josephine Dublin Prince 

Title: Trade Unionist and women\'s rights activist 
Institution: Government of the Commonwealth of Dominica 
Tel: 767/449-7564 


Name: Alex Boyd-Knight 

Title: Speaker of the House 

Institution: Parliament of the Government of Dominica 
Tel: 767/266-3290 


Name: Judith Pestaina 

Title: President 

Institution: Dominica Hotel and Tourism Association 
Tel: 767/449-3372 


St. Christopher (\"Kitts\") and Nevis 
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Name: The Honourable Marcella Liburd 

Title: Speaker of the National Assembly 

Institution: Parliament of St. Christopher and Nevis 
Tel: 869/465-1047 

Fax: 869/465-5519 


Name: Astona Browne 

Title: Permanent Secretary 

Institution: Ministry of National Security 
Tel: 869/465-2521 x1519 

Fax: 869/466-1896 


Name: Theresa Nisbett 

Title: Permanent Secretary 
Institution: Ministry of Foreign Affairs 
Tel: 869/465-2521 x1151 


Name: Linda Adams 

Title: Permanent Secretary 

Institution: Ministry of Legal Affairs (Attorney Generals 
Office) 

Tel: 869/465-2521 x1013 

Fax: 869/465-5040 


Name: Ingrid Charles Gumbs 

Title: Director, Gender Affairs 

Institution: Ministry of Social and Community Development 
and Gender Affairs 

Tel: 869/465-2521 x1020 

Fax: 869/466-1552 


St. Lucia 


Name: Sarah Lucy Flood-Beaubrun 
Title: Speaker 

Institution: House of Assembly 

Tel: 758/451-9103 


Name: Flavia Cherry 

Title: Executive Director 

Institution: Caribbean Association for Feminist Research and 
Action 

Tel: 758/452-3146 or 758/453-1608 


Name: Her Excellency Pearlette Louisy 
Title: Government General 

Institution: St. Lucian Government 

Tel: 758/452-2481 

Fax: 758/453-2731 
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Name: Len Ishmael 

Title: Director General 

Institution: Organization of Eastern Caribbean States 
Tel: 758/455-6301 

Fax: 758/453-1628 


Name: Berthia Parle 

Title: Chairwoman/Board of Directors 
Institution: Caribbean Hotel Association 
Tel: 758/452-8060 
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Fax: 758/452-8059 


St. Vincent and the Grenadines 


Name: Girlyn Miguel 

Title: Member of Parliament/Minister of Education 
Institution: Ministry of Education 

Tel: 784/457-2676, 784/456-2576, or 784/485-6759 


Name: Rene Baptiste 

Title: Member of Parliament/Minister of Uroan Development, 
Labour, Culture, and Electoral Matters 

Institution: Ministry of Urban Development, Labour, Culture, 
and Electoral Matters 

Tel: 784/457-2524 


Name: Nicole Sylvester 

Title: President 

Institution: St. Vincent and the Grendadines Bar Association 
and Human Rights Association 

Tel: 784/456-1523 


Name: Debbie Dalrymple 

Title: CEO of Marion House, a prominent local NGO 
Institution: Marion House 

Tel: 784/456-2161 


Name: Laura Anthony-Browne 

Title: Director of Planning 

Institution: Ministry of Finance, Planning and Development 
Tel: 784/457-1746 


2. Embassy Bridgetown\'s point of contact for women\'s issues 
is: 
Martina Strong 
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Deputy Political and Economic Counselor 
Tel: 246/227-4274 

Fax: 246/227-4124 

Email: strongma@state.gov 

GILROY 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 01/17/2017 
TAGS: PTER, PGOV, PREL, PINR, MARR, MASS, MOPS, BL 
SUBJECT: MOD MEETING READOUT, COUNTERRORISM CONFERENCE 


Classified By: Economic Political Counselor 
Andrew Erickson for reasons 1.4 (b) and (d). 


1. (C) The National Defense University (NDU), via its Center 

for Hemispheric Defense Studies (CHDS), co-sponsored a 
January 23-25 security and defense workshop which focused on 
counter-terrorism (CT) in La Paz with the Ministry of 

Defense. Participants identified the top four threats to 

Bolivian national security as narcotrafficking, crime, social 
conflict, and terrorism and developed strategies for 
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addressing those threats. Following the conference, Milgroup 
Commander Colonel James Campbell met with Defense Minister 
Walker San Miguel, who thanked the milgroup for its 
assistance and said his ministry will provide President 
Morales with a summary of the conference\'s conclusions. On 
renewing diplomatic notes to cover U.S. military activities 

in Bolivia, San Miguel promised to move forward the week of 
January 29 with the Foreign Ministry. On the F-10 CT unit, 
San Miguel complained it lacks discipline, and that the GOB 
was beginning to think about its reorganization. San Miguel 
showed interest in U.S. training and exchange opportunities, 
including a MOD visit to the United States in April, and 
expressed gratitude for disaster assistance for recent 
flooding. The CT conference, along with upcoming training 
and exchange opportunities, seemed to further mil-to-mil 
relations. With the F-10 equipment in joint custody and the 
MANPADs issue on the back burner (at least for now), military 
relations may provide some increased space for cooperation 
with the GOB. However, the GOB will have to take concrete 
steps in coming months to develop a solid CT policy and the 
appropriate legislation. This will be a challenge given 

other political distractions. End Summary. 


2. (SBU) The National Defense University (NDU), via its 

Center for Hemispheric Defense Studies (CHDS), co-sponsored a 
January 23-25 security and defense workshop which focused on 
counter-terrorism in La Paz with the Ministry of Defense. 
Thirty-three high-level Bolivian military and police 

officials attended, in spite of rumors that they had been 
discouraged from doing so. DefMin Walker San Miguel closed 
the conference. 


3. (SBU) Participants identified the top four threats to 
Bolivian national security. Then, via working groups, they 
designed a strategy to address each threat. On the last day 
of the workshop, participants developed a timeline to 
implement the CT strategy. The four threats and the related 
strategies are as follows: 


--Narcotrafficking- Participants set as their goal a 50 

percent reduction in illicit drug trafficking in four years. 

They planned to meet that goal by strengihening GOB 
institutions, controlling coca production and the trafficking 

of precursor chemicals, increasing drug interdiction, 
promoting drug prevention campaigns, and creating a national 
center for inter-institutional coordination under CONALTUD. 
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--Crime- With regard to the threat of general criminal 
activity, conference attendees decided to attempt to reduce 
crime rates by 30 percent over four years by strengthening 
institutions (like the FELCO), reforming the criminal code, 
establishing improved intelligence coordination, and 
educating Bolivians about crime prevention. 


--Social conflict- Bolivian military officials identified 

social conflict as a near-constant threat and declared their 
intent to prevent its escalation. They noted the importance 
of identifying conflicts before, during, and after they 

occur, as well as analyzing the legitimacy of social demands 
and searching for solutions. They said GOB officials should 
encourage a culture of negotiation and ensure an adequate 
response by the judicial power and security forces to social 
conflict. 


--Counter-terrorism- The conference\'s CT goal was to prevent 
and control terrorism in coordination with neighboring 
countries. In order to do so, participants recommended that 
security and defense institutions, including intelligence 
capacity be strengthened. They further suggested the 
creation of a national committee to fight terrorism, 
enforcement of international conventions, and improved 
migration control. COSDENA will draft the new CT strategy, 
and is scheduled to present a bill to Congress by August 2007. 


4. (C) Following the conference, Milgroup Commander Colonel 
James Campbell met January 26 with DefMin Walker San Miguel, 
who thanked the milgroup for its assistance and said his 

ministry will provide President Morales with a summary of the 
conference\'s conclusions. San Miguel commented that the CHDS 
speakers were experts in their field and \"well-balanced\" in 
facilitating discussion. Regarding the new CT strategy, he 

noted that the GOB might require additional U.S. assistance, 
particularly regarding cyberterrorism, information exchanges 

with neighboring countries, and improved capacity to monitor 
overflights. The minister said Wwe don\'t know what\'s 

happening in our airspace\" and that he did not want Bolivia 

to become a paradise for criminal overflights and illegal 

landings on Bolivia\'s small, remote runways. 


5. (C) On renewing diplomatic notes to cover U.S. military 

activities in Bolivia (instead of a permanent Status of 

Forces Agreement (SOFA)), San Miguel promised to move forward 
with the Foreign Ministry. He suggested that the New 

Horizons exercise focus more on Riberalta to counter rumors 
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of Venezuelan influence there. He also asked how much money 
will be spent on the exercise and for the total amount of 
time of U.S. forces on the ground. Colonel Campbell 
responded that the milgroup would avoid using troops to the 
extent possible and rely instead on contractors with Bolivian 
military support for the operation. San Miguel agreed that 
would be best, given the current sensitivities about foreign 
troops in Bolivia. San Miguel said he wants to conduct the 
exercise with complete transparency. He said he will meet 
with Vice Minister of Foreign Affairs Mauricio Dorfler and 
then begin the process for obtaining congressional approval. 


6. (C) On the F-10 CT unit, San Miguel complained it lacks 
discipline, and that the GOB was beginning to think about its 
reorganization with a more institutional and professional 
mandate. Because two military officials contradicted each 
other about the units continued existence, Col. Campbell 
asked the minister for clarification and cautioned against 

any one military branch gaining control over the unit to the 
exclusion of the others. San Miguel agreed and explained 

that while the F-10 unit continues to exist, it no longer has 

CT responsibilities. The DefMin said that by March, the GOB 
will decide whether it will re-establish a national CT unit. 

San Miguel said the GOB may approach the Embassy for basic 
equipment, and said whatever the outcome, \"we\'ll work on this 
together.\" 


7. (C) San Miguel expressed interest in U.S. training and 
exchange opportunities. He said he will personally attend a 
July conference in Lima and that he looks forward to visiting 
the United States in April to meet Secretary of Defense 
Gates. Col. Campbell also raised the possibility of a new 
military warehouse to be constructed with milgroup funding, 
to which San Miguel responded positively. The DefMin also 
expressed gratitude for disaster assistance for recent 
flooding. 


8. (C) Participants\' feedback was positive. While there was 
some initial skepticism (including the brief mention of 
transnational companies and the United States as possible 
threats), it had dissipated by day three. The conference, 
along with upcoming training and exchange opportunities, 
served to further the increasingly positive mil-to-mil 

relations. With the F-10 equipment in joint custody and the 
MANPADs issue on the back burner (at least for now), military 
relations may provide some increased space for cooperation 
with the GOB. However, the GOB will have to take concrete 
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steps in coming months to develop a solid CT policy and 
appropriate legislation. This will be a challenge given 
other political distractions. End comment. 
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SUBJECT: GRENADAYS SCRAMBLE FOR ASSISTANCE 


Classified By: CDA Mary Ellen T. Gilroy for reasons 1.4(b) and (d). 


1. (C) SUMMARY: Among local media predictions for the new 
year is one of increased Peoples Republic of China (PRC) 
efforts to gain influence on the United States\' back 

doorstep, in the Caribbean, and specifically within CARICOM. 
Several local commentators have called for Grenada and 
CARICOM to use relations with the PRC as leverage against 
U.S. influence in the region as well as to get additional 
economic benefits from the United States, as in the Cold War. 
Grenada\'s desperation for assistance makes it an easy target 
for the PRC, Venezuela, and Cuba, as the money these 
countries provide appears to come without immediate strings. 
This assistance, including scholarships, housing, a new 
stadium, free eye surgery, adult literacy programs, etc., 

does, however, come with obligations. When pressed, GOG 
officials deny they are pressured by the Chinese, 
Venezuelans, and Cubans, but do admit to feeling that they 
cannot let their new friends down. Votes at the United 
Nations, in the OAS, and in other international organizations 
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can hinge on what the GOG feels it must do--or what it can 
get away with. END SUMMARY. 


2. (C) According to the IMF in March 2006, Grenada\'s public 
debt was 130% of GDP. Unemployment is around 20% 
(significantly higher among youth, particularly young men). 
The GOG is desperate to get additional development funds, 
scholarships, and other support that will enable it to 

provide services without increasing the deficit. Government 
officials do keep one eye on the United States, but as long 
as Grenadian officials do not perceive any negative reactions 
from us, they continue to pursue assistance from wherever 
they can find it. 


PRC\'s Multifaceted Courtship 


3. (C) The PRC is building the new cricket stadium--with 
Chinese labor--and plans are in the works to build around 
2000 new homes, once the GOG gives them the land (the PRC 
refused to rebuild existing homes). There are also plans for 
Chinese laborers to build four agricultural stations. One 
hundred Grenadians received scholarships in the fall of 2006 
to study in Chinese universities, the second crop of local 
youngsters to do so. An additional ten scholarships for 
Grenadian journalists to attend courses and seminars on the 
media (no further information provided) in China were 
announced on January 11, 2007. The irony of a country with 
controlled media training journalists from a country with 

free media appears to be lost on the locals. The supervisor 

of the Grenada Information Service said the GIS wants China 
to \"help boost its (Grenada\'s) resources and capacity to keep 
abreast of the challenges provided by rapid information flow 
and the desire to keep the public informed.\" While the PRC 
might seem to us a strange bedfellow for a relatively open, 
democratic society, China continues to offer incentives 

clearly intended to pull Grenada into its orbit. The Chinese 
Ambassador told Charge several months ago that the GOG has 
many specific assistance requests for the PRC. 


Venezuela Assists with Post-lvan Reconstruction 


4. (C) The Bolivarian Republic of Venezuela (BRV) is 

currently building several hundred new homes, we believe with 
Venezuelan soldiers, though not in uniform. As with the PRC, 

the GOG provided the land and will have to provide 

electricity, sewerage, and other services to the new 

communities. The BRV is less openly active here than the PRC 
or Cuba. The Venezuelan Ambassador, Edna Figuera Cedeno, is 
now dean of the diplomatic corps. Although she has been in 
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St. George\'s eight years, she is still uncomfortable 
conversing in English. Other diplomats in Grenada have 
complained to Charge that the diplomatic corps is less active 
under her direction than it was under previous deans. 


Cuba Maintains Close Ties 


5. (C) Cuban aid is more broadly integrated into Grenadian 
society than either Venezuelan or Chinese assistance, and the 
GOC continues to expand its reach in Grenada, we assume with 
Venezuelan funds. The two countries signed an agreement in 
November 2006 for Cuba to provide nurses training to 25 
Grenadians in Cuba. There are already a number of Grenadians 
studying in Cuba in a variety of disciplines. The GOG and 

GOC in late December 2006 announced plans to provide teachers 
for adult education classes in Grenada; on January 11, 2007, 
this program was expanded to include 26 prisoners at 
Grenada\'s main prison facility on Richmond Hill. The 

Minister of Health declined to tell Charge how many Cuban 
doctors work in Grenada, though we understand they are 
scattered around GrenadaWs islands. Grenada\'s epidemiology 
office is run by a Cuban as is their pathology lab. The lab 

is apparently not capable of doing forensic autopsies, as 

post learned when an American citizen died in Carriacou, the 
second largest island of Grenada, and local authorities had 

to call in a pathologist from Trinidad & Tobago as, according 

to the funeral home director, no one in Grenada was qualified. 


Comment 


6. (C) The fact that China, Venezuela, and Cuba are all major 
donors to Grenada, either with cash, large-scale building 
projects, or medical and educational programs, adds to 

internal ideological confusion in Grenada between the ruling 
New National Party (NNP) and the more leftist opposition 
National Democratic Congress (NDC). Members of the NNP can 
sound decidedly Marxist praising new benefactors\' good works 
and decidedly grumpy complaining that the United States has 
not matched them. Most U.S. assistance to Grenada 
post-Hurricane Ivan is training and the occasional excess 
defense article, none of which is readily visible to the 

general population. Therefore, there is no apparent 

political downside to the GOG for not cooperating more than 
they now do with the USG in international fora. 
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SUBJECT: COUNTRY CLEARANCE GRANTED TO MORSE AND REESE FOR 
TRAVEL TO ANTIGUA AND BARBUDA 


REF: FAA 010039Z 


1. Embassy Bridgetown welcomes and grants clearance to Henry 
Morse and John Reese to travel to Antigua and Barbuda from 
February 19-March 1, 2007, for the purpose of providing civil 
aviation basic security training. 


2. Per reftel, Embassy understands assistance is not 
required. 


3. Embassy Bridgetown requests an outbrief be provided to the 
Political/Economic Section relating to activities while in 

the region within 10 working days of completion of travel. 
Please provide the outbrief by telephone, 246/436-4950 X4230, 
or by fax at 246/227-4174. 


4. Entry requirements: Mission policy is that all USG 
travelers to the region be in possession of a valid passport. 
Visas are not required for short visits. There is a 
departure tax of 50 xcd (Eastern Caribbean) dollars or 19 
U.S. dollars. 


5. The exchange rate in Antigua and Barbuda is 2.70 xcd 
(Eastern Caribbean) dollars for one U.S. dollar. U.S. 
currency, traveler\'s checks, and credit cards are routinely 
and widely accepted. 


6. The following is general information pertaining to 
security and health considerations throughout the Eastern 
Caribbean: 
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Security 


In the Eastern Caribbean, foot travel outside of 
well-established tourist areas is not generally recommended, 
especially at night. Be vigilant when using public 

telephones or ATM machines near roadsides or quiet areas. As 
in many U.S. metropolitan areas, wearing expensive jewelry, 
carrying expensive objects, or carrying large amounts of cash 
should be avoided. Visitors should also safeguard valuables 
while at the beach. While hotels are generally safe, many 
visitors have experienced loss of unattended items. Hotel 
burglaries are not uncommon and all valuables should be 
locked in room safes if possible. 


Health 


Throughout the Eastern Caribbean, the most likely threat to a 
visitor\'s health is sunburn. It takes several weeks to 
become accustomed to the heat and humidity. Prolonged 
exposure to the sun, without protection, causes sunburn and 
may ultimately result in sun-damaged skin or even skin 
cancer. Sunscreens should be used for protection. In 
Barbados, St. Lucia, and St. Vincent and the Grenadines the 
major health threat is dengue fever, transmitted by mosquito. 
Dengue cases are most often seen in the summer months. 
Persons should therefore protect themselves with insect 
repellent. There is a growing number of HIV/AIDS cases 
reported. The Eastern Caribbean enjoys clean and safe 
drinking water. Only routine boosters for immunizations 

(i.e., tetanus, diphtheria, and oral polio vaccine) are 

required when traveling to this region. Barbados has the 
best medical facilities of all the islands in the region and 
most of the medical specialties have practitioners here. 
GILROY 
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DEPARTMENT FOR IO/RHS AND DRL/MLGA 


E.O. 12958: N/A 
TAGS: PHUM, PREL, ES 
SUBJECT: EL SALVADOR: HUMAN RIGHTS COUNCIL 


REF: STATE 10652 


(SBU) Political Counselor raised reftel points separately 

with Foreign Minister Lainez and Vice Foreign Minister Calix 
on January 31. Both had a favorable reaction to the idea of 

El Salvador running for a Human Rights Council seat, but each 
said they would need to review the topic internally before 
making a decision. Post will follow up with Foreign Ministry 
soon. 

Glazer 
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TAGS: PREL, KPKO, UNSC, CH, TW, HA 

SUBJECT: SECURITY COUNCIL WILL EXTEND MINUSTAH MANDATE, BUT 
LENGTH OF EXTENSION STILL UNDECIDED 


REF: STATE 10313 


1. (SBU) Summary. During UNSC consultations on January 29, 
Special Representative of the Secretary-General and Head of 
the UN Stabilization Mission in Haiti (MINUSTAH) Edmund Mulet 
strongly defended recent joint operations between the UN and 
the Haitian National Police (HNP) against armed gangs in the 
Cite Soleil section of Port-au-Prince and vowed they would 
continue until the entire country is pacified. Chinese PR 
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Wang confirmed that the PRC could accept a six-month 
extension of MINUSTAH\'s mandate at the current authorized 
troop/police strength, but insisted that the UN begin 

planning to wind down MINUSTAH and transition its operations 
in Haiti from peacekeeping to peacebuiding. Eleven other 
Council members, however, supported Ambassador Wolff\'s call 
for a one-year extension to indicate the UNSC\'s long-term 
commitment to Haiti. Partly in response to Chinese arguments 
that MINUSTAH\'s future should be limited, Mulet launched an 
impassioned appeal to the UNSC not to repeat the mistakes of 
the past by prematurely withdrawing from Haiti. End Summary. 


Mulet Delivers Impressive Performance 


2. (U) In his first briefing to the Council since becoming 

SRSG, Edmund Mulet strongly defended MINUSTAH\'s recent 
operations against gangs in Cite Soleil and vowed they would 
continue until the country is stabilized. Describing how 

difficult the conditions in Haiti\'s slums are, Mulet related 

how gang leader Evans recently executed at point-blank range 
twelve of his associates on suspicion of disloyalty and that 
nuns stationed in Cite Soleil report that gang members 
routinely rape girls as young as six years old. No job 

creation, investment, or rule of law institution-building 

could take place in this climate. Mulet argued that gang 
activity in Haiti, as opposed to other Latin American 

nations, threatens the stability of the entire country. 

While the challenges facing MINUSTAH are significant -- Mulet 
noted how gang members had recently fired 20,000 shots in one 
hour against UN peacekeepers in a bid to reclaim a four-story 
gang headquarters building in Cite Soleil -- the SRSG opined 
that most gang activity in Haiti is motivated by criminal and 

not political concerns and that MINUSTAH and the HNP would 
eventually prevail in their effort to restore security. 


3. (U) In part to respond to Chinese arguments that MINUSTAH 
should begin to wind down its operations in Haiti (see 

below), Mulet launched an impassioned appeal to the 
international community to make a long-term commitment to the 
country\'s reconstruction. Noting that Haiti lacks the most 
basic institutions of the state -- customs officers at most 

ports and birth registries in most villages, for example -- 

Mulet argued that the international community could not leave 
until it helped the Haitians build at least a modicum of 
institutional capacity. Recalling that there have been six 
multinational operations in Haiti since 1991, Mulet argued 

that each of them had been hobbled by the lack of a long-term 
vision. He appealed to donors to continue to support the 

GOH, particularly its &Plan dVAppeasement Social,8 as well 

as to extend trade agreements that would help to revive 
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Haitian industry. The biggest challenge facing Haiti\'s 
reconstruction now, Mulet suggested, was not a lack of 
reconstruction funds but a lack of Haitian capacity and 
expertise to spend those funds wisely. 


4. (U) Explaining why he thought Haiti now had a real chance 
to break with its history of political instability and 

violence, Mulet reported that Haitian political parties had 
begun working with each other to address the problems facing 
their country ) he cited as one such example the unanimous 
confirmation of Prime Minister Alexis by the legislature. In 
response to South African PR Kumalo,s point about the need 
for national reconciliation (see below), Mulet said MINUSTAH 
would continue to promote dialogue and reconciliation but 
that the Haitians made significant strides towards this goal 

on their own. Noting that support for former President 

Aristide in Haiti has dropped dramatically over the past 

year, Mulet also rebutted Kumalo,s suggestion that some gang 
violence in Haiti could be politically-motivated by arguing 

that Haitian gangs are almost universally criminal, not 

political, organizations. 


China Agrees to Six-Month Extension 


5. (SBU) Before the UNSC meeting, Chinese PolMinCouns Li 
Junhua told USUN PolMinCouns that the PRC would agree to 
extend MINUSTAH\'s mandate for at most six months at the 
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current authorized force levels, with the stipulation that 

the resolution would ask the Secretariat to provide \"force 
reconfiguration\" options in its next report to the Council. 
During UNSC consultations, Chinese PR Wang said he could 
accept a six-month extension -- with no details on force 

levels -- but focused most on the need for the UN to 

transition its role in Haiti \"from peacekeeping to 
peacebuilding.\" Over the past three years, Wang said, the UN 
had restored order \"for the most part\" in Haiti and had 
helped carry out elections. Now the challenge facing the UN 
would depend more on building rule of law and economic 
institutions, tasks for which the GOH would have to take on a 
\"primary role\" and achieve self-reliance \"at an early date.\" 
The UN peacekeeping budget is stretched thin around the 
world, Wang observed, and as a result the UNSC should soon 
expect the Secretariat to \"carry out a full evaluation of 
security in Haiti to formulate a strategy for MINUSTAH\'s 

final withdrawal.\" 
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Large Majority of Council Supports One-Year 


6. (U) All UNSC members except China, Russia, and South 
Africa expressed support for extending MINUSTAH\'s mandate by 
one year at the current authorized troop/police strength. 

Drawing from reftel points, Ambassador Wolff underscored the 
importance to Haiti and the region of extending the mandate 

for one year in order to send the GOH a signal of the 

international community\'s long-term commitment. Peruvian PR 
Voto-Bernales, offering a strong statement of Latin America\'s 
support for MINUSTAH, argued that the UNSC \"must not recommit 
the errors of the pats with a premature withdrawal from 

Haiti." Emphasizing that MINUSTAH must intensify its efforts 

to ensure security in Port-au-Prince by maintaining pressure 

on armed gangs, Voto-Bernales also urged the Council to 
prioritize development in Haiti by tasking MINUSTAH to help 
coordinate reconstruction aid. France also welcomed recent 
MINUSTAH action against gangs in Cite Soleil, and called on 
MINUSTAH to use election resources freed up due to the 
completion of most of the transitional cycle to build the 

GOH\'s institutional capacity. 


7. (U) South African PR Kumalo spoke at length about the 

need for national reconciliation and dialogue in Haiti and 
suggested that Pretoria\'s position on the duration of the 

mandate renewal would depend on the extent to which MINUSTAH 
promotes such efforts. Noting that MINUSTAH has a mandate to 
promote reconciliation and dialogue under resolution 1542, 
Kumalo asked why the issue had not received much attention in 
the Secretary-General\'s last report and wondered if some of 

the violence in Haiti could be attributed to the lack of 
reconciliation. He also asked Mulet why he thought the 

situation in Haiti was different now than in the past ) why 

the country,s fractious political parties would come 

together when they had failed to do so before (Note: The 

subtext of Kumalo\'s argument seemed to be that South Africa 
wanted reconciliation efforts to proceed in Haiti in order to 
facilitate the return of former President Aristide. End 

Note.). Russian PR Churkin expressed support for an 

extension of MINUSTAH\'s mandate but refrained from specifying 
a timeframe. 

WOLFF 
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SUBJECT: SECURITY COUNCIL WILL EXTEND MINUSTAH MANDATE, BUT 
LENGTH OF EXTENSION STILL UNDECIDED 


REF: STATE 10313 


1. (SBU) Summary. During UNSC consultations on January 29, 
Special Representative of the Secretary-General and Head of 
the UN Stabilization Mission in Haiti (MINUSTAH) Edmund Mulet 
strongly defended recent joint operations between the UN and 
the Haitian National Police (HNP) against armed gangs in the 
Cite Soleil section of Port-au-Prince and vowed they would 
continue until the entire country is pacified. Chinese PR 

Wang confirmed that the PRC could accept a six-month 
extension of MINUSTAH\'s mandate at the current authorized 
troop/police strength, but insisted that the UN begin 

planning to wind down MINUSTAH and transition its operations 
in Haiti from peacekeeping to peacebuiding. Eleven other 
Council members, however, supported Ambassador Wolff\'s call 
for a one-year extension to indicate the UNSC\'s long-term 
commitment to Haiti. Partly in response to Chinese arguments 
that MINUSTAH\'s future should be limited, Mulet launched an 
impassioned appeal to the UNSC not to repeat the mistakes of 
the past by prematurely withdrawing from Haiti. End Summary. 


Mulet Delivers Impressive Performance 


2. (U) In his first briefing to the Council since becoming 

SRSG, Edmund Mulet strongly defended MINUSTAH\'s recent 
operations against gangs in Cite Soleil and vowed they would 
continue until the country is stabilized. Describing how 
difficult the conditions in Haiti\'s slums are, Mulet related 

how gang leader Evans recently executed at point-blank range 
twelve of his associates on suspicion of disloyalty and that 
nuns stationed in Cite Soleil report that gang members 
routinely rape girls as young as six years old. No job 

creation, investment, or rule of law institution-building 

could take place in this climate. Mulet argued that gang 
activity in Haiti, as opposed to other Latin American 
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nations, threatens the stability of the entire country. 

While the challenges facing MINUSTAH are significant -- Mulet 
noted how gang members had recently fired 20,000 shots in one 
hour against UN peacekeepers in a bid to reclaim a four-story 
gang headquarters building in Cite Soleil -- the SRSG opined 
that most gang activity in Haiti is motivated by criminal and 

not political concerns and that MINUSTAH and the HNP would 
eventually prevail in their effort to restore security. 


3. (U) In part to respond to Chinese arguments that MINUSTAH 
should begin to wind down its operations in Haiti (see 

below), Mulet launched an impassioned appeal to the 
international community to make a long-term commitment to the 
country's reconstruction. Noting that Haiti lacks the most 
basic institutions of the state -- customs officers at most 

ports and birth registries in most villages, for example -- 

Mulet argued that the international community could not leave 
until it helped the Haitians build at least a modicum of 
institutional capacity. Recalling that there have been six 
multinational operations in Haiti since 1991, Mulet argued 

that each of them had been hobbled by the lack of a long-term 
vision. He appealed to donors to continue to support the 

GOH, particularly its &Plan dVAppeasement Social,8 as well 

as to extend trade agreements that would help to revive 

Haitian industry. The biggest challenge facing Haiti\'s 
reconstruction now, Mulet suggested, was not a lack of 
reconstruction funds but a lack of Haitian capacity and 
expertise to spend those funds wisely. 


4. (U) Explaining why he thought Haiti now had a real chance 
to break with its history of political instability and 

violence, Mulet reported that Haitian political parties had 
begun working with each other to address the problems facing 
their country ) he cited as one such example the unanimous 
confirmation of Prime Minister Alexis by the legislature. In 
response to South African PR Kumalo,s point about the need 
for national reconciliation (see below), Mulet said MINUSTAH 
would continue to promote dialogue and reconciliation but 
that the Haitians made significant strides towards this goal 

on their own. Noting that support for former President 

Aristide in Haiti has dropped dramatically over the past 

year, Mulet also rebutted Kumalo,s suggestion that some gang 
violence in Haiti could be politically-motivated by arguing 

that Haitian gangs are almost universally criminal, not 

political, organizations. 


China Agrees to Six-Month Extension 


5. (SBU) Before the UNSC meeting, Chinese PolMinCouns Li 
Junhua told USUN PolMinCouns that the PRC would agree to 
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extend MINUSTAH\'s mandate for at most six months at the 
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current authorized force levels, with the stipulation that 

the resolution would ask the Secretariat to provide \"force 
reconfiguration\" options in its next report to the Council. 
During UNSC consultations, Chinese PR Wang said he could 
accept a six-month extension -- with no details on force 

levels -- but focused most on the need for the UN to 

transition its role in Haiti \"from peacekeeping to 
peacebuilding.\" Over the past three years, Wang said, the UN 
had restored order \"for the most part\" in Haiti and had 
helped carry out elections. Now the challenge facing the UN 
would depend more on building rule of law and economic 
institutions, tasks for which the GOH would have to take on a 
\"primary role\" and achieve self-reliance \"at an early date.\" 
The UN peacekeeping budget is stretched thin around the 
world, Wang observed, and as a result the UNSC should soon 
expect the Secretariat to \"carry out a full evaluation of 
security in Haiti to formulate a strategy for MINUSTAH\'s 

final withdrawal.\" 


Large Majority of Council Supports One-Year 


6. (U) All UNSC members except China, Russia, and South 
Africa expressed support for extending MINUSTAH\'s mandate by 
one year at the current authorized troop/police strength. 

Drawing from reftel points, Ambassador Wolff underscored the 
importance to Haiti and the region of extending the mandate 

for one year in order to send the GOH a signal of the 

international community\'s long-term commitment. Peruvian PR 
Voto-Bernales, offering a strong statement of Latin America\'s 
support for MINUSTAH, argued that the UNSC \"must not recommit 
the errors of the pats with a premature withdrawal from 

Haiti.\" Emphasizing that MINUSTAH must intensify its efforts 

to ensure security in Port-au-Prince by maintaining pressure 

on armed gangs, Voto-Bernales also urged the Council to 
prioritize development in Haiti by tasking MINUSTAH to help 
coordinate reconstruction aid. France also welcomed recent 
MINUSTAH action against gangs in Cite Soleil, and called on 
MINUSTAH to use election resources freed up due to the 
completion of most of the transitional cycle to build the 

GOH\'s institutional capacity. 


7. (U) South African PR Kumalo spoke at length about the 

need for national reconciliation and dialogue in Haiti and 
suggested that Pretoria\'s position on the duration of the 

mandate renewal would depend on the extent to which MINUSTAH 
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promotes such efforts. Noting that MINUSTAH has a mandate to 
promote reconciliation and dialogue under resolution 1542, 
Kumalo asked why the issue had not received much attention in 
the Secretary-General\'s last report and wondered if some of 

the violence in Haiti could be attributed to the lack of 
reconciliation. He also asked Mulet why he thought the 

situation in Haiti was different now than in the past ) why 

the country, s fractious political parties would come 

together when they had failed to do so before (Note: The 

subtext of Kumalo\'s argument seemed to be that South Africa 
wanted reconciliation efforts to proceed in Haiti in order to 
facilitate the return of former President Aristide. End 

Note.). Russian PR Churkin expressed support for an 

extension of MINUSTAH\'s mandate but refrained from specifying 
a timeframe. 

WOLFF 
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1. (SBU) Summary. Agency of Natural Resources and Energy 
(ANRE) Petroleum and Natural Gas Division Director Shin 
Hosaka accompanied ANRE Director General Harufumi Mochizuki 
on a visit to Moscow the week of January 29 to talk to 

Gazprom about Japanese companies aiding the construction of a 
gas infrastructure in Eastern Siberia. Japanese companies 

are uninterested, however, because of the difficulty of the 
projects. Hosaka expressed frustration over Gazprom\'s 
takeover of Sakhalin 2 and praised ExxonMobil\'s management of 
Sakhalin 1, although he complained that its gas likely would 

go to China. He lamented the lack of cooperation from China 
over the East China Sea oil and natural gas dispute and 

blamed the warming relations between the two countries, 
claiming it prevents Japan from pressing China too hard to 
resolve the issue. Hosaka also expressed his relief that the 
Azadegan issue has gone quiet because it allows him to focus 
more closely on Japan-Russia and Japan-China energy issues. 
End summary. 


Eastern Siberia 

2. (SBU) Econoff met with ANRE Petroleum and Natural Gas 
Division Director Shin Hosaka on January 30 to discuss his 
visit to Moscow the previous week with ANRE Director General 
Harufumi Mochizuki. Hosaka explained that the purpose of the 
visit was to hold discussions with Gazprom about creating a 
supply system for Eastern Siberian gas projects. ANRE and 
Gazprom signed an energy cooperation agreement in November 
2005 which included energy exploration, pipe-laying and the 
construction of down-stream facilities in that region; this 
meeting between Mochizuki and Chairman of Gazprom\'s 
Management Committee Alexey Miller was the first meeting 
since the signing of the agreement. Gazprom is seeking 
Japanese technology and Miller asked Mochizuki to identify 
Japanese companies who would work on the East Siberian 
projects. 


3. (SBU) Hosaka related that the Japanese companies he had 
spoken to this week about Miller\'s request had all reacted 
negatively to working with Gazprom because the Eastern 
Siberian projects are difficult. In addition, Japanese 
companies are uninterested in the natural gas found there 
because it is unpure and contains too much helium, making it 
difficult to convert to liquefied natural gas (LNG), which is 

the preference of Japanese companies. According to Hosaka, 
TNK-BP, a Russian-British consortium, has yet to profit from 
its projects in the area. 
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Sakhalin 2 

4. (SBU) Hosaka complained about the tough negotiation 
tactics of the Russians over Sakhalin 2, calling the outcome 
unfair. Because it is a commercial enterprise, the GOJ can 
do nothing to change it, however. He criticized Shell for 
hammering out an agreement with Gazprom for a 25 percent 
share of Sakhalin 2 before revealing that the cost of the 
project had doubled. This greatly angered Gazprom and ended 
the negotiations. Shortly afterward, the Russian government 
began to pursue Shell over the projects environmental 
violations. 


Sakhalin 1 

5. (SBU) Hosaka spoke highly of ExxonMobil\'s management of 
Sakhalin 1, particularly the way it had handled the 

environment. Hosaka also noted that ExxonMobil has a good 
relationship with the Russian government. ExxonMobil is 

still negotiating a pipeline to China for Sakhalin 1\'s 

natural gas, but Hosaka seemed convinced that the pipeline 
would be built. Japan and India, both of which have stakes 

in Sakhalin 1, have protested because they would like the gas 
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to be converted to LNG for their own consumption. Hosaka 
commented that Japan and India\'s combined share in Sakhalin 1 
is 50 percent whereas ExxonMobil\'s is only 30 percent and yet 
ExxonMobil likely would ignore the two countries\' wishes and 
sell the gas to China. Hosaka also noted anger in the Diet 

that despite the large amount of Japanese government money 
originally invested in exploration of Sakhalin, Japan likely 
would receive none of its gas. Hosaka said that Sakhalin 1 
was likely to make a healthy profit whether Japan bought its 
gas or not and he hoped that would appease those angry over 
the gas being sold elsewhere. Japan is unlikely to build a 
pipeline for the gas due to protests by fishermen over 

potential damage to their fishing grounds. 


East China Sea 

6. (SBU) Hosaka complained that the Chinese are not 
cooperating in the effort to achieve a resolution to the 

dispute over oil and natural gas production in the East China 
Sea. ANRE and Japan\'s Ministry of Foreign Affairs continue to 
try to engage China on the issue with little success. The 

main bone of contention remains the question of where the 
exclusive economic zone boundary between the two countries 
lies. Japan has called for a line halfway between the two 
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countries while China insists that everything up to the edge 

of its continental shelf belongs to China. The Chinese also 
refused to attend a technology experts meeting, which the two 
sides agreed to create during the Japan-China talks in July 
2006, because of the lack of agreement over the boundary. 
(Note: Japan and China have convened a legal panel to discuss 
the boundary but have yet to reach a conclusion. See reftel.) 
Hosaka noted that Prime Minister Shinzo Abe has already met 
with Chinese leaders several times and the improved relations 
between the two countries makes it difficult for Japan to 

apply too much pressure on China to resolve the problem. 
Chinese Prime Minister Wen Jiabao is expected to visit Japan 
in April and the subject likely will be raised again then. 


Azadegan 

7. (SBU) Hosaka expressed his relief that the Azadegan issue 
has gone quiet because it allows him to focus more closely on 
Japan-Russia and Japan-China energy issues. 


Comment 

8. (C) Hosaka was far more relaxed at this meeting than he 
has been to date. He spoke in clear, heavily accented 

English. He was very forthcoming, often offering information 
without prompting, which is a change from previous encounters 
where he was more cagey. Hosaka\'s predecessor, Hirofumi 
Katase, was a major champion of Azadegan so it is 
unsurprising that Hosaka would be relieved to see the 
Azadegan problem recede into the background. 

SCHIEFFER 
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1. Name: Britny L. McGraw 

2. DPOB: Sep 25, 1990, Phoenix, AZ 

3. Evidence of Citizenship: Faxed copy of birth certificate 

4. Description: Height: 5\' 3\", Weight: 126 lbs, Eyes: Brown, 
Hair: Blonde 

5. Date of last contact: Jan 16, 2007 

6. Inquirer: Suzanne McGraw (Mother), Tel. (623) 313-1624, 
Phoenix, AZ 

7. Privacy Act: None 

8. Remarks: On Monday, January 29, 2007, Mrs. McGraw contacted 
Post to report her daughter as missing. Mrs. McGraw said her 
daughter, Britny McGraw, 16 years of age, has a history of 
running away and has previously been reported missing nine 
times. She believed her daughter was in Nogales, Sonora, 
Mexico, at Ruiz Cortinez No. 9 where she has previously worked 
in a massage parlor. Mrs. McGraw provided photographs of her 
daughter to assist Post and local officials to identify her 
daughter. Post contacted local authorities responsible for the 
protection of minors (DIF) and coordinated with them to visit 

the massage parlor. Conoff and DIF officials visited on 
Wednesday, January 31, and though unsuccessful on locating 
Britny, conoff and DIF officials confirm her employment there 
and recent presence in Nogales. Co-workers in the parlor said 
Britny had departed to the U.S., but they expected her return 

to Mexico later that day. Conoff spoke with Mrs. McGraw on 
Thursday, February 1 and she said her daughter called her from a 
friend\'s house in the Phoenix area the night before at 
approximately 8:40 pm, but Mrs. McGraw told conoff that she goes 
to bed and that time and it was to late in the evening to see 

her daughter. She said she told Britny not to come home and 
that she should return to Mexico. DIF officials have been 
advised of the situation and were asked to notify Post if Britny 
McGraw is located during their routine inspection visits of the 
area where the massage parlor is located. If Britny is located 

by DIF officials, Post will work with DIF and Arizona Child 
Protective Services to arrange her return to and care in Arizona. 


SHARPE 
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1. Ambassador toured the Ninoy Aquino International Airport on 
February 1. The Manila Airport Authority described and pointed out 
its recent security enhancements to ensure secure, efficient, and 
comfortable passenger travel. The Authority started charging an 
additional four dollar (200 peso) security fee today to cover the 
estimated $112 million investment in security upgrades. Officials 
will work with the International Air Transport Association to 
determine satisfactory criteria for airline relocation to the new 
terminal, which may open with a limited trial run in April (ref A). 

The Airport General Manager said he would soon meet with a US air 
ambulance firm now based in Guam that is exploring providing 
services for the Philippines. Ambassador used the visit to stress 
the importance of aviation security and the need to allocate future 
facilities to all carriers in an open and transparent fashion. End 
Summary. 


2. The Manila International Airport Authority (MIAA) gave the 
Ambassador and Embassy staff a security briefing followed by a tour 
of the Ninoy Aquino International Airport on February 1 to showcase 
its efforts to establish the airport as a globally-competitive, 
world-class facility with world-class management. General Manager 
Alfonso Cusi stressed that MIAA is striving to make the airport a 
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secure and efficient operation for the passengers. The briefing 
outlined physical security enhancements, training of Aviation 
Security Screening Officers, and plans to purchase over $100 million 
in Explosive Detection Screening equipment, manufactured in the 
United States and certified by the U.S. Transportation Security 
Administration. The Director of the Philippine Aviation Security 
Group stated that over 200 security screening officers have been 
trained and certified by instructors from the International Civil 
Aviation Organization (ICAO). In addition, over 100 Philippine 
National Police, who supervise the screening officers, have 
completed the ICAO training course and are now undergoing 
certification. 


3. MIAA estimated the initial cost for the security measures at 
approximately $112 million with another $10 million needed over five 
years for routine maintenance. The Authority expects to collect 
approximately $14 million the first year from the new airport 

security tax and increasing amounts each succeeding year as the 
number of travelers grows. Overseas Filipino workers are exempt 
from the security fee and other airport taxes. The officials said 

the exemption demonstrates the government\'s appreciation for the 
remittances workers send back to the Philippines -- about $12-13 
billion in 2006. 


4. Assistant General Manager Tirso Serrano briefed the Ambassador 
on the plans for the new airport terminal, Terminal Three. The new 
terminal will have a dedicated food court and shopping area for 
travelers and their families. Serrano estimated there are three 
well-wishers for each Filipino traveler. He noted a global trend of 
airports earning revenue from non-aviation services. He planned to 
tap into this opportunity to shift the airport\'s income reliance 

from runway fees and traveler taxes to retail sales and business 
services. 


5. The new terminal will open for a limited, trial run in April. 

There will be a \"rolling opening\" as the airlines and 
concessionaires gradually move into the terminal while contractors 
finish the equipment installation and construction. Serrano said 
the airport is \"98% complete,\" with further finishing touches 
required on the drainage system and cargo road. All electronic and 
communications systems will be tested during the trial run. 
Contractors will assess and confirm the structural integrity and 
safety systems of the facility, which has been idle since 2002 when 
construction stopped because of legal squabbles. Contractors will 
also assess the terminal\'s value in order to determine compensation 
for the private sector consortium from which the GRP expropriated 
the terminal in 2005. 


6. According to Senior Assistant General Manager Oscar Paras, MIAA 
is working with the International Air Transport Association to 
determine fair criteria for moving airlines into Terminal Three. He 


Column 3 


MANILA 00000388 002 OF 002 


suggested that aircraft size would be a major factor, with airlines 
using large planes such as Boeing 747s and A-320s moving into the 
new terminal while airlines flying smaller planes such as Boeing 
737s or A-319s moving into Terminal Two. MIAA will determine its 
final airline relocation criteria and conditions before March. 


7. Cusi said he would meet soon with a US air ambulance firm now 
based in Guam that is exploring providing services for the 
Philippines. Ambassador noted the presence of U.S. flag carriers 
now operating at MIAA and stressed the importance of transparency 
and a level playing field as the airport expanded facilities and 
welcomed new carriers into operation. 


8. NAIA security officials have made vast improvements in airport 
security over the past two years, which resulted in 2006 in the 
first favorable TSA airport security assessment in three years. 
KENNEY 
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Classified By: PolCouns Ted Osius, Reason 1.5 (B,D) 


1. (U) This is an ACTION REQUEST for SCA. Please see 
paragraph 8. 


2. (S) Summary: Moderate Kashmiri separatist Bilal Lone met 
with Deputy PolCouns on January 31st to discuss his January 
19 to 27 trip to Pakistan with All Parties Hurriyat Council 
(APHC) leader Mirwaiz Omar Farooq. Bilal told us President 
Musharraf had been very optimistic about achieving a 
breakthrough with India on Kashmir, and warned the Hurriyat 
that they should not expect to see India withdraw its 

security forces entirely from the Srinagar Valley or agree to 
change its borders if the two sides reach an agreement. Lone 
also said the APHC would decide in the next four months if it 
will run in the 2008 Kashmir elections, and the group was 
looking to India for minor concessions to make this bold move 
possible. He warned, however, that if the four months run 

out without some movement, they would have to wait again 
until 2014 to test the electoral process. Just hours after 

the meeting, terrorists hurled a grenade at the APHC\'s 
Srinagar office -- causing no casualties, but sending a 
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further warning on the eve of the delegation\'s return to 
Srinagar that the group remains under serious threat from 
those violently opposed to Indo-Pak peace efforts. End 
Summary. 


Fear and Loathing in Srinagar 


3. (S) Deputy PolCouns met with moderate Kashmiri separatist 
Bilal Lone on January 31st to discuss the APHC\'s January 19th 
to 27th trip to Pakistan and the subsequent response in India 
to the APHC leader Mirwaiz Omar Faroog\'s renunciation of 
violent struggle for Kashmir. Just hours later, terrorists 

threw a grenade at the APHC\'s Srinagar office, warning once 
again that the group\'s activists are marked for 

assassination. Adding to our concerns for his security, 

Bilal told us he and the Mirwaiz were planning a heavily 
hyped return to Srinagar on February 1st, for which they are 
hoping to generate large crowds. Despite the January 31st 
grenade attack and an earlier attack on the Mirwaiz\'s house, 
there is no indication that the two have altered their plans 

to parade visibly through the streets in open vehicles. 

Bilal said the APHC must have this show of strength to 
demonstrate that the hardline led by Sayeed Ali Shah Geelani 
does not have all of the political power in the Valley. The 

two then plan to return to New Delhi on February 3rd and stay 
for several weeks to let things cool off again in Srinagar. 

They warn, however, that the terrorist threat will remain 

acute and they may not be safe even in Delhi. 


Optimistic on Pakistan 


4. (S) Bilal spoke favorably of Musharraf, saying the 
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Pakistani President was very optimistic about how talks were 
progressing. He said Musharraf had warned the APHC that any 
settlement that results from the India-Pakistan talks is 
unlikely to change India\'s borders. Bilal said that when the 
delegation asked if India would pull its security forces out 

of the Srinagar Valley, Musharraf said, \"no, how can they? 
They may return to cantonments, but the security forces will 
remain.\" Bilal commented further that any resolution needed 
a symbol of change in Kashmir, such as a Kashmiri Prime 
Minister, which would allow the people to feel they had 

gotten something from their struggle. 


Preparing for Elections? 
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5. (S) Bilal said futher that the APHC was considering 

joining elections in 2008, but conditions on the ground in 
Srinagar had to improve in order to make it safe enough for 
the group to do this. He said the APHC needed to make some 
progress with India, gaining some small concessions so the 
APHC could say they brought something home for the Kashmiri 
people from their efforts. Bilal said a meeting with the 

Indian Prime Minister or prisoner releases alone would not 
help because they would not change the conditions on the 
ground for Kashmiris. Instead he said new CBMs to soften the 
LOC would be more useful, including allowing Kashmiris on 
both sides of the LOC to drive their own cars to the other 

side, opening the LOC to trade and transport from 
Muzzafarabad to Srinagar, permitting mobile phone links 
between the two cities, and reducing the paperwork for travel 
across the LOC on the bus. Bilal warned that Prime Minister 
Singh likely had approximately a four month window to make 
some progress, until May or June 2007, when the snows melt in 
Kashmir (allowing terrorist infiltration) and political 
campaigning begins in earnest in the Valley for 2008. If you 
don\'t see a breakthrough in that time, Bilal opined, all 

their hopes will be dashed until 2014. All cannot change 
overnight, he said, but we could begin a process toward 
normalization. Further, he warned, there is rising extremism 

in Srinagar, fueled by anger over international events, and 

he worried that the next generation of Kashmiri youth would 
create a resurgence of violence if the conflict is not 

resolved for this round of elections. 


Uniting All Parties 


6. (S) Bilal spoke also about his party\'s efforts to unite 

the rest of the moderate separatist leaders in Srinagar along 
a single platform. He said the group would try to approach 
Yasin Malik about joining its efforts, or at least not to 

openly oppose them, increasing their chances of being killed. 
Shabir Shah, he explained, was a fence sitter, and they 
would also approach him. He said he believed Geelani, 
however, was hardened into his position, and unlikely to 
change. Bilal also said that he and his brother, Sajjad, had 
patched up their personal differences and were speaking to 
each other with some regularity. We will try to unite all 

the parties, he said, because this is crucial to our ability 

to join elections. 


Hurdles to Go With Much on the Line 
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7. (S) Comment: Bilal is not asking for small gestures from 
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New Delhi. The APHC is unlikely to join 2008 elections 

unless they believe they can win, at least in the Valley, 

because elections are a test of their as yet unproven, and 
perhaps limited, political base. To have a fighting chance 

of winning in the Valley, they must unite the majority of the 
separatist elements under a single voting block and create a 
grass-roots organizational structure. All of these steps are 

a tall order in four months when dialogue has not even begun 
in earnest between the Congress-led government and the APHC. 
Nonetheless, as this most recent grenade attack reminds us 
once again, both Bilal and the Mirwaiz are taking great risks 

in the hope of reaching some sort of settlement -- breaking 
political barriers that no Kashmiri separatist has crossed in 

the past and lived to tell about. The ghost of Mirwaiz\'s 

father and uncle, and of Bilal\'s father, bear witness to the 

very real risk run by peace-makers in the Valley. End comment. 


ACTION REQUEST 


8. (S) ACTION REQUEST FOR SCA: Per refs, given how much 
Delhi and Islamabad have riding on the moderate Kashmiris, 
and given the immediate danger posed to the Mirwaiz, Bilal 
Lone, and other moderates in the APHC, we request that a 
senior U.S. official find a near term opportunity to state 
publicly our unequivocal condemnation of the attacks on the 
APHC. We also ask that senior SCA officials privately raise 
the militants, threats to the Kashmiri moderates with 
Pakistan,s Ambassador in Washington, underscoring the 
repercussions for the peace process should they be harmed in 
a terrorist attack. End action request. Note: This message 
has been coordinated with Embassy Islamabad. 

MULFORD 
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STATE FOR EB/IFD, WHA/EPSC, INR/IAA, AND WHA/CEN 
TREASURY FOR AFAIBISHENKO 
COMMERCE FOR MSIEGELMAN 
STATE PASS AID FOR LAC/CAM 


E.O. 12958: DECL: 02/01/2017 

TAGS: ECON, EFIN, PGOV, SOCI, HO 

SUBJECT: THE HONDURAN ECONOMY AFTER FIRST YEAR OF ZELAYA 
ADMINISTRATION: GOOD POLICIES OR JUST GOOD LUCK? 


Classified By: Ambassador Charles A. Ford for reasons 1.4 (b,d). 


1. (SBU) Summary: Following one year in office for the 
Zelaya administration, the Honduran economy continues to 
perform solidly. Some critics would say that this continued 
robust performance owes more to the Maduro administration\'s 
(2001-2005) fiscal austerity than to any new Zelaya policies. 
Zelaya\'s policies are seen by many as populist, with a 
short-term focus on consumption. Concerns remain that the 
current policies being pursued are not setting the stage for 
sustained future growth. This cable briefly reviews what the 
Zelaya administration considers its greatest economic 
achievements of 2006 and concludes that the GOH has 
maintained a solid macro economic base but has yet to find 
the political will and vision to grapple with the structural 

issues preventing Honduras from escaping poverty. If the GOH 
does not find this focus in the coming year, the inherited 
positive momentum that made 2006 seem so successful could 
peter out. End Summary. 


2. (SBU) GDP Growth: According to Honduran Central Bank 
(BCH) figures, the Honduran economy grew at a rate of 5.5 
percent in 2006, compared to 4.1 percent in 2005. In 2005 

the sectors responsible for the strongest growth were energy, 
public administration, and transportation. Figures for 2006 

are not yet available, but likely sources of growth include 
consumer goods and construction. (Comment: Economic 
stability is a necessary, but not sufficient condition for 
continued growth. Zelaya\'s economic team has kept the macro 
economy stable, but much-needed reforms to spur investment 
and growth -- such as opening the telecommunications, mining, 
and forestry sectors -- continue to languish. End comment.) 


3. (SBU) Lower interest rates: Under Zelaya, interest rates 
were reduced by undersupplying government bonds to the 
market, thus pushing more liquidity into the banking system. 
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Publicly available interest rates fell from approximately 

17.6 percent to 13.8 percent in less than one year (GOH bond 
yields fell from over 11 percent to just 6 percent). 

According to banking regulator CNBS statistics, just over USD 
1 billion in increased liquidity went into new lending from 
November 2005 to November 2006, particularly loans for real 
estate and construction. Critics contend that the 

construction boom is largely in commercial properties rather 
than industrial ones, and therefore does not represent a 
source of future growth and job creation. The figures tend 

to support this criticism. According to BCH figures, over 50 
percent of new lending went to support consumption or 
imports, while only 12 percent went to industry and only four 
percent to the agricultural sector. According to the CNBS, 

on a relative basis the banking sector shifted its loan 

portfolio out of industrial loans (down 3 percentage points 

to just 16 percent of the total portfolio) and export 

financing (down 1.3 percentage points to 5.3 percent). These 
funds and new funds were overwhelmingly allocated to real 
estate (up 3.9 percentage points to 23 percent) and to 
consumption (up 1.5 points to 15 percent). 


4. (SBU) Inflation under control: The BCH reports 2006 
inflation of 5.3 percent, down from 7.7 percent in 2005. To 
some degree this reflects the impact of price controls on 
energy and basic foodstuffs. Energy subsidies alone cost the 
GOH a reported 500 million lempiras (about USD 26 million) in 
2006, and were responsible for shaving up to 1.8 percentage 
points off the inflation rate, according to one GOH official. 
Another factor contributing to low inflation has been a halt 

to the depreciation of the lempira, which has been held 

steady at 18.89 per 1.00 USD for the last year. As imports 
have surged -- up 20 percent year-on-year to nearly USD 5 
billion in 2006 -- a steady currency helped keep prices for 
those imported consumer goods lower. Despite the fact 
remittances have rocketed up from an estimated USD 1.5 
billion in 2005 to nearly USD 2.3 billion in 2006, the 

equally rapid growth of imports has absorbed much of this 
liquidity, also helping to keep inflation in check. Of these 
imports, 52 percent were consumer goods or fuels, while only 
15 percent were capital goods. (Comment: 2006 also 
benefited from a \"gentlemen\'s agreement\" between the GOH and 
producers to keep prices steady through the holiday season. 
However, prices on consumer goods, including some basic 
foodstuffs, and construction materials are now showing upward 
pressure, and yields on GOH bonds briefly spiked upwards in 
December due to bank fears of potential inflation in 2007. 
Prices are not spiraling upwards by any means, but the GOH 
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policy of challenging any price increase -- a policy that 
worries the private sector but that has helped keep prices 

flat for several months -- will not be tenable over the long 
term and some increased inflation is likely. If they 

persist, recent world market increases in costs for fuel, 
metals, and corn might also transmit some upward price 
pressures to Honduras over the coming year. End comment.) 


5. (SBU) Fiscal Discipline |: Spending: The GOH central 
government deficit as a share of GDP for 2006 was reported as 
1.0 percent, well below the IMF agreed target of 2.5 percent. 
However, this largely reflects very poor project execution 

on social and infrastructure projects, and is less an 

indication of thrift than of disorganization. Many observers 

in the donor community expect this figure to climb 
substantially in 2007 as the GOH gets about the business of 
executing such projects. The public sector deficit, on the 
other hand, missed its target substantially, coming in at 2.1 
percent versus the planned 1.7 percent. In part this is from 
reduced earnings from parastatal telephone monopoly Hondutel 
and from a hemorrhage of funds from the parastatal 

electricity company ENEE. During this year the GOH also 
embarked on a series of popular but questionable spending 
programs including grain subsidies, fertilizer subsidies, and 
fuel subsidies. Total spending is expected to increase 

sharply in 2007, as significant public sector wage increases 
take effect, and losses at ENEE continue. Some 
back-of-the-envelope estimates project deficits as high as 

3.0 percent, well out of the range that had been contemplated 
by the IMF. This will certainly be one of the defining issues 

of the upcoming negotiations with the IMF in March, when the 
GOH seeks to sign a PSI agreement to replace the PRGF that 
was effectively halted in April 2006 when a Fund mission 
could not close Honduras\' review. 


6. (SBU) Fiscal Discipline Il: Revenues: 2006 saw a 
spectacularly successful move by the GOH to improve its tax 
collections. Led by an honest and no-nonsense Director of 
Taxation and backed by three years of U.S. Treasury 
Department technical assistance programs, the GOH saw tax 
revenues jump upwards by 17.2 percent as of October, 
exceeding both IMF and GOH targets. In all, the Ministry of 
Finance estimates the GOH will collect an additional five 
billion lempiras (USD 263 million) this year over last. 
(Comment: Regrettably, this highly successful technical 
assistance program has been reduced from a resident advisor 
to an intermittent one, as the USG could not identify the 
approximately USD 600,000 needed to continue funding the 
program. End Comment.) 
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7. (SBU) Strong international reserves position: The BCH 
reports international reserves have increased to nearly USD 
2.4 billion, a net accumulation of USD 432 million over 2005. 
The BCH attributes this strong growth to hard currency 
inflows from remittances (USD 2.25 billion as of December), 
light manufacturing exports (USD 825 million) and tourism 
(USD 197 million). The BCH policy of sterilization has 
created a quasi-fiscal deficit within the BCH, but rising 
interest rates in the U.S. and falling rates in Honduras have 
over the last year steadily reduced the cost of maintaining 
such large reserves. 


8. (C) Comment: With macroeconomic results like these, 
what\'s the worry? The biggest concerns from administration 
skeptics appear to be two: the first is that Zelaya is 

merely riding the momentum of Maduro\'s economic reforms, and 
that his populist tinkering has little to do with the 

economic growth seen in 2006. Post assesses this is probably 
correct, particularly considering Zelaya largely inherited 
CAFTA and the HIPC debt relief packages. But such \"sour 
grapes\" is in the nature of politics. Of greater concern is 

the allegation that Zelaya\'s short-term focus on current 
spending rather than investment will have the opposite effect 
in future years: where Maduro was hated for austerity 
packages that lead to today\'s growth, Zelaya is loved for 
populist programs that could undermine that growth tomorrow. 
For example: Zelaya has increased teachers\' wages but not 
improved education. He has subsidized energy but not tackled 
the looming crisis in electricity supply. He has overspent 

on consumption programs, such as fertilizer subsidies, while 
under-executing on public works. His administration has thus 
far failed to control the serious fiscal challenges posed by 
losses at ENEE and a skyrocketing public sector wage bill. 
Zelaya has championed uneconomic but romantically attractive 
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agricultural products like corn, while spurning 

diversification into the value-added crops that could pull 

the countryside out of poverty. He pays lip service to 
competition, but imposes price controls. In perhaps the 

worst example in recent memory, he champions CAFTA, but then 
seeks to nationalize and monopolize all fuel imports into 
Honduras. Finally, remittances are clearly the motor of the 
Honduran economy, but they are largely supporting consumption 
rather than investment. This failure to create a future 

productive base, coupled with the rising threat of Dutch 

disease (that is, the risk that Honduras will forego 

productive work in the real economy in favor of instead 

receiving the easy money of remittance checks), calls into 
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question the likelihood of the productivity growth needed for 
Honduras to compete regionally and internationally. 


9. (C) Comment continued: Zelaya has a 70 percent approval 
rating -- proof that it is often better to be lucky than to 

be right. Nevertheless, in 2007, the GOH must find the 
political will and vision to grapple with the structural 

issues preventing Honduras from escaping poverty. If the GOH 
does not find this focus in the coming year, the inherited 
positive momentum that made 2006 seem so successful could 
peter out. The question facing Mel Zelaya in 2007 is whether 
he will use his popularity to make difficult reforms, or 

whether popularity is a goal in itself. Will Zelaya emerge a 
leader? Or be remembered as just another populist caudillo? 


Ford 
FORD 
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SUBJECT: SADYRKULOV: ROSY OUTLOOK FOR KYRGYZSTAN AND 
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U.S.-KYRGYZ RELATIONS 
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Classified By: AMBASSADOR MARIE L. YOVANOVITCH, REASONS 1.4 (B) AND (D) 


1. (C) Summary: During a lengthy conversation with 
Ambassador, First Deputy Chief of Staff Sadyrkulov predicted 
his own influence would increase and that Kyrgyzstan would 
push forward on reforms and improved relations with the west. 
Ambassador emphasized the importance of resolving the legal 
issues between NDI, IRI and the Procurator General and the 
greater political issues. Sadyrkulov predicted some of the 

key figures in the new cabinet, including that Foreign 

Minister Jekshenkulov would likely stay on for six months. 

As the scotch continued to flow, Sadyrkulov described his 
complicated relationship with Kulov. End Summary. 


\"STEP BY STEP\" 


2. (C) On January 31, Ambassador met with President Bakiyev\'s 
First Deputy Chief of Staff Medet Sadyrkulov, who provided a 
positive outlook on the direction of the Bakiyev regime and 
relations with the U.S. During a lengthy conversation 

following an AUCA-hosted dinner, Sadyrkulov told Ambassador 
to expect to see significant and positive differences in the 
coming weeks. He claimed that recent changes in the cabinet 
will increase his own influence. \"Everything is up to 

Bakiyev,\" he said, and indicated that those offering bad 

advice have been marginalized, so better decisions will soon 
emerge \"step by step." 


3. (C) Sadyrkulov said he believes Kyrgyzstan should be more 
oriented to the west, including the U.S., and away from 
\"neighbors who want to control us and are not acting in 
Kyrgyzstan\'s best interest" Sadyrkulov admitted that the 
government had made some major mistakes in the past, 
specifically citing the two U.S. diplomats PNGVed last 
summer. He added that Bakiyev understands these past 
mistakes. Told that February 1 marks the 15th year 
anniversary of the opening of the U.S. Embassy in 
Bishkek*the first Embassy to open in Bishkek-Sadyrkulov 
suggested that the President attend the Embassy\'s anniversary 
event. 


NDI AND IRI PROBLEMS STILL LINGERING 


4. (C) Ambassador raised the most recent problems regarding 
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NDI. Sadyrkulov was unaware of the particulars but said he 
would host a meeting with NDI and the Procurator General. 
Ambassador said resolution of the legal issues is welcome, 
but it is important to solve the larger political issues as 

well. She stressed that Congressional decisions regarding 
the Millennium Challenge Account for Kyrgyzstan may be 
directly and negatively affected, should problems for the 
international NGOs persist. 


FORECAST FOR A NEW CABINET 


5. (C) Sadyrkulov provided Ambassador with a number of 
predictions regarding the new cabinet. He predicted that 
Alikbek Jekshenkulov would stay on as Foreign Minister for at 
least another six months, \"to oversee the upcoming Shanghai 
Cooperation Organization summit.\" (Note: The next meeting 
of the SCO Council of Heads of State is scheduled to take 
place in Bishkek in June. Kyrgyzstan has assumed the SCO 
presidency this year. End note.) Sadyrkulov said that 

acting Minister of Education, Nur Dosbol Uluu, would be 
replaced and that he was pressing for a young professor with 
\"a progressive approach to education\" instead of a Soviet-era 
education official. Sadyrkulov also anticipated that acting 
Deputy Foreign Minister Kadyrbek Sarbayev would be reassigned 
to the position of Foreign Policy Advisor to the President, 
replacing Ermek Ibragimov. 
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6. (C) When Ambassador asked for his opinion on the newly 
appointed Prime Minister, Sadyrkulov said that Isabekov will 
not operate independently but that Kyrgyzstan needs a PM 
focused on the economy, not an independent thinker. He cited 
Kulov as an example of a PM that meddled in politics when he 
should have been running the economy. Sadyrkulov said Kulov 
would begin building a new political party, becoming a force 

in the opposition. This will \"force us to do the right 

thing," he said approvingly. 


HATRED FOR KULOV RUNS DEEP 


7. (C) This comment sparked a window into Sadyrkulov\'s 
loathing for former PM Felix Kulov. Sadyrkulov explained 

that soon after the March 2005 events, Kulov had promised him 
the position of manager of Kulov\'s presidential campaign. 
During the weeks that followed, the Bakiyev-Kulov tandem was 
formed and Kulov dropped out of the presidential race, 
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leaving Sadyrkulov--who had just left his Ambassadorial 
position--high and dry. Shortly thereafter, the Prosecutor 
General opened an investigation into Sadyrkulov\'s alleged 
participation in illegal activity with former President 

Akayev. The investigation lasted nine months, during which 
Kulov offered no assistance. Days before he left office, 

Kulov invited Sadyrkulov to join him in the presidential 

dining room for some caviar and Hennessy, presumably to try 
to make amends. \"Kulov double-crossed too many people\", 
Sadyrkulov explained, \"and maybe now he understands that.\" 


COMMENT 


8. (C) Sadyrkulov was relaxed and had no qualms about 
pounding back glass after glass of scotch. He was also very 
confident about his own position and predictions. Sadyrkulov 
clearly has an interest in convincing us that Bakiyev really 

is areformer and that relations with the U.S. will soon 
improve; however, we also note that Sadyrkulov\'s predictions 
often prove to be correct. We can only hope that this is the 
case this time. If only a portion of what Sadyrkulov shared 

is true, Sadyrkulov deserves his reputation as the 

Machiavelli of Kyrgyz politics. Finally, the vignette on the 
Kulov-Sadyrkulov relationship reveals that Sadyrkulov holds a 
grudge--and knows how to exact revenge. He implied that if 
he is not the architect of Kulov\'s swift fall from grace, he 
certainly participated in drawing up the blueprints. 
YOVANOVITCH 
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SUBJECT: DEMARCHE DELIVERED: INDONESIAN PURCHASES OF 
CONVENTIONAL ARMS FROM IRAN 


REF: STATE 10879 
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Classified By: DCM John A. Heffern, for reasons 1.4 (b,d). 


1. (S) We presented the demarche with the full information 
provided reftel to Ramadansyah Hasan in the Directorate for 
International Security and Disarmament at the Indonesian 
Department of Foreign Affairs (DEPLU) on February 1. We 
noted that our instructions referred to reports of intended 
sales, and that these might still be pending, in which case 
GOI could interdict the sales if it moved with dispatch. 


2. (S) Ramadansyah said he was not familiar with the reports 
cited in our demarche. He said he knew of no provision in 
Indonesia-lran cooperation agreements for any official 
Indonesian arms trade with lran. He noted Indonesia was not 
a signatory to the Wassenaar Arrangement but asserted 
Indonesia would do everything it could to uphold its 
objectives. Ramadansyah said he would look into the reports 
and get back to us. He also asked for a copy of the relevant 
U.S. legislation, which we have subsequently provided. 
PASCOE 
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USDA FOR FAS/FAA/DEVER, USDA/APHIS/CANBERRA/GAVIN 
EDWARDS, USDA/APHIS/BEIJING FOR GARY GREENE 


E.O. 12958: N/A 
TAGS: EAGR, NZ 


SUBJECT: EDWARDS -NEW ZEALAND COUNTRY CLEARANCE 
REF CANBERRA 00159 

1. Embassy grants country clearance to Gavin Edwards, 

APHIS, International Services, US Embassy Canberra to 


visit Wellington and Queenstown, New Zealand from 
February 14-24, 2007 to attend Annual Plant Quad 
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meetings. 


2. Embassy understands that country clearance is the only 
assistance required. 


3. Point of contact at the American Embassy is the office 
of Foreign Agricultural Service, USDA. Their contact 
details are: 


Atn: Laura Scandurra, Agricultural Attache 
Tel: 64-4-462-6012 

Fax: 64-4-462-6016 

Email: agwellington(at)usda.gov 


4. Travelers can exchange currency at the airport upon 
arrival and ATM machines are readily available throughout 
New Zealand. Check cashing privileges at the Embassy are 
restricted to travelerYs checks only upto US100.00. 
Personal checks will not be accepted. 


5. Visitors should use local taxi service, which is 

generally safe, reliable and frequent. Taxi fare from 

the airport to downtown Wellington hotels is 

approximately NZD30.00. A commercial shuttle service is 
also offered at the airport. Taxi fare from the airport 

to downtown Auckland hotels is approximately NZD55-NZD65. 
A commercial shuttle service is also offered at the 

Auckland airport. 


6. Travelers can exchange currency at the airport upon 
arrival and ATM machines are readily available throughout 
New Zealand. Check cashing privileges at the Embassy are 
limited to travelerYs checks only up to USD 300.00 daily. 
Personal checks will not be accepted. 


7. Biosecurity Fines: 


The Government of New Zealand instituted fines for non- 
declared biosecurity hazards on travelers entering New 
Zealand with undeclared plant, animal or food material. 
Travelers found carrying these undeclared items will be 
immediately fined NZD200.00 (USD150.00). Biosecurity is 
a serious issue in New Zealand and fines will be 
administered immediately and without warnings. 


8. Security Information: 


a. All U.S. citizen personnel serving under the Chief of 
Mission authority in a temporary status of 30 days or 

more must complete appropriate overseas personal security 
training prior to travel (04 State 66580). Employees who 
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have completed the Security Overseas Seminar course at 
the Foreign Service Institute (FSI) after June 1, 2000, 
meet this requirement. All other TDY personnel must 
either (1) complete the approved seminar at FSI entitled 
\"Serving Abroad for Families & Employees\" (SAFE), or (2) 
have their agency certify to the Department of State\'s 
Bureau of Diplomatic Security that the employee has 
undergone equivalent security training. The contact for 
this training is Assistant Director for Training at (703) 
205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. The U.S. Mission in New Zealand currently rates the 
threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. Anonymous telephonic threats and obscure threat mail 
have occasionally targeted U.S. diplomatic missions in 
New Zealand. In response to U.S. policies and actions, 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrations are usually 
small and are peacefully conducted. During these 
demonstrations, the host country police and protective 
services normally provide adequate protection to the 
Embassy and Consulate. 


d. New Zealand is considered a medium threat crime 
environment. As such, Wellington and Auckland have 
experienced an increase in violent and petty crimes, but 
they are usually non-confrontational in nature. However, 
home invasion robberies and assaults, once very rare, are 
becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of 

Auckland, Christchurch and Wellington, and visitors 
should be especially aware that street crime, such as 
scams and pickpockets is a daily occurrence in these 
cities. Common sense precautions should be taken, 
especially at night, to avoid becoming a target of 
opportunity. 


e. Generally, New Zealand does not play a significant 
role in the world drug situation; however, evidence 
indicates that New Zealand has been utilized as a transit 
point for shipments of Ecstasy, Heroin and Cocaine to 


Column 3 

Australia. The most abused drug in New Zealand is 
locally produced methamphetamine and cannabis. There 
have been increased amounts of lab seizures and violent 
crime associated with groups attempting to control this 
market. 


f. All forms of public transportation are generally safe 

at all times of the day; however, at night visitors 

should use common sense precautions so as to not become a 
target of opportunity. 


g. The traffic situation in Auckland can be difficult 

with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however, 
during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However, 
visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular 
telephones, and to securely safeguard classified or 
sensitive information at the Chancery and not at hotels 
or residences. 


i. Visitors should also be aware of the State 

Department\'s Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements, which are available via the Internet at 
http://travel.state.gov 


j. In essence, visitors to New Zealand must exercise 
appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000, 24 hours/day). 

Keegan 
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DEPT PASS USTR FOR KARESH, ROSENBERG, CELICO, STRATFORD, BLISS 
LABOR FOR ILAB 

TREAS FOR OASIA/ISA-CUSHMAN 

USDOC FOR 4420/ITA/MAC/MCQUEEN AND DAS KASOFF 

GENEVA FOR CHAMBERLIN 

USDA/FAS/ITP FOR SHEPPARD 


E.O. 12958: N/A 
TAGS: ELAB, ECON, EINV, PGOV, PHUM, SOCI, CH 
SUBJECT: CHINAVS LABOR MARKET: SURPLUS OR SHORTAGE? 


1. (SBU) Summary. China simultaneously faces both a large 
labor surplus and shortages of labor in certain segments of its 
labor market. Workers with skills have ample employment 
opportunities, and some industrialized regions are experiencing 
shortages of even marginally skilled workers, whose wages are 
rising. However, China still faces a challenge creating 
employment opportunities for a largely unproductive, surplus 
agricultural labor force, and young new entrants to the labor 
force, especially those with little education, make up the 
majority of China\'s unemployed. Overall, the under- and 
unemployed outnumber job vacancies, but structural problems 
prevent the labor market from balancing out. Chinese experts 
and other observers see poor workers! rights protection, the 
restrictive hukou (household registry) system, and an outdated 
education system that does not supply students with the skills 
they need as three main factors behind China\'s labor market 
imbalances. Reforms are under way in each of these areas, and 
China\'s economy continues to evolve in market-oriented 
directions. But as the Government continues to seek Socialist- 
style control over labor organization, migration and the 
education system, labor market imbalances are likely to persist. 
End summary. 


A Changing Labor Market 


2. (U) Depending on whom you ask, China is either facing a 
growing labor surplus or a widening labor shortage. Frequent 
press reports, academic papers and statements of public 
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officials comment on China\'s labor market conditions, some 
citing the slow pace of job creation and warning about risks to 
social stability, while others maintain that labor shortages 
threaten the continued growth and competitiveness of ChinaYs 
export industries. The truth is that both views are valid, but 
apply to different segments of China\'s complex and changing 
labor market. This message is intended to summarize what is 
happening in China\'s labor market, and current thinking about 
its implications for economic development. 


The supply of labor: 


3. (SBU) According to the Ministry of Labor and Social 

Security (MOLSS), China\'s labor force reached 758 million at the 
end of 2005, and grew by about 1 percent per year for the 
previous five years. MOLSS divides the labor force into 267 
million urban and 491 million rural workers, but many workers 
classified as rural are engaged in part-time, seasonal or 

informal sector work in urban areas. According to Dr. Zhang 
Libin, an economist at the MOLSS Institute of Labor Studies, 
government labor surveys count workers as \"urban\" workers if 
they have urban hukou (household registration) status, or if 

they have rural hukou status but spend more than 6 months living 
and working in cities. Rural-urban migrants who spend less than 
6 months in cities are counted as part of the rural labor force. 
Political and economic reforms over the past two decades have 
allowed workers to migrate freely between rural and urban areas, 
and work outside their registered home districts, but it is 

still very difficult to change one\'s hukou status. Beijing, for 
example, has an estimated population of 15 million, but only 
11.5 million have a Beijing hukou. Without urban hukou status, 
migrant workers in China\'s cities generally do not enjoy access 
to public education, social welfare insurance and other public 
services on an equal basis as registered urban residents. 


4. (SBU) Wang Dewen, an associate professor of Population and 
Labor Economics at the China Academy of Social Science (CASS) 
provided Laboff with a more meaningful estimated breakdown of 
the Chinese labor market than available from Government 
statistics. According to survey results, Wang said, the labor 

force breaks down (roughly) as follows: 


Urban residents with urban hukou status 250 million 


Rural residents working in urban areas 100 million 
(migrant workers) 


Rural residents working in non-agricultural 130 million 
rural enterprises 
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Rural residents engaged in agriculture 320 million 
(of which, rural residents needed 
for agricultural production) (170-270 m) 


TOTAL 800 million 


5. (U) Labor supply growth comes primarily from rural areas, 
where small land holdings, inefficient agricultural practices 

and low incomes encourage underemployed farmers to migrate to 
cities or take up non-agricultural employment in township and 
village enterprises. Many rural workers do not fall neatly into 

one category, but tend to spend part of their time on the farm, 

and part of their time in wage labor. The National Bureau of 
Statistics reports that for the first 3 quarters of 2006, 34% of 

the average farmer's income came from non-farm wages. 


6. (U) According to MOLSS, migrant workers now constitute 40% 
of the urban workforce, and predominate in low-skill jobs. 

Migrants make up 68% of China\'s workforce in manufacturing, 80% 
in construction and 52% in the restaurant and retail industries. 
Despite the de facto status of migrant workers as second-class 
urban residents,an NBS survey on migrant worker living 

conditions published in October 2006 found that 55 percent hoped 
to remain permanently in cities. It is common for migrants to 

return to thei home districts once a year, usually at harvest 

times or during Chinese New Year. 


7. (SBU) MOLSS statistics indicate that the (formal sector) 
labor force has increased by 6-7 million per year since 2000. 
However, Zhang Libin estimates that job growth has been higher: 
the working age population, she said, rose by about 14 million 
per year between 2001 and 2006, but this rate of growth will 

drop to about 8 million per year in 2006-2011. Good statistics 

on how many rural workers migrate to take up wage employment 
every year are not available, as a large proportion of these 
workers end up what MOLSS terms \"flexible employment\" (informal 
or irregular employment relationships). Since 2000, Chinese 
government figures for rural net out-migration have fluctuated 
between 6.1 and 10.2 million per year. Estimates of workers 
engaged in flexible employment range from 40-80 million. 


8. (SBU) The rural labor force represents an enormous pool of 
underutilized labor. Wang Dewen and Zhang Libin told Laboff 
that various economic surveys indicate that the agricultural 
sector could shed another 50-150 million workers over time 
without harming production. It is for this reason that most 
Chinese economists maintain that China has a very large labor 
surplus. CASS Economist Qi Jianguo told Laboff that he did not 
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believe China\'s industrial and service sectors were sufficiently 
developed yet to absorb all these surplus workers, and that it 
would take about 25 more years for the urban and rural labor 
markets to balance out. The number of under- or unemployed rural 
laborers surely exceeds the number of job vacancies in the 
economy at any time, but structural problems prevent the labor 
market from balancing out quickly. 


Demand for Labor: 


9. (SBU) Reliable statistics on labor force growth and job 
creation are not available, given the blurry status of rural- 

urban labor migrants and the growing incidence of informal 
sector employment, but wage trends suggest that overall 
unemployment is dropping. Wang Dewen told Laboff that CASS 
surveys have found wages to be rising faster and in more regions 
than official statistics suggest. Wages in China\'s 

industrialized coastal regions have risen steadily since 1998, 

and labor shortages there do not yet appear to be abating. 
Shortages of even marginally skilled industrial and service 
workers are also starting to appear in central and western China. 


Labor shortages and wage increases are most intense at the 
highly-skilled end of the labor market, as the early 2006 

statistics below from Guangzhou suggest. The severe shortage of 
highly-skilled labor in Guangzhou track with reports from human 
resource consultants that turnover among skilled employees is 
high and rising. Wages for the most skilled employees in the 
Pearl River Delta region are approaching Hong Kong wages, and 
government data suggests that even unskilled jobs are 
increasingly hard to fill if they are dangerous or unpleasant. 
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Wang Dewen describes the supply of unskilled labor in China\'s 
cities as ample, but no longer unlimited. 


Statistics from Guangzhou Labor and Social Security Bureau 
(reprinted in \"CSR-Asia,\" 22 February 2006) 


Skill Level Ratio of Jobs to Job Applicants 


no skills 0.78 
basic skills 1.87 
high skills 3.20 


10. (SBU) A commonly cited anomaly in the Chinese labor market 
is the high unemployment rate for recent college graduates. 
According to Zhang Libin, 30 percent of recent college and 
vocational school graduates face difficulty finding work. This 
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problem has received considerable attention in the press, but 
Zhang does not consider it a long-term economic problem. 
Although the education system is part of the problem, Zhang and 
other labor experts Laboff interviewed believe that many recent 
college and vocational school graduates also have over-inflated 
expectations about the degree of responsibility for which they 

are prepared, or are reluctant to look outside China\'s major 
cities for work. Zhang Libin is more concerned about employment 
prospects for high school graduates. Young people now 
constitute 60 percent of the unemployed, and in some urban areas, 
the unemployment rate for youth is higher than for migrant 
workers. Young workers without education often end up in 
informal sector employment, where their legal rights are poorly 
protected. 


11. (U) The profile of employers is also changing, with the 
private sector creating an ever greater proportion of new jobs. 
According to MOLSS statistics, State-owned enterprises (SOEs), 
which once dominated China\'s urban economy, are declining in 
importance, while the number of workers in private enterprises 
has risen sharply. 


Breakdown of Registered Urban Employees, 1999 and 2005 
(Source: Ministry of Labor and Social Security) 


Type of enterprise: 1999 2005 


Urban SOE 90.6 million 64.8 million 
Collective 19.6 million 8.0 million 

Domestic Private 32.3 million 62.4 million 
Other (foreign-invested) 16.9 million 41.1 million 


12. (SBU) In line with this economic transition, the problem 

of re-employment for laid-off former SOE workers has 
significantly diminished in recent years, according to Zhang 

Libin and Qi Jianguo. Zhang told Laboff there have been no new 
entrants to government programs for laid-off SOE workers since 
2005. Of the 28 million workers laid off since 1998, 20 million 
have found new work or have qualified for retirement benefits. 
According to Zhang, Government programs are currently only 
providing specialized assistance to 600,000 particularly 

difficult to employ laid-off former SOE workers. Zhang added 
that another 6.6 million SOE workers may be laid off between now 
and 2008 as a result of ongoing SOE bankruptcy proceedings. 
These workers will be eligible for unemployment benefits, but 
will receive no other special assistance from the Government. 


Why (part of) the labor market is tightening 


Column 3 

13. (U) Demographics appears to be a major factor behind 
China\'s labor shortages. According to a CASS study, the 
population ages 15-65 grew y an average of 12.5 million per 

year etween 2000 and 2005, but the rate of growth peaked in 
2003 and is now declining. The study also projects that China\'s 
labor force will peak in 2015 at about 1 billion. Young female 
workers who predominate in the manufacturing sector, are in 
especially short supply, reflecting the one-child family 

planning policies adopted in late 1970s. Rural areas can no 
longer supply ever-increasing numbers of young workers. Demand 
for labor continues to grow, but employers are facing a downward 
spike in supply. Employers can no longer rely on the informal 
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networks they used in the past to recruit workers. According to 
anecdotal reports, the manufacturing sector is responding by 
proactively recruiting workers from ever more distant rural 
areas, paying bonuses to workers who can introduce friends or, 
and accepting older workers than they have in the past. 
Employers are also increasing wages. 


14. (U) The most severe labor shortages, as well as the 

fastest wage increases, are occurring in the Pearl River Delta 

(PRD), and investors are responding by looking elsewhere to set 

up shop. In a study called \"Globalization and the Shortage of 

Rural Workers: a Macroeconomic Perspective,\" Wang Dewen and two 
co-authors demonstrated that the concentration in fixed asset 
investment in China moved decisively away from the PRD and 
toward the Yangtze River region and the northern coastal region 
between 2000 and 2004. Some Chinese experts have also observed 
that the PRD is declining in popularity as a destination for 

migrants compared to the Yangtze River region. 


15. (SBU) Conventional wisdom also attributes labor shortages 
to Central Government policies designed to increase rural 
incomes, such as tax breaks and subsidies, which have diminished 
the push factor. Labor experts interviewed by Laboff said they 
believe such policies have had some effect in some areas on the 
availability of migrants, and further government initiatives 

such as improvements to rural health and education systems may 
encourage more surplus agricultural workers to stay put. 
However, the experts also agreed that the effect of these 

policies on the labor market appears to be overstated. 

According to Government statistics and other surveys, the 

outflow of rural migrants continues. 


A labor market imbalance 
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16. (SBU) The persistence of labor shortages in China\'s 
fastest growing regions suggests that economic, social or 
political impediments limit the labor market\'s ability to adjust. 
China Labor Bulletin (CLB), a Hong Kong NGO, attributes the 
imbalance to a \"one-sided\" labor market. Since workers cannot 
freely organize and negotiate with employers, CLB argues, and 
the government is ineffective in setting and enforcing wage and 
working conditions standards, workers must \"take it or leave 
it.\" Many labor market observers have described Chinese 
employers as reluctant to raise wages, especially in export- 
oriented industries which, due to intense competition, cannot 
set the export price of their final products. Labor is the only 
input cost some employers can control, and employers fear that 
due to other impediments to labor mobility, raising wages will 
increase their expenses without attracting more workers. As a 
result, employers often try alternatives, such as increasing 
hours worked (sometimes in violation of overtime regulations), 
changing labor supply contractors, or expanding production to 
lower-cost inland cities, before raising wages. In the PRD, the 
lag between the emergence of labor shortages and significant 
wage increases was about two years. Wang Dewen and other 
scholars have called for China to improve labor law legislation 
and enforcement, and reform the trade union and wage 
determination mechanisms, and a survey report on Labor Law 
enforcement published by the National People\'s Congress in 
December 2005 made the same recommendation. 


17. (SBU) Reluctance to raise wages, however, does not explain 
all the rigidity in China\'s labor markets. Several political 

and social factors also contribute to labor market imbalances. 

A CASS study prepared for China\'s National Development and 
Reform Commission (NDRC) attributes the mismatch between the 
rural labor surplus and urban labor demand mostly to the hukou 
system. While there are still too many surplus workers in rural 
areas, the report states, migrants are not sufficient to meet 

the needs of non-agricultural production and urbanization 

because the hukou system restricts the flow of labor. Migration 
only occurs when non-agricultural employment opportunities are 
substantially more attractive than staying in rural areas. The 
deterrent power of the hukou system is strongest for lower- 

skilled workers, whose wages are not high enough for them to 
forgo publicly funded housing, health care or education benefits, 
however meager. A \"hukou-neutral\" labor market in which workers 
could freely relocate and enjoy the same access to jobs and 
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benefits as established residents would be able to respond far 


more nimbly to changing conditions than Chinese workers can 
today. 
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18. (SBU) Qi Jianguo told Laboff that he believed 
unrealistically high minimum-wage standards and social benefits 
for urban residents also contribute to labor shortages. In his 
view, industrial and service sector employers turn to migrants 

to avoid the relatively high wages and benefits urban employees 
have grown accustomed to (pension, medical and other social 
insurance program contributions can add 30 percent to the wage 
bill), but are finally having trouble recruiting migrants as 

well. Qi observed that wages move upwards each year after the 
Chinese New Year holiday, depending on how many migrant workers 
return to their jobs in the cities. 


19. (SBU) The inflexibility of China\'s education system is 
another factor behind China\'s skill-based labor supply 
imbalances. Zhang, Wang and Qi all told Laboff that China\'s 
higher education system is outdated, oriented toward producing 
academics rather than skilled workers. Despite the high level 

of unemployment among recent university and vocational school 
graduates, a recent survey of 80 foreign-invested enterprises in 
the PRD revealed that lack of skilled personnel is their top 

human resources concern. The Chinese Government is also 
concerned about the growing mismatch between supply and demand 
for skilled labor. Qi said the Government should also reduce 

the red tape associated with setting up a business and encourage 
more graduates to create more employment opportunities for 
themselves. 


The impact on China\'s future competitiveness 


20. (SBU) While most Chinese labor market experts believe 
China will have a labor surplus for years to come, some experts 
believe the shortage of skilled workers poses a serious threat 

to China\'s competitiveness and economic development. In their 
paper on \"Globalization and the Shortage of Rural Workers,\" Wang 
Dewen and his co-authors conclude that labor costs will rise in 
China, and that the rise will make China\'s manufacturing 

industries less competitive. Wang told Laboff that the 

Government is very mindful of the competitive threat from 

Vietnam, India and others whose wage levels are already lower 
than China\'s, but he noted that the Government is already 

looking beyond labor-intensive, export-oriented industries to 
sustain China\'s economic development. China has an 
underdeveloped services sector, a huge internal market, and lots 
of room to improve the skills and productivity of its workers, 

Wang said. Wang and his co-authors conclude that China can also 
mitigate the threat to its competitiveness by deepening reform 

of the hukou and education systems, and by taking other measures 
to improve labor mobility and labor market efficiency. 


Column 3 
Comment 


21. (SBU) Most of the reforms necessary to reduce China\'s 
labor market imbalances are already underway, but they will not 
be politically easy. The Government is slowly making progress 
on its legislative agenda to improve labor laws and better 
protect workers! rights, which will contribute to correcting the 
problem of the \"one-sided\" labor market. However, improving 
enforcement of even existing laws and regulations and bringing 
more accountability to often well-connected employers will 

likely prove a great challenge, as it has in such areas of 
intellectual property rights and environmental enforcement. 
Reforms implemented at the local level continue to chip away at 
the hukou system. Many small cities have made it easier for 
migrants to obtain urban residency status. Large cities, 
however, continue to take a piecemeal approach, allowing migrant 
workers who pay into social welfare insurance programs, for 
example, to receive benefits, but appear reluctant to undertake 
obligations to provide migrants with such costly public services 
as free public education. MOLSS and the Ministry of Education 
are seeking ways to provide more vocational and skills training, 
improve the quality of existing education curricula, and 
developing mechanisms to help the education system become more 
responsive to the laQr market, but to date, this has produced 
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few meaningful changes. Although China\'s economy continues to 
evolve toward more market-driven allocation of inputs, the 
Government continues to seek Socialist-style control over labor 
organization, migration and education. As a result, labor 

market imbalances are likely to persist. End comment. 


22. (U) Amcongen Guangzhou and Amcongen Shanghai cleared this 
message. 
RANDT 
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Classified By: DCM Richard Norland for reasons 1.4 (B) and (D) 


1. (U) SUMMARY. Several media outlets are reporting 
a decision on Wednesday, January 31, by the Afghan 
Wolesi Jirga (Lower House) to approve a declaration 
which would provide protection from prosecution for 

all the political and opposition elements that were in 
involved in war with each other over the past two and 

a half decades. The declaration defends those who 
fought for Afghanistan\'s independence from recent 
foreign invasions and calls for amnesty for 

individuals who join the National Reconciliation 

Process and who respect the constitution and other 
laws of Afghanistan. Contrary to several press 

reports, while the declaration does extend the offer 

to any anti-government elements that are prepared to 
reconcile, it does not make an offer specifically to 

the Taliban. Some members of Parliament have voiced 
their opposition, questioning whether the Parliament 
has the authority to grant such amnesty to warlords. 

At this point, there is considerable confusion 

about whether the document should be treated as a law, 
a Charter, or a resolution and the legal implications 

of each. It remains to be seen whether it must also 
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be approved by the Meshrano Jirga (Upper House) and 
President Karzai to be considered legally binding. 

END SUMMARY. 


2. (U) The declaration is seen as a response to 
recent calls for a more assertive program of 
transitional justice. These include the recent Human 
Rights Watch report which called for the prosecution 
of a number of former mujahideen leaders who now serve 
in the parliament, including Abdulrab al-Rasul Sayyaf 
and Burhanuddin Rabbani. The 12-article Y Charter of 
Immunity and Reconciliation\" defends mujahideen 
leaders as defenders of their homeland (article 1), 
grants immunity to all political factions involved in 
Afghanistan\'s past two-and-a-half decades of war who 
reconcile (articles 2 and 4), and establishes a 

special Parliamentary committee to oversee the 
opportunity for all anti-government elements to join 
the national reconciliation process, or PTS (article 

7). Article three rejects the Human Rights Watch 
recommendation (reftel A). Article 9 states 

opposition to any plans to place mines or 

barbed-wire fences along the Pakistani border, calling 
instead for the destruction of training, funding and 
equipping centers for terrorists. 


3. (U) Article 12 states that, \"The Charter of 
National Reconciliation is approved and enforced,\" but 
there is considerable confusion about whether the 
document should be treated as a law, a charter, or a 
resolution and thus if and how it might be 
enforceable. While currently referred to as a 
\"charter\", there is no legal precedent for any 
\"charter\" ever being approved or enforced by the 
National Assembly. It is also unclear to the National 
Assembly\'s legal office whether the charter has to go 
to the Upper House and the President for approval to 
become legally binding. A temporary commission of 
nine parliamentarians, including Hajji Mohammed 
Mohaqgeg, Noorulhaq Olumi, and Salih Mohammed 
Registani, drafted the charter. 


4. (U) Some Parliamentarians left the plenary debate 
on this decision in protest. They maintain that 
Parliament does not have the authority to grant such 
amnesty. Other Parliamentarians point out that, 
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according to Shari\'a law, forgiveness is up to the 
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people and cannot be legislated. Some interpreted the 
document as a reaction to pressure - particularly from 
Human Rights Watch - to speed the implementation of 
transitional justice as outlined in the National Plan 

for Truth, Justice, and Reconciliation (reftels A, B). 
GOA Army Chief of Staff Rashid Dostum and 
Parliamentarians Abdulrab al-Rasul Sayyaf and 
Burhanuddin Rabbani see such calls for transitional 
justice as a masked plot to remove them from power 
(reftels C, D). However, at this stage it is unclear 
what role, if any, Parlimentarians Sayyaf and Rabbani 
played in the drafting of this document. 


5. (U) COMMENT: The statements in this document are 
largely consistent with President Karzai\'s offer of 
reconciliation to anti-government elements (reftel E). 
They reflect the broad determination of the Afghan 
body politic not to allow outsiders to determine the 
pace of reconciliation or whether particular warlords 
should be prosecuted. Post will follow developments 
of this Parliamentary decision but stresses 

that at this point, its enforceability remains 

doubtful. 

NEUMANN 
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(SBU) Summary: OES Assistant Secretary Claudia A. McMurray\'s 
January 17-19 meetings with New Zealand officials advanced 
US-NZ bilateral cooperation on a broad range of scientific 

and environmental issues, including climate change, 

sustainable fisheries, and whale conservation. On January 

16, A/S McMurray renewed a cooperative arrangement between 
the U.S. Geological Survey and New Zealand\'s National 

Institute of Water and Atmosphere (NIWA), drawing favorable 
local press coverage. Her talks with Energy Minister David 

Parker and other GNZ officials revealed that New Zealand and 

the United States face similar challenges in balancing 

energy, economic, and environmental demands, suggesting these 
could be useful areas to explore under our bilateral Climate 
Change Partnership. A/S McMurray also encouraged New Zealand 
to join the Coalition Against Wildlife Trafficking (CAWT). 

End summary. 


2. (U) En route to Antarctica to commemorate 50 years of U.S. 
and New Zealand cooperation on the Southern continent, A/S 
McMurray met in Auckland, Wellington and Christchurch with 
Minister for Conservation Chris Carter, Minister for Climate 
Change David Parker, and officials from the Ministry of 
Foreign Affairs and Trade (MFAT), Ministry of Fisheries 
(MFish), Ministry for the Environment (MfE), the Department 
of Conservation (DOC) and the National Institute of Water and 
Atmosphere (NIWA). 


3. (U) In Wellington on January 16, A/S McMurray was briefed 
by officials at the at the National Institute of Water and 
Atmosphere (NIWA) on the many areas of U.S.-New Zealand 
cooperation, including atmosphere and climate science, 
energy, natural hazards, fresh water, aquatic biodiversity 

and security, fisheries and aquaculture, and biotechnology. 
The NIWA officials emphasized the value they derive from 
cooperative climate change science work with US officials, 
including measuring greenhouse gas levels in Pacific ocean 
and Antarctic ice core samples. The briefing was followed by 
a signing ceremony at which A/S McMurray joined Acting Chief 
Executive of NIWA Bryce Cooper to renew a cooperative 
arrangement between the U.S. Geological Survey (USGS) and 
NIWA. The very positive New Zealand media reporting on the 
event highlighted A/S McMurray\'s observation that the United 
States views scientific and economic cooperation as the 
backbone of the US-New Zealand bilateral relationship. 


4. (SBU) During a discussion with MFAT and other GNZ 

officials on New Zealand\'s domestic fisheries management 
program, the Kiwis told A/S McMurray about New Zealand\'s 
problems with abalone poaching. While New Zealand\'s domestic 
abalone sector is licensed to catch about 1050 tons of 

abalone meat per year, an estimated additional 800 to 900 
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tons of abalone is poached from New Zealand waters. 
According to the NZ Ministry of Fisheries, the poaching is 

mostly run by the same Asian gangs that traffick drugs in the 
region. While the GNZ takes aggressive steps to reduce 
poached abalone bound for Hong Kong and China, much still 
gets through and the Government has been forced to reduce the 
amount that can be caught legally in order to sustain 

domestic abalone stocks. A/S McMurray suggested New Zealand 
help address the poaching problem by joining the first 

ministerial of the Coalition against Wildlife Trafficking, to 

be held in Nairobi in early February. Ministry of Foreign 

Affairs and Trade (MFAT) Deputy Secretary Caroline Forsyth, 
who led the discussions for the Kiwi side, said GNZ 

officials would try to attend the ministerial and would look 

into the possibility of New Zealand\'s signing up for the 

Coalition. (FYI: Forsyth has since told the Embassy that 
although New Zealand will unfortunately not be able to attend 
the Nairobi meeting, the GNZ is still considering whether to 

join the Coalition. End FYI.) 


5. (SBU) In a separate meeting that day, Dave Brash, General 
Manager, Ministry for the Environment, told A/S McMurray that 
formulating an effective New Zealand climate change policy is 
especially challenging because the country\'s 
agriculturally-based economy is both sensitive to the effects 

of climate change and the major contributor to New Zealand\'s 
emissions. Approximately 50 percent of emissions come from 
the country\'s farms, mostly from ruminant animals, their 
waste, and nitrogen fertilizers. In July 2006, the GNZ put 
forward an economy-wide climate change strategy that aims to 
coordinate the sometimes competitive policy interests of the 
energy, transport and land management sectors (ref B). 
During a January 17 lunch, Energy Minister Parker, who is 
also the country\'s Minister for Climate Change, provided A/S 
McMurray with one example of how it is difficult in practice 

for GNZ to find the balance between these competing 
priorities. Citing interest by ExxonMobil and Chevron in 
exploring hydrocarbon development off New Zealand\'s southern 
coast, Parker admitted that this would be at odds with the 
Governmenit\'s stated preference for renewable resources. But, 
he added, New Zealand has to consider all options because it 
will face increasing energy supply and security challenges as 
the country\'s North Island natural gas reserves wane. 


6. (SBU) A/S McMurray also discussed whale conservation 
during a number of her meetings with GNZ officials. 

Referring to the upcoming May meeting of the International 
Whaling Commission (IWC) in Anchorage, Alaska, A/S McMurray 
noted the likely challenge to the aboriginal bowhead quota, 
particularly given that Japan will be Vice Chair. New 

Zealand expressed the view that like-minded countries should 
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stay away from a Japanese reform meeting planned for 

February, expressing concerning over Japanese attempts to 
\"knock out" conservation from the IWC. A/S McMurray welcomed 
New Zealand\'s offer to be helpful in Alaska. 

Keegan 
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Ambassador Marie L. Yovanovitch departed post February 2, 
2007, at approximately 0405 local time. DCM Lee Litzenberger 
assumed charge. 
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SUBJECT: COMMUNIST PARTY SCHOOL PROFESSOR SAYS IVP CHANGED HIS 
TEACHING ON ECONOMIC AND POLITICAL ISSUES 


SUMMARY 


1. (SBU) Niu Xianfeng, an Associate Professor at China\'s Central 
Communist Party School, said that participation in an International 
Visitor\'s Program (IVP) in the United States in September 2006 
changed the way he teaches his students, many of whom are high-level 
Communist Party officials from provinces throughout the country. 

Niu said that on his first trip to the United States, with stops in 
Washington, D.C., New York, Alabama, Nebraska, Pennsylvania, and 
California, he was impressed by both the strength of the economy and 
the freedom of citizens to express their views. Most importantly, 

Niu said he now believes democracy is the best political system and 
the sooner China becomes democratic, the better. End Summary. 


WHAT ALONG, STRANGE TOUR: A COMMUNIST IN ALABAMA 


2. (SBU) Niu Xianfeng, Associate Professor in the Social Development 
Institute at China\'s Central Communist Party School, traveled to the 
United States September 9-30, 2006 on an International Visitors 
Grant. Niu first was nominated by the Embassy\'s Economic Section in 
2005. Niu\'s research and teaching focuses on rural development, 
public policy, and local governance, and he previously served as 

Vice Governor of Qijiang County in Chongqing Municipality. Niu\'s 
visit to the United States included stops in Washington, D.C. 
(American politics, NGO management, United States-China relations, 
agricultural policy), Philadelphia (American politics and history), 

New York City (public administration and finance, role of religion 

in American life), Huntsville and Birmingham (economic development, 
local governance, civil rights), Lincoln (local governance, 

elections, rural development), and San Francisco (corporate 
responsibility, agricultural policy, economic development). 


3. (SBU) Niu said from a personal standpoint, Alabama was the most 
interesting stop. He said the Civil Rights Museum in Birmingham was 
especially enlightening with regard to equality in the United 

States. Niu added that seeing economic development from the 
perspective of the Southern United States was particularly useful, 

as he was able to observe differences in industrial structure 

between the South and the North and what he described as the slower 
pace of economic development in the South. Most impressive to Niu, 
however, was that despite AlabamaWs historic social and economic 
struggles, the state continues to strongly support American 
democratic principles. 


SHOW ME THE MONEY: VIEWS ON THE ECONOMY 
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4. (SBU) Niu said that after visiting all of the cities and 

interacting with government organizations at various levels, NGOs, 
and universities, he was impressed by the strength of the United 
States\' economy. Niu said there is no comparison between the 
economies of the United States in China, and he noted China\'s 
shortage of resources and comparatively low rate of consumption when 
compared to the United States. Niu said he was especially impressed 
by San Jose\'s knowledge economy and the financial markets in New 
York. He also said that China\'s economic policymakers and 
businessmen focus exclusively on profits, while American companies 
also include a social responsibility component in their operations. 


FREE AT LAST? CHINAYS ROAD TO DEMOCRACY 


5. (SBU) Niu said that he previously thought democracy was one of 
many good political systems and that democracy required a strong 
economy to be successful, but he stated that the IVP\'s most profound 
impact was changing this view. Niu said that after seeing poor 
regions in the United States and talking to a number of people about 
the importance of elections, he realized that economic development 

is not a prerequisite for democracy. Niu said China needs more 
elections. The sooner China becomes democratic the better, Niu 
added. 


THE MULTIPLIER EFFECT: REACHING OUT TO CADRES 


6. (SBU) Niu said that he already has incorporated his newly 

acquired thoughts on economic and political reform into his 

classroom teaching at China\'s Central Communist Party School. In 
classes that include high-level provincial government officials 

(such as Deputy Governors) and other Beijing-based Party cadres, Niu 
said that he has freely shared his views, including his support for 
China becoming more democratic, with his students. 


RANDT 
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E.O. 12958: N/A 

TAGS: ECON, EFIN, EINV, MY 

SUBJECT: Bank Negara Relaxes Rules on Banks\' Equity Investments; 
Johor Flooding Causes Major Losses: Malaysia Economic Update for 
January 2007 


REF: (A) Kuala Lumpur 006; (B) Kuala Lumpur 105 


1. (U) Summary: Bank Negara has allowed banks greater freedom to 
invest in the stock market, while three more foreign financial 
institutions have entered the Malaysian market. Meanwhile, the 
recent flooding in Johor is projected to cause at least RM 2.4 

billion (USD 686 million) in losses, although senior Malaysian 

officials maintain that the stimulus from reconstruction activities 

will offset the potential impact on economic growth. End Summary. 


New Investment Policy Framework for Banks 


2. (U) Bank Negara relaxed its investment policy framework for 
financial institutions by giving banks greater flexibility with 

respect to their stock market investments. Under the revised 
framework, which took effect on January 3rd, the limit on a bank\'s 
investment in stocks has been raised to 25% of its capital base from 
the existing 10%. In addition, banks will be allowed greater 
flexibility in determining their internal policy governing their 
investments, including the types of equity investments they can make 
(now expanded to include to all listed shares, preference shares, 
unlisted shares and foreign equities) and the limits on exposure to 

a single company. The regulations also permit banking institutions 
to take up to a 5% equity stake in another banking institution. 


3. (U) Bank Negara believes the new regulations will provide banks 
with greater flexibility in making investment decisions and help 
alleviate surplus liquidity resulting from a slowdown in loan 

growth. Furthermore, with an additional RM 15 billion (USD 4.3 
billion) of funds available for investments in shares by the banks, 

the new measure are expected to give a shot in the arm to Malaysia\'s 
stock market. The banking system\'s loan-deposit ratio eased 
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markedly to 74% as growth in loans moderated to 6.3% while deposits 
rose 16.3% as of the end of December 2006. As of mid-January, Bank 
Negara mopped up an estimated RM 206.5 billion (USD 59 billion) of 
excess liquidity in the banking system. 


3rd Foreign Islamic Bank Sets up Shop in Kuala Lumpur 


4. (U) Asian Finance Bank (AFB) of Qatar, one of the three foreign 
banks to have received an Islamic banking license from Bank Negara, 
started operations in Kuala Lumpur on January 9. Qatar Islamic bank 
owns a 70% stake in AFB, RUSD Investment Bank Inc. of Saudi Arabia 
20% and Global Investment House of Kuwait 10%. AFB CEO Faisal 
Alshowaikh said the bank would use Malaysia as a hub by expanding 
into neighboring countries and the region, and as a way to channel 
funds from the Middle East. The bank has a paid-up capital of 
US$100 million and plans to add another 5 to 7 branches in major 
cities in Malaysia within the next two to five years. Kuwait 

Finance House and Al Rajhi Bank of Saudi Arabia are the other two 
fully foreign owned Islamic banks in the country. 


Securities Commission Approves Nomura\'s Foreign Fund Manager License 


5. (U) Nomura Asset Management has become the second foreign fund 
manger granted a license to operate in Malaysia. In a move to 

expand the growth of its capital market and encourage offshore 
investments, Malaysia announced in 2005 plans to offer licenses to 

five foreign asset management companies. The government has granted 
a license to Aberdeen Asset Management Asia Ltd. BNP Paribas Asset 
Management is expected to be the third recipient of a foreign fund 
manager license. 


Bank of Baroda Plans to Establish Kuala Lumpur Branch 


6. (U) Bank of Baroda, India\'s fifth largest bank, plans to set up a 

full fledged subsidiary in Malaysia (the bank currently has only a 
representative office in Kuala Lumpur). Baroda chairman and 
managing director Dr. Anil Khandewal said the bank has sent an 
application to Bank Negara and is confident that it would be allowed 
to set up a branch by mid-2007. Bank of Baroda\'s new branch in 
Kuala Lumpur is expected to be a joint venture between Bank of 
Baroda and two other Indian commercial banks, Bank of Maharasthra 
and Oriental Bank of Commerce. [Comment: Except for three foreign 
Islamic banks, Bank Negara has not permitted the entry of new 
foreign banks in the Malaysian market for the past several decades. 


KUALA LUMP 00000187 002 OF 003 


Column 3 


Bank Negara has in recent months, however, given increased 
flexibility to existing foreign banks in Malaysia by allowing them 

to establish between four to six new branches at approved locations. 
End comment.] 


Flooding Causes Major Economic Losses for Johor 


7. (U) A report by Alliance Research, the research arm of banking 

group Alliance, estimates that the flooding that occurred in the 

southern peninsular Malaysian state of Johor between December 19 and 
January 12 (Reftel B) will cause economic losses estimated at around 
RM 2.4 billion (USD 686 million), including cleanup and 

reconstruction. The flooding dampened consumer spending in the 
commercial sector, depressed the property market, and disputed 
industries such as palm oil production, which will likely result in 

a rise in crude palm oil prices. 


8. (U) The Alliance Research report further predicted that Johor\'s 

mean monthly household income of RM 3,076 (USD 879) would also take 
a hit, possibly in the range of 10% to 15%, due to the loss of 

economic activity and productive man-hours. On the other hand, the 
local construction and healthcare sectors are expected to receive a 

boost from the flooding, the former from rebuilding efforts already 
underway and the latter from flood induced disease control measures. 

An official from the Malaysian Small Medium Industries Association 
(MSMIA) told EconFSN their members had suffered huge personal losses 
as a result of the flooding and had missed out on the yearend and 
pre-Chinese New Year shopping seasons. MSMIA is appealing to the 
government to provide low interest loans to help members rebuild 

their businesses. 


Lack of Power; Major Infrastructure Damage 


9. (U) Officials say flood victims will have to cope without 

electricity for at least the next few months. Tenaga Nasional, the 

national utility company, said a total of 788 electricity 

substations have been shut down as a result of the flooding and that 
some RM 10 million (USD 2.85 million) will be needed to repair the 
equipment. The company promised to replace residencesY power meters 
for free after the situation improves. 


10. (U) GOM officials estimate the damage to JohorYs public 
infrastructure, such as roads, bridges and schools, at more than RM 
100 million (USD 28.5 million). Damages to infrastructure related 

to other economic activities, such as plantations, manufacturing and 
services, have not yet been assessed by the government. 


11. (U) Some senior officials are arguing that the stimulus to the 
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construction industry from the rebuilding exercise will 

significantly offset the direct economic losses from the flood. 
Finance Minister II Nor Mohamad Yakcop told a visiting U.S. 
government official that he anticipates no slowdown in growth this 
year or next. 


The Rebuilding Begins 


12. (U) Repairing the public infrastructure is expected to begin 

just before the Chinese New Year celebrations on February 18 with an 
approved budget of RM 184 million (USD 52.5 million). An economist 
from a securities house told EconFSN that it will take more than 

three months for most victims of the flood to rebuild their lives 

and get back to normal, while other analysts predict it will take 
between 10 to 15 months for the state to stage a full recovery. The 
Johor state government said it will furnish displaced residents with 

low cost housing in the near future. 


13. (U) Prime Minister Abdullah Ahmad Badawi, who visited relief 
centers in the affected areas and spent time with the victims, 
directed government agencies to give out financial aid as quickly as 
possible. He also called on financial institution to relax loan 
repayments schedules for farmers and other victims of the natural 
disaster. The government has given children school books, uniforms 
and book bags to lighten the burden on those families who have lost 
everything in the flooding. 


14. (U) Johor officials are also taking steps to woo back visitors 
from neighboring Singapore. The state is a popular destination for 
Singaporeans, who have invested heavily in high end property and 
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frequently travel back and forth to the state for shopping and 
dining. During the bad weather, hotel occupancy rates declined 30%, 
severely affecting the employment of tour agents and guides. 


15. (U) As reported in Reftel B, the flooding in Johor, said to be 
the worst in the state in over 30 years, has claimed 17 lives and 
caused the evacuation of over 100,000 residents. Kota Tinggi, the 
hardest hit town, was submerged under 1.5 meters of water after 
local rivers overflowed. Several other cities were also affected, 
including Segamat and Johor Bharu. 

During the flooding Johor was at times reported to be completely 
inaccessible by road. 


LAFLEUR 
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Sensitive-but-unclassified. This cable contains business 
proprietary information and is not for release outside USG 
channels. 


1. (SBU) Summary: The Kenyan government has awarded a tender to 
U.S. firm Tyco Telecommunications to do a marine survey for the 
eventual construction of an undersea fiber optic cable to run 
between the United Arab Emirates and Mombasa, Kenya. Despite 
question marks about financing, the relevant ministry claims it has 
the money to fully fund the $70-75 million project with money raised 
through another piece of telecom reform - the auctioning off of a 
unified second national operator license. Tyco will have to bid 
again to win the system contract for the cable, but by doing the 
marine survey, it is now the frontrunner against its French and 
Japanese rivals. End summary. 


Kenya Awards Marine Survey to U.S. Firm Tyco 
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2. (SBU) Reftels chronicle several initiatives vying to bring 

high-speed internet connectivity to the East Coast of Africa through 
construction of undersea fiber optic cables. In late 2006, it 

appeared that a U.S.-owned and financed project, Sithe East Africa 
(SEA), was the frontrunner in the race to begin construction of a 

cable, in this case one connecting the entire eastern seaboard from 
South Africa to the UAE. In tandem, however, a Government of Kenya 
(GOK) initiative, dubbed TEAMS - the East Africa Marine System - was 
pursuing a more modest project connecting Mombasa, Kenya to the UAE. 


3. (SBU) The relative fortunes of the two ventures appear to have 
shifted. On January 31, GOK officials publicly announced that U.S. 
supplier Tyco Telecommunications was awarded a $2.7 million tender 
to conduct the marine survey required for construction of the cable 
system. Econ/C spoke February 2 with Jeff Stark, Tyco\'s regional 
Managing Director. He confirmed the contract for the marine survey 
had been inked. He related that luck played a role: Tyco was able 

to subcontract with a survey vessel enroute from Europe to the Far 
East, enabling the company to meet the GOK\'s accelerated timeline. 
Survey work will begin February 16 in Fujaira, UAE, and reach 
Mombasa 45 days later. The GOK intends to issue the system tender, 
worth around $75 million, by the end of February and to award it in 
March, with system construction to begin as soon as possible 
thereafter. 


4. (SBU) The GOK has publicly committed itself to completing an 
undersea cable by XXXX. It is unclear, however, if the GOK can 
stick to such an ambitious timetable, even in the short-term. One 
potential problem is global capacity. Tyco has just committed to 
fast-tracking construction of a 12,000-mile undersea cable in the 

Far East that will absorb much of the global industry\'s vessel and 
fiber fabrication capacity. This could delay the start of 

construction of TEAMS. Further, according to Stark, the GOK and its 
UAE partner, Etisalat, have not yet concluded a construction and 
maintenance agreement, which is a prerequisite for the construction 
tender to move forward. Etisalat is committed via an MOU to provide 
20% of the financing for TEAMS. Beyond the Etisalat piece of the 
financing, it's not clear how the GOK intends to raise the other 80% 
of required funds. Stark termed the issues surrounding financing 
for TEAMS \"confusing,\" and noted that construction cannot begin 
until the first payment is made to the vendor. 


Kenya Says Yes, We\'ve Got the Cash 
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5. (SBU) Dr. Bitange Ndemo, Permanent Secretary in the Ministry of 
Information and Communication told Econ/C also on February 1 that 
Kenya has the money almost in hand to fully fund TEAMS. Ndemo, who 
is the driving force behind a number of inter-related telecom and 

ICT reforms in Kenya, explained that the money will come from the 
auction of a lucrative unified second national operator license 

awarded in November to a consortium led by Dubai-based Vtel 
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Holdings. But the consortium fell apart over an internal dispute, 

and in late January, the Communications Commission of Kenya 
cancelled the tender and offered the second highest bidder, Reliance 
Telecoms of India, the option of taking it up at Vtel\'s original 

offer price, $169 million. (Note: Reliance is also reportedly 

planning to build an undersea fiber optic cable along AfricaWs East 
Coast that would tie into its FLAG system, but details are sparse. 
End note). 


6. (SBU) Ndemo reported Reliance has accepted the offer, and that 
the Ministry has the authority to use the proceeds to fully fund the 
TEAMS undersea cable in order to fast-track completion. Eventually, 
the GOK\'s share will drop to 40% or less, as it will sell 40% or 

more of the project to operators in Kenya and neighboring 

countries. 


7. (SBU) The Sithe Group\'s Sithe East Africa (SEA) undersea cable 
project looked like the frontrunner in terms of timing in December, 
according to Tyco\'s Stark. But now, the company is \"not executing,\" 
for reasons Stark was unable provide. But he said Tyco remains 
interested in supporting the SEA project if/when it moves forward. 
Ndemo later said the GOK \"has not said no\" to a merger of the SEA 
and TEAMS projects under which Sithe would build a cable from South 
Africa to Mombasa and plug into TEAMS at the latter landing point. 
Meanwhile, Ndemo said the International Finance Corporation is 
working with the moribund EASSy cable project (see ref B) and trying 
to get it to similarly lay fiber undersea between South Africa and 
Mombasa. 


8. (SBU) Sithe told EB/CIP earlier in the week that it was 

approached in late December 2006 about expanding its proposed SEA 
cable beyond the planned Africa-UAE-India route and expect to make 
an announcement by mid-February. Sithe claims it is still actively 
negotiating with Tyco and other companies to build the SEA system 
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and hopes to select a company in the coming month. 


9. (SBU) It\'s good news that one cable (any cable) is moving 
towards construction, and even better news that Tyco, a U.S. firm, 
is in on the ground floor. Tyco can\'t relax - the much larger and 
more lucrative tender for system construction will be competitive. 
But by winning the marine survey portion of the project, Tyco is 
clearly in the driver\'s seat vs. its French and Japanese rivals. 
Ranneberger 
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1. (U) Summary: Taiwan and PRC official data for 
planned Taiwan investment in Mainland China both 
reached new highs in 2006. Taiwan\'s approved 
investment in China grew 27.2 percent from 2005 to 
US$7.64 billion. The rise was due to a dramatic 
increase in the size of investment projects. End 
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summary. 


Approved Investment Surges 


2. (U) Taiwan\'s 2006 approved investment in China grew 
27.2 percent from 2005 to reach US$7.64 billion 
according to data from Taiwan\'s Ministry of Economic 
Affairs Investment Commission (MOEA/IC). This marked 
a dramatic reverse from the 13.5-percent decline in 
2005. The PRC maintained is position as the 
predominant destination for Taiwan foreign investment, 
but its share of Taiwan\'s total foreign direct 

investment (FDI) declined to 63.9 percent from 71.0 
percent in 2005. MOEA/IC data on approved investment 
is provided below: 


Approved Amount Percent Percent of 
Year Cases (US$ billion) Change Total FDI 
2004 2,004 6.94 51.1% 67.2% 
2005 1,297 6.01 -13.5% 71.0% 
2006 1,090 7.64 27.2% 63.9% 


3. (U) The average size of approved investment 
projects rose sharply as the number of cases fell. In 
2006, MOEA/IC approved 1,090 investment proposals, 
down from 1,297 in 2005. However, the average size 
rose to US$7.0 million from US$4.6 million. 


4. (U) MOEA/IC attributed the surge to investment 
expansion by large Taiwan firms financed with revenue 
earned in the PRC. Hon Hai Precision Industries, for 
example, was approved to invest US$90 million and 
US$100 million in two separate projects. Hon Hai has 
been identified as the largest exporter and foreign 
exchange earner in the PRC. In addition, large 
semiconductor projects were approved after further 
relaxation of Taiwan\'s investment policies for that 
industry. Advanced Semiconductor Engineering Inc. 
received approval to purchase a PRC semiconductor 
packaging and testing firm for approximately US$60 
million and ProMOS Technologies was authorized to 
build a US$365 million chip factory (reftel). (Note: 

The approval granted to Powerchip Semiconductor 
Corporation in December 2006 to build a semiconductor 
plant was preliminary pending submission of further 
documentation. That investment will appear in 
MOEA/IC\'s 2007 data. End note.) 
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5. (U) Coastal provinces continue to be the main 
destinations for Taiwan investment in the PRC. 

Jiangsu Province took the lead with over 37.7 percent 
of Taiwan\'s investment in the Mainland, followed by 
Guangdong, Shanghai City, Zhejiang, and Fujian. 
Together the five top areas accounted for 84.3 percent 
of Taiwan\'s China investment. However, their 
percentage share of total approved investment in China 
fell from 91 percent in 2005. The largest increase 
outside of the top five areas was in Chongqing City, 
where the approved investment in the ProMOS 
semiconductor facility drove up investment from 
US$12.8 million in 2005 to US$398.3 million in 2006. 
The following chart shows the number of approved cases 
for each province with the total amount of approved 
investment: 


-- Approved Amount Percent of 
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Location Cases (US$ million) Total 
Jiangsu 282 2,883 37.7% 
Guangdong 245 1,415 18.5% 
Shanghai 190 1,042 13.6% 


Zhejiang 52 591 7.7% 
Fujian 155 520 6.8% 
Others 166 1,191 15.7% 


PRC Total 1,090 7,642 100.0% 


6. (U) A recent report by the Taiwan Business 
Association in Shenzhen indicated that Taiwan 
enterprises in Shenzhen, Guangzhou, Dongguan, and other 
cities in the Pearl River Delta area have faced a less 
favorable investment environment in 2006. It 
complained of rising production costs, shortages of 
electricity and water, and new local government 

policies forcing enterprises with high rates of energy 
consumption and waste production to move elsewhere. 
Others have noted a trend of labor-intensive 
manufacturing moving away from coastal areas or out of 
China to Vietnam and India. However, approved 
investment in Guangzhou continued to grow in 2006, 
rising 16.0 percent. 


Focus Still on Electronics 
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7. (U) Taiwan\'s investment in Mainland China is 
increasingly concentrated in manufacturing of 
electronic goods, components and machinery. These 
categories accounted for 44.8 percent of total 2006 
Taiwan investment in PRC compared to 39.9 percent a 
year earlier. Investment in electronic components, 
used mainly in manufacturing of PCs, cell phones and 
other IT hardware, was the largest single category 
with approved investment valued at US$1.6 billion, a 
90.4 percent increase over the previous year. Two 
non-manufacturing industries also increased their 
share of total investment. Wholesale and retail trade 
and special, scientific and technical services 
accounted for 4.1 percent and 3.0 percent of total 
investment, respectively. The following chart shows 
Taiwan investment data for the top ten major 
industrial categories: 


-- Amount Percent 
Industry Cases (US$ mil.) of Total 
Electronic components 94 1,619 21.2% 
Computers, Telecom. 


A/V equipment 73 1,140 14.9% 
Electrical machinery 105 665 8.7% 
Chemicals 49 548 7.2% 


Metals and metal goods 72 447 5.8% 
Precision, optical 

--medical equipment 49 423 5.5% 
Machinery 94 389 5.1% 
Non-metallic minerals 23 387 5.1% 
Wholesale and retail 

--trade 150 313 4.1% 
Special, scientific 

--& technical services 62 232 3.0% 
Plastic products 48 220 2.9% 


Textiles 41 165 2.2% 
Others 230 1,094 14.3% 
Total 1,090 7,642 100.0% 


PRC Data - Opposing Trends 


8. (U) PRC data on Taiwan investment showed two 
opposing trends. Figures for contracted value of 
Taiwan investment rose 9.5 percent from US$10.3 
billion in 2005 to US$11.3 billion last year. 
Contracted investment has now increased for four 
consecutive years. Like Taiwan\'s data on approved 
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investment, contracted investment reflect the 
intentions of Taiwan firms to invest in the Mainland. 
However, PRC data for realized investment, which 
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attempts to measure dollars actually spent by Taiwan 
investors, declined for the fourth straight year to 
US$2.1 billion. 


9. (U) According to our conversations with government 
officials, academics and industry leaders, there are 
several possible explanations for the growing 
differences between contracted and realized 
investment. First, Taiwan firms may exaggerate the 
value of their contracted investment with the 
encouragement of local PRC officials eager to show 
rising levels of investment in their jurisdiction. 

Second, PRC macroeconomic controls may delay central 
government approval for projects that have already 
been contracted. Finally, realized investment figures 
may not capture all of the money spent by Taiwan 
investors in the PRC. Realized investment figures are 
based on funds remitted through banks to the PRC. 
Taiwan investment in the Mainland is increasingly 
financed with profits earned locally instead of funds 
remitted from Taiwan. In addition, financing remitted 
from Taiwan must be remitted indirectly through a 
third territory such as Hong Kong, the British Virgin 
Islands and other tax havens. Some of these funds may 
not be identified as Taiwan investment in the PRC 
realized investment statistics. 


Comment - Taiwan Firms Still Eager to Invest 


10. (SBU) Despite another decline in realized 
investment, the Taiwan approved investment and PRC 
contracted investment data both suggest that the 
intentions of Taiwan firms are clear. They are still 
eager to expand their investment in the PRC, and the 
scale of that investment is growing. Cross-Strait 
economic integration continues to deepen. 

WANG 
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SIPDIS 
SENSITIVE 


USTR FOR NED SAUMS AND LISA ERRION 
EB FOR DAS MOORE 


E.O. 12958: N/A 
TAGS: ETRD, EAID, PREL, TU 
SUBJECT: TURKISH BUSINESS ECOURAGED ON GAZA PROJECT 


REF: A) 2006 JERUSALEM 495, B) 2006 ANKARA 264 
SENSITIVE BUT UNCLASSIFIED. 


1. (SBU) Summary. Turkish business officials say they had 
productive meetings in Israel in mid-January about their proposed 
development of the Erez Industrial Zone in Gaza. Israeli officials 
said they would start work on special tax and security arrangements 
for the zone, with the MOD taking the lead working with other GOI 
agencies. Palestinians are supportive in principle but have yet to 
approve a concession agreement or identify potential investors. 
During February 8-9 U.S.-Turkey economic meetings, Turkish business 
officials will propose that the U.S. support the initiative by 

providing special trade treatment for goods produced in Erez with 
Turkish content. End Summary. 
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2. (SBU) Guven Sak, who is overseeing the Turkish business 
federation TOBB\'s efforts to revitalize the Erez Industrial Zone in 

Gaza, said his mid-January visit to Tel Aviv with TOBB Chairman 

Rifat Hisarciklioglu was very productive. Hisarciklioglu went to 

Israel for the third meeting of the \"Ankara Forum\" of Turkish, 

Israeli and Palestinian chambers of industry. In addition to the 

Forum meetings, he met DPM Peres and President Abbas, both of whom 
reiterated their support for the project. 


MOD to Coordinate Tax and Security Arrangement 


3. (SBU) Sak stayed on for meetings with the Ministry of Defense 
about security and tax arrangements for the zone and also met Lt. 
General Dayton regarding security arrangements. He said the 
meetings at MOD included Deputy Minister Ephraim Sneh as well as 
Customs, Finance Ministry, and border authority officials. (Only 

the IDF was not there, he said.) They agreed that MOD would 
coordinate preparation of an MOU that covers arrangements for entry 
and exit from the zone of workers and trucks and for expedited 
reimbursement of tax payments collected by Israel. He also 
appreciated what he said was General Dayton\'s willingness to help 
implement security provided by Palestinian Presidential Guards once 
an MOU is concluded. (He was also very thankful for ConGen 
Jerusalem\'s help with the meeting.) 


MOD Agrees to Consider Damage Compensation 


4. (SBU) Another positive sign was Israeli officialsW willingness 

to consider TOBB\'s request for compensation for damage done in the 
zone by the Israeli military in July (and subsequent looting by 
Palestinians), as well as for the additional cost of special 

security requirements created by Israel. He said he was joined in 

his MOD meetings by Palestinian advisors, including former Industry 
Minister Mazen Sinokrot. However, he acknowledged that the PA had 
not yet approved the concession agreement with TOBB. 


Looking for Asian and U.S. Investment 


5. (SBU) During our February 1 meeting, Sak thought that he would 
be able to begin signing up investors once the tax and security 
arrangements are approved. He was pessimistic about finding 
Palestinian businesspeople ready to invest, describing the 
disorganization and lack of focus he found at the Palestinian 
Investment Fund (PIF). He will focus first on potential Asian 
investors, pitching the potential of the zone as a regional export 
platform in planned trips to Japan and China. He would then 
approach U.S. investors, including investor groups like the Chicago 
Ten\" with which he has made contact. 
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Request for U.S. Support 


6. (SBU) Finally, Sak said that he and Hisarciklioglu would use 
February 8 business meetings of the U.S.-Turkey Economic Partnership 
Commission to describe the project as an example of Turkey\'s 
potential to contribute to economic growth and job creation in the 
region. The U.S. could help, he said, by giving special treatment 

to exports to the U.S. of products made in Erez with Turkish input. 
He will propose that Turkish value-added count toward the 35% local 
content requirement for duty free entry under the U.S.-Israel FTA or 
the QIZ initiative. They will also describe other potential Turkish 
contributions to trade facilitation and economic integration in 

Central Asia, such as drawing on TOBB\'s experience in building and 
operating customs facilities on Turkey\'s borders. 

WILSON 
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SIPDIS 
SIPDIS 
E.O. 12958: DECL: 01/31/2017 
TAGS: ETRD, EPET, PREL, TU, IZ 
SUBJECT: TURKEY-IRAQ: SOMO CRISIS ABATES, FOR NOW 
REF: A. STATE 12518 
B. ANKARA 174 


Classified By: DEP/ECON/C ANDY SNOW FOR REASONS 1.5 BAND D 
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1. (C) SUMMARY: The trade crisis unleashed when SOMO advised 
Turkish fuel product suppliers seeking to renew 2006 

contracts to deal with the KRG (as opposed to the central 

GOI) seems to have abated. Contacts confirm press accounts 

that the GOI has assured the GOT that its suppliers should 

continue to deal with the central government and that SOMO 
intends to apply past agreements. SOMO has failed to 

implement past agreements and the current \"solution\" is 

another short term extension, so SOMO trade will continue to 

be problematic. End Summary. 


2. (C) On January 26 the Turkish Foreign Trade 
Undersecretariat (FTU) told us that SOMO trade stopped after 
Turkish fuel product suppliers received a letter advising 

them to make contact with the KRG for future business (REF 
B). (30-40 % of petroleum products imported by SOMO come 
from Turkey.) Trade Minister Tuzmen made combative 
statements, trumpeted in the press, emphasizing that Turkey\'s 
interlocutor for this special transit business was Baghdad, 

not the KRG. There were reports in the press that Turkey 
might retaliate by stopping its electricity exports to Iraq. 


3. (C) On January 31, FTU informed us that high level 
officials had communicated and resolved the issue by SOMO 
reaffirming that Baghdad was Turkey\'s interlocutor for this 
business and attesting to the validity of old agreements. 

The U.S. military liaison officer at the border reported good 
negotiations at the border customs meeting Jan. 31, with the 
expectation that some of the Turkish contracts would be 
extended through February. The press broadly reported the 
agreement and the solution to the crisis on February 1. Some 
press reports stated that SOMO extended Turkish companies\' 
contracts until February 18. 


4. (C) The crisis erupted amid frustrations about 

unsuccessful extension of short-term contracts with SOMO. We 
do not know all the details of the proximate problem or the 
supposed solution. It appears to be another short-term 

solution and at some point in February, problems will likely 
surface again. Although Turkish suppliers have persevered in 
seeking to do business, there is no lack of bad blood between 
the two sides, primarily from the long history of payment 
problems and smuggling investigations. Now, SOMO appears to 
be seeking to reduce its reliance on Turkey, as well as 

keeping its contracts on a short leash. 

5. (C) Comment Continued: Turkey is struggling with how to 
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align its significant economic interdependence with northern 
Iraq with the poor GOT-KRG political relationship. The ill 

will is related to the PKK and Kirkuk issues, as well as 
concern that Iraqi Kurdistan will seek independence. Turkey 
would consider Kurdish independence as an existential threat, 
and worries that the Kurds, significant autonomy is a step 

in this direction. Negative rhetoric between Turkey and the 
Iraqi Kurds ) in particular from and directed at KRG 

President Masoud Barzani ) has added fuel to this fire. To 
have forced the GOT to make oil deals now with the KRG would 
have been extremely difficult. 


Visit Ankara\'s Classified Web Site at 
http://www .state.sgov.gov/p/eur/ankara/ 


WILSON 


94994 

PP RUEHCN RUEHGH RUEHVC 

DE RUEHBJ #0808/01 0330617 

ZNR UUUUU ZZH 

P 020617Z FEB 07 

FM AMEMBASSY BEIJING 

TO RUEHC/SECSTATE WASHDC PRIORITY 4438 
RUEATRS/DEPT OF TREASURY WASHINGTON DC PRIORITY 
INFO RUEHOO/CHINA POSTS COLLECTIVE 
RUCPDOC/USDOC WASHDC 

RUEHKO/AMEMBASSY TOKYO 1141","UNCLAS SECTION 01 OF 02 BEIJING 000808 


SIPDIS 


SENSITIVE 
SIPDIS 
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TREASURY FOR OASIA -- DOHNER, HARSAAGER, CUSHMAN 
USDOC FOR 4420 


E.O. 12958: N/A 

TAGS: ECON, EFIN, EAGR, WTRO, CH, JP 

SUBJECT: BANK OF JAPAN REPRESENTATIVE\'S CONCERNS ABOUT CHINAVS 
CURRENCY AND MONETARY POLICY CHALLENGES 


SUMMARY 


1. (SBU) The Bank of Japan (BOJ) Chief Representative to China, 
Kiyoyuki Seguchi, said that BOJ is concerned that China\'s large 
balance of payments surplus and rigid exchange rate are contributing 


Column 3 

to excess liquidity, over-investment, and asset bubbles in real 
estate and stocks, increasing the risk of a boom/bust cycle. To 
maintain financial and price stability, the People\'s Bank of China 
(PBOC) might be forced to slam on the brakes, sharply limiting 
lending and making it difficult for borrowers to roll over debt. 

China should avoid such a scenario by tightening monetary policy 
now. Seguchi said that the PBOC understands the need for renminbi 
(RMB) appreciation but is politically constrained by concerns about 
the adverse impact on: (1) agricultural competitiveness, given the 
rapid rise in imports due to implementation ofChina\'s WTO 
commitments; and (2) processing sctor (export assmbly) jobs. He 
said that a 10-20 percent short-term RMB appreciation would cause 
numerous marginal low-end producers to close factories in China, 
noting that the sectors they represent (e.g., textiles) are 

particularly labor intensive. END SUMMARY 


VIEWS ON CURRENCY AND MONETARY POLICY 


2. (SBU) Seguchi recently told Finatt and Econoff that the BOJ\'s 
views on renminbi (RMB) valuation are very close to those of the 
United States Treasury. He said that the BOJ is concerned that a 
large balance of payments surplus and a rigid exchange rate are 
contributing to excess liquidity, over-investment, and asset bubbles 
in real estate and stocks, increasing the risk of a boom/bust cycle. 
To maintain financial and price stability, the PBOC might be forced 
to slam on the brakes, sharply limiting lending and making it 
difficult for borrowers to roll over debt. 


3. (SBU) In Seguchi\'s view, China should avoid such a scenario by 
tightening monetary policy now. Even though corporate investment is 
increasingly financed through retained earnings, there remains a 
relatively tight link between credit and investment growth, so 
constraining the former will constrain the latter. 


WHAT CHINA SHOULD DO 


4. (SBU) Seguchi said that the PBOC understands the need for RMB 
appreciation but is politically constrained by concerns about the 
adverse impact on: (1) agricultural competitiveness, given the rapid 
rise in imports due to implementation of China\'s WTO commitments; 
and (2) processing (export assembly) jobs. Seguchi said that a 
10-20 percent short-term RMB appreciation would cause numerous 
marginal low-end producers to close factories in China, and the 
sectors they represent (e.g., textiles) are particularly labor 

intensive. 


5. (SBU) As for interest rates, Seguchi believes that Chinese 
monetary officials are reluctant to raise deposit rates because of 
their concern that banks! inability to assess and manage credit risk 
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would continue to lead to a high level of non-performing loans. As 
a result, monetary authorities want to maintain a large 
intermediation spread to generate sufficient income to provision for 
bad loans. 


JAPANESE INVESTMENT IN CHINESE BANKS 


6. (SBU) Seguchi observed that Japanese banks still remain cautious 
about investing in Chinese banks given the large losses they 

incurred investing in local government international trade and 
investment corporations (ITICs) in previous years that subsequently 
went bankrupt. The \"China hands\" who populated Japan\'s banks at 
that time are now key decision makers, tarnished by this experience 
of learning the hard way that government backing could not be taken 
for granted. 


LEARNING FROM JAPAN'S EXPERIENCE 


7. (SBU) Finatt explained how Chinese officials argue that the 
lesson they draw from Japan\'s experience in the 1980s is not to 
concede to foreign pressure to let the exchange rate appreciate 
since, in these officials\' views, this led to a decade of deflation 
and ultimately had little impact on external imbalances. Seguchi 
responded that rather than avoiding Japan\'s mistakes, China risks 
repeating them. With an open economy, China is unlikely to 
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experience high inflation in goods from an undervalued currency and 
excessively loose monetary policy, but will experience asset bubbles 
just like Japan. Seguchi said that he has communicated to the PBOC 
the importance of understanding Japan\'s \"failure\" in the 1980s, 

i.e., Japan over-estimated the impact of currency appreciation on 
monetary conditions, thereby easing monetary policy too much, 
leading to asset bubbles and their subsequent bust and the \"lost 
decade\" of the 1990s. 


REACHING OUT 


8. (SBU) Finatt urged BOJ officials (both current and former) to 
broaden channels for explaining the lessons of Japan\'s experience to 
China, since they would be the most credible interlocutors on this 
issue. Seguchi responded that two officials might be particularly 
effective: (1) BOJ Deputy Governor Horii, and (2) Yasuhisa Shiozaki 
in the Cabinet Office. Seguchi subsequently spoke with Horii who 
suggested that he and Treasury Under Secretary Adams discuss this 
before Horii comes to China later in the year. 
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RANDT 
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SIPDIS 


E.O. 12958: DECL: 02/02/2017 
TAGS: PREL, PGOV, CH, KN, KS, ENRG, JA 
SUBJECT: YACHI,S CHINA VISIT: NO SURPRISES 


REF: BEIJING 00719 


Classified By: Ambassador J. Thomas Schieffer for reasons 1.4 (b) and ( 
d). 


1. (C) Vice Foreign Minister Shotaro Yachi\'s January 26-28 
visit to China went smoothly and there were no surprises, 
MOFA China Division Principle Deputy Director Kosei Nomura 
told Embassy Tokyo Political Officer January 29. Yachi and 
his Chinese counterpart, Deputy Foreign Minister Dai Bingguo, 
continued their custom of selecting informal venues, meeting 
this time in the lakeside city of Hangzhou. Yachi also met 
briefly with Foreign Minister Li Zhaoxing and with the vice 
minister of culture to discuss ways to strengthen bilateral 
relations. 


2. (C) Nomura, who did not accompany Yachi to China, 
reported that during his meetings with DFM Dai, Yachi focused 
on ways to enhance bilateral ties and confirmed the 
importance of resolving bilateral issues, including gas 
exploration rights in the East China Sea. China is open to 
holding director general-level talks, but a concrete schedule 

of discussions has not been set and significant progress is 
unlikely in the short-term, Nomura explained. When Yachi 
said that Japan remains deeply concerned about China\'s 
January 11 ASAT test, Dai reiterated that China is committed 
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to the peaceful use of outer space. As in past meetings, Dai 
Bingguo stressed that historical issues and Taiwan have the 
potential to hinder progress on strengthening ties. Yachi 
assured Dai that Japan\'s stance on Taiwan has not changed. 


3. (C) Yachi and Dai Bingguo began laying the groundwork for 
Foreign Minister Li Zhaoxing\'s February 15-17 trip to Tokyo, 
which will be an important step in preparing for Premier Wen 
Jianbao\'s April visit, Nomura noted. The Chinese Embassy in 
Tokyo appears under heavy pressure to achieve a significant 
\"deliverable\" from Tokyo for Wen\'s visit, he offered, 
predicting there would be many meetings" before the Wen 
visit. During meetings with the Japanese Ministry of Foreign 
Affairs, China is consistently placing heavy emphasis on the 
importance of Chinese Premier Wen Jiabao\'s April visit, 
Nomura said. A successful Wen visit will set the stage for 

an Abe visit to China later in the year, Nomura added. 
SCHIEFFER 
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SECSTATE FOR H - PLS PASS REP. FALEOMAVAEGA 

E.O. 12958: N/A 

TAGS: PGOV, PHUM, EINV, EAID, EMIN, SOCI, CASC, ID 

SUBJECT: AMBASSADOR STRESSES AID, INVESTMENT IN PAPUA 
REF: 06 JAKARTA 11662 (NEW PAPUAN GOVERNOR) 

JAKARTA 00000291 001.2 OF 003 


1. (U) Introduction and Summary. On a January 21 - 24 visit 
to Papua Province, Ambassador B. Lynn Pascoe stressed the 
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importance to Papua\'s development of both foreign aid and 
foreign investment. He said that the U.S. was examining ways 
to increase assistance to Papua, especially in the form of 
public-private partnerships. He also reiterated our 
longstanding position that the U.S. recognizes that Papua is 
part of the Republic of Indonesia, and does not support 
separatism in Papua or elsewhere in the country. Accompanied 
by the USAID Mission Director and Economic Counselor, the 
Ambassador toured the Freeport gold and copper mine and 
visited community development projects that the company has 
undertaken. USAID is exploring the potential for a 
public-private partnership with Freeport in education and 
capacity-building for local government in the Timika area. 

In the provincial capital Jayapura, Ambassador held a town 
meeting with U.S. citizens, met with Vice Governor Alex 
Hesegem, visited a Community Health Center where USAID is 
supporting Papua\'s struggle against HIV/AIDS, met with the 
leaders of the Papuan People\'s Assembly, and held a dinner 
with religious and civil society leaders. The visit received 
heavy and favorable coverage in both the local and national 
media. End summary. 


Freeport Seeks USAID Support On Community Development 


2. (SBU) The Ambassador, USAID Director and Economic 
Counselor visited the Freeport MacMoran mining operation in 
the Timika/Puncak Jaya areas of Papua on January 21 - 22. 
After a helicopter tour of the Grasberg gold and copper mine, 
which is at an elevation of 13,000 feet, the party returned 

to Freeport\'s base and processing operations in the lowlands 
near Timika. 


3. (SBU) Freeport officials briefed the party on the 
company\'s community development efforts. Freeport 
contributes USD 25 million annually for direct programs in 
local business development, public health, human capital 
development and infrastructure. In addition, one percent of 
Freeport\'s annual revenue goes into the Freeport Partnership 
Fund, managed by local partner organization LPMAK, for 
health, education, and economic development projects. The 
Ambassador visited a hospital and a vocational training 
center that receive finding through this mechanism. 


4. (SBU) Freeport has approached USAID with a proposal to 
form, together with the government of Mimika Regency and 
LPMAK, a partnership to build capacity of local government to 
provide services. The Center for Local Government 
Innovation, a USAID-funded partner, has already determined 
that the Mimika regency government\'s ability to provide basic 
services is seriously deficient in almost all areas, 
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particularly education. 


AmCits Welcome Ambassador at Town Hall 


5. (SBU) On January 23, the Ambassadon\'s party continued to 
Jayapura, the provincial capital. The Ambassador met with a 
group of about 150 American citizens at the Hillcrest 
International School, which supports mainly missionary 
families, many affiliated with Mission Aviation Fellowship. 
Following a presentation on U.S. relations with Indonesia and 
policies towards Papua, he discussed terrorism in Indonesia, 
development assistance to Papua, and the Timika case, among 
other topics. Some parents expressed their concern about an 
intermittently-used TNI firing range near the school. 


Vice Governor Emphasizes Shared Priorities 


6. (SBU) In the absence of Governor Suebu, Vice Governor Alex 
Hesegem outlined to the Ambassador the challenges to 
development in Papua. The province\'s overall backwardness 
and poverty was compounded by the dispersal of the population 
over a large area, with many people still living in remote 

villages. Nevertheless, Hesegem said, his administration was 
making a concerted effort to improve infrastructure, health 

care, and basic education. The Vice Governor also outlined 
plans for administrative reform. Papua\'s budget needed to be 
spent in a more transparent and effective manner so that it 
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would have a more appreciable impact on people\'s lives, 
Hesegem said. Hesegem specified development of eco-tourism 
and forestry enforcement as two areas in which he would 
welcome U.S. assistance and training for Papuans. 


7. (SBU) The Ambassador, recalling his meeting in September 
with Governor Suebu (reftel), commended these priorities, 
noting that they tracked well with our overall aid strategy 

in Indonesia. USAID personnel were sent to participate in 
Governor Suebu\'s international donors\' conference last 
September. The Ambassador outlined our major assistance 
programs in the areas of health, education, and local 
governance and said that we hoped to expand these into Papua. 
Our overall approach, he said, was to help the Papuans help 
themselves. We did not seek to impose our priorities on 
Papua, but rather to assist the provincial government in 
implementing the agenda it had already identified. A USAID 
team will return to the area in 6 - 8 weeks to conduct an 
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assessment of the potential for forming a public-private 
partnership with Freeport in the areas of education and local 
government. 


8. (SBU) The USAID Mission Director agreed that we shared 
many priorities and noted that USAID was seeking to expand 
its work on HIV/AIDS, malaria, and tuberculosis. We were 

also active in expanding local governance capacity and 
education programs in Papua. The Ambassador added that we 
were looking at ways we could work with major foreign 
investors in Papua, including BP and Freeport, in 

implementing these programs. 


MRP Says Special Autonomy A Work In Progress 


9. (SBU) The Ambassador also met with the leaders of the 
Papuan People\'s Assembly (Majeles Rakyat Papua, MRP), a body 
created by the 2001 Special Autonomy Law and charged with 
protecting the rights of indigenous Papuans. Chairman Agus 
Alue complained that the central government had been 
inconsistent in its implementation of Special Autonomy for 
Papua, pointing out that although the national legislation 

had been passed five years ago, the provincial MRP had only 
been set up last year. Alue explained that most of the 
regulations required to ensure effective and transparent 
implementation of Special Autonomy had never been formulated. 
The MRP, he said, was now working with the Papuan Provincial 
Parliament on drafting these regulations together with a time 
frame for their implementation. One aim of these 

regulations, he said, would be to \"control the flow of 

capital and people into Papua,\" reflecting the MRP\'s concerns 
about the influx of non-Papuans in the province. He urged 

the U.S. to press Jakarta to make a good-faith effort to 
implement Special Autonomy in full. MRP Vice Chairman Hanna 
Hikoyabi argued that although Jakarta did not want the issue 

of Papua to become \"internationalized,\" the international 
community has played a determining role in Papua\'s destiny 
ever since the U.S. had mediated the New York Agreement 
between Indonesia and the Netherlands in 1962 and the U.N.\'s 
subsequent recognition of the Act of Free Choice. She said 

that Papuans were tired of being the objects of outside 

parties maneuverings and that they now feared extinction as 
non-indigenous people \"flooded into the province.\" 


10. (SBU) The Ambassador assured the MRP that Washington was 
interested in Papuans\' welfare and concerns, and outlined 
USAIDVs programs. Responding to criticism from some MRP 
members about Freeport, Ambassador said that the company 
employs and trains thousands of Papuans, and that rather than 
attack the company, Papuans should seek ways to engage the 
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company as a partner in development. Examples abound proving 
that foreign investment was a key component of growth and 
development, and Papuans should welcome it. 


Community Health Center: Partnership Against HIV 


11. (SBU) The Ambassador, accompanied by Vice Governor 
Hesegem, visited the North Jayapura Community Health Center 
(PusKesMas), which is one of six clinics participating in a 
USAID-supported pilot program incorporating HIV/AIDS testing, 
treatment, and education into existing community health care 
programs. USAID, working through Family Health International 
(FHI), is providing USD 9.5 million in technical and 

financial support for FY 07, of which USD 3.7 million is 
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dedicated to programs in Papua. 


12. (SBU) After a tour of the clinic, the Ambassador received 
briefings from FHI staff on the scope of the HIV/AIDS 
epidemic in Papua and ongoing efforts to combat it. FHI 
staff explained that although there have been about 2,700 
documented cases of HIV infection in Papua over the past 14 
years, the Provincial AIDS Commission estimates that actual 
number is currently about 11,000. The problem is much more 
severe in Papua than elsewhere in Indonesia. The infection 
rate per 100,000 is dramatically higher in Papua than 
nationally (51.42 versus 3.61). In Papua, the challenge of 
fighting HIV/AIDS is compounded by lack of skilled human 
resources, dispersed and isolated settlements, poor 
infrastructure, and low levels of health and education 
generally. 


13. (SBU) To address the problem, PapuaWs provincial 
authorities, working closely with international experts and 
donors including USAID, are incorporating HIV/AIDS testing 
and counseling into the existing network of community health 
care centers such as the one we visited in North Jayapura. 
The newly elected Governor has strongly supported this 
initiative, according to FHI and clinic staff. The 

Ambassador also saw ample evidence of a public education 
campaign, supported by international partners who are working 
with churches and adat (tribal) organizations, to help 

accurate information reach all levels of society. In 

comments to the press, Ambassador Pascoe emphasized his 
strong commitment to enhancing U.S. support for these health 
programs. 


Column 3 
Major Press Coverage 


14. (U) The visit -- the first by an American Ambassador in 
five years -- received ample coverage in both local and 
national media. It was front page news in the Papuan press, 
and the story was also picked up by major national outlets 
such as Media Indonesia and the Antara news. Coverage 
focused on U.S. assistance to Papua, particularly with regard 
to HIV/AIDS and education. The media also reported the 
Ambassador\'s restatement of our recognition of Papua\'s 
incorportation into Indonesia and our hope that the central 
government would improve its implementation of the Special 
Autonomy Law. The key theme for the visit was U.S. support 
for the welfare of the Papuan people, including by pushing 
Jakarta to do more. 

PASCOE 
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1. (SBU) Summary: Poor environmental and living conditions 
where many Muslims live in China\'s northwest have contributed to 
the expansion the Muslim population in the country\'s southwest 
provinces. Almost all of Sichuan Province\'s 200 Imams receive 
both religious and Arabic language training from Chinese 
teachers in China, having little opportunity for contact with 

foreign teachers. Muslim children usually learn the Koran in 

their homes or in mosques, but there is no formal system for 
youth education in SichuanYs mosques. Seventeen Muslims from 
Sichuan participated in the Haj in 2006. The Government may 
offer financial assistance to mosques in need of repair and in 
financial difficulties. The mixed ages of Muslim believers and 

the presence of young and energetic Imams in Sichuan contrasts 
with the overall aging Christian and Catholic populations in 

official churches in the province. End Summary. 


2. (U) On February 1, CG, Congenoff and Consulate Economic 
Assistant met with Guo Gaoming, Secretary General of the Sichuan 
Islamic Association to discuss the status of Islam in Southwest 
China. 


Demographics of Muslim Population in Southwest China 

3. (SBU) Guo said southwest China\'s Muslim population is 
growing partly due to the poor environmental and living 

conditions where many Muslims live in China\'s northwest. 

Sichuan, Yunnan, Guizhou, and Chongqing all experience incoming 
migration from Muslims who come to engage in small businesses. 
He attributed the recent growth of the Muslim population in 
Chengdu to the fact the city has become a transportation hub and 
information center, while historically, it was Yunnan which had 
more Muslim migrants. 


4. (SBU) Guo stated there are 112,780 Muslims in Sichuan 
Province and 18,483 in Chengdu (Note: These numbers likely do 
not take into consideration the migrant population or those with 
household registrations outside of the province). Guizhou has 
approximately 170,000 Muslims and Yunnan has even more, said 
Guo. Sichuan has 125 mosques and 19 Islamic Associations. 
Chengdu has 8 big mosques and almost every county in Chengdu has 
one. The Huangchen Mosque where the offices of the Sichuan 
Islamic Association are located, is the largest in the province. 
(Note: the current Mosque dates to 1997. When the more historic 
former structure was torn down in 1997, it led to a series of 
demonstrations by Chengdu Muslims that lasted for approximately 
one month. End Note.) 


5. (SBU) In response to a question about the age range of 
Muslims in Sichuan, Guo responded that unlike the Catholic and 
Christian churches, Islamic believers had a wide age range, 


Column 3 

including many younger adherents. (Note: In post\'s experience, 
the majority of attendees at services in both the Three Selves 
Patriotic Christian Churches and official Catholic church are 
elderly women. End Note). 


6. (U) Almost 98 percent of Muslims in China, including 
Sichuan, are Sunni, according to Guo. He opined that there are 
generally no conflicts between Sunnis and Shiites in China. He 
indicated that both groups came to China over 1,000 years ago. 
The first Islamic missionary in China was from lran and came 
during the Tang Dynasty. He started a mission in Shantai 
County, Sichuan. 


Training of Imams 

7. (SBU) Guo said there are approximately 200 Imams (Chinese: 
\"Ahongs\") in Sichuan. Almost all of them receive both religious 
and Arabic language training in China with Chinese teachers. 
The Sichuan Islamic Association, in coordination with the 
Central level Islamic Association, occasionally provides 
opportunities for Ahongs to travel to Islamic countries for 

further education. In recent years, 10 individuals, who were 
selected through a religious and Arabic language testing 
process, have had this opportunity. The participants in these 
programs generally travel to Egypt and Pakistan. 


8. (C) Interaction inside of China with foreign Muslims is 
limited. According to Guo, there is a regulation permitting 
foreign religious teachers on condition of approval from the 
Chinese Ministry of Foreign Affairs, but no foreign Islamic 
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teachers have come to Sichuan to work. Guo stated there was 
regular intra-province interaction with other mosques and that 
members of the community also know their co-believers in other 
parts of China, even though he did not directly admit to vibrant 
religious exchanges outside the province. He remarked that 
members of Chengdu\'s Pakistani community do not come to the 
Huangcheng mosque to worship. (Note: Pakistan is in the process 
of establishing a consulate in Chengdu and has had engineers 
working with Chinese firms in the area on fighter aircraft 
development projects for a number of years. End Note). 


9. (C) CG chatted briefly in Arabic with one of four young 

Imams present at the meeting. Guo and several other attendees 

at the meeting did not understand the conversation and appeared 
somewhat nonplussed. The Imam, who remarked he could also speak 
and read Uighur, told CG he had studied in Yemen and Egypt. 

(Note: All 4 Imams made a speedy exit when Guo began a listing 
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of Communist slogans on \"harmonious society, and returned at 
the end of the meeting. End Note.) 


Education and Worship for the Young and Female Muslims 

10. (SBU) Guo explained that Muslim children usually learn the 
Koran in their homes or in mosques. However, there is no formal 
system for youth education in the mosques. The ability of 
families to provide Arabic language instruction to their 

children depends on the family\'s economic situation. As for the 
religious practice of Muslim women, Guo said women worship 
separately from men, but participate equally with men in all 

other religious activities. 


11. (SBU) Guo said pilgrimage to Mecca is organized by the 
National Islamic Association. As incomes increase in southwest 
China, more people want to participate. In 2006 approximately 
9,600 Muslims from China, including himself and 16 others from 
Sichuan, participated in the Haj. In response to a question 

from CG, Guo responded that no one from Sichuan had received 
financial support from the Saudi Arabia Government for the 
pilgrimage. The Saudi Government has provided financial support 
for one Sichuan Muslim to study in an Islamic country, he added. 


Financial Support for Mosques 

12. (SBU) Asked how mosques support themselves, Guo explained 
the government encourages religious organizations to be 
self-supporting. However, if mosques are too old, need repair 

or restoration, and are in financial difficulties, the 

government may offer some economic assistance . Huangcheng 
Mosque, the place of worship of several hundred Chengdu Muslims, 
was rebuilt in 1997 with government funding. Guo added that 
several thousands believers generally participate in important 
religious festivals. 


Muslim Views of the United States 

13. (SBU) When asked how Sichuan Muslims view the United 
States, Guo said that from a national perspective, China and the 
United States have a very good relationship. Muslims in China, 
like other ethnic groups, should \"stay in line\" with the 

principles of the country to build a \"people-centered\" and 
\"harmonious\" society. 


Comment 


14. (C) The mixed ages of Muslim believers and the presence of 
young and energetic Imams in Sichuan contrasts with the aging 
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Christian and Catholic populations in the province. There is 
clearly information exchange occurring between different Muslim 
communities in the southwest and some opportunity for overseas 
travel for Imams. While the observation might be only anecdotal 
in nature, Post has noted on a number of travels within the 

district the interest of young Muslims in studying Arabic. Even 

in Lhasa, we were impressed to find a young Hui Muslim working 
in a mosque close to the Jokhang, Tibetan Buddhism\'s most holy 
temple, who could speak Arabic. The young man indicated he had 
been taught Arabic by his Imam who learned it while \"studying in 
South Dakota.\" 

BOUGHNER 
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Classified By: Ambassador Karen Stewart for reason 1.4 (d). 


Summary 


1. (C) Visiting EUR/UMB Director Boehme and DCM met with the 
MFA U.S. and Canada Desk Director Sergey Sergeyev on January 
26. Sergeyev expressed the GOB\'s concern about the potential 
impact of the recently passed U.S. legislation, the 

Belarusian Democracy Reauthorization Act, stressing that new 
sanctions would worsen the already strained relationship 
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between Washington and Minsk. Boehme reiterated the USG 
position that if the GOB wanted to avoid harsher measures, 
Belarus needed to implement democratic reforms, including the 
release of political prisoners. Boehme urged the MFA to 

grant a visa to EUR DAS David Kramer. End summary. 


Sergeyev Interrogates, Warns to Behave 


2. (C) Visiting UMB/EUR Desk Director Robert Boehme and DCM 
on January 26 met with the MFA\'s U.S. and Canada Desk 
Director Sergey Sergeyev. Poloff and Sergeyev\'s deputy 
director, Andrey Rzheusskiy, took notes. After praising what 
he called a good working relationship between the Department 
of State and the Belarusian MFA, Sergeyev bluntly asked 
Boehme to explain the purpose of his visit to Minsk, 
specifically his schedule and whom he planned to meet. 
Boehme replied that he came to Minsk for consultations with 
the Embassy and to meet with a diverse group of Belarusians 
to obtain a first-hand perspective of Belarus\' economy, 
politics, and media. Sergeyev suggested Boehme conduct his 
visit within certain \'parameters\" in order to avoid problems 

in future visits. 


Sanctions Will Ruin U.S. Image 


3. (C) Sergeyev expressed the GOB\'s concern that the recently 
passed Belarusian Democracy Reauthorization Act (BDRA) could 
have negative consequences for Belarusian-U.S. relations. 
Sergeyev warned that possible U.S. sanctions, particularly 
economic sanctions, against Belarus would lead to a 
\"dead-end,\" worsening the Belarusian people\'s image of the 
U.S. and reversing what Sergeyev viewed as a positive trend 

in U.S.-Belarusian relations. 


4. (C) Boehme stressed to Sergeyev that the USG was concerned 
about the deteriorating human rights situation in Belarus and 

the latest presidential and municipal elections were examples 

of the fact that Belarus was not moving in the right 

direction. President Bush\'s mention of Belarus in his State 

of the Union address and the Congress\' overwhelming approval 
of the BDRA were examples of the USG\'s commitment to 
democracy development in Belarus. Boehme told Sergeyev that 
the USG\'s policies towards the GOB were in the interests of 

the Belarusian people. If Belarus wanted to avoid harsh 
measures taken by the U.S., the GOB should start by releasing 
political prisoners and allowing civil society to play a 

larger role in Belarusian society. Boehme stressed that the 
USG is still considering its options on additional 

restrictive measures urged in the BDRA and assured Sergeyev 
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that he would keep the Belarusian Embassy in Washington 
informed. 


GOB Criticizes Recent USG Statements 


5. (C) Sergeyev relayed to Boehme the GOB\'s disapproval of 

the USG\'s discussion of jailed presidential candidate 

Aleksandr Kozulin during a session of the UN Security Council 
(UNSC) in December, claiming the UNSC was not the appropriate 
body to discuss human rights issues. Boehme replied that the 
U.S. statement at the UNSC was appropriate, explaining to 
Sergeyev that the deteriorating human rights situation in 

Belarus warranted the UNSC\'s attention. 


6. (C) Sergeyev also disapproved of Ambassadon\'s January 23 
statements to the press in Mogilyov after taking part in a 
CitiHope delivery of medicines to the regional children\'s 
hospital. Sergeyev claimed Ambassador improperly used the 
humanitarian event to voice political opinions and noted that 
the Embassy had not allowed this to happen in earlier 

CitiHope events. He suggested the Embassy show restraint in 
order to not undermine further humanitarian assistance. DCM 
responded that while the main purpose of the Mogilyov trip 
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was the humanitarian ceremony, it was in fact the state media 
who insisted on asking politically charged questions. By 
answering the questions, the Ambassador was fulfilling her 
duty as the senior U.S. representative in Belarus. The DCM 
reminded Sergeyev that the state media had shown similar 
aggressiveness during the January 14 municipal elections when 
they filmed Emboffs observing elections. 


Sergeyev Searches for Areas of Cooperation 


7. (C) Sergeyev pointed out that the Belarusian-U.S. economic 
ties had improved in the last few years, despite the absence 
of substantive dialogue between Minsk and Washington. He 
reminded Boehme of the countries\' shared interests in the 
spheres of Trafficking in Persons, crime, narcotics, and 
terrorism. Sergeyev proposed closer cooperation in the 
energy sphere, particularly in atomic energy development, 
asking Boehme and DCM about assistance in nuclear energy 
structure development, security measures for 
nonproliferation, and an advertisement campaign promoting 
nuclear power based on U.S. models. Boehme cited the 
bilateral work in threat reduction at Belarus\' Joint 
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Institute for Power and Nuclear Research (\"Sosny\") as an 
example of potential cooperation between Belarus and the U.S. 
and expressed hope that the project would continue without 
further problems (reftel). However, bilateral cooperation in 

the sphere of nuclear energy required a better overall 
relationship between Belarus and U.S.; a relationshi 

p that currently did not exist. 


Avoid the Media, But Not the State Press 


8. (C) At the end of the official meeting, Sergeyev pulled 
Boehme aside and warned him not to give statements to the 
media. Boehme replied that he had meetings scheduled with 
independent media representatives, but not in the capacity of 
a press conference and did not plan on giving statements. 
However, as Boehme and DCM stepped outside the MFA, the state 
national television channel BT and its notorious 

anti-American correspondent Yuriy Lednik were waiting next to 
the Embassy vehicle. DCM deflected Lednik, noting that 
Boehme was not speaking with the media as agreed with the 
MFA. When DCM later called the MFA for an explanation, 
Sergeyev replied that it was acceptable for Boehme to speak 
to the state media, just not independent journalists. DCM 
noted to Sergeyev that contact with state media would justify 
similar interaction with independent media. 

Stewart 
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STATE FOR EAP/TC AND ISN/MTR 


E.O. 12958: DECL: 02/02/2027 
TAGS: ETTC, PARM, KNNP, NK, TW, SN 
SUBJECT: MTAG: TAIWAN EXCON UPDATE 


REF: A. STATE 12361 


B. STATE 11222 
C. SINGAPORE 227 


Classified By: AIT Econ Chief Daniel K. Moore, 1.4 B/C 


1. (S) Summary: AIT Econ delivered Ref A demarche and Ref B 
recommendations to Bureau of Foreign Trade (BOFT) export 
control task force head Wally Su (Shi-hwa) on January 31 and 
February 1. Su\'s preliminary investigation into Ref A 

revealed that Roundtop has not made any exports to either 

Iran or the UAE so far this year. Su provided additional 
documentation on the Ref B end-users which AIT has forwarded 
to EAP/TC and ISN/MTR. Action request para 5. End summary. 


2. (S) In response to Ref A demarche on an imminent shipment 
of machine tools from Taiwan to Iran via the UAE, BOFT 
immediately contacted the company manager at Roundtop to 
request that any such shipment be stopped. However, 
according to the manager, Roundtop has not made any export to 
either the UAE or Iran in 2007 and had no such exports 

pending or planned. BOFT said it would continue to 

investigate this case and monitor the company. 


3. (S) Su questioned the ref B recommendation that the two 
export license applications (WA061222105558002 and 

WA061 226131151002) be return to applicants without action 
\"because there is no evidence of the existence of the 
end-user.\" Su immediately confirmed with the exporters that 
the name and street address of the end-users as given on the 
application was correct. He wondered why Washington agencies 
would question their existence, and what evidence would be 
required to prove their existence. He thought the best 

solution might be to provide telephone and email contact 
information for the two companies so that Washington agencies 
could contact them directly. 


4. (S) On February 2, Su provided scanned copies of various 
documents and photos related to the two Iranian companies. 
These include the business license, inter-company 
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correspondence, narrative business history, passport 
datapages of company officials, schematic drawings and photos 
of factories, and fax, telephone, and email contact 

information. AIT has forwarded these documents via unclass 
email to EAP/TC and ISN/MTR. 


5. (S) Action request: Please advise on whether the emailed 
documents are deemed sufficient proof that the Iranian 
end-users exist and the export licenses can be approved, or, 
alternatively, what evidence is required to prove the 
existence of these companies. 

WANG 
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CLASSIFIED BY: James Boughner, Consul General, Chengdu, 
Department of State. 
REASON: 1.4 (b), (d) 


1. (SBU) Summary: During a recent discussion with us on the 
challenges he faces trying to advocate for the rights of migrant 
workers, former People\'s Liberation Army soldier and Chongqing 
attorney Zhou Litai stressed that economic and political 
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realities are putting the viability of his law firm in doubt. 
Nevertheless, Zhou is trying to expand his practice and hopes to 
open a new office in a Three Gorges resettlement area. End 
summary. 


2. (U) Consul General and Congenoff recently visited the 
Chongqing office of attorney Zhou Litai. Zhou and his firm have 
been featured in the international press, and he participated in 
the International Visitor Program in May 2005. In the past Zhou 
also received a grant for the publication of a book on labor 
rights in China from the Embassy\'s small grants program. 


3. (U) Zhou\'s firm specializes in cases involving the rights of 

blue collar workers, especially migrants. A former farmer and 
soldier from Sichuan, Zhou described how he had migrated to 
Shenzhen in the early 1980s in search of factory work. After 

seeing the plight of workers there, he decided to study law, and 
became a licensed attorney in 1986. He opened the Chongqing 
office in 2001 and an office in Shenzhen in 2006. He now 

employs 21 attorneys and support staff. Zhou claimed that his 

firm had handled a total of 7000 cases to date, in every 

province and area of China except the Tibetan Autonomous Region. 


4. (C) Although obviously proud of his work, Zhou expressed deep 
concern over the viability of his practice. First and foremost 

are economic concerns: despite his claim that his firm has won 
damage awards in 90 percent of the cases it accepted, those 
victories result in very little income for the firm. Zhou said 

court orders often go ignored by politically powerful SOEs and 
well-connected private enterprises. He also bemoaned the lack 
of a system for effectively collecting judgments. 


5. (SBU) Zhou\'s firm prefers to operate on a \"contingency feel" 
basis, in which clients pay only if a monetary recovery is 
received. However, courts typically order awards to be made in 
the form of deposits into injured workers\' savings accounts, and 
even when awards are paid, workers often disappear without 
paying the firm for its services. According to Zhou, Chinese 

law makes no provision for a \"trust fund\" arrangement, in which 
awards can be first paid to the law firm, and then turned over 

to the plaintiff after fees and costs had been deducted. 
Furthermore, said Zhou, a December 2006 State Council decree 
severely limited the right of lawyers to handle cases on a 
contingency fee basis. Since migrant workers rarely have enough 
money to retain a lawyer outright, the vast majority of Zhou\'s 
potential clients are unable to afford legal representation. 
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6. (C) Despite his financial woes, Zhou talked about plans for 
expanding his practice and his fight for the rights of migrants. 

He would like to open another office in Chongging\s Wanzhou 
City, an area affected heavily by Three Gorges Dam-related 
resettlement. (Note: In a previous conversation with another 
Congenoff, Zhou stated that he knew of 30 potential cases in and 
around Wanzhou, but that those individuals were unable to afford 
legal representation. End note.) He wants to publish portions 

of his case files, in an effort to document the history of 

workers! rights in China. He proposed the establishment of the 
\"Zhou Litai Labor Rights Protection Institute," to further the 
development of China\'s labor laws. With his firm\'s 

profitability in doubt, Zhou expressed hope that he could 
continue to receive funding from (unnamed) foreign sources. He 
also asked whether it would be possible for the USG to fund the 
publication of his case files. 


7. (C) Turning to the general question of workers\' rights in 
China, Zhou opined that the climate for workers had improved 
somewhat in Guangdong due to the increased number of activist 
lawyers there, while he thought the situation in Zhejiang, 
Jiangsu, and other coastal provinces remains as grim as ever. 
Foreign-invested enterprises -- with the exception of Taiwan, 
Hong Kong, and Korean investors -- tended to treat their workers 
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much more fairly than domestic firms. Although he expressed the 
belief that China\'s central government is at last beginning to 

take the question of workers rights seriously, he believes that 
local officials often act in a contrary fashion: \"They just 

think of their own interests.\" Asked about the role of the 
All-China Federated Trade Union and similar organizations in 
protecting workers\' rights, Zhou reacted with scorn: \"It\'s just 

an agency of the government. All it does is steal their money.\" 


8. (SBU) The law office is decorated with numerous photographs - 
Zhou standing proudly in front of the United States Treasury 
Building; Zhou in a barrister\'s outfit; Zhou posing with 

visiting foreign dignitaries and USG representatives. Very much 

a self-promoter, Zhou is nevertheless convincing in his 
determination to fight for the rights of China\'s downtrodden. 
Congen will maintain contact with Zhou and his firm, and will 
explore with Beijing and Washington the possibility of a small 
grant proposal related to rule of law development. 


Column 3 
BOUGHNER 
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1. No human outbreaks of H5N1 Al were reported in Japan during the 
period from January 25 to February 02. 


-- MHLW drafts guidelines for pandemic influenza -- 


2. On January 19, the Ministry of Health, Labor and Welfare (MHLW) 
submitted to an advisory panel draft guidelines on measures to be 
taken in the event of an outbreak of pandemic influenza (PI) that 

can be transmitted from human to human. The guidelines cover 12 
areas: 1) immediate response strategies at the early stage of a Pl 
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outbreak, 2) epidemiological studies, 3)quarantines, 4) 
countermeasures for companies, 5) countermeasures for households, 
communities and local governments, 6) cremations and burials, 7) 
surveillance studies, 8) medical systems, 9) countermeasures to 
prevent infection at medical institutions, 10) diagnostic 

examinations at medical institutions, 11) vaccinations and 

anti-viral drugs, and 12) risk communications. The advisory panel\'s 
report was released for public comment on January 31 and is due to 
be finalized by the end of March. 


3. The MHLW guidelines instruct local governments to respond 
quickly to quarantine those infected by PI and to inoculate with 
anti-viral drugs and restrict the movement of family members and 
coworkers. Within 72 hours, local governments should decide whether 
to restrict movement to affected areas, in coordination with the 

central government. The guidelines concede that blocking off 
affected areas may not always be possible, especially in large 

cities. 


4. Companies will be requested to take preemptive measures to limit 
the spread of Pl. Examples of these measures include setting up 
specialized sections to address the issue and improving their 
telecommuting systems. In the event of a PI outbreak, companies 
will be urged to avoid unnecessary meetings, employ 
teleconferencing, and consider evacuation of employees working in 
affected countries. Households will be asked to be prepared by 
stocking enough food for two weeks and to avoid leaving home in the 
event of an outbreak. Local governments will be requested to 
prepare food for individuals who are not allowed or unable to leave 
their homes. 


-- Third Suspected Al Outbreak in Miyazaki - 


5. On January 30, the Ministry of Agriculture, Forestry and 

Fisheries (MAFF) and the Miyazaki Prefectural Government announced 
that an avian influenza (Al) outbreak is suspected at a poultry farm 

in the town of Shimtomi, Miyazaki Prefecture. This follows two 
confirmed cases of Al in Miyazaki Prefecture and one in Okayama 
Prefecture earlier this month. As of February 1, 316 chickens were 
reported to have died on the farm. A preliminary test on 13 

chickens indicated that seven were positive for avian influenza. On 
February 1, MAFF confirmed that the virus was the H5 type. However, 
the National Institute of Animal Health (NIAH) in Tsukuba is 

continuing to investigate the specific strain of the virus. The 

Miyazaki government has restricted movement of chickens and eggs at 
100 farms within a 10-kilometer radius of the affected farm, and has 
begun culling the remaining 93,000 chickens. 


-- Al Outbreak in Okayama Confirmed to be H5N1-- 
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6. On January 31, MAFF announced that the H5N1 strain of avian 
influenza was detected in samples taken from dead chickens at a farm 
in Takahashi City of Okayama Prefecture in western Japan. The 
outbreak in Okayama was Japan\'s third this year involving the H5N1 
strain. The farm has already been sterilized and the remaining 

12,000 chickens have been culled. The Okayama Government tested 
chickens at 18 other farms located within 10-kilometers of the 

affected farm, but no new Al cases were discovered. 


-- Al Outbreak in Hyuga, Miyazaki Update -- 
7. On January 27, MAFF confirmed that the avian influenza outbreak 
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in the town of Hyuga, Miyazaki Prefecture, initially reported on 

January 23, was caused by the H5N1 virus. The Miyazaki Government is 
investigating 11 other poultry farms within a 10-kilometer radius of 

the affected farm. The Ministry of Environment has begun an 
investigation into the source of the virus by examining wild birds. 
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SUBJECT: USCBP DEPUTY ASSISTANT COMMISSIONER AUDREY ADAMSV 
VISIT TO AZERBAIJAN 


Column 3 
Classified By: Ambassador Anne E. Derse, reasons 1.4 (d). 


1. (C) SUMMARY: U.S. Customs and Border Protection (USCBP) 
Deputy Assistant Commissioner Audrey Adams and a three person 
delegation visited Azerbaijan from January 15-18, 2007. They 
held conversations with the State Border Service and State 
Customs Committee on possibilities for enhanced cooperation. 
The most important result of the meeting was the agreement in 
principle by the State Customs Committee to accept and fund a 
U.S. CBP Advisors to work with the Azerbaijani State Customs 
Committee on helping to modernize the Azerbaijani Customs 
Service. A similar offer was politely turned down by the 

SBS. END SUMMARY. 


2. (SBU) USCBP Deputy Assistant Commissioner for 
International Affairs Audrey Adams, accompanied by three U.S. 
Customs officials, along with Ambassador and EXBS Baku 
Director, met with Azerbaijani Customs officials and State 
Border Service officials on January 15-18. The meetings were 
introductory in nature and expressed the desire, especially 

on the customs side, to deepen the strategic and operational 
relationship with the U.S. CBP service. The group also 

visited the Samur and Shirvanovka border crossings on the 
Azerbaijan-Dagestan border, the Silk Road terminal, the State 
Border Service Air Wing, the Customs Training facility, and a 
cargo and passenger ferry terminal. 


CUSTOMS 


3. (C) State Customs Committee Chairman Aydin Aliyev, 
accompanied by a large delegation of nine senior Customs 
officials, warmly received Adams on January 15 and signaled a 
genuine desire to deepen the level of cooperation between the 
U.S. and Azerbaijani Customs Services. Included on the 
Azerbaijani side were several Customs officers responsible 
for information technology, as well as Aliyev,s chief of 

internal affairs, Rovshan Mustayev, who is responsible for 
granting clearances or investigating corruption in the 

Customs service. The inclusion of these people in the 
delegation was notable as it seemed to send a signal that 
Aliyev wants to modernize his service through technology and 
work against corruption. Meetings with the customs service 
usually do not include such a large number of people from the 
Azerbaijani side. 


4. (SBU) During the meeting, Adams presented the idea of 
having a U.S. CBP advisor cooperate directly with Azerbaijani 
Customs and advise on issues of modernization, technology, 
etc. The goal of the advisor would be to make customs more 
efficient and to keep the supply chain uninterrupted; Adams 
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noted that the advisor program would be similar to USCBP 
programs in other countries. She also noted that such an 
advisory program would be fully reimbursable by the GOAJ. 


5. (SBU) Aliyev did not respond directly to Adams! proposal 

to provide a U.S. CBP advisor full-time in Azerbaijan in the 
January 15 meeting but he talked about his goals for the 
service, which include (a) implementing the new Customs Code; 
(b) making investigations more efficient; (c) increasing 
transparency; (d) modernizing equipment; (e) enhancing 
security; (f) enhancing and increasing the level of training 

and education of Customs officers through the establishment 

of a Customs Academy; and (g) signing of a customs mutual 
assistance agreement with the U.S. 


6. (C) Aliyev said that his \"dream\" would be to have the 
customs and border services operating as one unit as in the 
U.S., but that this did not seem to be in Azerbaijan\'s 
immediate future. Aliyev mentioned the importance of U.S. 
assistance in helping Azerbaijan join the World Trade 
Organization (WTO). Aliyev admitted that his goals for 
Customs were ambitious and said that making progress in 
Azerbaijan\'s political-social climate was difficult. He 
complained about the opposition parties, particularly 
opposition newspapers, which he said were rife with untruths 
and innuendo about Customs. He noted the President Ilham 
Aliyev is about to approve a new state program for 
strengthening customs. 


7. (SBU) During a final meeting on January 18, Aliyev said 
that Azerbaijan would be interested in having potentially 2-3 
U.S. CBP advisors along the lines outlined by Adams. Adams 
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promised to pull together a proposal and present it to Aliyev. 


STATE BORDER SERVICE 


8. (C) The delegation also met with the State Border Service 
(SBS) on January 15, where a meeting was held with SBS 
Chairman Elchin Guliyev and Deputy Chairman Farhad Tagizadeh. 
Guliyev presented a general overview of the SBS and 

mentioned the pressures that Azerbaijan was under as a result 

of refugees from the wars in Iraq and Afghanistan. Guliyev 
described a situation where there were several million 

refugees fleeing Iraq and Afghanistan and putting pressure on 

the Azerbaijani border. Guliyev mentioned that the SBS has 
cooperation with the European Union; European Commission; 
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Germany, Hungary and Poland (training) and with Turkey. 
However, he added that the level of U.S. assistance was 
larger than all other countries combined. 


9. (C) Guliyev met again with Adams on January 18 to provide 
Adams with a briefing on Azerbaijan,s border security. The 
briefing surveyed a range of Azerbaijan,s border security 
issues, including the outstanding status of Caspian Sea 
delimitation, \"aggressive separatism\" from Armenia, human 
trafficking, weapons smuggling, and drugs transiting across 
Azerbaijan\'s territory. Guliyev also claimed that Armenia 
backs training camps for \"international terrorism\" in the 
occupied territories of Nagorno-Karabakh. Guliyev specified 
that since the wars in Afghanistan and Iraq, approximately 
two million people have moved from Afghanistan and Iraq 
through Azerbaijan. (No further information provided.) 


10. (SBU) In response to Adams, suggestion of an on-site 
U.S. CBP advisor at the SBS, Guliyev said the proposal was 
Vvery interesting,\" but noted that the SBS does not have the 
legal authority to engage in this type of cooperation. 


11. (C) COMMENT: We welcome and appreciate the U.S. CBP,s 
interest in expanding its bilateral cooperation with 

Azerbaijan and its offer to develop a proposal for a fully 
reimbursable Customs Advisor Program in Azerbaijan. Such a 
program would help reform Azerbaijan,s Customs operations 
and greatly advance our anti-corruption goals; it also could 
serve as a model for new co-financing arrangements for our 
bilateral technical assistance programs. However, the most 
important value added would be the long-term benefits of 
helping to stem the flow of drugs and other strategic 
proliferation-related materials thought Azerbaijan. Embassy 
believes that it would be essential for such a position to be 
co-located with in the Azerbaijani Customs service building 
and that the designee(s) be a fluent Azerbaijani or 

preferably Russian speakers. 


12. (U) Adams did not have the opportunity to clear this 
message prior to departing Baku. 
DERSE 
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SIPDIS 
SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PGOV, PHUM, BO 
SUBJECT: CLINTON BENCH AT KURAPATY MASSACRE SITE VANDALIZED AGAIN 


1. (U) During a January 27 trip to the Kurapaty Stalin-era massacre 
site, DCM and visiting EUR/UMB Office Director Robert Boehme 
discovered that the bench presented in 1994 by former U.S. President 
Bill Clinton on behalf of the United States to the people of Belarus 
had been vandalized again. The top of the bench was broken into 
pieces and vandals removed one of the pieces from the site. 
According to historian and researcher Igor Kuznetsov, this attack is 
at least the 12th time the bench has been vandalized. On January 
30, Kuznetsov told Poloff that while GOB guards allegedly patrol the 
memorial site, they did not report the attack to the police. 

According to Kuznetsov, the police do not have any suspects in the 
case. 


2. (SBU) To better protect the bench, Kuznetsov suggested that the 
Embassy urge the GOB to increase its patrols of the memorial site or 
erect a fence around the bench. [Comment: A fence would defeat the 
purpose of the bench -- a place to sit to contemplate Stalinist 

crimes -- and would offer a larger target for extremists. End 
comment.] Given the regularity of the attacks on the bench and the 
GOB\'s ineffective protection of the bench, we are considering the 
possibility of transferring the bench on a temporary basis to the 
Embassy compound. We would return the bench to the Kurapaty site 
when a democratic government is in place. 


STEWART 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: OVIP, PREL, AMGT, KS 

SUBJECT: COUNTRY CLEARANCE FOR EAP A/S HILL AND SPECIAL 
ASSISTANT GIBBONS 


REF: STATE 13177 


1. (U) Embassy Seoul warmly welcomes and grants country 
clearance for the February 3-5, 2007 official visit to Seoul 

by EAP A/S Christopher R. Hill and Special Assistant Thomas 
B. Gibbons. 


CONTACT INFORMATION 


2. (U) Control officer for the visit is Political External 
Chief Brian McFeeters: 


Office telephone: (82)(2) 397-4133 
Embassy operator: (82)(2) 397-4114 then press \"0\" 


Cell phone: (82)(10) 9020-4133 

Fax number: (82)(2) 733-4791 

nclassified email: McfeetersBD@state.gov 
SIPRNet email: McfeetersBD@state.sgov.gov 
LODGING 


3. (U) The Ambassador welcomes A/S Hill and S/A Gibbons to 
stay at the Ambassador\'s Residence. 


TRAVELERS NOTE 


4. (U) All official travelers must possess a Korean visa to 
enter the country. Travelers may contact the nearest Korean 
consulate/embassy to obtain a visa. 


5. (U) An airport tax of KRW27,000 (approximately USD27) is 
usually included in the cost of the ticket. Upon departure, 
diplomatic passport holders may claim reimbursement at the 
tax refund center located near the duty-free shops beyond the 
security check area. 
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TRANSPORTATION 


6. (U) A/S Hill and S/A Gibbons will be met at the airport 
by Control Officer and Expeditor. 


CELL PHONES 


7. (U) Please be advised that not all cell phones work in 
Korea. Travelers must first check with their service 
provider. Blackberrys are likewise unusable in Korea. 


THREAT ADVISORY 


8. (U) Americans in Seoul are subject to worldwide threat 
from international terrorists, although we have no 
information to suggest any specific terrorists threats 

directed at Americans here. Political demonstrations occur 
frequently in Seoul, and are occasionally anti-American. 
Americans can minimize personal risk by staying away from 
demonstrations and by avoiding confrontation or altercations 
with protesters. While relatively infrequent by U.S. 
standards, street crime does occur. Most reported crimes 
involve pickpocketing in tourist areas and are predominantly 
non-violent in nature. The security precautions a person 
would take in any large city are appropriate throughout South 
Korea. Police are considered capable and well trained. 
Seoul metropolitan authorities staff English-speaking 
personnel 24 hours daily to handle local emergencies. 
Telephone numbers are as follows: 112 police emergency, 119 
fire 8 ambulance. 


9. (SBU) One must assume that hotel rooms, telephones, 
cellular phones, and fax machines may be monitored. Official 
travelers should ensure that hard-copy and electronic 
sensitive information is not left in hotel rooms. As a 
precautionary measure, visitors are advised NOT to discuss 
sensitive or classified information in uncontrolled areas. 
Computers, to include laptops and PDAs, are NOT allowed in 
the Embassy except with prior clearance/permission from the 
RSO office. 


OTHER INFO 


10. (U) For comprehensive information on South and North 
Korean politics and economies, please reference the Embassy\'s 
new classified website at http://www.state.sgov.gov. 
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E.O. 12958: DECL: 02/01/2027 
TAGS: PREL, KDEM, PGOV, LE, SY, FR, KINL 
SUBJECT: RIZK CLAIMS FRENCH, HARIRI BACKING FOR PRESIDENCY 


Classified By: Jeffrey Feltman, Ambassador, per 1.4 (b) and (d). 


SUMMARY AND COMMENT 


1. (S) Minister of Justice Charles Rizk -- who considers 
himself the father of the (not yet fully gestated) Special 

Tribunal for Lebanon -- claims to have overcome two key 
hurdles to winning Lebanon\'s presidency: the endorsement of 
\"Queen Mother" Nazek Hariri (widow of Rafiq) and backing of 
French President Jacques Chirac. While, last time we 
checked, neither Nazek nor Chirac have voting rights in the 
Parliament that will this autumn choose the next occupant of 
Baabda Palace, Rizk (joining a Lebanese consensus) considers 
their support as essential to success. He claims that Chirac 
plans to check with the USG to ensure that we would not veto 
Rizk. While we at Embassy Beirut would prefer a March 14 
candidate from the triumvirate of Nassib Lahoud, Nayla 
Mouawad, or Boutros Harb (in that order), we think that Rizk 

is the best of the Wcompromise candidates\" currently in play. 
He has been far more transparent in his dealings with us 

than Central Bank Governor Riad Salameh, another perennial 
favorite. With months to go until the (s)election process, 
however, other names will emerge; while we recommend against 
vetoing Rizk, there is no reason for us to zero in on a 


Column 3 

single candidate now. Rizk also claimed that, recently, 
Syrian proxies attempted to bribe him to quit the cabinet. 
While he may have invented or embellished that story to woo 
our affection, whatever bridges he had to Damascus surely 
have been badly damaged by Rizk\'s single-minded focus on the 
tribunal (admittedly, a focus probably more rooted in 
ambition than in a quest for truth). At first treated with 
suspicion by March 14 stalwarts, Rizk, who jettisoned his 
childhood friend Emile Lahoud as he pushed the tribunal 
forward, is now accepted as credible presidential material by 
most of them. Rizk expressed interest in coming to 
Washington to present himself and a three-part presidential 
agenda. End summary and comment. 


WINNING THE TRUST 
OF \'QUEEN MOTHERY NAZEK 


2. (S) Rizk, who returned from a six-day trip to Paris on 
Wednesday evening, insisted on a Thursday (2/1) lunch with 
the Ambassador. Before the Ambassador had sat down, Rizk 
said contentedly that he had seen \"the Queen Mother\" -- Rafiq 
Hariri\'s Paris-based widow Nazek -- three times. While the 
first included Rizk\'s wife Nayla and the second was a dinner 
with other guests, the most important meeting took place on 
Monday evening, when Rizk sat with Nazek for two hours 
one-on-one. Nazek started out apologetically, saying that 

she regretted that Rafiq never really got to know Rizk and 

that she herself at first did not trust him. Rizk was 

unknown to them, and he joined the Mikati and then Siniora 
cabinets as a representative of President Emile Lahoud, his 
childhood friend. How could she like him, given that 
association. But, watching Rizk single-mindedly pursue the 
establishment of the Special Tribunal, Nazek\'s views of Rizk 
evolved. She appreciates what he has been doing, and he has 
earned her trust and gratitude. 


AUDITIONING CANDIDATES 
BEFORE CHIRAC 


3. (S) According to Rizk, Nazek then admitted that she had 
first hoped that former MP Ghattas Khoury, who was extremely 
close to Rafiq, would succeed Lahoud. Ghattas was Rafiq\'s 
choice. She arranged for an interview between Khoury and 
French President Jacques Chirac, who found Khoury lacking in 
presidential stature. So she then invited former Foreign 
Minister Jean Obeid (\"who has no known source of income but 
lives like a king,\" Rizk griped; \"why does no one ever ask 
about that?\") for his audition with Chirac. Obeid, too, 

failed his exam. Delighted to recount the felling of his 
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competition, Rizk laughed that Chirac\'s rejection probably 
stemmed from the fact that neither are fluent in French, \"a 
requirement for office, according to the French.\" Ever the 
stage mother, Nazek then focused on pushing Central Bank 
Governor Riad Salameh. This was an easier sell, as Salameh 
was already well known to and respected by Chirac because of 
the work he accomplished to make the three Paris donor 
conferences successful and vehicles to highlight France\'s 
special relationship with Lebanon. Chirac gave his Gaulic 
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nod of approval to Salameh. At this point in the 
conversation, Rizk admitted that his heart sunk: he was 
convinced that Nazek was trying to explain and apologize for 
her choice of Salameh over Rizk. 


BUT NOW NAZEK BACKS RIZK 


4. (S) But, Nazek noted, over the past year, she 

(exercising the right of multibillionaires everywhere) 

changed her mind. Rizk has proven his independence from 
Syria by his pursuit of the tribunal, despite Syria\'s clear 

wishes to kill it. Nazek has heard whispers that Salameh may 
still have some Syrian connections. (We too, have heard the 
whispers, but do not know whether they are based in fact or 

in backstabbing by the presidential competition.) Even at 

the expense of his friendship with Lahoud, Rizk has done more 
than any other person to establish the tribunal (a 
characterization that UN/OLA\'s Nicolas Michel or Lebanese 
judges Choukri Sadr and Ralf Riachi might well dispute). 
Nazek wants Rizk to become president of Lebanon, and Chirac 
agrees. 


AND SO DOES CHIRAG 


5. (S) Rizk then back-tracked briefly to a Saturday (1/27) 
ceremony at the Elysee Palace, when Chirac presented the 
Legion d\'Honneur to Marwan Hamadeh: Chirac, in front of all 
the guests, ostentatiously pulled Rizk aside for a 10-minute 
one-on-one conversation. Nazek\'s subsequent words revealed 
to Rizk just how significant this pull-aside was 

symbolically, with Chirac praising Rizk\'s work on the 

tribunal. (We note that several other presidential candidates 
were also at the same ceremony. We predict that Nassib 
Lahoud, Nayla Mouawad, Michel Edde, and Riad Salameh also 
will tell us of their significant pull-asides with the French 
President.) The Ambassador noted to Rizk that Chirac had 
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found many occasions during Paris Ill to extravagantly praise 
Salameh: was Rizk so sure that Chirac had switched horses? 
Rizk agreed that Chirac would still accept a Salameh 
presidency, but maybe no longer as his first choice. 

Chirac\'s praise of Salameh may have been intended to as 
partial compensation for the let-down Salameh will experience 
when he realizes Chirac has shifted his gaze, Rizk said 
hopefully. 


CHIRAC TO CONVINCE SAAD 


6. (S) Returning to his 1/29 session with the Widow Hariri, 
Rizk asked whether Saad Hariri, her step son and the 
parliamentary majority leader, agreed with her assessment. 
Nazek said that she would use Chirac to convey the message. 
Chirac would convince Saad to back Rizk. If she approached 
Saad directly, Saad would play the role of a contrary 

stepson. After all, in July 2005, she had warned him not to 
appoint the dreaded Fouad Siniora as Prime Minister, and the 
next day he did just that. \"Look what happened,\" Nazek said, 
seeing Lebanon\'s woes as linked more to Siniora\'s tenure than 
any other factor. 


CHIRAC TO QUERY WASHINGTON; 
RIZK ANGLES FOR VISIT 


7. (S) It is also key to have a green light from the U.S., 

Nazek said, asking Rizk about his relationship with the 

United States. \"It seems to be fine,\" Rizk said, blurting 

out before he noticed her face darkening that he had 

accompanied the dreaded Siniora to the White House in spring 
2006. Nazek said that Chirac planned to call President Bush, 

or have Maurice Gourdault-Montagne call APNSA Hadley, to make 
sure that the Americans accept a Rizk presidency. Rizk 
expressed hope that the Ambassador would convey to Washington 
very quickly how happy he is with the close relations with 

Rizk. Eager to audition before us, he also made a pitch for 

going to Washington. If Washington is tired of Lebanese 

officials, he doesn\'t require any press, he said, and would 

not overreach in terms of the level of appointments sought. 

He wanted to share ideas on a three-part presidential agenda: 

1) Getting the tribunal up and running and navigating 

Lebanon through the dangers it will create; 2) passing a new 
legislative election law and overseeing credible legislative 
elections; 3) forging a national consensus on what Lebanon 


BEIRUT 00000176 003 OF 005 


Column 3 
is, in a way that forces all groups -- including Hizballah -- 
to become part of the state and subject to its rules. 


MUSING OVER HIS ODDS 


8. (S) Rizk said that he thought he would be an acceptable 
candidate to Lebanese Forces leader Samir Geagea, Druse 
leader Walid Jumblatt, and Maronite Patriarch Sfeir. 

(Comment: We agree that these three would now readily accept 
him, having been initially suspicious of him. End comment.) 

He reckoned that Parliament Speaker Nabih Berri, if he fails 

in promoting his favorite, Jean Obeid, would endorse Rizk as 

a fallback. His biggest opposition would come from Lahoud, 
\"whose opinion shouldn\'t count" and Amine Gemayel, the 
latter for reasons of local Metn politics as well as 

presidential politics. He worried about a Syrian veto that 

could come in the form \"a la Bashir Gemayel and Rene Mouawad\" 
of physical elimination. As for Hizballah, Rizk claimed to 

have maintained a working relationship with Wafiq Safa, with 
whom he shared various drafts of the tribunal documents. 

Rizk said that he thought Hizballah would not block him, 

unless Hizballah was forced to follow explicit orders from 

Syria. 


9. (S) Lowering his booming voice to a whisper, Rizk 

(\"don\'t tell anyone\") then claimed that some of \"Syria\'s 
friends\" in Lebanon had approached him recently. They seemed 
to want to bribe him \"with a lot of money\" to resign from the 
cabinet. \"I refused!\" Rizk said, volume fully restored. 

\"They can\'t buy me.\" The Ambassador asked whether \"Syria\'s 
friends\" had raised the presidency, either promising it or 
threatening to block it. Rizk claimed that he cut off the 
conversation so quickly that they had no chance to say more. 

As the Ambassador tried to probe about who carried the 

alleged Syrian message, Rizk cut off the conversation. \"l 
shouldn\'t have said anything.\" 


COMMENT 


10. (S) If Rizk was being honest with us about the content 

of his consultations with the Widow Hariri, we suspect that 
Nazek is hedging her bets, saying similar things to all the 

likely presidential contenders. That way, whoever prevails 

will feel in Nazek\'s debt. After all, whatever power and 
influence Nazek possesses today stems from two factors -- her 
billions and her relationship with Jacques Chirac. The 

billions aren\'t going away, but the Chirac asset has an 
expiration date quickly approaching. Nazek needs to shop 
around for a replacement. Her access to political power is 
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unlikely to be exercised through Lebanon\'s premiership, if it 
continues to be occupied by Fouad Siniora or is acquired by 
Saad Hariri. Thus, she is presumably focused on the 
presidency. Rizk\'s ambitions seem to have made him gullible, 
believing that he is the only one for Nazek. It will be 
interesting to see if the French do come calling to inquire 
about Rizk alone: we suspect not. We would guess, if they 
do call, that the French will have a lists of acceptable and 
unacceptable candidates, with Rizk falling somewhere on the 
acceptable list. 


11. (S) As for our views on the approaching presidential 
elections, it is no secret that we would prefer as president 
someone who has been associated with March 14 values -- 
independence and sovereignty for Lebanon, free of Syrian 
interference -- from the start. Nassib Lahoud, Nayla 
Mouawad, or (in distant third place) Boutros Harb would top 
our list of preferences. All three began resisting the 

Syrian occupation before it became trendy to do so. But we 
also sense that, in any grand deal to address Lebanon\'s 
political crisis, the presidency will end up in the hands of 

a compromise candidate, neither March 14 nor March 8. Of 
those whose names are currently in circulation in this 
category, we prefer Rizk. He has weight and presence 
compared to the colorless Central Bank Governor Salameh (who 
seems to be the current front-runner among the compromise 
names), and he has worked transparently with us on trying to 
move the tribunal forward. We think the Patriarch sees him 
as a more genuine representative of the Maronites than 
Salameh as well. If Chirac does call, we recommend not 
vetoing Rizk, but we also see no reason today to limit 
ourselves to one candidate. In the capricious political 

winds of Lebanon, other candidates will emerge. 
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12. (S) Admittedly, Rizk\'s longtime friendship with Emile 
Lahoud does give one pause. We have probed, trying to find 
out what is his relationship, past or present, with Syria; we 
have uncovered little that is definitive. But we note that, 

in any case, Rizk is not the only person in Lebanon to have 
broken with past alliances. Rafiq Hariri\'s belated push for 

a Syrian withdrawal and Walid Jumblatt\'s spectacular break 
with Hizballah and Syria come to mind. We do not now 
question the authenticity of Hariri and Jumblatt\'s changes of 
heart. Rizk\'s shift came with his embrace of the mission of 
establishing the tribunal, and is probably rooted more in 
ambition for the presidency than in a noble quest for the 
truth. But he has stuck doggedly with the tribunal and the 
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cabinet when it would have been easier for him to quit. Some 
Lebanese figures are starting to sidestep back toward the 
fence from which they once jumped down on the side of March 
14, when March 14Vs fortunes and future appeared bright. 
Rizk was never, and is not now, a March 14 member. But, even 
in this most difficult environment, he also has not tried to 

be a fence-sitter on the tribunal, an issue of critical 

importance to March 14, to Lebanon, and to us. If Rizk ends 
up as president despite Lahoud\'s inevitable objections, we 
think we\'ll find him acceptable and certainly a vast 
improvement over the shameful incumbent. 


BIO INFORMATION 


13. (C) Rizk is an easy, relaxed, engaging, likable 
interlocutor, fully comfortable in colloquial English and 

with a cosmopolitan air and tastes typical of the 
French-educated upper-class Maronites. Unlike many, however, 
he does not live ostentatiously -- his vacation house in 

Faraya is rustic and classy, not showy, and his Ashrafieh 
apartment is modest, even a bit shabby (in a \"shabby chic\" 
sort of way), by Lebanese cabinet standards, with nary a 

stick of gilded furniture in sight. His wife Nayla, who has 
natural and genuine warmth, has not subjected herself to the 
plastic surgeons\' scalpels and collagen injections typical of 
many Lebanese wives. Charles and Nayla share a love for the 
arts and literature with a depth and passion unusual for 
Lebanon. Even before Charles had to take unusual security 
precautions because of his cabinet role and work on the 
tribunal, they were not regulars on the Beirut social scene. 
Nudging them out to a dinner required a promise that the 
guest list was small. 


14. (C) We enjoy ready access to Rizk. He is fond of his 
drink, which tends to encourage his proclivity to expound on 
subjects large and small. Some of his ideas verge on the 
margins of the wacky, but he has also proven to be a 
creative, facile thinker, always ready to shift gears based 

on new arguments and facts. Somewhat vain, he is sensitive 
to perceived slights (we doubt he ever forgives his ex-friend 
Emile Lahoud for Lahoud\'s public insults of Rizk) and is 
easily provoked into witty, amusing, but biting criticisms of 
any and all of his peers and colleagues. Excitable, he 
sometimes seems to talk before thinking, as when he called a 
press conference to criticize Central Bank Governor Salameh 
over an obscure detail in the Bank al-Medina scandal, an 
ill-considered move on Rizk\'s part that made him appear to be 
groping for the presidency (a trait, we note, not unique to 
Rizk). 
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15. (C) A skier and swimmer, he comes across as younger and 
more athletic than his 71 years would suggest. He exudes 
energy and joy. He tends to be good-humored with us, often 
sharing jokes about himself, us, the French, etc. While 

clearly delighted to hobnob with those who share his 

affection for fine Bordeaux, he finds the entire concept of 

the Francophonie, to which he serves as Lebanon\'s executive 
representative, risible, and constantly offers to be 

Lebanon\'s representative to the \"Anglophony.\" In comparison 
with Riad Salameh, he has another advantage that the Lebanese 
in particular appreciate: he looks presidential, not gray 

and bureaucratic. 


16. (SBU) The following is from the Embassy\'s biographic 
files on Rizk: 


Date and place of birth: July 20, 1935, Beirut. 


Marital status: Married, with two grown daughters. One is a 
locally recognized artist and the other lives and works in 
Paris. 
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Religion: Maronite Christian (although his wife Nayla is 
Orthodox) 


Education: PhD in Law from the University of Paris, degree 
from the Institute of Political Science, Paris, and 
literature degree from the University of Lyon, France 


Languages: Fluent in Arabic, French, and English. 
Career: 


-- Director of Studies in the Institute of Civil Service, 
1960-67. Appointed Director General of the Ministry of 
Information, 1967-70. Controller at the Central Control 
Commission (equivalent of the OIG for the GOL), 1970-73. 
General Manager of the National Litani River Foundation 
(1973-1977). 


-- He was also president of the state-run television station 
Tele Liban, 1978-1983. 


-- He is the founder and president of a software firm that 
has operations in France and Central Europe. With his 
appointment to the cabinet in April 2005, he transferred 
ownership of the company to his two daughters. 
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-- Minister of Information and Minister of Tourism in Najib 
Mikati\'s April-July 2005 cabinet. 


-- Minister of Justice in Fouad Siniora\'s cabinet since July 
2005. 


-- Lebanon\'s representative to the executive body of the 
International Organization of Francophone Countries since 
1998. 


-- Authored sevearl books, including \"Le Regime Politique 
LibanaisW (which has a \"Chehabist\" theme -- that is, the 
state should prevail, per the goals of Lebanon\'s former 
president Fouad Chehab, the political mentor for Rizk). 
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Classified By: Consul General Brian L. Browne for reasons 1.4 
(b an d) 


1. (C) Summary: During a January 21 conversation with the Consul 
General, Bayelsa State Secretary Godknows lgali stressed that the 
activity of militant groups in the Niger Delta was approximating 

a \"state of insurrection.\" Amending previous estimates of aggregate 
militant strength, Igali asserted the number of armed ljaw youth 

had swelled to over 10,000. Complicating matters, smaller bands 

of a more virulent militancy have begun to splinter from the more 
established groups. There is a strong political component to 

militant demands. They want increased ljaw representation in 
mainstream politics and Delta State-based militant leader Tom 

Polo has threatened significant action unless they get it. 

Across the board, groups view the continued detention of militant 
leader Dokubo Asari as a symbol of GON animus toward the ljaws and 
will continue to cite Asari as justification for the unrest 

they cause. End summary. 


2. (C) During a late January conversation with the Consul 
General, Bayelsa SSG Godknows Igali contended the region was 
lurching toward a state ofinsurrection notwithstanding his 

state\'s best efforts to calm militant ardor. Militant numbers 

were increasing, as was the geographic breadth of their 

informal writ. Their demands were steadily becoming less 
pecuniary and more political. In prior conversations, he 

had estimated total militant numbers at a few thousand. 

This time, he gauged that aggregate militant strength had 
irrupted to over 10,000 in the three core Delta states. 


3. (C) Igali warned that membership in the groups was an 
increasingly attractive life for many Ijaw youth. The groups 
themselves were becoming part of local lore. Joining a 

militia was now a badge of honor for not only unemployed 
Ijaw youth but also for young professionals and university 
students. Thus the groups are not just attracting recruits 

from the remote creeks but also youth from the cities. 

Igali said he was amazed at the influx of people he saw when 
he visited militant camps. Moreover, he noticed a general 
improvement in the regimen of these camps. In most of the 
camps, heavy emphasis was placed on weapons training and 
physical fitness, he recounted. He added that, while each 
group had a core of members who permanently resided at the 
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camp, most members cycled in and out of the camps, receiving 
training and a small stipend when they were there. 


4. (S) To support their tumescent growth, groups are extorting 
higher ransoms for hostages and also higher fees for more petty 
forms of extortion being exacted mostly from foreign companies. 
Igali, involved in negotiating the release of Italian Agip 

hostages, said he presented N 500,000 for \"fees\" to help 
facilitate the hostages\' release. Joshua McGuyver, the militant 
leader responsible for the kidnapping, scoffed at the amount 

as being mere \"drink money\" for the growing number of militants 
under his charge. McGuyver admitted to Igali that he needed 

to make money to keep his followers fed and the group intact. 
With basically no avenue for legitimate revenue, McGuyver 
professed that kidnapping was the only means available to 
procure funds sufficient to maintain his operation. Thus, 

his ransom demands were high. According to Igali, AGIP paid 
McGuyver 165,000 million naira (USD 1.3 million) for what 
amounted to be the release of only one hostage. 


5. (C) The groups are becoming increasingly political, 
observed Igali. Across the board, all groups wanted the 
release of ljaw militant leader Dokubo Asari, in federal 
custody for treason. The January 20 kidnapping of six 
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Filippino oil workers by Tom Polo\'s militant group coincided 

with two events, said Igali. First, it was rumored that Asari 

would be freed on January 19. Second, January 19-20 marked the 
anniversary of Polo\'s first kidnapping. When this date came 

and went without Asari\'s release, Polo decided to act. 


6. (C) While Asari has little direct hold over the militant 
groups, he has come to symbolize the unfair treatment of 
ljaws, Igali noted. Illustrating this, Igali said he was 

close to securing the release of the Italian hostages when 
news was broadcasted that Gani Adams, leader of the militant 
pan-Yoruba Oodua People\'s Congress, had been released from 
federal custody. ljaw militants flashed angry that Asari 
remained on the wrong side of the stockade while Adams, 
facing similar charges, was freed. They attributed this to 
ethnic bias. Adams is of the same ethnic group as 

President Obasanjo and the Attorney General. Since Asari\'s 
ethnicity has no cachet with President Obasanjo, Asari still 
languished in confinement, the militants concluded. 
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Perceiving ethnic discrimination, the militants seized the 
Asari cudgel more firmly. As a result, the near-agreement 
for the release of the Italian hostages was shelved. Only 
one was freed, and then only for a prince\'s ransom, 

Igali explained. 


7. (C) Igali expressed frustration on the Asari issue. 

He has talked with President Obasanjo, during which Obasanjo 
promised Asari\'s release. Each time, however, Obasanjo 
retreated from the promise, Igali groused. Igali\'s failure 

to deliver has caused him to lose face with ljaw militants and 
the ljaw community, he admitted. Igali was also concerned that 
this failure, should it continue, would erode his ability to 
influence militant leaders. These leaders often warn Igali in 
advance of their intended misdeeds,which affords Igali an 
opportunity to dissuade them. Often, he has. Most recently, 

he claimed to have discouraged a splinter group of FNDIC from 
kidnapping several expatriates. Nevertheless, Igali lamented 
his dialogues with militant leaders have become strained 
because he has been unable to deliver Asari. 


8. (C) Polo confirmed he kidnapped the six Filippinos, Igali 
affirmed. Until this act, Polo\'s group had been dormant, hoping 
their good behavior would encourage the government\'s delivery on 
promises of development and access to mainstream politics. 
However, when ljaws were denied key nominations in the PDP 
primaries in Delta State, Polo\'s patience ran out. 


9. (C) Expressing his growing frustration, Polo threatened to 
take more hostages and attack oil facilities, Igali warned. 
While Delta is not included in Igali\'s official brief, he is 

in contact with Delta officials and the PDP in the hopes of 
mediating a potentially explosive situation. To soothe tensions, 
Igali had been trying to secure key government appointments 
for jaws, such as Delta Secretary. 


10. (C) With Bayelsa Governor Goodluck Jonathan now the 
People\'s Democratic Party (PDP) vice-presidential candidate, 
IgaliV's name has been bandied as a possible successor. 

Upon receiving the PDP VP nomination, Jonathan first engineered 
in Chief Francis Doukpola as his successor on the PDP 
gubernatorial ticket. However, Doukpola is poorly regarded by 
most PDP figures in Bayelsa. Doukpola twice ran for governor 
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and lost. Each time, he filed improbable lawsuits which 
subsequently reached the Supreme Court. Notwithstanding 
entreaties from tribal elders to accept defeat graciously, 
Doukpola pressed his case beyond the bounds of acceptable 
local political manners. As a result, Doukpola has the 
reputation of being an unrealistically stubborn loser with 

little personal charm, offered Igali. 
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11. (C) Obasanjo answered the discontent by fingering Igali 
as his favorite to replace Jonathan. While ljaw, Igali has 
spent little time in Bayelsa and only one and a half years 

in his present position. As a result, many politicians see 

him as a Johnny-come-lately. In addition, Igali hails from 

the same area as former Governor Alamieyeseigha. Veteran 
politician from other areas of the state cried foul, Igali 
revealed. To resolve the impasse, President Obasanjo formed 
a committee to designate a consensus candidate. One of the 
rules the committee has decreed is that the candidate should 
be someone who ran in the primaries. This verdict effectively 
sidelined Igali, who, at the time, did not run since his boss, 
Jonathan, was in the race. 


12. (C) Igali said he would be content to forego the 
gubernatorial nomination if that would ensure peace for both 
the PDP and Bayelsa State. Igali said Jonathan had also offered 
him the position of Chief of Staff, should Jonathan become 
Vice-President. According to Igali, this was a sign that 

Jonathan did not know the political inner workings at the 

federal level. Igali, who hails from the same state and ethnic 
group as Jonathan, would not be an acceptable choice for Chief 
of Staff. This key position would have to go to someone from 
another area in order to maintain the ethnic and geographic 
balance necessary for ruling Nigeria. 


13. (C) Comment: If accurate, Igali\'s estimate reveals far 
greater numbers of militants than previously. Unless the 
government engages in serious diplomacy, militancy will 
continue; the scale and damage of their actions will increase. 
Igali said that he would like to reach out to the UN and other 
organizations with experience in demobilization of irregular 
combatants after a civil insurgency. While he will likely meet 
stiff opposition from within the GON from those who view the 
militants as only criminals, Igali\'s idea seems like a prudent 
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one from our vantage point. End comment. 
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Index: 


1) Top headlines 
2) Editorials 
3) Prime Minister\'s daily schedule 


Daily Kyuma report: 

4) Defense Minister Kyuma\'s anti-US remarks damaging US-Japan 
relations 

5) Kyuma\'s criticism of US policy toward Iraq sets off pro-con 
debate in the LDP 

6) LDP supporters of Defense Minister Kyuma agree that US war in 
Iraq was a \"mistake\" 


Abe administration and Diet in turmoil: 

7) With opposition camp boycotting budget committee, and Abe 
refusing to fire Yanagisawa, ruling camp to ram extra budget through 
Lower House 

8) As popularity rates plummet in polls and fear of loss of upcoming 
election grows, talk of Abe cabinet shuffle after budget passes Diet 


9) Resolution of Yanagisawa flap to be put off until after 

Kita-Kyushu mayoral and Aichi gubernatorial races: If LDP candidates 
lose, Yanagisawa must quit 

10) New government team to produce countermeasures on income 
disparity in mid-February, start implementation in FY2007 

11) Ozawa calls Japan a country with the highest income disparity in 
the world, a claim that Chief Cabinet Secretary Shiozaki rejects 


12) Prime Minister\'s team to come up with urgent measures in weeks 
to tackle social and income disparity issue 


13) Minshuto lawmaker Kondo guilty of taking illegal contribution 
from pro-North Korea Chosen Soren 


14) China sounds out Japan about inviting Crown Prince, Princess to 
opening of Beijing Olympics 


15) ODA council to be folded into planned Japan-style NSC 


16) Police changing policy toward tracking money laundering by 
organized crime 


Articles: 
1) TOP HEADLINES 


Asahi: 
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Five occupations including lawyers to be exempt from obligation to 
report suspected money laundering in National Police Agency policy 
shift 


Mainichi: 

Fresh discovery of Nikko Cordial Group\'s overstatement of earnings 
as 23.9 billion yen likely to affect examination process as to 

whether to delist the firm 


Yomiuri: 
Philippines to officially allow kidney-transplant trade 


Nihon Keizai: 
World No. 2 Sumco to compete over semiconducting material investment 
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by investing 350 billion yen to triple its production capacity 


Sankei: 

Supplementary budget bill to clear Lower House without attendance of 
the opposition; Prime minister denies possibility of dismissing 
Yanagisawa 


Tokyo Shimbun: 

No explanation to residents about occurrence of lead leakage last 
August from resource-recycling facilities for power generation in 
Saitama Prefecture 


Akahata: 
Stop deliberations among the ruling parties alone and forcible 
passage of bill 


2) EDITORIALS 


Asahi: 

(1) Boycotting Diet debate over Yanagisawa\'s controversial remarks 
is painful 

(2) Participation of victims in trials: Both psychological and 

material support needed to shed light on truth 


Mainichi: 
(1) Yanagisawa should resign to take responsibility for his remarks 


(2) Nuclear power plant\'s data fabrication: Unless the nature of the 
company has changed, the public will never trust it 


Yomiuri: 
(1) Opposition camp\'s boycott of deliberations: The slogan of taking 
the helm seems to be an empty one 


Column 3 
(2) Unqualified midwifes: Lack of indictments calls into question 
current state of obstetrics 


Nihon Keizai: 

(1) Data manipulation at nuclear power plant: Thorough investigation 
and establishment of compliance system urged 

(2) Strict control of tuna resources urged 


Sankei: 

(1) Tokyo Electric Power\'s fabricated data on nuclear power plants: 
Safety essential 

(2) Spring training: Using \"Hoshino Japan\" to stimulate pro 
baseball 


Tokyo Shimbun: 

(1) Reform of criminal trials: Concern about courts becoming venue 
for revenge with participation of victims in trials 

(2) Coming baseball season: Taking a step toward the future 


Akahata: 
Defending MHLW Minister Yanagisawa: Prime minister is equally 
guilty 


3) Prime Minister\'s Official Residence (Kantei) 
Prime Minister\'s schedule, February 1 


NIHON KEIZAI (Page 2) (Full) 
February 2, 2007 
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08:06 
Met with Deputy Chief Cabinet Secretary Shimomura at the Kantei. 


09:06 
Met with Finance Minister Omi in the Diet. 


09:57 
Met Deputy Chief Cabinet Secretary Suzuki at the Kantei, followed by 
Deputy Chief Cabinet Secretary Matoba. 


11:00 
Lower House Budget Committee meeting. 


12:26 
Voted by absentee ballot for the Shimonoseki City Assembly election 
in Yamaguchi Prefecture at the Chiyoda Ward Office in Kudan-Minami. 
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13:00 
Lower House Budget Committee meeting. 


17:02 
Upper House Budget Committee meeting. 


17:25 
Met with Vice Finance Minister Fujii and Budget Bureau Director 
General Tsuda at the Kantei. 


18:18 
Met with Kiribati President Tong. Then met with Vice Foreign 
Minister Yachi. 


20:06 
Returned to the official residence. 


4) Fear that Kyuma\'s "anti-US remarks\" could affect Japan-US ties 


MAINICHI (Page 5) (Full) 
February 2, 2007 


Defense Minister Fumio Kyuma\'s \"anti-US remarks\" over the Iraq war 
and the planned relocation of Futenma airfield, a US military base 

in Okinawa Prefecture, are causing controversy. Kyuma called the US 
government\'s decision on the Iraq \"wrong,\" and he has also referred 
to the possibility of retouching a bilaterally agreed plan to build 

a V-shaped pair of airstrips as a replacement for Futenma airfield. 
There are various views about Kyumal's real intention, with one 
surmising that he thought of the Diet with an eye to extending the 

Iraq Special Measures Law, and another saying that this was 
spadework to get Okinawa\'s understanding on Futenma relocation. 
However, government officials are concerned about repercussions on 
Japan-US relations. 


On Jan. 24, Kyuma said the United States\' decision on the Iraq war 
was \"wrong.\" On Jan. 27, he touched on the issue of Futenma 
relocation and said: \"I\' ve told the United States not to be so 
arrogant.\" On Jan. 30, Prime Minister Shinzo Abe met with cabinet 
ministers, including Kyuma and Foreign Minister Taro Aso, to pull 
them together on the Futenma issue, and Abe ordered them to 
coordinate Futenma relocation based on the government\'s plan. 


One government official takes it that Kyuma made those remarks for 
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New Komeito, which remains cautious about extending the special 
measures law, and Kyuma\'s remarks over Futenma relocation were 
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intended to get Okinawa Gov. Hirokazu Nakaima\'s understanding on the 
government\'s plan, because the governor has been calling for the 
government to revise it. Kyuma is a heavyweight in the defense 

policy clique and is confident of Japan-US relations, so a 

government source deems it difficult to silence him. 


However, Washington informally asked Tokyo about Kyuma\'s remarks. In 
response, the government explained that Kyuma gave the impressions 

he had before he became a cabinet minister. One Foreign Ministry 

source fears that criticizing the lraq war \"could strike a nerve 

with President Bush.\" 


Meanwhile, some lawmakers in the ruling Liberal Democratic Party 
defended Kyuma. The LDP yesterday held a joint meeting of its 
defense-related panels, in which former LDP Secretary General Koichi 
Kato pressured the government, saying: \"| wonder why he has to be 
under fire. It\'s common sense in the world (that the Bush 
administration\'s decision on the Iraq war was wrong).\" 


5) Debate over Kyuma remarks 


SANKEI (Page 5) (Full) 
February 2, 2007 


The ruling Liberal Democratic Party yesterday held a joint meeting 
of its divisions related to national defense at its headquarters, 
focusing on Defense Minister Fumio Kyuma\'s recent controversial 
remarks that have brought about a backlash from the United States. 
In his recent remarks, Kyuma said US President Bush\'s decision on 
the Iraq war was \"wrong.\" One of those in the meeting voiced 
concerns about the possible impact of these remarks on this summer\'s 
election for the House of Councillors as well as Welfare and Labor 
Minister Hakuo Yanagisawa\'s gaffe. In the United States, criticism 
is growing in the Bush administration. Reflecting this, some 
defended Kyuma. 


The US government asked the Japanese government about Kyuma\'s 
remarks, and the Japanese government explained that Kyuma stated his 
\"personal view\" when the Iraq war started. Kyuma also explained: \"l 
must be careful what | say. | thought I\'d better not say anything 

even though that\'s my impression.\" 


However, Yoichi Masuzoe, who chairs the policy board of LDP members 
in the House of Councillors, expressed concerns about repercussions 
on the Upper House election, saying, \"He must explain it to the 

people in an appropriate way, or this could become a point of 

contention in the election.\" Former Defense Agency Director General 
Yoshinori Ono also noted, \"If Japan\'s participation (in the work of 
assisting Iraq with its reconstruction) was wrong, that will hurt 

the pride of Self-Defense Forces members.\" 
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Former LDP Secretary General Koichi Kato criticized the United 
States, saying: President Bush himself and officials admitted to 

the mistake, and 60% of the American people are opposed to sending 
reinforcements to Iraq. Given such a situation, | wonder why only 

Mr. Kyuma has to get it from the United States.\" Kato also said, 

\"Mr. Kyuma only spoke of global common sense.\" With this, Kato 
defended Kyuma. 
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6) LDP lawmakers defend Kyuma 


ASAHI (Page 4) (Full) 
February 2, 2007 


The ruling Liberal Democratic Party yesterday held a joint meeting 
of its defense-related divisions, in which LDP lawmakers defended 
Defense Minister Kyuma, who has been under fire for calling the 
United States\' decision on the Iraq war \"wrong.\" 


Former LDP Secretary General Koichi Kato said: \"In the United States 
as well, many more people think it was wrong. He only stated the 
world\'s common sense.\" With this, Kato raised a question about the 
US government\'s posture. Katsuei Hirasawa, a member of the House of 
Councillors, also said, \"It\'s strange that the United States 

expresses displeasure.\" In the meeting, many supported Kyuma. 


However, former Defense Agency Director General Yoshinori Ono raised 
an objection, saying: \"If it (Iraq war) is deemed wrong, what will 
become of the pride of Self-Defense Forces members (sent to Iraq) ?\" 


7) Extra budget to clear Lower House in absence of opposition 
members; Abe has no intention to remove Yanagisawa from cabinet 
post 


SANKEI (Top Play) (Excerpts) 
February 2, 2007 


The House of Representatives Budget Committee yesterday started 
deliberations on a supplementary budget for fiscal 2006 with the 
attendance of only the members of the ruling Liberal Democratic 

Party and its coalition partner New Komeito since four opposition 
parties --Minshuto (Democratic Party of Japan), the Japanese 
Communist Party, the Social Democratic Party, and the People\'s New 
Party -- were boycotting the Budget Committee session over Health, 
Labor and Welfare Minister Hakuo Yanagisawa\'s comments referring to 
women as \"baby-making machines.\" During the session, Yanagisawa 
again apologized for his controversial remarks, but he stated he 

would not step down from his cabinet post. The ruling coalition 
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intends to adopt a supplementary budget for FY2006 totaling 3.7723 
trillion yen, which includes expenditures for emergency disaster 
measures, today at the committee session and a plenary session of 
the Lower House. 


It is the first time for all opposition parties and parliamentary 

groups to boycott the budget committee session from the beginning 
since they did so in 2000. Lower House Budget Committee Chairman 
Kazuyoshi Kaneko urged the opposition to attend the session, 
delaying the start by two hours, but the opposition did not show up. 
The one JCP member on the committee briefly attended the session but 
walked out before deliberations began, protesting the ruling 

coalition proceeding with committee debate without members from the 
opposition parties. The House of Councillors Budget Committee, too, 
conducted a session to explain the supplementary budget for FY2006 
with the opposition parties absenting themselves from the session. 


During the Lower House Budget Committee session, Yanagisawa 
apologized three times. Prime Minister Shinzo Abe stated: \"I also 
apologize profusely for his remarks.\" He again stressed his 
intention not to remove Yanagisawa from his cabinet post, saying, \"I 
want him to do his best to regain the public confidence by steadily 
promoting measures, including ones to counter the dropping 
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birthrate.\" 


The largest opposition party Minshuto, meanwhile, confirmed at a 
meeting of its Diet Affairs Committee members that the party would 
not attend unless Yanagisawa is dismissed from his post. 


8) Speculation about cabinet reshuffle after passage of budget bill 
emerging in LDP, given concerns about declining cabinet support 
ahead of Upper House election 


NIHON KEIZAI (Page 2) (Full) 
February 2, 2007 


In the Liberal Democratic Party, speculation has been rife that 
Prime Minister Shinzo Abe will reshuffle his cabinet after the FY 
2007 budget bill clears the Diet, possibly around late March or 

early April. The cabinet has been dogged by a spate of scandals 
involving cabinet ministers, including a controversial remark by 
Health, Labor and Welfare Minister Hakuo Yanagisawa, a political 
funds scandal involving Agriculture, Forestry and Fisheries Minister 
Toshikatsu Matsuoka, and criticism of the United States by Defense 
Minister Fumio Kyuma. Behind such speculation is a sense of alarm 
toward the declining support rates of the Abe administration, with 

an eye on the House of Councillors election in July. 
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Referring to a possible reshuffle of the cabinet after the budget 

bill is passed in the Diet, a senior LDP member said yesterday, \"In 
order for the administration to regain political ground before the 
Upper House election, it is necessary to form a cabinet focusing on 
rescuing the nation instead of reward-oriented appointment.\" This 
LDP member indicated the necessity of a large-scale reshuffle, 
saying that if only a limited number of members are replaced, people 
might think that the prime minister \"only touched on the problems.\" 


In an executive meeting of the Koga faction, to which Yanagisawa 
belongs, a number of participants criticized the proceedings at a 
meeting of the Tsushima faction on the day before calls for 
Yanagisawa\'s resignation grew stronger. One participant claimed: \"It 
is outrageous that (lawmakers) speak about the resignation of a 
cabinet minister who belongs to another faction. We have never 
mentioned the problem of (remarks critical of the US by) the defense 
minister or when Genichiro Sata resigned as state minister in charge 
of administrative reform.\" 


But Discipline Committee Chairman Takashi Sasagawa of the Tsushima 
faction only repeated this remark: \"I hope the wound will heal 

before the Upper House election, but opposition parties are trying 

to reopen it. | wonder if both the prime minister and the health 

minister will be able to endure the current situation.\" The Tsushima 
faction lost three key posts when the Abe administration was formed. 
Given this, many faction members are hopeful of a cabinet 

reshuffle. 


In view of the schedule, however, it is difficult to carry out a 

cabinet reshuffle. The current session was convened one week behind 
the original schedule. In addition, some are doubtful, focusing on 

the fallout of the Yanagisawa remark, about the passage of the 

budget bill by the end of this fiscal year. In April, nationwide 

local elections will be held, and Chinese Premier Wen Jiabao is 
scheduled to visit Japan. During the Golden Week holidays, a 
Japan-US summit is planned in the US, so preparations for the summit 
are also necessary. A reshuffle is a double-edged sword. 
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An LDP executive said, tilting his head: \"People would take the 
cabinet reshuffle, if implemented, as an election ploy. In such a 
case, the prime minister would be exposed to criticism. | do not 
think the prime minister is considering a cabinet reshuffle.\" 


9) Welfare Minister Yanagisawa\'s controversial remarks to be settled 
after Aichi gubernatorial and Kitakyushu mayoral elections; If 
candidates backed by ruling coalition defeated, calls for 
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Yanagisawa\'s resignation will become stronger 


MAINICHI (Page 5) (Excerpts) 
February 2, 2007 


As Prime Minister Shinzo Abe has repeatedly stated that he will not 
remove Health, Labor and Welfare Minister Hakuo Yanagisawa from his 
cabinet post, the course of action of Yanagisawa, who made the 
controversial remarks calling women \"baby-making machines,\" will 
likely be decided after the Aichi gubernatorial and Kitakyushu 
mayoral election on Feb. 4. The ruling parties have tentatively 
agreed that he does not need to resign. However since tensions are 
growing with the opposition camp, which has continued to lock horns 
with the government and ruling coalition, it is unavoidable that 

calls for Yanagisawa\'s resignation will become stronger in the 

ruling camp if the ruling coalition backed candidates are defeated 

in the Feb. 4 races. 


WI ask you for your understanding and cooperation for our position 

of supporting Minister Yanagisawa and the Abe cabinet,\" said former 
Foreign Minister Nobutaka Machimura, chair of the LDP\'s faction he 
heads, in a meeting of his faction yesterday. 


Machimura has discussed the Yanagisawa issue with the heads of the 
LDP factions for several days. He underscored a sense of crisis, 
saying, \"If the welfare minister has to resign because of such a 
matter, the cabinet will collapse.\" By doing so, he has supported 

the Prime Minister\'s Official Residence (Kantei) from inside the LDP 
in order to make Yanagisawa remain his post. Former Prime Minister 
Junichiro Koizumi also telephoned yesterday to LDP Secretary General 
Hidenao Nakagawa, saying, \"Don\'t give into the opposition parties 
that are boycotting deliberations on the budget that is directly 
connected with the people\'s livelinoods.\" Koizumi told Nakagawa that 
he would support Abe\'s position. 


During a session yesterday of the House of Representatives Budget 
Committee, Abe made a statement supporting Yanagisawa: \"! want the 
welfare minister to do his best to regain the public confidence by 
steadily promoting measures to counter the declining birthrate.\" He 
also told reporters about the Aichi gubernatorial and Kitakyushu 
mayoral races that local residents would decide how their prefecture 
and city should be in the future through the elections. 


Genichiro Sata, then state minister in charge of administrative 

reform, was forced to quit his post over a money scandal late last 
year. Abe is worried that if another cabinet minister resigns, his 
leadership will weaken. Therefore, New Komeito Chief Representative 
Akihiro Ota made a comment backing Abe: \"It is important that (the 
welfare minister) devote all his energy to his job.\" 


10) New government team to produce countermeasures on income 
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disparity in mid-February, start implementation in FY2007 
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NIHON KEIZAI (Page 2) (Excerpts) 
February 2, 2007 


The government yesterday held the first meeting of its strategic 
concept team for enhancing the nation\'s potential, a panel headed by 
Chief Cabinet Secretary Shiozaki and tasked with working out 
measures to deal with the income disparity. 


The team decided to compile by mid-February a package of support 
measures focused on (1) workers\' capabilities; (2) support for 
employment; and (3) small businesses. These measures will be 
implemented over the three years starting in FY2007 in an intensive 
way. 


The team was established at the instruction of Prime Minister Abe. 
Although Abe was unwilling to admit the existence of the 
income-disparity problem, he has judged it necessary to come up with 
counterarguments to attacks by Minshuto (Democratic Party of Japan) 
over the social disparity issue in the current Diet session. 


The focus of discussion in the team will be on improving the skills 
of part-time workers and other workers, as well as increasing 
minimum wages by upgrading the productivity at small businesses. 


11) Ozawa: \"The income disparity in Japan is the largest in the 
world" Shiozaki: \"Evidence should be presented" 


YOMIURI (Page 2) (Excerpts) 
February 2, 2007 


In a representative interpretation at the House of Representatives\' 
plenary session on Jan. 29, Minshuto (Democratic Party of Japan) 
President Ozawa said, The income disparity in Japan is the largest 
in the world." In reaction, Chief Cabinet Secretary Shiozaki said in 
a press conference yesterday, \"I would like to ask Mr. Ozawa to 
present evidence." 


Shiozaki refuted Ozawa\'s view, W According to the Gini coefficient, 

which is the most commonly used index of social disparity, Japan is 

in the middle among the Group of Seven Nations (G-7).\" In a survey 

of the Organization for Economic Cooperation and Development (OECD), 
the Gini coefficient of Japan was 0.31, close to the average figure 

of the 26 countries surveyed and ranking fourth. 


In response, Minshuto Acting President Kan said in a press briefing, 
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\"The remark by Mr. Ozawa has a sound basis." 


12) Kantei team to map out emergency measures to correct social 
disparity in about two weeks: Focus on assistance for job-seekers 


YOMIURI (Page 9) (Excerpts) 
February 2, 2007 


The government yesterday held the first meeting of the Economic 
Growth Enhancement Strategy Initiative Team, led by Chief Cabinet 
Secretary Shiozaki, a panel aiming at improving the income of 


SIPDIS 

low-income earners, at the Prime Minister\'s Official Residence. 
Participants confirmed that emergency measures would be mapped out 
in about two weeks. The process will involve mapping out specific 
measures to raise the income level of \"freeters\" or job-hopping 
part-time workers and single-parent families by raising their 

vocational capability. 
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Shiozaki told a news conference yesterday, \"The social disparity is 
a major challenge left behind by the Koizumi reform drive.\" The Abe 
cabinet wants to come up with a stance of grappling squarely with 
the issue of the working poor, who can only earn income below the 
level required to receive welfare benefits due to widening economic 
disparities no matter how hard they work. 


Reflecting on the lack of integrity in the previous employment, 

social security and industrial measures caused by bureaucratic 
sectionalism, the government will aim at compiling a comprehensive 
human resources investment strategy, which will lead to revitalizing 
the Japanese economy. 


The UK Blair administration\'s approach to this issue will serve as a 
useful reference when the panel maps out specific measures by the 
panel. 


The Blair administration in 1998 introduced a new employment policy 
in a major shift from the previous welfare policy of paying generous 
unemployment benefits to an employment-assistance-type hiring 
policy. 


Under the policy target \"from welfare to employment,\" it became 
mandatory for unemployed young people aged 18-24 to take part in the 
government\'s employment assistance program in order for them to be 
qualified to receive unemployment benefits. 
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13) Another DPJ lawmaker received illegal political fund donations: 
Shoichi Kondo got 3.2 million yen from pro-Pyongyang companies 


SANKEI (Page 2) (Full) 
February 2, 2007 


It was learned yesterday that the Democratic Party of Japan\'s (DPJ 

or Minshuto) Aichi Prefecture No. 3 constituency branch headed by 
Shoichi Kondo (Aichi No. 3 constituency), who represents the SDP 
Aichi Chapter, received donations totaling 3.2 million yen from five 
companies run by a person connected to the pro-Pyongyang General 
Federation of Korean Residents in Japan (Chongryun or Chosen Soren) 
in 2002 and 2003 in a suspected violation of the Political Funds 

Control Law. Told by outsiders that there were allegations of 

illegal political donations, Kondo returned all the money by last 

year. 


According to Kondo and the organization\'s political fund report, the 
donations were made by pachinko parlor operators in Aichi 
Prefecture. A person who serves as an executive of a 
Chongryun-related organization owns these five companies. The 
donations were reportedly made under the name of the companies. 


The Political Fund Control Law prohibits lawmakers from receiving 
political fund donations from non-Japanese, foreign corporations and 
organizations consisting mainly of foreigners or foreign 

corporations. 


In a similar incident, it has been pointed out that DPJ lawmaker 

Giichi Tsunoda, who was elected from a Gumma constituency and 
resigned as Upper House vice president, received a 500,000 yen 
donation from the pro-Pyongyang Gumma chamber of commerce and 
industry for North Korean residents in Japan. 
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Kondo said, \"I received the donations without properly checking the 
identity of the donors. | will be careful so that this kind of thing 
will not happen again.\" 


14) China sounds out Japan about inviting the Crown Prince and 
Princess to the Beijing Olympics 


YOMIURI (Page 1) (Full) 
February 2, 2007 


It was learned yesterday that the Chinese government informally 
sounded out the Japanese government about inviting the Crown Prince 
and Princess to the 2008 Beijing Olympics. This invitation was 
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relayed via Chinese Ambassador to Japan Wang Yito Japanese 
government officials, ruling coalition members and people connected 
to Japan-China friendship organizations. Upon gauging the response 
in Japan, China is likely to offer a formal invitation. 


According to informed sources, Wang has been energetically 
exchanging views on the challenges facing Japan and China with 
various circles in Japan since the beginning of the year in 
preparation for Premier Wen JiabaoWs planned visit in April. In a 
series of talks, Wang reportedly revealed the idea of inviting the 
Crown Prince and Princess to the Beijing Olympics and sought 
indirect support for the idea. In terms of visits to China by the 
Emperor or imperial family members, a visit to China by the Crown 
Prince and Princess, if realized, would follow the one by the 
Emperor and Empress in 1992. 


One Japanese government official yesterday indicated that the 
government would deal with it cautiously, saying: \"It has been 
relayed to us, but we need to see how the situation will go in the 
coming weeks. It\'s not yet time to show a certain direction." 


15) ODA Council to be merged into Japanese version of US NSC 


YOMIURI (Page 4) (Full) 
February 2, 2007 


The Overseas Economic Cooperation Council (OECC), which decides the 
basic strategy of official development assistance (ODA) programs, 

will be merged into a Japanese version of the US National Security 
Council (NSC), the establishment of which is aimed at strengthen the 
Prime Minister\'s Official Residence\'s function of making foreign 

policy and security policy, it was decided yesterday. 


The OECC consisting of the prime minister, chief cabinet secretary, 
foreign minister, finance minister, and minister of economy, trade 
and industry was set up last April as the control tower in order to 
unify ODA programs that relevant ministries implemented separately 
and to use them strategically. The government has determined that in 
order for the Japanese version of the US NSC to draft a long-term 
diplomatic and security strategy, it is absolutely necessary to use 
ODA projects, Japan\'s important diplomatic tools, and discuss the 
matter. 


The plan will be submitted to a meeting today of the Council to 
Strengthen the Kantei\'s National Security Functions (chaired by 

Prime Minister Shinzo Abe) as the proposal by former Deputy Chief 
Cabinet Secretary Nobuo Ishihara. The meeting is expected to approve 
it. 
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16) Five occupations including lawyers to be exempt from obligation 
to report suspected money laundering in National Police Agency 
policy shift 


ASAHI (Top play) (Excerpts) 
February 2, 2007 


In order to prevent money laundering by criminal syndicates, the 
National Police Agency (NPA) is going to submit to the current Diet 
session a bill preventing the transfer of illegally earned money 
(commonly called a gatekeeper bill), which is to obligate legal and 
accounting experts and others to notify the government of 
\"suspicious transactions.\" In this regard, the NPA yesterday decided 
to exempt five occupations -- lawyers, judicial scriveners, 
administrative scriveners, certified public accountants, and 

certified tax accountants -- from the obligation to notify the 
government of suspicious transactions. The Japan Federation of Bar 
Associations (JFBA) was opposed to that obligation on the ground 
that if lawmakers \"inform\" against their clients, the basis of the 
relationship of trust between lawyers and clients will be shaken. 


The NPA\‘s initial idea was to obligate a total of 42 businesses, 

such as credit card companies, real estate agencies, precious metal 
dealers, and judicial scriveners, to (1) confirm clients\' identity, 

(2) keep records of transactions for seven years, and (3) notify the 
government offices of suspicious transactions. Regarding lawyers, 
the mechanism was that the JFBA would stipulate the obligation of 
lawyers in its rules, that lawyers would first notify the JFBA, and 

that the JFBA, if it determined it was necessary to notify the NPA, 
would do so. 


With the NPA\'s policy shift this time, the five occupations are 
exempted from the above obligation (3), but except for lawyers, the 
other four occupations will be obligated to follow the above (1) and 
(2). The NPA will ask the JFBA to stipulate this in its rules. Those 
who are engaged in businesses other than those five occupations will 
be obligated to notify the government if properties they handled in 
their business operations are suspected of being profits from 

crimes. 


Analysis: Effectiveness of legislation doubtful 
Kenji Ogata 


The NPAVs policy shift was the result of its consideration for 

lawyers\' criticism that the bill is in effect aimed at encouraging 

them to inform against their clients. Also the policy shift came 
because priority was given to enactment. On the other hand, cases in 
which lawyers were exploited by gangsters for their economic crimes 
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have occurred. The effectiveness of this legislation is likely to be 
questioned in the days ahead. 


The primary goal of the Financial Action Task Force (FATF), an 
inter-governmental body developing and promoting policies to combat 
money laundering, is to cut off funds for terrorism and illegal 

gains from criminal syndicates. If the bill is enacted into law, it 

will serve as a weapon to deal with gangs, among others. 


One lawyer who deems it necessary for lawyers to notify the 
government of suspicious transactions expressed concern: \"Lawyers 
have confidence in society, so they could be exploited by the 
underground community.\" 
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The president and others of a venture-business firm, who were 
exposed in February 2006 for phony capital increase, had put 800 
million yen borrowed from a gangster with whom they had close ties 
into a lawyers\' bank account. The lawyer was not aware of this fact, 
but this case indicates exploitation like this could occur. 


Lying also behind the policy shift is the indication by the ruling 
parties that (the NPA\'s bill) was sloppy. Given that there is a 
strong anxiety about strengthening police authority, the NPA should 
not spare any effort to obtain understanding and cooperation about 
the need for this kind of legislation. 
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SUBJECT: CONSIDERING \"MATERIAL SUPPORT" FOR THE HMONG; LIST 
OF BOMBINGS AND ATTACKS IN LAOS 


REF: 05 VIENTIANE 0072 


Classified By: AMBASSADOR PATRICIA M. HASLACH FOR REASONS 
1.4 (B AND D) 


1. (C) The issue of determining who provided \"material 
support" in the case of the Lao Hmong is very complicated. 
Below (para 5), we provide the Embassy\'s list of bombings and 
other attacks in Laos during the past several years. In 

virtually all cases, the identities of the perpetrators are 

difficult to establish. One exception was the group of 

attacks in April and May 2004 claimed by the \"Underground 
Government\" and signed by \"Viangsavan Vongvijit.\" Beyond 
that, all information indicates the 02/06/03 attack on a bus 

in northern Vientiane Province -- which killed two passing 
Swiss cyclists in addition to many other casualties -- was 

most likely carried out by members of the Yang Toua Thao 
group. The subsequent two attacks, because of geographic and 
timing proximity, were very likely also carried out by this 

group. 


2. (C) However, the 01/13/05 attack on a police/military 
convoy was said to have been carried out by members of the 
\"Chao Fa\" movement; we lack evidence as to the exact 
membership of this movement. The perpetrators of virtually 
all other attacks are unknown. Observers believe that 
attacks in the major cities of Vientiane and Savannakhet have 
been most likely carried out by ethnic Lao/royalist 

supporters rather than the Hmong ethnic minority. Finally, 
note the last attack listed below, that of 11/14/05, in which 

a bomb was used in a family dispute; bombing has been used as 
a mechanism to settle business and personal disputes here, 
and it is difficult to determine which of the other attacks 

listed below may have been of a personal or business nature. 


3. (C) In general, the Embassy believes that women, children, 
and the elderly should automatically be considered for 
waivers. In contrast, we believe any fighter from Yang Toua 
Thao,s group -- the group responsible for the 2003 bus 
attacks in northern Vientiane Province ) should not be 

eligible. Yang,s group is part of the Neo Hom8 grouping 
originally led by Vang Pao. As noted above, more problematic 
would be to identify and exclude followers of the &Chao Fa8 
movement responsible for the January 2005 attack on police, 
soldiers, and civilians in Houaphanh Province. The &Chao 
Fa8 movement is a Hmong semi-religious millenialist movement 
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advocating a separate Hmong state (reftel). We do not have 
a specific group leader,s name. Of the other armed 

insurgent groups, that led by Moua Toua Ther is thought to be 
the largest ) although at this point probably with fewer 

than 200 fighters. Although armed ) and also part of Vang 
Pao,s ¿Neo Hom,8 we lack direct evidence of offensive 
actions which would preclude consideration of waivers for 
members of this relatively higher profile group. We also 

lack such evidence for the smaller groups led by Xia Pai 
Yang, Wa Meng Yang, and Valeng Li-Sinon (each estimated to 
have less than 100 fighters). So we would recommend the 
possibility of waivers be kept open for members of these 
groups. 


4. (C) As far as the Embassy is aware, none of the 153 
refugees being detained in Nong Khai are connected to any 
group which would preclude being granted a waiver. 


5. (SBU) List of bombings, attacks, and other events 
affecting security in Laos in recent years (note all cable 
numbers are from year of incident): 


03/30/00 - Grenade thrown at Kopchai Deu Restaurant in 
Vientiane injuring six foreign and two Lao customers. 


11/15/01 ) Bomb explodes near customs processing area at the 
friendship bridge. 11 injuries, mainly Thai. 


09/06/02 - Bomb explodes at Wat Simuang. Thrown into crowd 
at festival after suspects are chased by police from a 
Vietnamese trade fair at the cultural center. Several 

injuries. Two arrests. Vientiane 1028. 


12/01/02 - Lao Police disarm three IED\'s in box addressed to 
Burmese Embassy at Vientiane post office located one block 
from US Embassy. Vientiane 1471 


12/06/02 - Small IED explodes on street 150 yards behind US 
Embassy. No damage or known injuries. Lao authorities claim 
the bomb is gang related and that four arrests are made. 
Vientiane 1471 


02/06/03 - 25 to 30 heavily armed persons ambush traffic on 
route 13 north of Vang Vieng resulting in 13 deaths 
(including one Chinese businessman and two Swiss nationals 
killed when cycling past) and 26 wounded. Vientiane 171, 
186. Other shooting incidents on route 13 detailed in 
Vientiane 244, 289. 

Note: perpetrators apparently from Yang Toua Thao,s 
group 
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02/22/03 - bus attack near Vang Vieng; one wounded 
Note: perpetrators apparently from Yang Toua Thao,s 


group 


04/20/03 - Insurgents ambush a bus carrying 69 people on 
route 13 south of Luang Prabang resulting in 12 deaths and 31 
injuries. Vientiane 457. 

Note: perpetrators apparently from Yang Toua Thao,s 


group 


06/06/03 - Several police are injured by a small explosive 
device dropped by a local man they are attempting to arrest 
for drunk driving in downtown Vientiane. 


06/07/03 - Insurgents ambush a bus on route 7 in central Laos 
resulting in 6 deaths and several injuries. Vientiane 654. 


07/17/03 - Bomb: Bus bombed 40km southeast of Vientiane. 5 
Lao injured. 


07/25/03 - Ambush: Truck ambushed by insurgents on Rte 13 
between Vientiane and Luang Prabang. 2 Lao dead, several 
injuries. Vientiane 874. 


08/04/03 - Bomb: Bus station at morning market 200 yards from 
the Embassy bombed. 16 Lao injured. Vientiane 882. 


08/23/03 - Ambush: Several vehicles ambushed by insurgents in 
Houaphanh Province, Northern Laos. 5 Lao dead. Same 
insurgents attempt unsuccesfully to bomb the market in 
Houaphanh. Vientiane 955. 


08/27/03 - Fighting in Houaphanh province between Lao army 
and Hmong insurgents. Numerous casualties on both sides 
reported. Entry into much of Houaphanh province restricted 

by GOL to foreign NGO personnel and tourists. Vientiane 1003. 


10/19/03 - Small bomb explodes on street adjacent to 
Vientiane\'s main market. No injuries reported. Vientiane 1168 


10/19/03 - Small bomb explodes in Savannakhet main market 
(southern Laos). Conflicting reports on casualties, likely no 
injuries. Vientiane 1189. 


10/31/03 - Small bomb explodes at Lao victory monument in 
Vientiane. No injuries. Vientiane 1216. 


11/02/03 - Small bomb explodes at Temple on the outskirts of 
Vientiane. Vandals or youth gangs suspected. No injuries. 


02/04/04 - IED detonates near Lao Victory Monument 600 meters 
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from Embassy. No injuries. Vientiane 131. 

Note: this and 02/06/04 bomb timed to coincide with 
ASEAN tourism conference in Vientiane 


02/04/04 - Lao male arrested while attempting to place IED at 
the Vietnamese Embassy. IED diffused. Vientiane 131. 


02/06/04 - IED detonates in Savannakhet market (Southern 
Laos). 4 Lao injured. Vientiane 135. 


02/09/04 - German-based \"Committee for Independence and 
Democracy in Laos\" and its Wunderground government\" ally take 
credit for previous week\'s attacks 


04/02/04 - Bomb detonates under vehicle parked at restaurant 
three blocks from the US Embassy. No injuries. Vientiane 359. 


05/02/04 - Bomb carried by Lao man detonates prematurely in 
front of the Samsenthai Hotel four blocks from the US 
Embassy. Suspect killed, no other casualties. Vientiane 455. 


05/08/04 - Bomb detonates near Friendship Bridge border 
crossing during local festival in the area. Fifteen Lao 
injured and several vehicles damaged. Vientiane 495. 


05/14/04 - \"Underground Government" -- under signature of 
\"Viangsavan Vongvijit\" -- takes claim for series of bomb 
attacks: 

04/13/04 2030 bomb in pickup truck in front of 
restaurant in Savannakhet 


04/17/04 2000 bomb in bus in Savannakhet; 12 victims 

05/02/04 2000 bomb at SaQ#!.WQheavy rains no 
persons in the park at the time, no casualties. RSO E-mail 
to DS/IP/EAP. 


10/22/04 - U.S. Embassy and DOS warn anti-government elements 
may plan to bomb 11/25-30/04 ASEAN Summit 


11/09/04 - Two bombs detonate near the entry to the 
Friendship Bridge which crosses to Thailand from Vientiane. 
No injuries or significant damage reported. Vientiane 1238. 


11/24/04 - Two bombs reported diffused by Lao police at the 
Commercial Bank of Laos. Vientiane 1307. 


11/25/04 - Two bombs detonate along the Ring road in front of 
a hospital. No injuries or significant damage. Vientiane 
1302. 


01/13/05 - Ambush: Police/Military convoy ambushed by Hmong 
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separatists in Houaphanh province. Several deaths reported. 
Vientiane 72 

Note: perpetrators apparently from Chao FaW Movement 


11/14/05 - IED at private residence in Vientiane; one killed, 
one injured; apparently internal family dispute. Vientiane 
1189. 
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E.O. 12958: DECL: 02/02/32 

TAGS: PHUM, PGOV, CH 

SUBJECT: Nanning Activist Flees to Burma, Appears Safe for 
Now 


Ref: 06 Guangzhou 32369 


1. (U) Classified by Consular Chief William Martin. 
Reason 1.4 (d). 


2. (C) On January 29, Nanning-based activist Li Xiaolong 
called Congenoff. Li, formerly of the Beijing group 
Empowerment and Rights Institute (reftel), said he had 
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illegally crossed into Northeastern Burma, though the exact 
reasons for his flight from China are not entirely clear. 

In the weeks prior to the call, Li and others had been 

doing research in Yunnan province (bordering Burma) about 
human rights cases. During the call, Li said that he 

wanted to speak with a USG official in Burma about 

important information regarding the well-known Chinese 
dissident, Dr. Wang Bingzhang, who has been imprisoned in 
Shaoguan, Guangdong, since 2002. Congenoff suggested that 
if Li wanted to meet USG officials, his best option was to 
travel to Rangoon. Li said this would be difficult because 

he did not have proper documents. On January 31, Li wrote 
Congenoff an email that the Chinese government had become 
aware of his activities and that he wanted USG help to move 
to a \"different location.\" 


3. (C) On February 1, Congenoff contacted Embassy Rangoon 
about the situation and learned the Embassy had a Chinese- 
speaking officer who could meet with Li, but might attract 
Burmese surveillance unless the meeting took place in 
Mandalay (which has a large Chinese expat community) or 
Rangoon. After consulting with Embassy Beijing about the 
risks of surveillance from both Chinese and Burmese 
authorities, Congenoff asked Embassy Rangoon to instruct Li 
that if he felt his life was in danger and wanted to seek 
refugee status, he should travel to the UNHCR headquarters 
in Bangkok, Thailand. On the afternoon of February 1, a 
Chinese-speaking Emboff contacted Li on his cellphone and 
passed on the recommendation. However, Li said he felt 
safe in his current location and did not need to travel to 
Thailand. Rangoon Emboff did not arrange a meeting, but 
left a phone number for Li to contact him. 


4. (U) Embassies Beijing, Bangkok, and Rangoon have 
cleared on this cable. 
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E.O. 12958: N/A 

TAGS: PGOV, PTER, IN, CE 

SUBJECT: TAMIL NADU POLICE ARREST SUSPECTED LTTE SMUGGLERS, STEP UP 
REFUGEE SCREENING 


REF: 06 CHENNAI 2601 


1. (SBU) SUMMARY: Seizing thousands of kilos of iron ball bearings 
from suspected smugglers, Tamil Nadu (TN) police appear to have 
busted an emerging LTTE supply line. TN police believe the ball 
bearings were meant to be used in LTTE\'s explosive devices to 
enhance their lethality. The seizures led to the arrest of 11 

persons in Tamil Nadu and Mumbai, five of them Sri Lankan Tamils. 
Following reports of refugee disappearances from camps in the state, 
Tamil Nadu police have begun closer monitoring, including 
fingerprinting and videotaping new arrivals. New refugee arrivals, 
however, have considerably dwindled compared to mid 2006. END 
SUMMARY 


TAMIL NADU POLICE BUST SUSPECTED LTTE SUPPLY LINE 


2. (SBU) The anti-terrorist wing (Q-Branch) of the Tamil Nadu state 
police seized 7500 kilos of iron ball bearings meant to be smuggled 
to Sri Lanka and arrested 11 people including five Sri Lankan 
Tamils. The January 23-29 search and arrest operations covered 
Chennai and Tuticorin in Tamil Nadu, as well as Mumbai where two 
Indians were arrested for supplying the ball bearings. In November 
2006, the police had seized thousands of \"gelex boosters\" in south 
Tamil Nadu and arrested three persons for allegedly trying to 
smuggle them to Sri Lanka (reftel). 


3. (SBU) Additional Director General of Tamil Nadu Police 
(Intelligence) Nanjil Kumaran (protect) told us the police believe 

the ball bearings were meant to be used by the LTTE in their 
Improvised Explosive Devices (IEDs) to enhance lethality. According 
to preliminary information, this was the first attempt by the group 

to smuggle ball bearings to Sri Lanka. Asked if the recent seizures 
indicate heightened LTTE smuggling activity through Tamil Nadu, he 
said: \"Had we not seriously pursued the investigations and arrested 
the culprits, the smuggling activity would have picked up in the 
future.\" 


\"NO TOLERENCE FOR LTTE ACTIVITY AND PRESENCE\" 
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4. (SBU) According to Kumaran, Tamil Nadu police will not tolerate 
\"any LTTE activity and presence\" in the state. \"Politically, the DMK 
government has sympathy for the just cause of Sri Lankan Tamils, but 
that does not mean extending support to the LTTE,\" he said. DMK 
leaders understand their coalition partner Congress\' sensitivities 

on the issue, he explained, adding that the Congress will never 

forget the trauma of Rajiv Gandhi\'s assassination in 1991 in Tamil 
Nadu. Kumaran, then serving as Superintendent of Police in change 
of Security, himself suffered injuries in the LTTE bombing that 

killed Gandhi. \"My colleagues thought | was dead," Kumaran said, 
recalling the incident when he was found lying unconscious, wounded 
by dozens of pieces of shrapnel. \"Nobody in Tamil Nadu will forget 
the Rajiv Gandhi assassination,\" he said, and described the act as 
\"the biggest blunder the LTTE ever committed.\" 


REFUGEES BEING MORE CLOSELY MONITORED 


5. (SBU) According to media reports, one of the arrested Sri 

Lankans had come to India as a refugee and stayed at the Mandapam 
Refugee camp from 2000-2002 before disappearing. Other news reports 
of refugees disappearing from Tamil Nadu camps to take illegal 
ferries to the island have prompted the Tamil Nadu police to step up 
security monitoring. Public and Rehabilitation Secretary to the 
Government of Tamil Nadu, S. Audiseshiah, told us that state police 
are now taking fingerprints and video images of the refugees 

arriving Tamil Nadu. Audiseshiah, however, described the move as 
not representing any policy change towards the refugees. He added 
that the new arrivals are only a trickle and in terms of numbers, 

easily manageable. 


REFUGEE ARRIVALS MUCH LOWER THAN MID 2006 


6. (SBU) According to the statistics of the Organization for Eelam 
Refugees Rehabilitation (OfERR), a refugee relief NGO, recent 
refugee arrivals have dwindled from the levels of May-September of 
2006. A total of 16,886 refugees have landed in Tamil Nadu from the 
beginning of January 2006 to the end of January 2007. The monthly 
figures are as follows: 


2006 
January: 304 
February: 193 
March: 71 
April: 43 


CHENNAI 00000086 002 OF 002 


May: 1456 
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June: 1770 

July: 1822 
August: 5769 
September: 3749 
October: 735 
November: 314 
December: 266 


2007 
January: 394 


A MESSAGE TO THE LTTE AND REASSURANCE TO NEW DELHI 


7. (SBU) COMMENT: It is unclear whether any of the arrested Sri 
Lankans are hardcore LTTE members or just their hired middlemen. 
The Tamil Nadu government and police have used the opportunity of 
the smuggling arrests to send a message to the LTTE as well as to 
the UPA government at the Center that, notwithstanding sympathies 
towards the Tamils of Sri Lanka, the DMK government will offer no 
support to the LTTE militancy. The decrease in refugee arrivals, 

far below the huge outflow we believe would serve as a tripwire for 
heightened political sensitivities in Tamil Nadu, also gives the 

state government considerable leeway for handling the Sri Lankan 
Tamil issue. END COMMENT 
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SUBJECT: REQUEST APPROVAL TO TRAIN MOBILE BRIGADE PERSONNEL 


REF: A. JAKARTA 00248 


B. JAKARTA 00229 

C. JAKARTA 00194 

D. JAKARTA 00152 

E. 06 JAKARTA 003688 
F. 03 SECSTATE 310662 
G. SECSTATE 5646 


Classified By: Ambassador B. Lynn Pascoe for Reasons 1.4 (B) and (D) 


1. (U) This cable contains an urgent action request (see Para 
8). 


2. (C) Summary: Recent counterterrorism operations by 
Indonesian National Police (INP) units in Central Sulawesi 
highlight a deficiency in our approach to police training in 
Indonesia. Specifically, the 2003 ban on using International 
Narcotics and Law Enforcement (INCLE) funding to train INP 
Mobile Brigade units (Ref F) prevents us from providing a 
sufficiently broad range of training to the very units most 

in need of assistance. Mobile Brigade is frequently tasked 
with handling the most potentially violent situations, such 

as in Central Sulawesi, where they work closely with INP 
Counterterrorism (CT) units, which do receive State 
Department-funded training. Mobile Brigade troops are also 
the most suitable candidates for the stability police that we 
seek to train under the COESPU program, to which we have just 
invited Indonesia (Ref G). Stability police help fill the 
security gap between military peacekeeping troops and 
civilian police during a peace operation by performing the 
following tasks: crowd control, critical infrastructure 

security, VIP security, patrolling high-risk environments, 
election security, prison security, and border 
control/security. 


3. (C) Summary continued: To meet INP\'s immediate 
operational CT needs in Central Sulawesi, where terrorists 
linked to Jemaah Islamiyah (Jl) are trying to provoke ethnic 
violence, and to support U.S. initiatives such as COESPU, 
Post seeks Washington\'s approval to use appropriate 
Department of Defense funding to support U.S. military 
training of INP Mobile Brigade and INP Detachment 88 units 
with constructive, table-top, tactical advice and assistance. 
This training would be specific, need-based, and approved by 
the Embassy. Furthermore, Post repeats its March 2005 
request to end the restriction on INCLE funding (Ref E), to 
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allow us to resume training Mobile Brigade personnel on a 
variety of skills and procedures, including INL-funded 
use-of-force and human rights training. All Post training of 
INP Mobile Brigade units will occur under the same conditions 
applied to other INP members and units, including a complete 
vetting of all personnel and/or units proposed for training. 

End Summary. 


TACTICAL MOBILE BRIGADE TRAINING NEEDED FOR CT OPERATIONS 


4. (C) Recent counterterrorism operations by INP units in 
Central Sulawesi have again highlighted the need for joint 
training of INP tactical units on conducting large scale CT 
operations. In ongoing CT efforts in the Poso area, INP 

units, including Mobile Brigade personnel, have conducted 
cordon-and-search operations and direct assaults of terrorist 
safehouses in urban areas adjacent to the dense surrounding 
jungle. During the January 22 police raid on a militant 
stronghold in Poso, one policeman was killed and several 
suspected terrorists on Indonesia\'s most wanted list escaped 
(Ref C). Communication and coordination difficulties among 
various INP units may have complicated these large-scale CT 
operations. In addition to our on-going training and 
development of INP Detachment 88 counterterrorism units, U.S. 
support for combined operational training of Detachment 88 
and other tactical units the INP often deploys in concert 

could improve INP CT operations significantly. 


5. (C) The Indonesian police uses its Mobile Brigade to 

control the most potentially explosive incidents and areas. 
These units also defend our diplomatic posts, particularly 
during demonstrations, and many other prominent and potential 
targets frequented by Westerners. The USG has committed to 
help transform the INP into a more professional, competent 
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and respected law enfor\"cement organization as i emerges from 
its s\"tatus as a stepchild to the military. Our twin capacity 
building goals in the areas of counterterrorism and human 

rights would be enhanced if we could train those INP forces 
charged with the toughest tasks. Mobile Brigade units cannot 
meet our performance expectations if they cannot be trained 

up to our standards. 


ENGAGEMENT VS. ISOLATION 


6. (C) While some past actions by INP Mobile Brigade units 
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have deservedly earned them a negative reputation, any 
constructive impact from our isolating the unit has long 

since passed. Our 2006 Human Rights Report does not 
implicate the Mobile Brigade in any human rights violations. 
Despite this improved track record, the blanket 2003 ban 
prevents our using INCLE funding to train Mobile Brigade 
personnel in critical areas -- human rights, use of 

appropriate force and defense techniques -- all of which our 
Civil Disturbance Management program has provided to other 
INP members and units since 2002. This leaves Mobile Brigade 
personnel ill-equipped to react properly, making them prone 
to overreact and retaliate with human rights abuses, thereby 
perpetuating the pattern we seek to break. We need to begin 
to engage this critical and potentially highly effective INP 
component in order to professionalize it as we have other 
units. Any Mobile Brigade leaders or members implicated in 
past violations would not pass Post vetting procedures, and 
therefore would not be trained. 


PROCEED WITHIN THE LETTER AND SPIRIT OF LEAHY 


7. (C) Absent a response from Washington to our March 2005 
request to end the restriction on INCLE funding, Post seeks 
to commence plans to train Mobile Brigade personnel on a 
variety of skills and procedures, including use-of-force and 
human rights. Our use of INCLE funding to conduct training 
will apply the same standard to Mobile Brigade units and 
personnel as it does to the rest of the INP, as has long been 
the case for those Mobile Brigade members trained in CT 
skills under the DS/ATA program, as specifically allowed 
under Department policy (Ref F). This approach will follow 
the letter and the spirit of the law regarding the training 

of Indonesian security force members routinely selected for 
USG-funded training, including careful vetting for human 
rights violations before training begins. 


8. (C) Action Request: By helping build a more capable and 
professional cadre of Mobile Brigade personnel, we will 
enhance the INP\'s ability to maintain civil order consistent 
with a stable, accountable, and mature democracy and human 
rights norms. To meet the immediate tactical needs of the 
INP in conducting critical CT operations in Central Sulawesi, 
Post needs speedy approval to use appropriate Department of 
Defense funding to support U.S. military training of INP 

Mobile Brigade and INP Detachment 88 units with tactical 
table-top advice and assistance. This training would be 
specific, need-based, and approved by the Embassy. To meet 
longer term interest in modernizing the INP, we strongly 
request lifting Ref F ban on INCLE funded training so that 
broader-based training can resume. 
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INDEX: 


(1) Return of Kadena RAPCON delayed; Timeframe unknown; USFJ 
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realignment could be affected; Japanese air-traffic controller: Not 
enough training time to reach expertise level 


(2) Okinawa police compile statistics for 2006 showing 56 crimes 
involving US forces or a total of 63 persons, a drop of 9 cases from 
2005; Crimes involving youths increase by seven cases 


(3) No progress made on abduction victims reported by North as dead 
since Megumi case reported a decade ago 


(4) Japan, US to revise operations plan by September for Korean 
Peninsula emergency; Airports, seaports to be expropriated for US 
military use 


(5) FTC proposal for easing corporate merger screening standards 
will pave way for major corporate reorganization in domestic 
industries 


(6) \"Information on hospitalization\" of Takeo Hiranuma aimed at 
shaking LDP? 


(7) Foreign Ministry officials awed by appointment of Tsuneo Nishida 
as ambassador to Canada 


(8) Rumor that Vice Defense Minister Moriya may remain in post 
floated due to post-Moriya candidate\'s alleged sexual harassment 
case 


ARTICLES: 


(1) Return of Kadena RAPCON delayed; Timeframe unknown; USFJ 
realignment could be affected; Japanese air-traffic controller: Not 
enough training time to reach expertise level 


RYUKYU SHIMPO (Top play) (Excerpts) 
February 2, 2007 


It was learned on Feb. 1 that the reversion of Okinawa RAPCON, the 
air-traffic control system around the island of Okinawa that 

continued after Okinawa was returned to mainland Japan and was 
scheduled for reversion by December this year, will likely be 

delayed beyond the original timeframe. This was revealed by sources 
connected to the Japanese and American governments. The extent of 
the delay is unknown. Under the final USFJ realignment agreement 
reached last May, a portion of Yokota Air Base\'s RAPCON was to be 
returned by Sept. 2008, but it was written in the agreement that 
consideration as the condition for such reversion would include \"the 
lesson learned from the experience of returning the Kadena RAPCON.\" 
The delay will have an effect on realignment of US forces in Japan. 


Training on the Japanese side to reach expert\'s level in operating 
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the system began on Dec. 15, 2004, at Kadena Air Base, where Kadena 
RAPCON is located. US military air traffic controllers trained 

Japanese air-traffic controllers dispatched to the base. According 

to an informed source, the schedule became crammed because the US 
side carried out their daily duties while training new US military 

air-traffic controllers. It took more time than expected to learn 
communications with US military jets, which fly at higher speeds 

than civilian aircraft, and to learn the military jargon. Although 
approximately 40 persons were scheduled for training, only about 
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half are finished with the training course. 


The radar and system to transmit weather conditions to aircraft are 
different between Japan and the US, so it reportedly will likely 
take more time to set up a system for sharing information. 


(2) Okinawa police compile statistics for 2006 showing 56 crimes 
involving US forces or a total of 63 persons, a drop of 9 cases from 
2005; Crimes involving youths increase by seven cases 


OKINAWA TIMES (Page 30) (Full) 
February 2, 2007 


Crimes by US forces in Okinawa, civilian employees, and family 
members that occurred in 2006 totaled 57 cases and 63 persons, 
according to records of the Okinawa Prefectural Police Department\'s 
First Investigation Division. Compared to the year before, there was 
a reduction of nine cases (minus 13.6% ) or two persons (minus 3% ). 
This was the smallest number of cases and persons involved in five 
years. However, Looking only at juvenile crimes, the records show 23 
cases or a total of 28 persons having been involved. This is a 7 

case or 12 person jump from the previous year, indicating a 
noticeable increase of crimes committed by US military-related 

family members. 


According to the same police records, the worst three crimes were: 
1) a taxi robbery in January by a Marine and another within Camp 
Sukeran; 2) robbery and injury in October b y a Marine and another 
in the city of Uruma; 3) robbery in December by the son of a 

civilian attached to the Navy at Chatan-son. Five persons were 
arrested or charged. This was an increase of one case or one person 
from the previous year. 


In addition, there were 10 cases involving acts of violence, such as 
rape and wounding, up three cases from the previous year; 21 cases 
of theft involving 27 persons; and nine cases of white-collar crimes 
like fraud and embezzlement involving five persons. Other crimes, 
including damage to property and forced entry into a home, totaled 
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14 cases or 14 persons. 


(3) No progress made on abduction victims reported by North as dead 
since Megumi case reported a decade ago 


ASAHI (Page 15) (Full) 
February 1, 2007 


Ten years have passed since the issue of Megumi Yokota abducted by 
North Korea came to light through media reports and Diet 
interpellations. Centering on the Association of the Families of 

Victims Kidnapped by North Korea, established in March 1997, a 
campaign to rescue abduction victims has been actively staged. Such 
a relief campaign compelled then Prime Minister Koizumi to decide to 
go to North Korea in September 2002. In the Japan-North Korea 
summit, the North admitted kidnapping Japanese nationals. Pyongyang 
also agreed to let five abductees return to Japan and to let their 

family members later leave the country. However, there has been no 
sign of progress regarding the other abduction victims whom the 

North reported had already died. The Asahi Shimbun interviewed 
Special Advisor Kyoko Nakayama, head of the abduction issue 
headquarters, about what has occurred over the past 10 years. 


Kyoto Nakayama: Arrangements finally completed for government to 
demand North to send abductees back to Japan 
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-- How do you look back over the past 10 years? 


Abductee family members called on the government to rescue their 
daughters or sons who had been kidnapped by North Korea, mentioning 
their names. Based on the judgment that as long as their names are 
undisclosed, there will be no progress, the family members made a 

bold decision to disclose the names of their children who had been 
abducted, as | recall. 


-- | remember that you assumed the post of cabinet secretariat 
advisor in September 2002, just after the Japan-North Korea summit 
was held. 


At that time, relations between the government and abductees\' 
families were strained. It was my role to coordinate views with the 
victims\' families. In December, such families began to say, \"We 
trust the government." 


Since around that time, my duties linked to the abduction issue 
increased, but | thought such duties went beyond the job description 
as an advisor. So | insisted on the need to establish an office 
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tasked with addressing the abduction issue in a comprehensive way. 
But my suggestion was turned down, and | felt my role had ended. 


-- You left the government in September 2004, quitting as advisor. 
But you returned to the post last September. Why? 


| received a phone call from Prime Minister Abe asking me to join 
the cabinet as an advisor. | could sense his enthusiasm to seriously 
address the abduction issue. lt was Prime Minister Abe when he was 
deputy chief cabinet secretary in October 2002 who decided not to 
send the five repatriated abduction victims back to North Korea on 
the government\'s responsibility. Since | recommended the 
headquarters plan, | thought | had to accept the offer. 


Four months after the headquarters was set up, operation expenses 
have been included in the supplementary budget, and arrangements 
have been finally completed for the government in unity to demand 
the North to return abduction victims. 


-- When you were ambassador in Uzbekistan, you were engaged in 
rescuing four Japanese nationals kidnapped by armed insurgents, 
weren\'t you? 


| firmly believed at that time that \"it is the government\'s duty to 
rescue Japanese abduction victims. Even so, negotiations with North 
Korea are very difficult. The North still holds hostages. We will 

have to continue persuasion efforts until North Korea realizes that 
\"returning the hostages will benefit us more.\" 


-- How do you think sanctions against the North should be linked to 
a settlement of the abduction issue? 


| think it is desirable for Japan to have friendly ties with North 

Korea as its neighbor. But it is impossible to establish such 

relations with a country that forcibly took people away from Japan 
by putting gags into their mouths and has not allowed them to return 
to Japan, depriving them of their freedom. 


Taking sanctions is one means to have the North understand our 
thinking, that is, \"we can\'t let things go on like this.\" The United 
States! financial sanctions worked to bring the North back to the 
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six-party talks. If North Korea becomes aware of the necessity for 
negotiations, the North might agree to hold bilateral talks with 
Japan over the abduction issue. 


-- Some persons insist that the current North Korean regime must be 
toppled in order to resolve the abduction issue. 
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What the government must pursue is the rescue of the abduction 
victims. What to do with the regime is up to the North Koreans. 
Should the regime collapse and the situation fall into confusion, we 
will have to work out another means to rescue the victims. 


-- Mr. Taku Yamasaki visited North Korea and held talks with its 
senior officials, didn\'t he? 


He made the visit not on the behalf of the government, so there will 
be no effect of the visit on the government\'s policy. 


(4) Japan, US to revise operations plan by September for Korean 
Peninsula emergency; Airports, seaports to be expropriated for US 
military use 


AKAHATA (Page 1) (Full) 
January 30, 2007 


Japan and the United States are currently in the process of revising 
their joint operations plan in anticipation of an emergency on the 
Korean Peninsula, sources revealed yesterday. The Japanese and US 
governments are expected to work out a revised joint operations plan 
by September, according to the sources. This work is intended to 
have the now-enacted emergency laws of 2003 and 2004 reflected in 
their bilateral defense planning. The laws allow the government to 
expropriate civilian facilities, including airports and seaports, 

for the US military\'s use during emergencies. They are planning to 
mobilize the Japanese archipelago in its entirety for the United 
StatesY military intervention in the Korean Peninsula. 


The current joint operations plan is based on the Regional 
Contingency Security Law, which stipulates JapanYs cooperation with 
the US military for its intervention in the Asia-Pacific region. The 
government was not allowed to expropriate civilian facilities for 

the US military\'s use. However, the newly enacted laws allow the 
government to do so. 


The Japanese and US governments agreed thereafter in October 2005 to 
realign US forces in Japan and decided to \"reflect Japan\'s 

emergencies legislation\" in their bilateral defense planning. The 

two governments then began revising their joint operations plan. 


On November 21, 2006, the government held a meeting of senior 
Officials from its ministries and agencies concerned at the prime 
minister\'s office to discuss bilateral defense planning for the 

first time in seven years, according to the Cabinet Secretariat\'s 
answer to a question asked by Yasuo Ogata, a House of Councillors 
member with the Japanese Communist Party. 


Shortly thereafter, on December 13, the \"Bilateral Planning 
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Committee (BPC) also met in Tokyo for the first time in four years. 

The BPC is made up of the deputy commander of US Forces Japan, the 
vice chief of staff of the Self-Defense Forces, and other uniformed 
officers from the SDF and USFJ, and it actually plans joint 

operations for the SDF and USFJ. 
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The BPC meeting was presumably intended to begin the work of 
retouching the joint operations plan in response to the Japanese 
government\'s confirmation of its decision to update the plan. 


The government has revealed nothing about what to revise in the 
joint operations plan. However, one of the scenarios simulated in 

the plan is \"an emergency on the Korean Peninsula,\" according to an 
informed source. 


This scenario is codenamed \"5055\" in the Japanese and US 
governments. 


(5) FTC proposal for easing corporate merger screening standards 
will pave way for major corporate reorganization in domestic 
industries 


ASAHI (Page 3) (Almost Full) 
February 2, 2007 


The Fair Trade Commission (FTC) on January 31 revealed a draft 
amendment to the guidelines for corporate mergers. The new 
guidelines are bound to have a major impact on corporate strategy. 
Major reorganization, which has thus far been viewed as impossible, 
could occur. This newspaper explains the mechanism ina 
question-and-answer form. 


Q: What is merger screening? 


A: When a company forms a merger with or acquires another company, 
it is necessary for it to notify the FTC of the plan for approval. 

If companies form a merger in order to avoid competition and a 
company created as a result of the merger raises prices, consumers 
and its business partners would suffer losses. The FTC determines 

the propriety of planned mergers in compliance with the 

Anti-Monopoly Law in order to prevent such a thing from occurring. 


Q: How is the FTC going to revise the guidelines? 
A: To begin with, it will change the scope of markets, the arena of 


competition. The existing guidelines only focus on the domestic 
market, but the proposed plan mentions that overseas markets will be 
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taken into consideration, depending on the case. This is to cope 
with the reality that companies are engaging in global competition. 


For instance, Sharp commands an overwhelming share on the domestic 
market, but on the global market it is one of higher-ranked 

companies along with Sony and Samsung Electronics. The plan is to 
determine whether a planned M&A could impede competition or not in 
global-scale and real terms. 


Q: Please be more specific. 


A: Under the new guidelines, the standard for determining that a 
planned merger has low possibility of impeding competition has been 
eased. Currently, if the share of a merged company is 35% or lower 
and if the merger is between leading competitors in an industry 
whose degree of oligopoly (HHI) is below 1800, this merger plan can 
be considered as having low possibility of impeding competition. The 
revised plan sets a share standard at 35% or lower and the HHI at 
2500 or lower. 


New guidelines are of no benefit to consumers? Companies created as 
result of mergers may find it difficult to raise prices 
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Q: What will be the impact of the revisions? 


A: As indicated in the chart, there will be an increase in M&As that 
will require no screening. Business circles gave high scores to this 
point with Nippon Steel President Akio Mimura commenting, \"It is a 
breakthrough.\" They welcome not only the easing of the screening 
standard but also an amendment to guidelines for prior consultation 
procedures, which are said to be unclear and complicated. 


Q: Will such changes boost a move for M&As? 


A: That is right. The ruling parties and the Ministry of Economy, 

Trade and Industry (METI) have called for revisions to the 

examination standards in alliance with business circles in order to 
enhance domestic companies\' international competitiveness through 
reorganization. Just at such a time, Mittal Steel commanding the top 
share in the global steel industry, and Arcelor with the second 

largest share merged last year. Some METI officials take the view 

that a major merger between Japanese companies will become possible, 
as one senior official put it. 


The FTC\'s another aim in easing the guidelines is to ease the 
vexation felt by companies that it is difficult to fathom what 
judgment the FTC will reach. Given the track records of screening 
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carried from fiscal 2001 through fiscal 2005, the share of a company 
created as a result of M&As topped 50% in 60% of cases. The FTC\'s 
intention was that the guidelines should be eased to reflect this 
situation. 


Q: Won\'t consumers be disadvantaged? 


A: In drafting the revisions, the FTC has had difficulty 

coordinating views with business circles and METI, which prioritize 
strengthening corporate competitiveness, since it attached 

importance to consumer interests. In a questionnaire carried out by 
METI, most companies replied, \"It would be difficult to raise prices 
even after a merger.\" Even so, it is still important to verity 

whether M&As are not impeding competition even after the examination 
standard is eased. 


Outline of draft revisions to merger examination guidelines 


7 Adopt HHI as a benchmark in determining whether a planned merger 
requires examination or not. 

7 Expand the scope of applied mergers that can be determined as 
having no need to go through screening or having low possibility of 
impeding competition. 

7 Categorically mention that the market includes overseas markets as 
well 

7 Improve information disclosure regarding past examination records 

7 Speed up and bring transparency to the screening process revising 
guidelines for prior consultation procedures as well. 


(6) \"Information on hospitalization\" of Takeo Hiranuma aimed at 
shaking LDP? 


THEMIS (Page 38) (Full) 
February 2007 


It was reported that Takeo Hiranuma, former minister of economy, 
trade and industry, has been hospitalized after suffering a stroke. 
A political journalist, however, said: \"That might be a strategy to 
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shake up the executive of the Liberal Democratic Party (LDP) and LDP 
Upper House Caucus Secretary General Toranosuke Katayama.\" 


According to sources familiar with Hiranuma\'s support group, 
Hiranuma was admitted into the hospital on Dec. 6 last year after 
falling ill while dining with 11 lawmakers -- all former postal 

rebels who have now rejoined the LDP. He now speaks with a hoarse 
voice and has been undergoing rehabilitation because he cannot walk 
without holding on to a handrail. He was diagnosed with a mild 
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stroke. His doctor has said that since Hiranuma is steadily 
recovering from his illness, he will definitely be able to return to 
politics. 


The journalist analyzed that it was strange that the information 

about his stroke was not disclosed for about a month. Although it is 
true that he fell ill, the possibility is strong that the news of 

Hiranuma\'s hospitalization was timed to annoy LDP Secretary General 
Hidenao Nakagawa, who forced Hiranuma to take a litmus test for his 
approval of postal privatization. It is reported that he will not 

return to politics before late March, a delicate timing with an eye 

on unified local elections and the House of Councillors election. 
Therefore, behind his hospitalization there is a maneuvering to play 

up his political presence. 


Katayama also is concerned, saying, \"| heard the rumor of (his 
hospitalization) at the beginning of the New Year. Mr. Hiranuma 
really must have become fatigued.\" A local political source predicts 
that if Katayama doesn\'t get support from Hiranuma for his 
campaigning for the July Upper House election, he could lose his 
Diet seat. If Hiranuma fully recovers, there is no doubt that he 

will become one of the candidates in the race to succeed Prime 
Minister Shinzo Abe. 


(7) Foreign Ministry officials awed by appointment of Tsuneo Nishida 
as ambassador to Canada 


THEMIS (Page 38) (Full) 
February 2007 


Prime Minister Shinzo Abe has yet to show where his leadership lies. 
But at least officials in the Ministry of Foreign Affairs (MOFA) are 

afraid of him because of his appointment of Deputy Minister Tsuneo 
Nishida, who joined the ministry in 1970, as ambassador to Canada. 
The appointment was adopted in a cabinet meeting on Jan. 16. Nishida 
reportedly was overheard talking rudely, having got drunk in an 
off-the-record meeting at the Kasumi Club: \"Abe has become 
arrogant;\" \"(Chief Cabinet Secretary) Shiozaki will reach a dead 

end;\" and \"(Spokesperson) Seko is a fool.\" 


Deputy Minister Mitoji Yabunaka, whom Prime Minister Abe trusts, 
joined the ministry in 1969. He was named as deputy minister for 
political affairs. Foreign Policy Bureau Director General Masaharu 
Kono, who entered the ministry in 1973, was appointed to replacem 
Yabunaka as deputy minister for economic affairs. 


A source well-connected in MOFA says: 
\"Nishida was regarded as a star of the ministry and he was believed 


to become administrative vice minister. But in response to a UN 
Security Council resolution on North Korea over the North\'s launch 
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of missiles last July, he was at odds with then Chief Cabinet 
Secretary Shinzo Abe. Another reason is that Lower House member 
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Muneo Suzuki and Masaru Sato, a MOFA official on administrative 
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leave, named him as \"one of the three officials who would ruin 
MOFA. 


There is no doubt that Nishida\'s appointment as ambassador to Canada 
is a dismissal in effect. 


(8) Rumor that Vice Defense Minister Moriya may remain in post 
floated due to post-Moriya candidate\'s alleged sexual harassment 
case 


THEMIS (Page 41) (Full) 
February 2007 


The Defense Ministry was established on Jan. 9. Takemasa Moriya, who 
entered the defense agency in 1971, was moved laterally to the 
administrative vice defense minister post. Moriya intended to 

voluntarily retire this summer, making the upgrading of the Defense 
Agency to a ministry as his swan song, but the rumor is that he may 

be appointed to serve a fifth year in his current post, which is 

extremely unusual. 


Although Defense Policy Bureau Director General Kazuo Ofuru, joined 
the defense agency in 1973, was the most likely candidate to succeed 
Moriya, the expectation is that his promotion will be shelved, faced 
with strong opposition by junior and mid-level officers. The idea 
suddenly comes up is that Tetsuya Nishikawa, director general of the 
Minister\'s Secretariat, who joined the National Police Agency in 

1972, may be promoted to the vice minister\'s post, instead of Ofuru. 
He has had little experience of serving in the Defense Policy 

Bureau, but he worked hard along with Moriya to carry out spadework, 
which was highly valued. \"He is an unusual person in the Defense 
Ministry, many of whom tend to intervene by words,\" said a source 
well-connected in the Defense Ministry. 


It is ironical that an official hailing from the National Police 
Agency will control the Defense Ministry. The big reason is that 
Moriya has got rid of competent defense officials. Among the 
candidate to replace Moriya, there reportedly is an official who 
allegedly committed an act of sexual harassment. 


The next vice minister will have to handle the realignment of US 
forces in Japan, which will reach a critical point. If Nishikawa 
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handles the matter successfully, he will gain high marks. If 

negotiations between the government and Okinawa become bogged down, 
chances are that Moriya will remain in his post. 
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E.O. 12958: N/A 

TAGS: KS, PGOV, PINR, PREL 

SUBJECT: ROK PRESIDENTIAL CANDIDATE LEE MYUNG-BAK: 
CONSERVATIVE POLITICS, PROGRESSIVE HEART? 


1. (SBU) Summary: Former Seoul Mayor and opposition Grand 
National Party (GNP) Presidential Candidate Lee Myung-bak is 
topping the charts with 44.6 percent approval ratings, 
according to a January 30 Donga Ilbo Newspaper poll. 
Promising affordable homes for newly married couples, jobs 
for all and programs for the homeless, he has garnered 
support not just from the conservative GNP supporters but 
also the traditional progressive party base. The younger 
generation is attracted by his life story and \"can do\" 

attitude and admires his accomplishments as Seoul Mayor and 
his successes at Hyundai. His miraculous rise from a 
destitute upbringing to Hyundai CEO to leading presidential 
candidate inspires many, and his amazing life story is the 
source of much of his current support. End Summary 


Leader of Hope 


Column 3 


2. (SBU) Lee Myung-bak has a natural and captivating speech 
style that is more folksy and personal than that of the other 
candidates, poloff has observed. Lee plays crowds well and 

as the charismatic presidential front-runner, receives rock 

star treatment wherever he goes. Lee delivers lessons 

through anecdotes and lays out his future policy plans by 
highlighting what he did as Seoul Mayor or Hyundai CEO. Some 
have said that his speeches are sermon-like in their pace and 
theme. Currently, he is working to depict himself as a 

\"leader of hope." The business cards of Anguk Forum, a think 
tank which currently serves as Lee\'s de facto campaign 
headquarters until he launches his official campaign in 

February, represent Lee\'s campaign slogan. \"Anguk\" in Korean 
is defined as \"peaceful nation. The open door on the 

business cards symbolizes an open door to the future." 


Campaign Inertia: Danger in Size? 


3. (SBU) Lee has a well-financed campaign with over 100 
formal and informal staff, and an impressive network of 
lawmakers supporting his candidacy at the National Assembly. 
However, there are rumors of controversies and infighting 
within the organization. Pundits have compared the struggles 
within the Forum to the troubles Lee Hoe-chang\'s camp 
suffered in the 2002 presidential election when there was 
infighting over prospective Blue House positions before the 
election. Up until mid-January 2007, numbers were written on 
the business cards that tracked the order in which people had 
joined Lee Myung-bak\'s campaign. However, rumor was that the 
numbers represented in rank order who was closest to Lee. 


GNP United? 


4. (SBU) In a speech Lee delivered in Busan on January 23 
that poloff observed, Lee said that the greatest challenge 
facing the GNP was uniting behind one candidate for the 2007 
presidential election. To this end, he complimented the 

other two leading GNP presidential hopefuls and proclaimed 
that he would not participate in any negative campaigns. His 
recent comment that women who have no children have no 
authority to speak on educational reform was not directed at 
Park Geun-hye and was taken out of context, he insisted. He 
added that the comment was highlighted by the media since \"a 
fight sells papers.\" He vowed he would be more careful in 
future speeches. Most pundits agree that if either Lee or 

Park leave the GNP to form a new party, it would open the 
door for a ruling party candidate, much as in 1997 when Rhee 
In-je and Lee Hoe-chang split the GNP vote and this led to 
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Kim Dae-jung\'s election. 


5. (SBU) One of Lee Myung-bak\'s leading advisors at the 
National Assembly, GNP lawmaker Chung Doo-un, told poloff 
that Lee\'s greatest hurdle to overcome was himself - to 
physically keep up the hectic campaigning pace he has already 
begun until December and also to avoid making a mistake in a 
speech. Pundits say the \"bulldozer\" faces many challenges, 
from possible past misdeeds to, in the age of the internet 

and UCC (user created content), his off-the-cuff speaking 
style, either of which could lead to deflation of the support 

he now enjoys. 


Rags to Riches 


6. (SBU) Lee Myung-bak was born into an abjectly poor 
farming household in 1941 in Osaka, Japan and came to Pohang 
in 1945 after Korea was liberated. Lee had to earn a living 
working odd jobs since his elementary school years; adding 
sulfur covers to matches and selling them, and selling street 
snacks such as fried silkworms. His mother allowed him to 
attend high school at night as long as he was able to receive 

a scholarship by remaining the top student. Lee jokes that 

he was able to maintain the number one rank in his class not 
because of his smarts but because no one in his class had the 
time to study. His mother told him not to be embarrassed to 
sell snacks and be proud because he was earning an honest 
living. He said his dream was always to have a stable job 

and he thought that with a job, no matter the pay, comes 
happiness. Hence, at the heart of his economic platform is 
job creation for all ages and at all wage levels. 


7. (SBU) After coming to Seoul to earn money after high 

school, while working as a laborer, he studied with used 

books he bought at used bookstores near Cheonggye Stream, and 
graduated from prestigious Korea University with a BA in 

business management. While serving as the student council 
president in 1964, he was arrested for leading a protest 

against the ROK-Japan normalization of diplomatic relations, 
which many students then considered an unfair agreement. He 
was released after serving six months in jail. 


The Lucky Exchange 


8. (SBU) Due to his imprisonment, Lee could not get a job 
upon graduation. Therefore he wrote a heartfelt letter to 

then President Park Chung-hee (father of Lee\'s GNP opponent 
Park Geun-hye) saying, \"If a government hinders an 
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individual\'s way of life, then the government would be 
forever indebted to that individual. According to first 

hand accounts, the Blue House staff directly intervened due 
to Lee\'s impassioned letter and decided to pardon him. 
Thanks to this pardon, he was able to enter Hyundai 
Construction Company, on the condition that he would 
\"behave.\" 


9. (SBU) In speeches, Lee recalls that Chung Joo-young, then 
Chairman of Hyundai Group, asked him one question in his job 
interview, \"What is construction?\" to which Lee responded 
with, \"Construction is creation.\" After the interview Lee 

said that Chung used this phrase in many speeches. While the 
phrase may have been his ticket into the Hyundai Group, lore 
has it that former President Park Chung-hee approached Chung 
about hiring Lee and during the brief exchange between Park 
and Chung, there was miscommunication where Park\'s warning of 
\"look out for him\" was interpreted to mean \"take care of 

him.\" This conversation is another factor, if true, that 

could have contributed to Lee\'s quick rise at Hyundai. 


Miraculous Success 


10. (SBU) Once MB (as he is known to most) became a 
\"Hyundai-man,\" his capabilities as a manager began to show. 
He became a member of the board (managing director) in five 
years and president of Hyundai Construction Company in 12 
years at the age of 35. He became the model for the dream of 
success that many salary men aspired to in the 1980s and 
1990s. His life story was so compelling that in 1991 KBS 
produced a drama about Lee\'s life, \"Times of Ambition\" and 
MBC followed up with a drama in 2004, \"Times of Heroes.\" 
According to Lee, the 1991 drama was 95 percent accurate in 
its depiction of his life and his relation to Hyundai 

Chairman Chung Joo-young. Lee currently has three 
biographies out, two on his life ("There is No MythW and \"I 

See Hope, When Others Talk Despair\") and one about his time 
as Seoul Mayor (\"Cheonggye Stream Flows Towards the Future\"). 


On to Politics 


11. (SBU) In 1992 he shifted to politics and won a 
proportional representation seat in the National Assembly for 
the then-ruling Democratic Liberal Party. He successfully 
won re-election in 1996 from the Jongro district in Seoul, 


defeating candidate Roh Moo-hyun and Lee Jong-chan. Lee 
highlights in speeches the fact he beat President Roh in 1996 
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as a relatively unknown politician. 


Seoul Mayor: A Man with a Plan 


12. (SBU) As the Mayor of Seoul from 2002-2006, Lee 
completed the Cheonggye stream restoration project that 
uncovered uncovered a 3.5-mile stretch of the stream. Since 
the stream was reopened in October 2005 after fifty years 
under concrete, millions of visitors have walked along the 
stream. This project thrust him onto the national political 

stage and made him an instant presidential favorite. Lee has 
frequently stated that when he pitched the Cheonggye stream 
restoration project people thought it was impossible; 

however, he declared he does not make empty promises and he 
boasts of the realization of this project despite doubters. 

Hoping to further capitalize on the success of Cheonggye 
stream restoration project, he has proposed as one of his 

main campaign pledges a canal project connecting Seoul, 
Busan, Incheon, and eventually Pyongyang. Even though there 
are waterways that conceivably could connect Busan to Seoul 
except one 20-mile stretch, many see the canal project as 
technically impossible and likely to generate huge opposition 
from environmental groups. 


13. (SBU) Lee says the Cheonggye stream restoration project 
and re-organizing the bus system were the projects he 
receives the most acclaim for but are not what he is most 
proud. Instead, Lee says that helping homeless people find 
jobs and restoring the underdeveloped areas of Seoul were his 
biggest achievements as Seoul Mayor. 


Comment 


14. (SBU) Having won mass appeal through his CEO past and 
achievements as Seoul Mayor, Lee will focus on the economy in 
his campaigning until the Spring when he will start to 

address more specific foreign policy issues, Lee\'s advisors 

told poloff. If the presidential election were held today, 

Lee would likely win. However, with over 10 months left 

until the election, the race is far from over. Lee\'s camp, 

as confident as they are, commented that they will not make 

the mistake Lee Hoe-chang made and be secure with a lead in 
the polls. (Note: In Donga\'s January 30 poll, Lee had a 26.4 
percent lead over the second-place candidate Park Geun-hye 
and 43.1 percent lead over the nearest ruling party 

candidate, Chung Dong-young. End Note). However Lee does in 
December, he brings a unique and captivating life story and 
personal style and as the clear front-runner, has everyone 
talking about what kind of person he is and what kind of 
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leader he might become. 
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E.O. 12958: DECL: 02/02/2032 

TAGS: PHUM, PGOV, PREL, CH, CA 

SUBJECT: HUMAN RIGHTS: POST RAISES CASE OF CANADIAN CITIZEN 
HUSEYINCAN CELIL 


REF: STATE 12498 


Classified By: Political Section Internal Unit Chief Susan A. Thornton. 
Reasons 1.4 (b/d). 


1. (C) Poloff delivered reftel message concerning 
detained Canadian citizen Huseyincan Celil to Ministry 
of Foreign Affairs International Organizations 
Department Human Rights officer Xu Jing February 1, 
underlining that Chinese authorities should inform 
Celil\'s family of his whereabouts and allow his 
relatives and Canadian consular officials access to 
him on humanitarian grounds. Poloff urged that Celil 
be accorded due process and be granted access to a 
lawyer as soon as possible to ensure that his human 
rights are respected. 


2. (C) Xu had no information about the case but 
promised to look into it and to share our requests 
with senior MFA officials. 

RANDT 
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RR RUEHCHI RUEHDT RUEHHM 

DE RUEHJA #0293/01 0330837 

ZNY CCCCC ZZH 
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FM AMEMBASSY JAKARTA 

TO RUEHC/SECSTATE WASHDC 3125 
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INFO RUEHZS/ASSOCIATION OF SOUTHEAST ASIAN NATIONS 
RUEHGG/UN SECURITY COUNCIL COLLECTIVE 
RUEHBY/AMEMBASSY CANBERRA 0384 
RUEHPB/AMEMBASSY PORT MORESBY 3294 
RUEHWL/AMEMBASSY WELLINGTON 1325 
RUEHGV/USMISSION GENEVA 7505 

RUEKJCS/SECDEF WASHDC 

RHHJJPI/USPACOM HONOLULU HI 

RHEHNSC/NSC WASHDC 

RUEAIIA/CIA WASHDC"","C ONFIDENTIAL SECTION 01 OF 02 JAKARTA 000293 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 02/01/2017 
TAGS: PREL, PHUM, PGOV, KDEM, KISL, UNSC, BM, ID 
SUBJECT: PARLIAMENT FLEXES ITS MUSCLES ON BURMA 


REF: A. JAKARTA 98 (UNSC RESOLUTION ON BURMA) 
B. JAKARTA 32 (DEMARCHE ON BURMA) 
C. 06 JAKARTA 1176 (DPR: FEW ACCOMPLISHMENTS) 


JAKARTA 00000293 001.2 OF 002 


Classified By: Political Officer Eric W. Kneedler, reason: 1.4 (b) and 
(d). 


SUMMARY 


1. (C) In a relatively rare moment of constructive 

assertiveness, the Indonesian House of Representatives (DPR) 
chastised the government of Indonesia for abstaining on the 
UNSC Burma resolution vote (Ref C). On January 25th, the 
DPR\'s Commission | - the Commission for foreign policy and 
defense issues - summoned Foreign Minister Hassan Wirajuda to 
appear before the Commission and explain the GOI\'s abstention 
(Ref A). Commission | legislators from across party lines 
admonished Wirajuda for missing a golden opportunity to help 
resolve the Burma issue and several legislators lamented the 

fact that the abstention served as a tacit endorsement of the 
junta\'s gross human rights violations. Legislators took 

Wirajuda to task and questioned his assertion that supporting 

a policy of \"dual function\" for the military would gradually 

lead to a democratic transition. In the lead-up to the 

hearing, we provided Commission | Chairman Theo Sambuaga with 
Burma talking points and fact sheets and he vowed to 

distribute them throughout the Commission. We will continue 

to work with Commission | where possible to pressure the GOI 
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to re-evaluate its policy. End Summary. 


COMMISSION | CHAIRMAN INCENSED WITH ABSTENTION 


2. (C) We called on Commission | Chairman and Golkar Vice 
Chairman Theo Sambuaga in advance of FM Wirajuda\'s appearance 
before Commission | and Sambuaga expressed his profound 
outrage at the GOI\'s decision to abstain on the UNSC Burma 
vote. Sambuaga told us that support for the resolution 

should have been a \"no-brainer\" and he lamented the missed 
opportunity. He said Commission | members from across the 
party spectrum were similarly appalled and the Commission had 
unanimously agreed to summon Wirajuda before the Commission 
so that they could put the members! collective concern on the 
record and question the rationale behind the GOl\'s vote. We 
offered to provide Sambuaga with Burma briefing materials, as 
well as the talking points we used in the GOI demarche 

outlined in Ref A. Sambuaga welcomed the input and said he 
would share the materials with other members of Commission I. 


DPR PUTS FM'S FEET TO THE FIRE 


3. (C) During Foreign Minister Hassan Wirajuda\'s January 25 
appearance before Commission I, the DPR legislators sitting 
on the foreign affairs and defense Commission took turns 
criticizing the GONs UNSC Burma vote abstention. The 
criticism came from all corners and represented a rare 
instance of inter-party unity in opposition to official 
government policy. 


4. (C) DPR legislator AS Hikam, from Gus Dur\'s National 
Awakening Party (PKB), got the ball rolling in questioning 

the GOI\’s commitment to promoting democracy and human rights. 
Hikam noted Indonesia\'s own transition from a military 
authoritarian regime and argued that this recent experience 
should inform Indonesia\'s foreign policy and create a resolve 
to assist democratic transformation in the region. Hikam 
characterized Wirajuda\'s willingness to see a constructive 
\"dual function\" role in Burma\'s military as extremely 
hypocritical given Indonesia\'s own negative experience with 
\"dwifungsi,\" the dual civilian-military role the TNI enjoyed 
during the Suharto era. 


5. (C) Legislator Jeffrey Massie, from the Prosperous Peace 
Party (PDS), quickly followed suit, asserting that the 
government\'s policy did not properly reflect the DPR\'s 
perspective on the issue and therefore the opinion of the 
Indonesian people. He suggested the GOI\'s abstention stemmed 
from concern that a positive vote would have invited 
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unwelcome scrutiny to Indonesia\'s own human rights record, 
which he said still lacked accountability for past actions. 
Jeffrey closed by expressing regret that the GOI had not 
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seized the opportunity for a \"breakthrough\" in dealing with 
the Burmese problem. 


6. (C) Djoko Susilo, from Amien Rais\' National Mandate Party 
(PAN), agreed with Massie\'s criticism and questioned 
rhetorically whether Indonesia supported human rights as a 
matter of foreign policy. Djoko noted Indonesia\'s previous 
record as an advocate for human rights in the southern 
Philippines, Cambodia, and Vietnam and argued that there was 
an apparent double standard with respect to its Burma policy. 
Djoko derided GOI plans for a joint commission between 
Indonesia and Burma, saying that it would not help solve the 
problem. 


FM RESPONDS 


7. (C) Foreign Minister Wirajuda defended the government\'s 
abstention by arguing that either a yes or no vote would have 

had a deleterious impact. A yes vote would only have 
antagonized Burma and driven them closer to China, while a no 
vote would have appeased the Burmese government and sent the 
message that inaction was acceptable. After reviewing the 
matter with President Yudhoyono and the entire foreign 

affairs team, Wirajuda had determined that Indonesia should 
work with ASEAN partners to develop a common approach, while 
continuing bilateral efforts to promote democratic reform. 

One initiative flowing from the bilateral approach, he said, 

was that Indonesia would promote reform by sharing its own 
experiences with dwifungsi, an experience that had eventually 
given rise to democracy and might help transform Burma. 


COMMENT 


8. (C) While Commission IWs grilling of FM Wirajuda is 
unlikely to have any immediate impact on the GOl\'s approach 
to Burma, we are encouraged by the DPR\'s initiative on the 
issue, which this time supported U.S. policy goals. The 
incident could also represent the start of a more muscular 
legislative approach to foreign policy issues, an area that 
traditionally has almost exclusively been the domain of the 
presidency, or at the very least represent a greater focus on 
the role of human rights issues in foreign policy. Whether 
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the legislature will build on this experience and claim such 
a role remains to be seen. 

PASCOE 


95016 

OO RUEHWEB 

DE RUEHKO #0497/01 0330837 

ZNR UUUUU ZZH 

O 020837Z FEB 07 

FM AMEMBASSY TOKYO 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 0329 
INFO RUEHBJ/AMEMBASSY BEIJING 5702 
RUEHMO/AMEMBASSY MOSCOW 1495 
RUEHUL/AMEMBASSY SEOUL 1785 


SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: OTRA, PREL, CH, KS, JA 

SUBJECT: COUNTRY CLEARANCE FOR EAP A/S HILL AND SPECIAL 
ASSISTANT GIBBONS 


REF: SECSTATE 13177 


1. (U) Embassy welcomes and grants country clearance for 
the February 05-07, 2007 visit to Japan by EAP A/S 
Christopher Hill and Special Assistant Thomas Gibbons. A 
notional schedule will follow separately. 


2. (U) Control Officer for the visit will be Keith Jordan. 
He can be reached at: 


Office phone: (81-3)3224-5343 

Home phone: (81-3)3224-6949 

Mobile phone: (81-90) 7289-8815 

Fax: (81-3)3224-5322 

E-mail: jordankc@state.gov (unclassified) 


3. (U) Tokyo hotel reservations have been made for the 
nights of 05-06 February at: 


Hotel Okura 
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2-10-4 Toranomon 
Minato-ku, Tokyo 105-8416 
Tel: (81-3) 3582-0111 

Fax: (81-3) 3582-3707 
Email: www.okura.com 


Confirmation numbers: 
838170 A/S Christopher Hill 
838171 Mr. Thomas Gibbons 


4. (U) Control officer will meet and assist at the airport. 
Currency exchange facilities are available at either Haneda 
Airport or at the Okura Hotel. Travel time from Haneda 
Airport to downtown Tokyo is 60-90 minutes, depending on 
traffic. 


5. (U) For departure the control office will meet and assist 
at the hotel to the airport. The travel time from downtown 
Tokyo to the Tokyo Narita Airport is 90-120 minutes, 
depending on traffic. 


Visa 


6. (U) Holders of U.S. diplomatic or official passports 
must have a Japanese visa to enter Japan. Travelers ona 
U.S. tourist (blue cover) passport may enter Japan as a 
tourist without a Japanese visa for up to 90 days. 


7.(U) The Embassy\'s laptop policy is as follows: 

Absolutely no personal, non-government owned laptop computers 
may enter the Embassy. Absolutely no laptop, even government 
owned, may be connected to the Embassy network in any way. 
TDY employees are reminded that no government owned laptops 
may enter the Embassy without prior RSO approval. Absolutely 
no laptop, even government owned, inside CAA areas unless 
special pre-approval, based on business need, has been given. 

If you would like to bring a US government owned and 

provided laptop computer into the Embassy, please contact the 
RSO\'s office prior to your visit for the briefing and 

approval. 
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8. (U) U.S. Government facilities worldwide remain at a 
heightened state of alert. As the U.S. Government has 
reported in public announcements over the last several 
months, U.S. citizens and interests abroad may be at 
increased risk of terrorist actions from extremist groups, 

which may target civilians and include suicide operations. 

Most recently, we advised that we had unconfirmed information 
that terrorist actions may be taken against U.S. Military 
facilities and/or establishments frequented by U.S. military 


personnel in Korea and Japan. Americans should increase 
their security awareness and avoid locations where Americans 
are generally known to congregate. The Department will 
continue to develop information about potential threats to 
Americans overseas and to share credible threat information 
through its consular information program documents available 
on the internet at the Bureau of Consular Affairs home page: 
http://www.travel.state.gov. 


09. (U) In addition, we continue to be concerned about 
information we received in May 2001 that American citizens 
may be the target of a terrorist threat from extremist groups 
with links to Usama Bin LadenWs Al-Qaida organization. In 

the past, such individuals have not distinguished between 
official and civilian targets. The Embassy takes all threats 
seriously. The U.S. Embassy Tokyo can be contacted 24 hours 
a day at 03-3224-5000 (locally) or 81-3-3224-5000 
(internationally). 


10. (SBU) The general threat from crime in Tokyo and 
throughout Japan is low. Crime is at levels well below the 

U.S. national average. Violent crime is rare, but does 

exist. The Japanese National Police report continued 
problems with pick-pocketing of foreigners in crowded 
shopping areas of Tokyo. Although street crime is low, 
common sense security measures are advised for all American 
citizens traveling in Japan. 


11. (SBU) Visitors are urged to maintain a high level of 
vigilance and to increase their security awareness. 
Americans should maintain a low profile, vary routes and 
times for all required travel, and treat mail and packages 
from unfamiliar sources with suspicion. Visitors are also 
urged to avoid contact with any suspicious, unfamiliar 
objects, and to report the presence of such objects to local 
authorities. Vehicles should not be left unattended and 
should be kept locked at all times. 
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PP RUEHWEB 

DE RUEHKO #0498/01 0330837 

ZNR UUUUU ZZH 

P 020837Z FEB 07 

FM AMEMBASSY TOKYO 

TO RUEHC/SECSTATE WASHDC PRIORITY 0331 

INFO RUEHBJ/AMEMBASSY BEIJING 5704 
RUEHUL/AMEMBASSY SEOUL 1787","UNCLAS TOKYO 000498 


SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: OTRA, PREL, JA 
SUBJECT: COUNTRY CLEARANCE FOR JAMES ZUMWALT 


REF: STATE 11078 


1. (U) Embassy welcomes and grants country clearance for 
the February 11-19, 2007 visit to Japan by EAP/J Director 
James Zumwalt. A notional schedule will follow separately. 


2. (U) Control Officer for the visit will be Geneve 
Menscher. She can be reached at: 


Office phone: (81-3)3224-5344 

Home phone: (81-3)3224-6423 

Mobile phone: 81-90-7907-9591 

Fax: (81-3)3224-5322 

E-mail: menscherge@state.gov (unclassified) 


3. (U) Tokyo hotel reservations have been made for the 
nights of 11-18 February at: 


Hotel Okura 

2-10-4 Toranomon 
Minato-ku, Tokyo 105-8416 
Tel: (81-3) 3582-0111 

Fax: (81-3) 3582-3707 
Email: www.okura.com 


Confirmation Number: 838833 
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4. (U) Visitors should take the airport \"limousine\" bus 
directly to the hotel or the Narita Express (NEX) train to 
Tokyo Station and then a taxi to the hotel. The limousine 
bus counter is located in the Tokyo Narita Airport Arrival 
lobby. Look for the orange signs as you walk through the 
doors from the customs area to the main lobby. The bus fare 
is 3,000 Yen. The NEX train is located in the basement of 
the airport terminal. The train fare is 2,900 Yen. 
Twenty-four hour currency exchange facilities are available 
in the customs area and the arrival lobby of the airport. 
Travel time from Tokyo Narita Airport to downtown Tokyo is 
90-120 minutes, depending on traffic. 


Visa 


5. (U) Holders of U.S. diplomatic or official passports 
must have a Japanese visa to enter Japan. Travelers on a 
U.S. tourist (blue cover) passport may enter Japan as a 
tourist without a Japanese visa for up to 90 days. 


6. (U) The Embassy\'s laptop policy is as follows: 

Absolutely no personal, non-government owned laptop computers 
may enter the Embassy. Absolutely no laptop, even government 
owned, may be connected to the Embassy network in any way. 
TDY employees are reminded that no government owned laptops 
may enter the Embassy without prior RSO approval. Absolutely 
no laptop, even government owned, inside CAA areas unless 
special pre-approval, based on business need, has been given. 

If you would like to bring a US government owned and 

provided laptop computer into the Embassy, please contact the 
RSO\'s office prior to your visit for the briefing and 

approval. 


7. (U) U.S. Government facilities worldwide remain at a 
heightened state of alert. As the U.S. Government has 
reported in public announcements over the last several 
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months, U.S. citizens and interests abroad may be at 
increased risk of terrorist actions from extremist groups, 

which may target civilians and include suicide operations. 
Most recently, we advised that we had unconfirmed information 
that terrorist actions may be taken against U.S. Military 
facilities and/or establishments frequented by U.S. military 
personnel in Korea and Japan. Americans should increase 
their security awareness and avoid locations where Americans 
are generally known to congregate. The Department will 
continue to develop information about potential threats to 
Americans overseas and to share credible threat information 
through its consular information program documents available 
on the internet at the Bureau of Consular Affairs home page: 
http://www.travel.state.gov. 


8. (U) In addition, we continue to be concerned about 
information we received in May 2001 that American citizens 
may be the target of a terrorist threat from extremist groups 
with links to Usama Bin Laden\'s Al-Qaida organization. In 

the past, such individuals have not distinguished between 
official and civilian targets. The Embassy takes all threats 
seriously. The U.S. Embassy Tokyo can be contacted 24 hours 
a day at 03-3224-5000 (locally) or 81-3-3224-5000 
(internationally). 


9. (SBU) The general threat from crime in Tokyo and 
throughout Japan is low. Crime is at levels well below the 

U.S. national average. Violent crime is rare, but does 

exist. The Japanese National Police report continued 
problems with pick-pocketing of foreigners in crowded 
shopping areas of Tokyo. Although street crime is low, 
common sense security measures are advised for all American 
citizens traveling in Japan. 


10. (SBU) Visitors are urged to maintain a high level of 
vigilance and to increase their security awareness. 
Americans should maintain a low profile, vary routes and 
times for all required travel, and treat mail and packages 
from unfamiliar sources with suspicion. Visitors are also 
urged to avoid contact with any suspicious, unfamiliar 
objects, and to report the presence of such objects to local 
authorities. Vehicles should not be left unattended and 
should be kept locked at all times. 

DONOVAN 
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TO RUCPDOC/USDOC WASHDC IMMEDIATE 

RUEHBS/USEU BRUSSELS 

RUEHLA/AMCONSUL BARCELONA 2410" "UNCLAS MADRID 000176 


SIPDIS 
SIPDIS 


USEU BRUSSELS FOR AMBASSADOR C. BOYDEN GRAY; 
CS/OIO/EUR/PBUCHER/JBREIDENSTINE/3133 


E.O. 12958: DECL: N/A 

TAGS: MGT ALL, EUN, SP 

SUBJECT: COUNTRY CLEARANCE FOR USEU BRUSSELS AMBASSADOR C. BOYDEN 
GRAY TO TRAVEL TO MADRID, SPAIN. 


REF: BRUSSELS 00021 


1. COUNTRY CLEARANCE IS GRANTED FOR USEU BRUSSELS 
AMBASSADOR C. BOYDEN GRAY TO VISIT MADRID, SPAIN Q DURING THE 
PERIOD 13 Q 14 MARCH 2007 Q 2 NIGHTS. 


2. THE PURPOSE OF THE VISIT IS TO DELIVER REMARKS AT 
THE AMERICAN CHAMBER OF COMMERCE IN SPAIN TRANSATLANTIC ECONOMY 
CONFERENCE. 


3. CONTROL OFFICER WILL BE SENIOR COMMERCIAL OFFICER 

JIM WILSON. SCO WILSONQS CONTACT DETAILS FOLLOW: 

EMAIL Q JIM.WILSON@MAIL.DOC.GOV OFFICE PHONE Q 34 91 308 1529, 
AND CELL PHONE 34 699 439 977. 


4. THREAT ASSESSMENT: 


IN GENERAL, SPAIN IS SAFE. HOWEVER, MADRID, BARCELONA AND OTHER 
LARGE CITIES IN SPAIN Q INCLUDING RESORT/CONVENTION AREAS SUCH AS 
BENIDORM Q ATTRACT A LARGE NUMBER OF CRIMINALS AND PICKPOCKETS 
AND FREQUENT INCIDENTS OF CRIME OF OPPORTUNITY AGAINST THE 
UNWARY DO OCCUR. CARRY ONLY ESSENTIAL ITEMS INCLUDING A 
PHOTOCOPY OF YOUR PASSPORTQS PHOTO PAGE. VISITORS CAN PROTECT 
THEMSELVES AGAINST CRIME BY BEING STREET-SMART, ALERT AND AWARE 
OF THEIR SURROUNDINGS. IN THE EVENT YOU ARE VICTIMIZED BY 

CRIME, OR EXPERIENCE ANY SECURITY-RELATED INCIDENT, PLEASE 
CONTACT THE EMBASSYQS REGIONAL SECURITY OFFICE AT 91-587-2550 OR 
AFTER HOURS AT 91-587-2355. OFFICIAL VISITORS TO THE EMBASSY IN 
MADRID OR THE CONSULATE GENERAL IN BARCELONA ARE ENCOURAGED TO 
RECEIVE A SECURITY BRIEFING FROM THE RSO OFFICE AT THEIR 

EARLIEST CONVENIENCE. ADDITIONAL INFORMATION REGARDING SAFETY 
AND SECURITY IN SPAIN IS AVAILABLE ON THE U.S. DEPARTMENT OF 
STATEQS WEBSITE (HTTP://WWW.STATE.GOV) AND THE U.S. EMBASSYQS 
WEBSITE (WWW.EMBUSA.ES). 
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TRAVELERS ARE ENCOURAGED TO REVIEW THE MOST RECENT WORLDWIDE 
CAUTION ISSUED BY THE DEPARTMENT OF STATE. AS THE DEPARTMENT OF 
STATE CONTINUES TO DEVELOP INFORMATION ON ANY POTENTIAL SECURITY 
THREATS TO AMERICANS OVERSEAS, IT SHARES CREDIBLE THREAT 
INFORMATION THROUGH ITS CONSULAR INFORMATION PROGRAM DOCUMENTS, 
AVAILABLE ON THE INTERNET AT HTTP://TRAVEL/STATE.GOV. IN 

ADDITION TO INFORMATION ON THE INTERNET, U.S. TRAVELERS CAN HEAR 
RECORDED INFORMATION BY CALLING THE DEPARTMENT OF STATE IN 
WASHINGTON, D.C. AT 202-647-5225 FROM THEIR TOUCH-TONE 

TELEPHONE, OR RECEIVE INFORMATION BY AUTOMATED TELEFAX BY 
DIALING 202-647-3000 FROM THEIR FAX MACHINE. 

(USCS/JWILSON/JORTEGA). 


AGUIRRE 
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INFO RUCNISL/ISLAMIC COLLECTIVE 

RUEHWR/AMEMBASSY WARSAW 0103 

RUEHCD/AMCONSUL CIUDAD JUAREZ 0101 

RUEHOS/AMCONSUL LAGOS 6058 

RUEAIIA/CIA WASHINGTON DC 

RUEKJCS/DIA WASHINGTON DC""CONFIDENTIA L SECTION 01 OF 02 ABUJA 000215 


SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: DECL: 02/01/2017 
TAGS: PGOV, KISL, KDEM, SOCI, SCUL, OEXC, NI, ELECTIONS 
SUBJECT: INSIDER\'S VIEW OF ABUJA MUSLIM COMMUNITY 


ABUJA 00000215 001.2 OF 002 


Classified By: Ambassador John Campbell for reasons 1.4 (b & d). 


1. (C) SUMMARY: On January 31, PolOff met with Abuja-based 
Imam and 2005 International Visitor Program grantee Fouad 
Adeyemi, founder and director of al-Habibiyyah Islamic 

Society. Imam Fouad disclosed that he is presently teaching 

a course on the fundamentals of Islamic worship and belief to 
members of the Nigerian Muslim elite in Abuja. He discussed 
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the moderating influence of the bi-monthly meetings of 
Abuja-based Imams and other Islamic leaders. Imam Fouad also 
intimated that his perceived close association with Embassy 
Abuja since 2005 has garnered him mistrust from other Muslim 
leaders. END SUMMARY, 


2. (C) Imam Fouad revealed that he is currently teaching a 
course entitled the \"Culture of Islam,\" which aims to 
\"Islamize social practice and behavior" and is primarily 
targeted at educating the Nigerian Muslim elite. He claims 
that prominent students are participating in the four-month 
training, including the Director General of the State 

Security Service (SSS), Ministers, Permanent Secretaries, and 
business leaders. The overarching purpose of the course is 
to introduce the fundamentals of Islamic religious praxis to 
an audience with little to no familiarity of Islam. Sessions 
take place daily in the early and late evenings. The Imam is 
planning also to offer similar courses in Lagos and Port 
Harcourt. 


3. (C) Similar to other northern Nigerian cities, Abuja is 

replete with mosques, differing in ideology and purpose. 

While most Nigerian Muslims adhere to the Maliki school of 
law, others have recently adopted the Saudi version of Islam, 
disseminated through Imams educated in Saudi Arabia and 
Egypt. Moreover, mosques are differentiated by function: (1) 
Jumuah mosque, used primarily for Friday prayer services; and 
(2) Masjid al-ratib, used for daily prayers and teaching 

circles. Most teachers or mallams have studied abroad, 
funded by foreign governments, and return to Nigeria after 

3-4 years of study in the leading Islamic universities of the 
Muslim world, including Cairo\'s al-Azhar, Fez\'s Qarawiyyin, 
and Makkah\'s Umm ul-Qurra. Imam Fouad noted that those who 
study in Saudi Arabia, upon their return to Nigeria, 

routinely espouse virulent anti-American sentiment, 
\"politicizing their religious studies.\" In order to moderate 

such extremism, Abuja\'s leading Imams and mallams convene 
bi-monthly to reach consensus on issues pertinent to the 
Muslim community. While formal declarations are rarely 
pronounced, the council addresses political developments, 
inter-communal relations, and a range of other religious 

topics. 


4. (C) Imam Fouad intimated that, at recent meetings, 

council members have expressed suspicion over his 
organization\'s activities, perceiving him and al-Habibiyyah 
Islamic Society as close allies of Embassy Abuja. (Note: 
Embassy Abuja first encountered Imam Fouad in 2005, at which 
time the Public Affairs Section nominated him for the 
International Visitor Program, after learning of his 

anti-American views. Subsequently, Embassy Abuja has 
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collaborated with him on several projects including the 2005 
and 2006 Ramadan Outreach events in Abuja. End Note.) 
Although he contends that his association with the USG has 
damaged his image and influence in the Muslim community, he 
remains steadfast in asserting publicly his high regard for 
American ideals and respect for religious diversity. 


5. (C) When asked about the Muslim community\'s views on 2007 
elections, Imam Fouad admitted that while most of his Muslims 
congregants are skeptical that elections will hold by the 

stated timetable, they will not resort to violence should 

their Wpreferred candidate!" General Buhari not win at the 

polls. He added that although pre- and post-elections 

violence is imminent, particularly in Kaduna and Kano, 

tensions will be calmed through the intervention of local 

traditional rulers (i.e. Emir of Zazzau, Kano) and local 

Islamic leaders. 


6. (C) When asked about the state of inter-tribal relations 
among the various Muslims in Abuja, Imam Fouad remarked that 
al-Habibiyyah Islamic Society, in concert with other Muslim 
organizations in Abuja, has attempted over the past few years 

to minimize inter-tribal differences (Hausa, Yoruba, Igbo, 

etc.) by advocating mixed congregations for Abuja\'s mosques. 


7. (C) COMMENT: Imam Fouad, originally from Osun State and 
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educated by his Nigerian-trained father, believes that he 
influences broad sectors of the Muslim community through his 
frequent travels and media appearances throughout Nigeria. 
Though at one time he endorsed anti-American views, Imam 
Fouad has moderated his tone and critical stance especially 
following his 2005 visit to the United States. While we do 

not know the extent of the Imamı\'s influence and notoriety, it 
is obvious that his positive impression of America and 
consistent willingness to speak publicly about his admiration 
for American ideals has affected his congregants\' perspective 
vis-a-vis the United States, all the while sowing distrust in 

the minds of other already critical Muslim leaders. END 
COMMENT. 

CAMPBELL 
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TO RUEHC/SECSTATE WASHDC PRIORITY 2686 

INFO RUEHBK/AMEMBASSY BANGKOK PRIORITY 6513 
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RUEHRL/AMEMBASSY BERLIN PRIORITY 1460 
RUEHIL/AMEMBASSY ISLAMABAD PRIORITY 0574 
RUEHKL/AMEMBASSY KUALA LUMPUR PRIORITY 2500 
RUEHLO/AMEMBASSY LONDON PRIORITY 0910 
RUEHML/AMEMBASSY MANILA PRIORITY 8701 
RUEHNE/AMEMBASSY NEW DELHI PRIORITY 0570 
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SIPDIS 


E.O. 12958: N/A 

TAGS: PARM, AORC, EIND, OPCW, CWC, CBW, IR, KS 

SUBJECT: CWC: ROK SUPPORT REQUESTED TO BLOCK IRAN BECOMING 
EXECUTIVE COUNCIL CHAIR 


REF: SECSTATE 11293 


1. (SBU) On January 31, Poloff delivered reftel instructions 

to Kim Jae-woo, Disarmament and Nonproliferation Division of 
the Ministry of Foreign Affairs and Trade (MOFAT). Kim 
stated that the ROK Ambassador at the Hague did not discuss 
the possibility of South Korea running for the Executive 
Council Chair of the Organization for the Prohibition of 
Chemical Weapons (OPCW). Kim explained that while Seoul 
would make the ultimate decision, any such bid would usually 
be initiated by the ROK Ambassador at the Hague. To date, 
the ROK Ambassador has not expressed any interest in the 
candidacy. 


2. (SBU) Kim also shared that his office was unaware of 
Iran\'s desire to serve as the Executive Council Chair. Kim 
described the OPCW as a \"well-oiled machine which does not 
require much attention.\" Kim stated that he appreciated the 
information shared and said he would distribute it to 

relevant ROKG offices, including his colleagues at the Hague. 
VERSHBOW 
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STATE PASS USTR 

STATE FOR EAP/TC 

COMMERCE FOR 3132/USFCS/OIO/EAP/WZARIT 
TREASURY FOR OASIA/LMOGHTADER 

USTR FOR STRATFORD, ALTBACH 


E.O. 12958: DECL: 02/02/2017 
TAGS: EAIR, ECON, PREL, CH, TW 
SUBJECT: CROSS-STRAIT CHARTERS COULD START IN MAY 


REF: A. TAIPEI 246 


B. TAIPEI! 133 
C. 06 TAIPEI 4173 


Classified By: AIT Acting Director Robert S. Wang, Reason 1.4 d 


1. (C) The airline executive who nominally represents 
Taiwan in cross-Strait discussions on cargo and weekend 
passenger charter flights told AIT that nearly all 
outstanding technical issues had been resolved. However, 
he is not sure how the timing of an announcement will be 
affected by ongoing discussions on tourism. He 
speculated that the earliest possible date for 
implementation of new charter flights would be May 1. 
The two sides have tentatively agreed to 24 roundtrip 
passenger flights per week. This volume is not enough to 
have a major impact on cross-Strait travel. End summary. 


Link to Tourism Could be Problematic 


2. (C) Taipei Airlines Association Chairman Tony C.C. Fan 
told AIT on February 1 that Taiwan and China had resolved 
nearly all technical issues related to frequent cargo and 
weekend passenger charter flights in the last meeting in 


Column 3 

Macau. However, he was not sure how the timing of an 
announcement on charter flights would be affected by 
ongoing discussions on tourism. Fan concurred with media 
reports that an agreement on tourim was also nearing 
completion. He reported that Civil Aviation 

Administration of China Director of Taiwan Affairs Pu 
Zhaozhou, who leads the charter flight negotiations for 
China, told Fan that agreements on tourism and charter 
flights would have to be announced together. Yang Yi, 
the spokesman for the PRC\'s Taiwan Affairs Office, told 
the press Wednesday that the two were closely linked and 
the PRC wished to implement them at the same time. 


3. (C) Taiwan wants to implement tourism first and 

charter flights later. Fan noted that the Taiwan 

Solidarity Union\'s (TSU) persistent opposition to 
passenger charter flights could cause the Chen 
administration to insist that the tourism deal come first. 
Mainland Affairs Council (MAC) Chairman Joseph Wu and 
other senior MAC officials this week have publicly 
emphasized that tourism and charter flights are being 
negotiated separately. However, a February 1 media 
report cited an unnamed senior MAC official as saying in 
the end agreements on passenger charters, cargo charters 
and tourism could evolve into a \"three-in-one\" 
announcement. Fan speculated that the anonymous MAC 
comment may have been planted in order to test reactions 
from the TSU and the public overall. 


May 1 Take Off? 


4. (C) On the possible timing, Fan said announcements on 
charter flights or tourism were both unlikely before the 
Lunar New Year holiday, which begins on February 17. By 
the time officials come back to work on both sides of the 
Strait, he suggested that the earliest realistic timing 

for an announcement would be mid-March. If the two 
agreements are implemented simultaneously, Fan believes 
that May 1 would be the earliest possible implementation 
date. He pointed out that travel agents would need one 

to two months to make necessary arrangements, but charter 
flights would take less time. 


24 Weekly Roundtrip Passenger Flights 


5. (C) Fan described the consensus reached on technical 
arrangements for charter flights. There would be 24 
weekly roundtrip flights for weekend passenger charters. 
Taiwan and China would each fly 12. The flights would 
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operate from noon on Friday through the end of the day on 
Sunday. On media reports that the two sides had agreed 
that foreigners would be permitted to purchase tickets 

for charter flights, Fan said that the PRC had previously 
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objected to any agreement that specified foreigners as 
eligible passengers because this might give the 
appearance of international flights. Fan said Taiwan 
negotiators proposed wording that simply opened the 
flights to anyone with valid travel documents. PRC 
negotiators had not objected to the proposal, according 
to Fan, but neither had they explicitly agreed. 


6. (C) For frequent cargo charters, Fan told us that the 
two sides had agreed to a total of 60 roundtrip flights 

per month. Each day there would be one Taipei-Shanghai 
and one Taipei-Guangzhou flight. One day, a Chinese 
airline would fly the Guangzhou route and a Taiwan 

airline would fly the Shanghai route. The two sides 

would switch routes each day. Fan commented that the 
problem with cargo charters was although flights from 
Taiwan to China would be full, airlines would have 

trouble filling capacity in the other direction. 


Comment - Moving Forward...Slowly 


7. (C) Public signals from officials on both sides of the 
Strait and Fan\'s private comments both suggest that 
progress is being made on the charter flights and tourism 
initiatives. News that foreigners might be permitted to 

use the new charter flights is especially welcome to the 
foreign business community. However, the timeline for 
these discussions has been pushed back so many times it 
is difficult to put too much confidence in speculation 

about implementation on May 1. 


8. (C) In addition, the number of passenger charter 

flights under discussion is too low to have a major 

impact on cross-Strait travel overall. An additional 24 
round trip flights per week added to the current schedule 
of holiday charter flights still only yields a total of 

less than 4,000 one-way flights per year. By comparison, 
more than 53,000 Hong Kong and Macau flights landed in or 
took off from Taiwan\'s airports in 2005. Most passengers 
on those flights connected to or from PRC destinations. 
Some cross-Strait travelers passed through other airports 
in the region like Cheju, South Korea, as well. To have 
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a real impact on Taiwan\'s economy, charter flight 
frequency will have to be expanded dramatically. End 
comment. 

WANG 
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DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - LLOYD NEIGHBORS 
DEPARTMENT PASS AIT/WASHINGTON 


E.O. 12958: N/A 
TAGS: OPRC, KMDR, KPAO, TW 
SUBJECT: MEDIA REACTION: TAIWAN\'S POLITICAL ISSUES, IRAN 


1. Summary: Taiwan\'s major Chinese-language dailies all gave 
front-page coverage February 2 to Rebar Group founder Wang You-theng 
and his wife, who reportedly boarded a Singapore Airlines flight 

from Los Angeles and stopped over in Singapore today en route to 
Myanmar (Burma). Coverage also focused on former President Lee 
Teng-hui\'s recent remarks on Taiwan independence, on the reshuffle 
of high-ranking Taiwan military officials, and on other political 

issues. In terms of editorials and commentaries, an editorial in 

the pro-unification \"United Daily News\" criticized President Chen 
Shui-bian and the DPP for inciting illusory \"psychological Taiwan 
independence\" in an attempt to tear apart Taiwan\'s society and fish 
in troubled waters, because they know in their hearts that there is 

no prospect for \"de jure Taiwan independence.\" An editorial in the 
limited-circulation, pro-independence, English-language \"Taipei 
Times,\" however, criticized the international media outlets for 
showing no interest in reporting on Taiwan\'s political situation. 

The \"International Outlook\" column in the pro-status quo \"China 
Times,\" on the other hand, criticized the United States\' \"messy\" 
Iran policy, saying Washington should not have helped to remove 
Iran's enemies. End summary. 


2. Taiwan\'s Political Issues 


A) WDe Jure Taiwan Independence\' Runs into a Blind Alley, but 


Column 3 
\'Psychological Taiwan IndependenceY Keeps Burning Hot!\" 


The pro-unification United Daily News!" [circulation: 400,000] 
editorialized (2/2): 


\"... But even though both Chen Shui-bian and the DPP know clearly 
that there is no prospect for Vde jure Taiwan independence,\' they 
have been adding fuel to Vpsychological Taiwan independence.Y Their 
moves, such as expanding efforts to commemorate the sixtieth 
anniversary of the February 28 Incident, pushing the campaign to 

write a new constitution, and seeking proactively to \'\de-ROC-ify\' 
Taiwan\'s history textbooks, are all evident attempts to ignite and 
manipulate Vpsychological Taiwan independence\' from cultural, social 
and educational aspects. ... 


\"As a result, [the pursuit of] VTaiwan independence\' becomes not an 
external battle but an internal struggle; people are not really 

pushing for Vde jure Taiwan independence" but are stirring up 
illusory \'psychological Taiwan independence" in an attempt to tear 
society apart and fish in troubled waters. In fact, Chen and the 

DPP know very clearly in their hearts that there is absolutely no 
possibility of Vde jure Taiwan independence.Y Then why on earth do 
they want to destroy the Republic of China and push for 
\'de-ROC-ification\’ on the social, psychological and cognitive 

levels? ...\" 


B) \"An Independent Taiwan in 2008" 


The pro-independence, English-language \"Taipei Times!" [circulation: 
30,000] editorialized (2/2): 


Y... International media outlets do a good job of reporting on 

events in Taiwan, as long as there is a sexy cross-strait or 

business angle. But when it comes to pedestrian issues, such as 
political reform, most news outlets fall short. Correspondents for 
international wire, print or broadcast media who approach their 
overseas editors with a story lacking a \'China angle\' have a tough 
fight on their hands. ... When policymakers from, say, the US are 
left in the dark about basic aspects of Taiwan\'s society and 

political system, they cannot be expected to formulate meaningful 
policy. Much of the think-tanking and analyzing that goes on in 
Washington is mere regurgitation of what is reported in major media 
outlets. Only a handful of specialists possesses in-depth knowledge 
of Taiwan. Meanwhile, most VexpertsV who write or comment widely on 
the US\' foreign policy toward Taiwan, China or East Asia have only 
superficial knowledge of Taiwanese politics. ... Why will any of 

this matter outside of Taiwan? Given the changes, it is possible 
that a party could win a legislative super-majority, enabling it to 

do all kinds of things, such as write a new constitution. Or 

declare independence. Even the international media would notice 
that.\" 


Column 3 
3. Iran 


\"The United States Makes One Error after Another with Regard to lts 
Iran Policy\" 


The \"International Outlook" column in the pro-status quo China 
Times!" [circulation: 400,000] noted (2/2): 


Y... In fact, the United States has always been messy in handling 

the Iran issue. ... If Washington sees Iran as a big problem, it 

should not have removed its enemies... Iran had two major enemies, 
one was the Taliban of Afghanistan, which threatened Iran because it 
was supported by Pakistan, and the other was Saddam Hussein of Iraq. 


... Luckily [for Iran] the United States has been a great help; it 
destroyed the Taliban of Afghanistan and killed Saddam Hussein in 
Iraq, clearing away all the neighboring threats for Iran. Iran, in 

return, started to re-manage its relations with the two. What else 
could this be if not luck? Now the United States is even giving up 

on Iran and starting to help Iraq. If it wants to do so, why didn\'t 

it keep Saddam Hussein in the first place and let him deal with 

Iran? If one makes a comparison between Saddam Hussein and Iran, 
which one on earth is more threatening to the United States\' global 
strategy2W" 


WANG 
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E.O. 12958: DECL: 01/31/2017 
TAGS: PREL, PGOV, MARR, MASS, CH, TH, ASEAN, SN, JA 
SUBJECT: CHINA ON THAILAND, SINGAPORE, JAPAN AND EAS 


REF: A. BEIJING592: SONTHI DISCUSSES ARMS PURCHASES 
B. O6BANGKOK5799: IMPLEMENTING SANCTIONS 
C. BANGKOK653: SINGAPORE SPAT 


Classified By: Political Counselor Susan M. Sutton, Reasons 1.4 (B,D) 


1. (C) SUMMARY. Chinese diplomats confirmed that Thai 
interim PM Surayud Chulanont will visit China in April, and 
shared that the Thai Crown Prince Maha Vajiralongkorn has 
delayed his planned trip in a snit. The Chinese stated that 

CNS Chairman General Sonthi Boonyaratglin\'s recent trip to 
Beijing resulted in informal agreements for more military 

expert exchanges between the two countries, and might portend 
increases in the Thai purchase of Chinese military equipment. 
Chinese diplomats predicted that although the 
Thai-Singaporean relationship is currently tense, it would 

not worsen. They also expressed optimism that Japan\'s new PM 
Shinzo Abe\'s term would translate into an upturn in 
Sino-Japanese relations. Chinese diplomats assessed that the 
recent East Asia Summit (EAS) in Cebu, Philippines was a 
success, and hoped that EAS would become a \"middle ground\" 
for the Chinese and Americans to meet and discuss issues 
pertaining to East Asia. End summary. 


SURAYUD TO VISIT CHINA 


2. (C) As part of Embassy Bangkok\'s regular tea meetings 
with the PRC Embassy, Chinese Political Counselor, Jiang 
Yili, confirmed that no Chinese high-level visits to Thailand 
are currently being planned. However, Thailand\'s interim 
prime minister, Surayud Chulanont, will be visiting the PRC 
in April. Jiang then joked that although a famous Thai 
astrologer predicted that 2007 would not be an auspicious 
year for Thailand, she believed that the Surayud government 
\"have control of the (domestic) situation\" and assessed that 
the state of domestic politics \"depended upon how the (Thai) 
economy is going.\" 


Column 3 
THE CROWN PRINCE POSTPONES CHINA TRIP IN A SNIT 


3. (C) Jiang shared that a planned visit by the Thai Crown 
Prince Maha Vajiralongkorn to take place early this year has 
been postponed. She explained that the crown prince was 
\"angry\" that he was refused his request for special VIP 
treatment" while visiting China. This would have been his 
first trip to the PRC; his sister, Crown Princess Maha Chakri 
Sirindhorn, visited China a number of times and speaks fluent 
Mandarin Chinese. 


ON THINGS MILITARY... 


4. (C) Jiang stated that although no formal agreements were 
signed during the January 21-24 visit to Beijing of 

Thailand\'s Council of National Security (CNS) Chairman Sonthi 
Boonyaratglin (reftel A), China expected that there would be 

an increased exchange of military experts between the two 
countries. Also, Jiang noted that Sonthi\'s trip would likely 
translate into an increase in the Thai purchase of Chinese 
military equipment. 


WHAT? THE US STILL SELLS WEAPONS TO THAILAND? 


5. (C) Inquiring details to the US Section 508 sanctions 
that was placed on Thailand after the military coup (reftel 
B), the Chinese were surprised to learn that Section 508 did 
not affect military sales. Poloff explained that Section 508 
only affected various forms of US military grants and 
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assistance to the Thai military and that we were still able 
to conduct foreign military sales. 


FEUDING NEIGHBORS 


6. (C) Noting the current tension in Thai-Singaporean 
relations, Jiang assessed that since both Thailand and 
Singapore are members of ASEAN, \"things would not get any 
worse. Jiang stated that Thailand \"just wanted to teach 
Singapore a lesson\" (reftel C), and she did not expect 
Thailand to take any steps that would worsen the two 


Column 3 
countries relationship. 


AND CHINAYS OWN FEUD... 


7. (C) Jiang expressed optimism in the new Japanese Prime 
Minister Shinzo Abe. She noted that Sino-Japanese relations 
has dramatically improved since Abe\'s term and expected the 
relationship to continue to improve under his government. 
Jiang stated that there is \"still time for Abe to show his 
ability, Y" and confirmed that Chinese President Hu Jingtao 

will visit Japan in April. 


NEW PLATFORM FOR EAST ASIAN MULTILATERALISM? 


8. (C) Jiang said that the recent East Asia Summit 
(EAS)/ASEAN 3 meeting in Cebu, Philippines was a great 
success. She stated that although EAS is a \"new platform\" 
for leaders of East Asian countries to discuss issues and 
resolve differences, it is still uncertain what kind of role 

EAS would play in the future. Jiang suggested that since 
ASEAN 3 is currently the principle mechanism for China to 
engage with its East Asian neighbors -- like APEC is for the 
United States -- perhaps EAS could be a \"middle ground\" for 
China and the US to meet together along with the other East 
Asian players to discuss multilateral issues. 

BOYCE 
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E.O. 12958: DECL: 01/31/2017 

TAGS: NATO, PREL, MOPS, MARR, AF, PK 

SUBJECT: PAKISTANI PM AZIZ MEETS THE NAC: WWE ARE AN ANCHOR 
OF PEACE AND STABILITY\" 


Classified By: Ambassador Victoria Nuland, for reasons 1.4 (b) and (d) 


1. (C) SUMMARY. In his first meeting with the North 
Atlantic Council, Pakistani Prime Minister Shaukat Aziz 
vigorously defended Pakistani actions against Al Qaeda and 
Taliban terrorists, and his nations commitment to a 
peaceful, stable Afghanistan. He asserted that Pakistan was 
Wan anchor of peace and stability A" that NATO and Pakistan 
share key strategic objectives, and that NATO is playing a 
key role in regional security. Aziz acknowledged Pakistani 
shortcomings on border security and question marks 
surrounding the North Waziristan agreement, but also argued 
that Afghanistan and ISAF should do more on the Afghan side. 


2. (C) In a question and answer session with Ambassadors, 
Allied interventions were restrained, with most saluting 
Pakistani efforts in the GWOT and on the border, and seeking 
greater political dialogue between NATO and Pakistan. Aziz, 
speaking beyond the confines of his initial script, and 

clearly expecting a tougher audience, vehemently denied 
Pakistani state institutions supported the Taliban, decried 
press briefings by Allied government officials that 

insinuated otherwise, and urged nations to raise concerns 
directly with the GOP. He highlighted $350 million in 
Pakistani grant aid to Afghanistan, and urged greater, 
\"Marshall Plan-typeW aid from the international community. 
On mines and fences, he said that Pakistan would do selective 
fencing first, and had made no decisions on mining. He also 
noted Pakistani intentions to empty two refugee camps this 
year in conjunction with Afghanistan and the UN, and in 
closing, invited the SYG and the NAC to Pakistan. 
Throughout, Aziz showed his best side to a NAC that knows 
very little about Pakistan, and set the stage for further 
developments in NATO-Pakistani political relations and 
military cooperation. END SUMMARY. 


An Upbeat Tour d,Horizon 


Column 3 


3. (C) In his opening remarks, covered by the press, PM Aziz 
stated that NATO and Pakistan shared the same global 
objectives of peace, progress, and prosperity; stressed 
Pakistan\'s commitment to realizing a strong and stable 
Afghanistan; and reiterated his government\'s thanks for 
NATOVs help to Pakistan following the tragic earthquake of 
October 2005. SYG de Hoop Scheffer noted the critical role 
of Pakistan for ISAF and the region and called for closer 
NATO-Pakistani operational cooperation. The SYG hailed this 
first-ever NAC meeting with a Pakistani Prime Minister as an 
example of constructive political dialogue, and highlighted 

the joint commitment of NATO and Pakistan to fighting 
terrorism. 


4. (C) After the press left the room PM Aziz laid out the 

theme of his presentation to the NAC: \"Pakistan -- An Anchor 
of Peace and Stability.\" Aziz (who read from a prepared 
statement) proceeded to give the NAC a thorough briefing on 
his view of NATO, democracy in Pakistan, Pakistan,s economy, 
relations with Afghanistan, Pakistan,s contributions to the 

war on terrorism, and actions to tackle border challenges. 

PM Aziz also offered a quick look at Pakistan,s relations 

with other major countries in the region. 


4. (C) Aziz told the NAC that Pakistan viewed NATO as an 
organization playing a key role to ensure peace and security, 
\"not just in the north Atlantic, but also in our 

neighborhood.\" In a riff he returned to repeatedly over the 
course of his remarks, the PM stressed that NATO and Pakistan 
share strategic interests, particularly the fight against 

terrorism and the struggle for peace and stability in 

Afghanistan. He stated that Pakistan was a valuable partner 
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for NATO to face common challenges such as terrorism, WMD 


proliferation, regional conflicts, and the \"deprivation\" that 
bred extremism. 


5. (C) PM Aziz asserted that the Pakistani government was 
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bringing democracy to the doorsteps of its people, pointing 
to the existence of opposition political parties, elections 

ata variety of levels, and flourishing privaized media as 
evidence of strong civil society. He stressed the 
government\'s commitment to economc, political, and social 
justice, highlighting eonomic reforms, impressive growth 
rates, and stes to empower women. He outlined Pakistan\'s 
eforts to build the infrastructure necessary to serv as a 
geostrategic economic hub for Central Asia, Afghanistan, and 
western China, particularly in he areas of transport and 
pipelines. He welcome the U.S. initiative to support 
Reconstruction Oportunity Zones, and asked European nations 
to spport this initiative, as well as Pakistan,s reques to 

the European Union for a free trade agreemen. 


6. (C PM Aziz stressed Pakistan\'s opposition to terroris in 
any form and contributions to the global waron terrorism, 
stating that Pakistan had sufferedmany casualties fighting 
al Qaeda and other extrmists in its territory. He pointed 

to al Qaeda peratives killed and captured by Pakistan (\"Al 
Qada,s back is broken\"), and Pakistani contributionsto 
disrupting planned attacks around the globe. Aziz cited the 
Israel-Palestine dispute, the \"wa in Iraq,\" and Kashmir as 
three sources of anger frustration, and deprivation that 
fueled terrorit recruitment. He urged Allies not to blame 
IsIm for terrorism bsed on the actions of a few misgided 
individuals, and praised President Musharra\'s policies of 
enlightened moderation. 


7. (C Turning to the porous Afghanistan-Pakistan border,he 
stated that Pakistan had captured or killed oer 800 

Taliban/al Qaeda, and in his most pointedremarks, decried 
media reports and press briefins by \"several nations around 
this table\" for spreading baseless allegations of state 
support of the Taliban. He urged NATO nations to talk 
directly to Pakistan, rather than through the press, and to 
increase cooperation, such as more real-time intelligence 
sharing. He acknowledged that Taliban safehavens do exist 
among refugee camps, and that some extremist elements do 
reside in Pakistan, but challenged Allies frankly: \"don\'t 
assume we are saying one thing and doing something else.\" e 
urged both Afghanistan and ISAF to pick up ther games in 
dealing with border issues on the Afghn side. Aziz 
characterized President Musharraf\'s North Waziristan 
agreement as \"misunderstood\". Assuring the NAC that the 
Pakistani government had neither abdicated control nor ruled 
out the use of force, he said the deal was an effort to 
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involve tribal elders to promote peace and stop harmful 
border crossings both ways, and that the government was still 
evaluating its effectiveness. Aziz also told Allies that 
Pakistan had decided on selective fencing of border areas, 
but would not move forward on mining at present. Finally, he 
laid out intentions to work with the Afghan government and 
the UN in repatriating refugees from two camps near the 
border back to Afghanistan over the coming months. 


8. (C) Drawing the link with \"western abandonment\" of 
Afghanistan following the withdrawal of the USSR from 
Afghanistan, he expressed disbelief that one could argue 
Pakistan wanted Afghanistan to fail. He told the NAC that 
when Afghanistan suffers, Pakistan suffers, and pointed to an 
extraordinary grant of $350 million of development aid to 
Afghanistan (Pakistan does not normally give foreign 
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assistance, he stated), plus rapidly increasing trade ties as 
evidence of the importance Pakistan places on a stable 
Afghanistan. He welcomed Secretary Rice\'s recent 
announcement of an increase in U.S. assistance to 
Afghanistan, and called on Europe to do more, arguing for a 
\"Marshall Plan-type\" approach, aimed at winning Afghan hearts 
and minds. Telling the NAC that NATO had gotten it partially 
right but still had more to do (as part of a comprehensive 
approach\" by the larger international community) he stressed 
the importance of curtailing the influence of Afghan warlords 
and drug barons. Aziz labeled the nexus of drug money 
funding terrorism as a growing challenge, yet to be addressed 
adequately. Finally, he informed Allies that he had recently 
appointed a jirga commission to look into the modalities of 
moving forward the proposal of cross-border jirgas. 


9. (C) PM Aziz offered Allies a quick view of Pakistan\'s 
relations with prominent regional actors. He welcomed the 
continuing composite dialogue with India, and called for 
courage and flexibility in coming to a Kashmir settlement 
that respected the wishes and aspirations of Kashmiris. 
Characterizing Pakistan\'s nuclear decisions over the past 
decades as responses to India in an effort to maintain a 
\"minimal deterrence,\" he highlighted that Pakistan does not 
seek regional hegemony, and will not accept it from others. 
He praised Pakistan-China relations as a model strategic 
partnership. While defending Iran\'s right to peaceful uses 
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of nuclear energy under appropriate IAEA safeguards and 
international norms, he stated that Pakistan did not support 
a nuclear-armed Iran, and urged dialogue to resolve the 
problem without resorting to force that would further 
destabilize the regional situation. He expressed concern 
over sectarian violence in Iraq and the threat to its 
territorial integrity, and urged greater action by the 
international community so that Iraq not \"continue to be a 
breeding ground of terrorism.\" Again pointing to the 
Israel-Palestinian conflict as a source of terrorism, he 
urged the U.S. and Europe to restart the peace process. 


10. (C) Ambassador Nuland welcomed PM Aziz\'s appearance 
before the NAC as an \"historic day.Y She expressed 
condolences for recent Pakistani losses in Peshawar and 
Islamabad (as a result of recent suicide bombings), and told 
Aziz that Pakistan was a vital ally of the U.S. and other 

NATO nations in the war on terror both within Pakistan and 
globally. She told the PM that our views aligned on the need 
for a comprehensive approach encompassing military, 
political, and economic facets, and that 2007 was a critical 
year for NATO, Afghanistan, and Pakistan to show progress. 
The Ambassador echoed the PM\'s call for greater cohesion of 
economic plans in Afghanistan, but noted it was needed on 
both sides of the border, to include the Federally 
Administered Tribal Areas (FATA) of Pakistan. She stressed 
the importance the U.S. places on refugee issues, and 
reminded Allies of the financial challenges that will need to 

be addressed by the international community as part of any 
credible refugee resettlement plan. She welcomed recent 
ISAF-PAKMIL cooperation in the Paktika province of 
Afghanistan that had resulted in numerous enemy forces 
killed, but noted the need to improve operational 

coordination further. Finally, the Ambassador asked PM Aziz 
to consider more formally becoming a global partner of NATO, 
and to investigate possibilities to participate in joint 

training and greater political dialogue. 


11. (C) The UK and Turkey joined Ambassador Nuland in 
welcoming this NAC meeting as an example of NATO\'s new 
approach to partnerships following Riga. Those three, plus 
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Germany, welcomed greater practical cooperation between 
Pakistan and NATO, for example in select PfP activities. 
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Several other issues emerged as common themes. The 
Netherlands, Canada, Turkey, and France joined the U.S. 
discussed the need to tackle refugee resettlement. The 
Netherlands, Turkey, Spain, Norway, also expressed interest 
in strengthening NATO\'s political dialogue with Pakistan. 
Turkey, Italy, Norway, the U.S., and Chairman of the Military 
Committee General Henault welcomed ISAF-Pakistan military 
cooperation in the Tripartite Commission. France urged 
increased Pakistani attention to Taliban centers in Pakistan 
from which cross-border attacks are staged. 


12. (C) PM Aziz welcomed the suggestion by Ambassador Nuland 
and others for greater political dialogue, and said he would 

task the issue appropriately in Islamabad. Observing that 

most Ambassadors had probably never been to Pakistan, he 
invited the SYG and the NAC to Islamabad in the future. 

NULAND 
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SIPDIS 

SIPDIS 

DEPT FOR AIT/W, EAP/TC, INR/EAP 

FROM AIT KAOHSIUNG BRANCH OFFICE 

E.O. 12958: N/A 

TAGS: PGOV, TW 

SUBJECT: Recount Ordered in Kaohsiung Mayoral Election 

REF: 2006 Taipei 4125 

1. Summary: Kaohsiung District Court judges have decided to accept 
defeated KMT mayoral candidate Huang Chun-ying\'s request to recount 
the ballots for the 2006 Kaohsiung City mayoral election. The 


recount will start on March 12 and conclude on March 19. Huang has 
been asked to submit a $136,363 fee, which will be refunded if he is 
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victorious in his lawsuit. A panel of judges will be appointed to 
reexamine the ballots. End summary. 


2. In response to the lawsuit filed by defeated Kuomingtang (KMT) 
mayoral candidate Huang Chun-ying (reftel), the Kaohsiung District 
Court ruled on February 1 that the ballots used in the 2006 
Kaohsiung City mayoral election will have to be recounted. The 
recount is scheduled to start on March 12 and conclude on March 19. 
Any ballots deemed questionable during the recount will be examined 
by a panel of judges after March 19. A written ruling ordering the 
recount is expected to be released within a week. 


3. The Judges who ruled on the case gave the following reasons for 
ruling in favor of the recount: 


- an unusually large number of invalid votes (Note: 6,622 of the 
767,862 votes were invalidated); 

- a very narrow margin of victory (Kaohsiung City Mayor Chen Chu 
(DPP) won by 1,114 votes); 

- the more than 4,000 votes identified as questionable by Huang 
exceed the margin of victory; 

- Huang has identified more than 100 voting booths with potentially 
questionable votes (note: 839 total voting booths for the entire 
election). 


4. In order to carry out the recount, the court has requested that 
Huang, the petitioner, deposit NTD4,500,000 (USD136,363) in an 
account with the court. The fee, the amount that the recount is 
estimated to cost, will be charged to the side that loses the 

lawsuit. A panel of judges will examine each ballot and determine 
whether or not a ballot is questionable; the three judges in charge 
of the case will then reexamine those ballots set aside by the panel 
of judges. 


5. Huang praised the court\'s discretion and commended the 
independence of the judiciary. Mayor Chen expressed her 
disappointment with the ruling but said that she respects the 

court\'s decision. Mayor Chen added that Taiwan has elections every 
one or two years, and that it would be a waste of societal resources 

if every loser were allowed to request a recount. 


TTHIELE 
WANG 
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SIPDIS 
SIPDIS 
DEPT FOR SCA/CEN (GEHRENBECK), EB/CBA (WINSTEAD/AYBAR) 


E.O. 12958: N/A 
TAGS: BEXP, BTIO, ECON, EINV, ETRD, KG 
SUBJECT: EMBASSY BISHKEK BFIF PROPOSALS 


REF: 06 STATE 189849 


1. In response to reftel, Embassy Bishkek hereby submits two 
proposals for the use of Business Facilitation Incentive Fund 
(BFIF) resources in 2007. Details of the two proposals are 
outlined below. 


2. The first proposal is entitled \"Outreach to Kyrgyz 
Businessmen.\" 


Justification: Embassy attended the January 27, 2007 
conference of the Union of Kyrgyz Businessmen. This 
conference, which occurs only every three years, attracted 
approximately 1,000 Kyrgyz businessmen from throughout the 
country. These individuals represent firms that are 
candidates for the purchase of U.S. goods or potential 
partners for U.S. firms in local and regional markets. Using 
BFIF, Embassy proposes to obtain the mailing list of 
attendees in order to send materials concerning how to 
develop commercial links with U.S. companies. This outreach 
will identify partners and potential buyers of U.S.-sourced 
goods. Our BISNIS representative will be able to post leads 
and take additional steps in conjunction with this proposal. 


Planning Milestones: Obtain mailing list/s by February 28; 
Prepare materials by March 16; Mail packets by March 23; 
Process responses by April 30; Generate summary report by May 
18. 


Estimated Costs: Total $900.00 for procuring the mailing 
list/s, preparing the materials and mailing the packets. 


Contacts: Commercial/Economic Officer Gregory Winstead 
(winsteadgm@state.gov) and BISNIS/Commercial Assistant Artyom 
Zozulinsky (zozulinskya@state.gov). 


3. Second proposal is entitled \"Doing Business with the USA 
Seminar.\" 
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Justification: Many Kyrgyz businessmen are unfamiliar with 
business opportunities and resources available in reaching 
out to potential U.S. business partners. Embassy proposes 
that our FCS partnership post senior commercial officer visit 
Bishkek to lead a seminar on conducting business with the 
United States. While the focus of the seminar would be the 
mechanics of conducting business, the forum would also 
provide opportunities for the Embassy to market its 
resources, the Ambassador to highlight U.S. outreach in a 
non-political field, the Embassy to engage Kyrgyz officials 
on the business environment and all the local American 
Chamber of Commerce to showcase its resources. Embassy 
anticipates that 100-150 people might attend this seminar. 


Planning Milestones: Send invitations by May 15; Prepare 
materials for conference by May 30; Hold conference on or 
about June 6. 


Estimated Costs: Total $2,200.00 for room rental/service, 
translation and material preparation. FCS commercial officer 
travel expenses of approximately $630.00 are not included in 
this estimate. 


Contacts: Commercial/Economic Officer Gregory Winstead 
(winsteadgm@state.gov) and BISNIS/Commercial Assistant Artyom 
Zozulinsky (zozulinskya@state.gov). 

LITZENBERGER 
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SIPDIS 
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SIPDIS 


E.O. 12958: DECL: 02/01/2017 
TAGS: PREL, ETTC, IR, SP, ENRG 
SUBJECT: ILSA: SPANISH MFA ALREADY IN TOUCH WITH REPSOL 


REF: A. MADRID 174 
B. STATE 12713 
Classified By: DCM Hugo Llorens for reasons 1.4 (b) 4 (d). 


(C) As part of a broader discussion on February 1 (ref A), 

DCM presented MFA Political Director Rafael Dezcallar with 

ref B points on USG concerns with Shell and Repsol\'s proposed 
LNG project in Iran. DCM noted the Iran-related visits of 
Treasury DepSec Kimmit and Ambassador Schulte and the recent 
Moratinos-Secretary conversation in which the USG and GOS had 
agreed on the importance of a united front on Iran. He said 

that in this context, Washington would be concerned by the 
news that Spanish firm Repsol would be investing in Iran. 
Dezcallar said that the GOS had already had a frank 

discussion with Repsol to make Repsol aware of the issues 
involved and the potential consequences if the investment 

went forward. Dezcallar mentioned that no deal was imminent 
and no final decision was required of the Shell-Repsol 
consortium until early 2008, implying there was considerable 
time to kill the initiative. He also said that it is 

important to use a balanced approach to Iran in order to 
maintain the broad support for UNSCR 1737. Embassy plans to 
follow up directly with Repsol as well as with other parts of 

the GOS. 

Aguirre 
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SIPDIS 


E.O. 12958: N/A 

TAGS: KS, PGOV, PINR, PREL 

SUBJECT: PRESIDENTIAL HOPEFUL CHUNG DONG-YOUNG: CONTENDER 
OR ALSO-RAN? 


1. (SBU) SUMMARY: Following the American model of celebrity 
turned politician, former news anchor Chung Dong-young 
enjoyed rising star status as one of the founders of the Uri 
Party, a close ally of Roh Moo-hyun, and a Minister of 
Unification who met with Kim Jong-il. Soon after Chung\'s 
historic meeting, however, the Uri Party started to lose 

favor with the Korean public, and after it suffered a 

resounding defeat in the May 31, 2006 local elections, Chung 
took responsibility, resigned as Uri chair, and went into 
seclusion in Germany for four months. Now back in the 
spotlight, Chung held an energetic rally January 21 to launch 
his presidential campaign. Known for his emphasis on reform, 
Chung has been vocal in support of an inter-Korean summit 
this year. Although his current rank in all major polls is 

low (fourth according to January 30 Donga llbo Newspapers 
poll with a 3.3 percent approval rating), some pundits 

believe he could pose a strong challenge to the opposition 
candidate as the candidate from a new reform party that is 
likely to coalesce this summer. 


2. (U) Chung Dong-young hails from the historically 
disadvantaged province of North Jeolla. His father died 
while Chung was in high school but he managed to gain 
acceptance at Seoul National University, the country\'s top 
university. In 1973, during college, he was jailed for his 
involvement with the Alliance of Democratic Youth and 
Students during an anti-government struggle. He met his 
current chief policy advisor, Kyung hee University 
International Relations professor Kwon Manhak in the police 
station and they have been close friends ever since. 


3. (U) Even before he graduated in 1979 with a BA in Korean 
history, he began a nearly 20-year career as a reporter and 
widely popular news anchor for MBC, which was interrupted by 
his graduate studies at the University of Wales, where he 
earned an MA in Journalism in 1987. His tenure at MBC 
included a four-year stint as special correspondent in Los 
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Angeles from 1989-1993. 


4. (U) Chung entered politics when he was first elected to 

the National Assembly in 1996, and he maintained his seat in 
the 2000 parliamentary elections. He ran on the New 
Millennium Democratic Party (MDP) ticket, based partly on his 
close alliance with Kim Dae-jung (DJ). In 2002 he ran 

against and was defeated by Roh Moo-hyun in the presidential 
primaries, but actually emerged from the competition as a 
close ally of Roh\'s. Chung, in speeches, highlights the fact 
that he ran in 2002 until the end and that he will never give 

up in fighting for the Korean people. Roh asked him to serve 
as co-chairman of his election campaign and later, upon 
becoming president, appointed him as special envoy to Davos 
in February 2003, where he met with then Secretary of State 
Powell. 


5. (U) In September 2003, Chung, along with President Roh, 
Kim Geun-tae, and others, left the MDP to break the old 
paradigm of politics and founded the Uri Party. Chung 
became its first chairman in 2004 and is largely credited 

with leading Uri to victory over the conservative Grand 
National Party in the April 2004 general elections. Two 
months later, he was appointed Minister of Unification and 
Chairman of the National Security Council and served in this 
role until December 2005. His high point was meeting with 
Kim Jong-il in Pyongyang on June 17, 2005, which was the 
highest level North-South contact since the historic June 
2000 Pyongyang Summit between Kim Jong-il and DJ. It was 
after this meeting that North Korea announced it would return 
to the Six-Party Talks after a more than year-long boycott. 

In Chung\'s introductory film, played at his campaign launch, 
the meeting with Kim Jong-il is highlighted more than any 
other event. Prof. Kwon told poloff that Chung is 

highlighting this event to distinguish himself from Lee 
Myung-bak, who is highlighting economic issues currently in 
his campaign. 


5. (U) However, it wasn\'t long before Chung fell from grace. 
After the Uri Party was soundly defeated in the May 31, 2006 
local elections--which was widely seen as a referendum on 
Roh\'s performance as president--Chung took responsibility and 
stepped down as party chair. Chung immediately left the 
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political scene in Korea, spending almost five months in 
Germany studying the German unification model, writing, and 
meeting with officials there. He returned to Korea around 
November 2006 and began making the rounds, including a 
meeting with the Ambassador. 


6. (U) In late December, shortly after President Roh gave his 
now famous speech where he criticized Chung (among others), 
Uri chair Kim Geun-tae and Chung announced they would leave 
the Uri Party to form a new political party. As of February 

1, six lawmakers have formally left the Uri Party (one of 

whom, Chung Duk-koo, also resigned, since he was a 
proportional representative), and the party\'s future is in 
question. However, Chung has promised that he won\'t leave 
the party until after the Uri\'s February 14 National 

Convention. 


7. (SBU) On January 21, Chung held a high-energy rally to 

kick off his presidential bid. The event featured a dozen 
prominent National Assembly members and attracted about 2,000 
supporters, all visually synchronized in orange t-shirts. 

The rally, which was geared toward young and \"ordinary\" 
voters, emphasized that he is a candidate for all regions; to 
symbolize this, children brought dirt and water from all over 

the country, which they poured into a Jeju orange tree. The 
event also featured testimonials from people such as a North 
Korean defector who talked about his hopes for reunification, 

a homemaker who supported Chung\'s vision for educational 
reform, and a businessman who discussed how Lee Myung-bak 
brought difficulties for his company in Seoul. Later, 

however, Rep. Chun Yu-ok (GNP) criticized Chung for having 
children sing a song that supported the abrogation of 

National Security Law, something that Chung has long 
advocated. 


8. (SBU) Although Chung benefited slightly when Goh Kun 
decided to leave the presidential race on January 16, picking 
up some of the Jeolla-region voters who would have voted for 
former Jeolla governor Goh, he still ranks fourth in the 

polls with a 3.3 approval rate according to a poll by the 
Donga llbo published January 30. 


9. (SBU) Chung is sometimes characterized as a \"rebel\" 
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because of his political tendency to challenge the status 

quo. His reputation may have begun as a reporter, who when 
told not to report on certain stories, would go ahead and 
report them anyway. Chung claims that his motivation for 
joining politics was to \"change the government." In 2000, he 
challenged the old guard by calling for Kwon No-gap, then one 
of the most senior members of the MDP, to step back from 
party affairs. Kwon ended up doing this, which eventually 

led to the weakening of the \"old majority\" of the MDP. 


10. (SBU) Given his former position as Minister of 

Unification, it is perhaps not surprising that Chung focuses 
much of his attention on North Korea. Chung has stressed the 
need for inter-Korean dialogue to convince the DPRK to give 
up its nuclear program. He strongly advocates an 

inter-Korean summit, saying in an interview, \"National 

interest is the best security. So rather than just looking 

to Pyongyang or Washington, we should be doing what we can. 
Of course, to that end, top on the list is an inter-Korean 
summitA" When he met the Ambassador on December 16, 2006, 
Chung stressed the need for the U.S. and ROK to work closely 
to implement the Joint Statement and to strengthen the 
U.S.-ROK alliance. 


11. (SBU) On the domestic economy, Chung thinks the 
government\'s focus should be on helping the middle class 
prosper. He believes Korea should shift from a 
brick-and-mortar economy to one based on software, since the 
development-driven economy of the 1970s and 80s -- which put 
the ultimate value on the market -- is no longer a valid 

model anymore. 


12. (U) Some of Chung\'s advisors include: 

- Rep. Park Myung-kwang, who is also president of Nara Vision 
Research Institute, Chung\'s de facto campaign office 

- Kwon Manhak, Economics Professor at Kyunghee University and 
Director of Nara Institute 

- Song Kwan-jo, Professor at Kunkook University 

- Lee Jae-kyung, Research Chief, Nara Institute (political 

and public affairs issues) 

- Kim Yeon-chul, Professor at Korea University 

- Hong Hyun-ik, Senior Researcher at the Sejong Institute 

- Yoon Young-kwan, Professor at Seoul National University 
(former Foreign Minister) 

- Rhyu Keun-wan, Professor at Seoul National University 

- Chung Kap-young, Professor at Yonsei University (economic 
issues) 


COMMENT 
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13. (SBU) While some pundits think Chung can not make a 
strong challenge for the presidency because he is 

inextricably linked with President Roh and the failure of the 

Uri Party, others believe that Chung has a strong chance of 
winning because Koreans strongly desire reform, and he is the 
most electable of the non-GNP candidates. Although he 
barely registers in the current polls, in dynamic Korea so 

much can change in more than 10 months, the eloquent and 
photogenic Chung can not be written off. 

VERSHBOW 
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E.O. 12958: N/A 
TAGS: PREL, MARR, KCRM, CASC, RP 
SUBJECT: MARINE CASE UPDATE 02/02/2007 


REF: MANILA 239 AND PREVIOUS 


1. (U) Lance Corporal Daniel J. Smith remains in U.S. 
custody on Chancery grounds and continues to be in good 
health and spirits. He receives regular visits from his 
Philippine pastors and his lawyers, and is able to exercise 

on the Embassy grounds. Four members of his family hope to 
visit in March; the Consular Section has provided advice 
about local hotels and offered to put them in contact with 

the American Association of the Philippines, which privately 
assists Americans in detention in the Philippines. 


2. (U) Approximately 100 people attempted to demonstrate 
against the Visiting Forces Agreement in front of the U.S. 
Embassy on February 2. The police redirected them to a 
nearby park without incident. Media coverage of the case has 
significantly decreased, but continues in editorials and news 
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items on a daily basis. 


3. (U) The Court of Appeals has not yet notified the 
defense counsel and the Solicitor General that it had 
formally received and accepted the Makati Regional Trial 
Court\'s certified and complete record. Expectations are that 
this will happen within two weeks. Upon such notification, 
the defense counsel will have 30 days to file Smith\'s 
appellate brief, followed by another 30 days for the 
Solicitor General to file the government\'s brief. Philippine 
as well as Embassy officials believe the preparation of this 
formal record is fairly expeditious by Philippine (and even 
U.S.) standards. 


4. (U) The defense counsel and the Solicitor General\'s 
office are separately finishing their response to a motion by 
the private prosecutor to the Supreme Court on the issue of 
custody. The private prosecutor has also filed a motion to 
the Court of Appeals asking that it rule that LCpl. Smith had 
\"forfeited\" his right to appeal the verdict because he had 
\"escaped\" and should now be considered a \"fugitive.\" 
Officials in the Solicitor General\'s office have privately 
expressed confidence that the Court would dismiss this 
motion. 


Visit Embassy Manila\'s Classified SIPRNET website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 


You can also access this site through the State Department\'s 
Classified SIPRNET website: 

http:// www.state.sgov.gov/ 

KENNEY 
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SUBJECT: HUMAN RIGHTS: ZHAO YAN RELEASE BEFORE FEBRUARY 18? 


REF: 06 BEIJING 17951 


Classified By: Deputy Chief of Mission David S. Sedney. Reasons 1.4 (b 
Id). 


1. (C) Zhao Yan will definitely" be released before 
Chinese New Year (which starts February 18), an 
unnamed Chinese government official told a Reporters 
Without Borders delegation visiting Beijing, according 
to New York Times Bureau Chief Joe Kahn. Kahn told 
Poloff on February 2 that Reporters Without Borders 
handed the government official a list of cases of 
concern that included journalists and internet writers 
who are currently imprisoned. When the official 
reached Zhao Yan\'s name on the list, he reportedly 
told the group that they should \"strike Zhao Yan\'s 
name from the list\" because his release is imminent. 


2. (C) Kahn told Poloff that prison authorities have 
recently become more lenient towards Zhao, who is 
scheduled for release in September 2007. Prison 
authorities have permitted family members to visit 
Zhao in prison in the time since the Beijing High 
Court affirmed Zhao\'s fraud conviction on December 1. 
Family members report that Zhao\'s physical health is 
good and that authorities allow Zhao to read English- 
language materials previously refused to him. Kahn 
cited appreciation for United States Government 
efforts to raise Zhao\'s case and requested continued 
attention to the case. 

RANDT 
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Column 3 
SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: OTRA, PGOV, PHUM, PREL, BM, ID, RP, SG, TH, WHO, 

UNICEF, JA 

SUBJECT: COUNTRY CLEARANCE FOR AMBASSADOR GROVER JOSEPH REES 


REF: STATE 13192 


1. (U) Embassy welcomes and grants country clearance for 
the February 07-09, 2007 visit to Japan by Ambassador Rees, 
Special Representative for Social Issues. A notional 
schedule will follow separately. 


2. (U) Control Officer for the visit will be Scott Hansen. 
He can be reached at: 


Office phone: (81-3)3224-5559 

Home phone: (81-3)3224-6858 

Mobile phone: 81-80-1020-2000 

Fax: (81-3)3224-5322 

E-mail: hansensw@state.gov (unclassified) 


3. (U) Tokyo hotel reservations have been made for the 
nights of 07-08 February at: 


Hotel Okura 

2-10-4 Toranomon 

Minato-ku, Tokyo 105-8416 
Tel: (81-3) 3582-0111 

Fax: (81-3) 3582-3707 

Email: www.okura.com 
Confirmation number: 619530 


4. (U) Control Officer will meet and assist at the airport. 
Twenty-four hour currency exchange facilities are available 
in the customs area and the arrival lobby of the airport. 
Travel time from Tokyo Narita Airport to downtown Tokyo is 
90-120 minutes, depending on traffic. 


Column 3 
Visa 


5. (U) Holders of U.S. diplomatic or official passports 
must have a Japanese visa to enter Japan. Travelers on a 
U.S. tourist (blue cover) passport may enter Japan as a 
tourist without a Japanese visa for up to 90 days. 


6. (U) The Embassy\'s laptop policy is as follows: 

Absolutely no personal, non-government owned laptop computers 
may enter the Embassy. Absolutely no laptop, even government 
owned, may be connected to the Embassy network in any way. 
TDY employees are reminded that no government owned laptops 
may enter the Embassy without prior RSO approval. Absolutely 
no laptop, even government owned, inside CAA areas unless 
special pre-approval, based on business need, has been given. 

If you would like to bring a US government owned and 

provided laptop computer into the Embassy, please contact the 
RSO\'s office prior to your visit for the briefing and 

approval. 


7. (U) U.S. Government facilities worldwide remain at a 
heightened state of alert. As the U.S. Government has 
reported in public announcements over the last several 
months, U.S. citizens and interests abroad may be at 
increased risk of terrorist actions from extremist groups, 

which may target civilians and include suicide operations. 
Most recently, we advised that we had unconfirmed information 
that terrorist actions may be taken against U.S. Military 
facilities and/or establishments frequented by U.S. military 
personnel in Korea and Japan. Americans should increase 
their security awareness and avoid locations where Americans 
are generally known to congregate. The Department will 
continue to develop information about potential threats to 
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Americans overseas and to share credible threat information 
through its consular information program documents available 
on the internet at the Bureau of Consular Affairs home page: 
http://www.travel.state.gov. 
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8. (U) In addition, we continue to be concerned about 
information we received in May 2001 that American citizens 
may be the target of a terrorist threat from extremist groups 
with links to Usama Bin Laden\'s Al-Qaida organization. In 

the past, such individuals have not distinguished between 
official and civilian targets. The Embassy takes all threats 
seriously. The U.S. Embassy Tokyo can be contacted 24 hours 
a day at 03-3224-5000 (locally) or 81-3-3224-5000 
(internationally). 


9. (SBU) The general threat from crime in Tokyo and 
throughout Japan is low. Crime is at levels well below the 

U.S. national average. Violent crime is rare, but does 

exist. The Japanese National Police report continued 
problems with pick-pocketing of foreigners in crowded 
shopping areas of Tokyo. Although street crime is low, 
common sense security measures are advised for all American 
citizens traveling in Japan. 


10. (SBU) Visitors are urged to maintain a high level of 
vigilance and to increase their security awareness. 
Americans should maintain a low profile, vary routes and 
times for all required travel, and treat mail and packages 
from unfamiliar sources with suspicion. Visitors are also 
urged to avoid contact with any suspicious, unfamiliar 
objects, and to report the presence of such objects to local 
authorities. Vehicles should not be left unattended and 
should be kept locked at all times. 
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SIPDIS 


E.O. 12958: DECL: 02/02/2017 

TAGS: PGOV, SOCI, PTER, PINR, NP 

SUBJECT: NEPAL: MADHESI LEADERS SAY GOVERNMENT OFFER NOT 
ENOUGH 


REF: KATHMANDU 232 
Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d). 


Summary 


1. (C) Upendra Yadav, head of the Madhesi People\'s Rights 
Forum (MPRF), and Awadesh Kumar Singh, a Supreme Court lawyer 
and senior MPRF member, told Emboff February 1 that the Prime 
Minister\'s January 31 speech was not enough to stop the 
ongoing movement in the Terai. Yadav stated that the demands 
of the MPRF and the Madhesi people remained the same: 
proportional representation in the Constituent Assembly 

elections and a federal system of government with an 
autonomous region for the Terai. The MPRF leaders claimed 
that they were \"in control\" of the ongoing protests in the 

Terai and opposed the use of violence, but conceded they were 
unable to prevent the Janatantrik Terai Mukti Morcha (JTMM), 

a Maoist splinter group (reftel), from instigating violence. 

Yadav and Singh asked the Embassy to press the Government of 
Nepal (GON) to enter into an effective dialogue with the MPRF 

to solve the unrest, and for the resignation of the Home 

Minister, whom the MPRF blamed for mishandling the protests. 


PM\'s Speech Not Enough for Demands 


2. (C) On February 1, Upendra Yadav, leader of the Madhesi 
People\'s Rights Forum (MPRF), and Awadesh Kumar Singh, a 
lawyer in the Supreme Court and a senior member of the MPRF, 
told Emboff that the Prime Minister\'s speech on January 31 
was not enough to fulfill the demands of the Madhesi people. 
(Note: In his January 31 nationwide address, the Prime 
Minister promised there would be more electoral 
constituencies on the basis of population and a federal 

system, but provided few details. End note.) The main 
demands of the MPRF were two-fold: a proportional 
representation system for the Constituent Assembly elections, 
and a federal system of governance with an autonomous state 
for the Terai. Secondary demands included proportional 
representation in the civil and foreign service, and in the 
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security forces, and compensation for the families of those 
killed during the recent unrest in the Terai. Yadav stated 
that the only solution to the current protests was for the 
GON to enter into a serious dialogue with the Madhesis. 


MPRF Controls Protests in the Terai 


3. (C) Yadav claimed that the MPRF was in control of the 
protests in the Terai, and could stop them whenever it 
wanted. He emphasized that his organization opposed the use 
of violence. Both Yadav and Singh acknowledged, however, 
that the JTMM was instigating violence in some of the 
protests. They said that the MPRF was in communication with 
the JTMM and other groups in the Terai regarding political 
issues, but that it did not have the ability to prevent those 
groups from engaging in arson and other destructive acts. 
Yadav blamed the JTMM, for instance, for the killing of a 
policeman January 31 after the PM\'s speech. Singh stated 
that the protests currently gripping the Terai could continue 
\"indefinitely;\" the Terai produced its own food and supplies 
and did not need to re-open the roads to the hills, including 
Kathmandu, anytime soon. 


MPRF Asks for Embassy Assistance 


4. (C) The MPRF asked for Embassy assistance in two ways. 
First, the MPRF asked the U.S. to press the GON to enter into 

an effective and serious dialogue with the Madhesi protesters 

in order to fulfill the demands of the Madhesi people. 

Second, the MPRF asked post to press the GON to replace Home 
Minister Krishna Prasad Sitaula. Yadav said the MPRF viewed 
Sitaula as the root of the problem and wanted him removed. 

He blamed Sitaula for the Government\'s mishandling of the law 
and order situation in the Terai and the resulting deaths of 

almost a dozen Madhesis since the protests began January 16. 
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Yadav and Singh both stressed that if Sitaula were involved 

in the negotiations between the MPRF and the GON, the MPRF 
would walk out immediately and intensify their protest 
programs in the Terai. 


Comment 


5. (C) The Prime MinisterYs speech on January 31 failed to 
address the Madhesi demands in a sufficiently concrete way. 
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The PM appears to have acknowledged this by selecting 
Agriculture Minister Mahantha Thakur, a Madhesi, to lead the 
talks instead of Sitaula, a Pahadi (hill person) whom the 
Madhesis despise. Meanwhile, the Maoists are also scrambling 
to salvage their position in the border region. Maoist 

Supremo Prachanda, who has been burned in effigy repeatedly 
during the protests, expressed some contrition in a press 
conference February 1 and voiced solidarity with the Madhesi 
demands for proportionality and a federal state, as well as a 
call for dialogue. This contrasted with his previously harsh 
words for the Madhesi protesters and his push to prevent 

talks. Thakur, who reportedly visited the region last week, 

will not have an easy task ahead of him if he is to negotiate 
peace in Nepal\'s troubled Terai. 


Bio of Upendra Yadav 


6. (SBU) Upendra Yadav has been the Chairman of the Madhesi 
People\'s Rights Forum (MPRF) since 1998. He is a lawyer by 
profession. He first got involved in politics as a student 

and joined the Communist Party of Nepal - United Marxist 
Leninist (CPN-UML) when it was formed in 1990. He contested 
the general election of 1991 as a CPN-UML candidate from 
Sunsari District, but was defeated by Bijaya Gachchedar of 

the Nepali Congress Party. He subsequently became very close 
with the Maoists, as the MPRF and the Maoists had the same 
political objectives for the Terai. He was arrested in New 

Delhi in August 2003, along with Maoist leaders Suresh Ale 
Magar and Matrika Prasad Yadav. He was released after one 
and a half months in an Indian jail. Yadav is in his 

mid-40s, and was born in Sunsari District. He holds a 

Masters degree in Mathematics and a Bachelors degree in Law 
from Tribhuvan University. He is married and has one son. 
MORIARTY 
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SIPDIS 


E.O. 12958: DECL: 02/01/2017 

TAGS: PREL, EAID, PTER, SY, JA 

SUBJECT: JAPAN NEGOTIATING TO RESUME ASSISTANCE TO SYRIA 
WITH PORT REHABILITATION PROJECT 


REF: A. 2002 STATE 137904 


B. 2002 DAMASCUS 4559 
C. 2003 STATE 68977 

D. 2003 STATE 219556 

E. 2003 TOKYO 4930 


Classified By: Ambassador J. Thomas Schieffer for reasons 1.4(b) and (d 
) 


1. (S) SUMMARY: The Japan International Cooperation Agency 
(JICA) is engaged in discussions with the Syrian Ministry of 
Transport and the Latakia Port General Company about entering 
into a technical assistance agreement to provide training and 
equipment to upgrade cargo handling facilities at the Latakia 
port, confirmed Japanese MOFA counterparts. The contract, if 
agreed upon, is to last for two years and will focus on the 
improvement of management and cargo handling operations at 
the port. This development appears to signal the resumption 

of an earlier agreement to develop the port that was frozen 

in 2002 at the request of the United States out of concern 

that Syria was using the port to transship military equipment 

to the Saddam regime in Iraq (refs A, B.) Embassy Tokyo 
advised MOFA that any projects that could foreseeably assist 
Syria to receive and transport illicit shipments of weapons 

or equipment bound for militias in Lebanon or Iraq would 
become a subject of concern. END SUMMARY. 


2. (C) Embassy Tokyo political officer was initially 
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approached several weeks ago by a counterpart at the Israeli 
Embassy who was checking a Syrian wire-service report that an 
agreement between Japan and Syria had been executed in 
December concerning a project to upgrade the port facilities 

at Latakia. Embassy Tokyo political officer contacted MOFA 
First Middle East Division Syria desk officer Hitoshi 

Ishizuka to inquire. Ishizuka was initially hesitant to 

respond and said he was unaware of any such project. 


3. (C) Subsequently, following additional inquiries to MOFA, 
Ishizuka on January 31 provided political officer with a 

paper outlining a \"Modernization of Cargo Transportation 
Project" JICA is discussing with the Syrian Ministry of 
Transportation and the Latakia Port General Company following 
the dispatch of an evaluation study team November 13-30, 
2006. According to the information provided by Ishizuka, the 
duration of the contract would be for two years and the 
objective is to improve port management capabilities and 
cargo handling operations. The five specific activities to 

be addressed are: (1) to realize proper port management and 
operations procedures, (2) to improve technical skills in 
cargo handling, (3) to improve container terminal operations, 
(4) to improve conventional terminal operations, and (5) to 
improve and speed up port documentation processing 
procedures. Japanese assistance will include the dispatch of 
Japanese experts, the training of Syrian personnel in Japan, 
and the provision of unspecified training equipment. 


4. (C) The stated reasons for moving forward with the 
project are to help Syria to improve the out-of-date 
transportation and management operations at the port and to 
bring it up to speed with other regional and international 

port operations. The Japanese believe that the port will see 
increased volumes of traffic due to the fact that the Arab 
countries abolished customs barriers between themselves in 
2005 and to the possible creation of a Free Trade Zone in the 
Mediterranean area. Finally, the Japanese note that improved 
port facilities will enable increased numbers of freight 
shipments to and from Iraq. 


5. (S) This project appears to be the resumption of a port 
development project the Japanese and Syrians initially 
undertook in Latakia which was subsequently frozen in 2002 at 


the request of the United States due to concerns we had 
concerning the transshipment of military equipment to Saddam 
Hussein\'s Iraq (ref A.) The Japanese later expressed their 
displeasure over taking such actions and believed it caused 
them to expend political capital and lose face when the 
European Union ignored our requests to them that they suspend 
a similar project they were undertaking with the Syrians in 
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Tartus (ref B.) (NOTE: The EU later did suspend its project 

in Tartus, see ref C. END NOTE.) Department\'s concerns about 
the project did not cease following the removal of the Saddam 
regime. At the Department\'s direction, the Embassy, in July 
2003, demarched MOFA to urge them not to resume the Latakia 
project out of concern for Syria\'s support for terrorist 
organizations, rather than for shipping arms to Iraq (refs D 

and E.) 


6. (C) The MOFA Bureau of International Cooperation Second 
Country Assistance Planning Division has informed AID 
Counselor that Japan has maintained a modest assistance 
relationship with Syria over the years that has focused 

mainly on small grants administered by MOFA in the \"grass 
roots/human security" fields, technical assistance programs 
administered by JICA, and Japanese Overseas Corps of 
Volunteer (JOCV) exchanges also run by JICA. There are 
currently no active yen loans to Syria. The MOFA small 
grants projects are usually run out of Japan\'s Embassy in 
Damascus and are directed to community development projects 
such as water supply, sanitation, clinics, etc. One grant 

aid project run out of Tokyo was a project concluded in 
FY2006 that involved the supply of garbage trucks to rural 
communities. In FY2007 the second phase of an eight million 
USD grant project run out of Tokyo will be a water 
supply/sanitation project for the city of Damascus. Under the 
auspices of JICA, Japan trains approximately 100 Syrians a 
year in Japan in a variety of programs that last anywhere 

from one week to one year. In addition, approximately 20 to 
40 JOCV volunteers serve in Syria each year, as do 
approximately ten senior volunteers\" who are usually 
business or professional people dispatched to spend short 
periods assisting the Syrians with specific projects. 

According to a MOFA publication dated November 2006, total 
assistance to Syria between 1975 and 2004 amounted to 964.8 
million yen in cultural grant aid and 7.6 million yen for 

grant assistance for cultural grassroots projects. (NOTE: 
These numbers don\'t appear to take into consideration the two 
projects mentioned above. END NOTE.) Finally, the Second 
Country Assistance Planning Division contact told us that the 
Latakia port project is currently being discussed with Syria 

by JICA representatives in Damascus. 


7. (C) COMMENT: Japan seeks to maintain a \"normal\" 
relationship with Syria, as it does with other countries in 

the region that sometimes prove problematic for the United 
States. A recent issue of a newsletter that follows Japan\'s 
relations with countries in the Muslim world also gave play 

to a number of calls the newly arrived Japanese Ambassador to 
Damascus is making on Ministers, including the Ministers of 
Transport, Culture, Higher Education, and Islamic Endowments. 
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We note, also, Japan\'s hesitancy to be more forthcoming with 
assistance for Lebanon and wonder whether one reason for this 
is a possible aversion to creating friction in its relations 

with Syria. Political officer thanked Ishizuka for providing 

the information on the port project but cautioned that any 
projects that could potentially make it easier for the 

Syrians to facilitate shipments of weapons and other supplies 
to militias operating in Lebanon or Iraq would be a cause for 
concern. END COMMENT. 
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STATE FOR EB/IFD/ODF, EB/IFD/OMA, NEA/IR, IO/T, AND EUR/AGS 


E.O. 12958: DECL: 02/02/2017 
TAGS: PREL, EFIN, MNUC, EXIM, UNSC, OECD, IR, AU 
SUBJECT: HALTING EXPORT CREDITS TO IRAN: AUSTRIAN MOF VIEWS 


REF: A) VIENNA 181 B) STATE 4760 


Classified By: Deputy Chief of Mission Scott Kilner for reasons 1.4 
(b) and (d) 


1. (C) Following up Charge\'s meeting with the Austrian MFA 
(ref A), DCM and Econ Unit Chief delivered ref B demarche on 
January 31 to Thomas Wieser, Director General of the Ministry 
of Finance\'s Economic Policy and Financial Markets 
Directorate. Wieser noted that AustriaWs stock of medium- 
and long-term export credits to Iran had declined by 30% 
during the last half of 2006 from Euro 1.1 billion to Euro 

770 million. Wieser added that it is not clear whether the 
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decline was due to a drop in Iranian demand or a reduction in 
Austrian supply. New requests for export credits to Iran 

Ware one-tenth of what they used to be,\" he added. Wieser 
opined that the worsening political atmosphere in Tehran, 
U.S. pressure on Europeans to refrain from doing business in 
Iran, and UNSCR 1737 have all had a significant impact. 


2. (C) Wieser stressed that Austria would not act 
unilaterally to take Iran off cover. While overall trade 

with Iran is small, Iran represents an important market for 
certain Austrian exporters. Wieser maintained that these 
exports are closely scrutinized by Austrian authorities, and 
authorized only in fields unrelated to Iran\'s nuclear or 
ballistic missile programs. Wieser added that the Ministry 
of Economy\'s export control regime made a special effort to 
educate Austrian exporters on prohibited dual-use items. 
Whatever restrictions were agreed at the EU level would be 
\"seriously enforced\" by Austria, he stated. 


3. (C) Wieser opined that, although Austria could not and 
would not unilaterally eliminate export credits for Iran, in 
practice the actual figures were converging towards the U.S. 
goal of reduced trade. Wieser also promised (several times) 
that the MoF, which oversees Austrias export-import 
Kontrollbank, would not allow any \"rush to approve Iranian 
export credits\" in anticipation of further tightening of EU 

or international sanctions against Tehran. 


4. (SBU) Comment: Austria\'s trade with Iran is minute, but 

it is a significant market for a handful of Austrian firms. 
Austrian exports to Iran in January-November 2006 were Euro 
312.0 million, down 6% from the same period in 2005. Imports 
from Iran also declined during this period to Euro 131.7 

million, a 30% drop compared to 2005. Exports to Iran 
represented only .32% of total exports from January-November 
2006, while imports from Iran were only .09% of all imports. 
MCCAW 
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E.O. 12958: DECL: 02/02/2017 

TAGS: EFIN, PTER, KTFN, PREL 

SUBJECT: SWIFT: AUSTRIA IN HOLDING PATTERN 


REF: 06 VIENNA 3551 


Classified By: Economic-Political Counselor Gregory E. Phillips for 
reasons 1.4 (b) and (d) 


1. (C) On January 31, DCM and Econ Unit Chief met with 
Thomas Wieser, the Ministry of Finance\'s Director General for 
Economic Policy and Financial Markets, and Birgit Ertl, MoF 
Adviser, to inquire about Austria\'s latest thinking on SWIFT. 
Ertl, who is the MoF\'s POC for SWIFT, said that the GoA had 
only sent an interim reply to Justice and Home Affairs DG 
Jonathan Faull\'s December letter. According to Ertl, the 
Austrian Data Protection Committee had not yet agreed on an 
appropriate response. 


2. (C) Ertl said that Swedish officials had contacted her to 
stress that the EU needs SWIFT in order to ensure a 
functioning general payments system. According to Ertl, 
several member states -- the UK, Netherlands, and Sweden -- 
were working on an initiative for a reasonable outcome. Ertl 
noted that many member states were waiting for the German 
Presidency to outline its position, before committing 
themselves. Ertl admitted that Austria was in a holding 
pattern, waiting to see how things developed in Brussels. 


3. (C) Wieser agreed with our point that the SWIFT 

discussion needed to have a better balance between law 

enforcement obligations, data privacy rights, and maintaining 

a worldwide payments system. Wieser good-naturedly 

characterized the Austrian dat protection authorities as 

\"ayatollahs.\" Accordng to Wieser, since the SWIFT story 

became publi in June 2006, only one bank -- a small, 

provincal one -- had complained about the program to GoAfinancial authorities. 


4. (C) Comment: The MoFhas been a voice of reason on SWIFT 
(reftel), prvately criticizing what it feels was an initial 

ack of engagement with the EU on SWIFT, but advocaing a 
low-key, behind-the-scenes approach to rach a solution. The 
Data Protection Committee, as Wieser noted, is zealous in its 
independent function as a data protection guardian. Adequate 
protection of data privacy certainly has resonance in 

Austrian society, given the country\'s experience under 

national socialism. 

MCCAW 
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E.O. 12958: DECL: 02/02/2017 

TAGS: PGOV, PHUM 

SUBJECT: SEPARATIST CLASHES SPARK PANIC, HARDSHIP IN PAPUAN 
HIGHLANDS 


REF: A. 04 JAKARTA 10311 (FIVE KILLED IN SEPARATIST 


ACTION) 
B. 04 JAKARTA 12489 (MYSTERY SHROUDS MULIA UNREST) 


JAKARTA 00000296 001.2 OF 002 


Classified By: B. Lynn Pascoe, Ambassador. Reason: 1.4 (b, d) 


1. (SBU) Summary: Two months of clashes between separatist 
guerrillas and police in Papua\'s Central Highlands has 
panicked villagers, causing them to abandon their farms and 
villages and resulting in reports of food shortages. Church 
sources place the number of displaced persons at about 2,000. 
While first-hand sources of information are scarce, past 
experience has shown such estimates tend to be high (reftels) 
and we believe the true number of those affected to be in the 
hundreds based on other reliable assessments. The refugees 
are reportedly facing hardship due to hunger, exposure, and 
related illnesses. We have no reports of large-scale 

violence against civilians. Official Indonesian sources at 

both the local and national levels claim that the police 

action is over and the needs of the refugees are being met. 
End summary. 


The Backside Of Beyond 


Column 3 

2. (SBU) The unrest is taking place in what is perhaps the 
most inaccessible part of Indonesia. The affected 

settlements are in the Yamo district near Mulia in Puncak 

Jaya regency. Mulia has never had any land link to Jayapura 
or other coastal settlements. There is a road connection to 
Wamena, but it is extremely hazardous because its bridge was 
destroyed in 2004, and passing vehicles are sometimes 
attacked by bandits and Free Papua Organization (OPM) 
guerillas. In short, access to the area is by foot or by 

small aircraft. The only planes that fly into the area are 
operated by the Indonesian military or by foreign 

missionaries. Reports on the situation there appear to be 
based on first-hand accounts from a few Papuan church sources. 


3. (SBU) Tension has been escalating in the region over the 
last two months as a result of rebel attacks on the TNI and 
INP. On December 8, OPM guerrillas led by Goliath Tabuni 
killed Major Joko Susanto, a Kopassus (Special Forces) 
officer, and Tobias Sirken, a former army staff sergeant. 

The incident took place in the Kumibaga mountain area near 
Mulia. Military sources reported the two were murdered when 
they met with an OPM unit to persuade them to end their armed 
struggle. On the following day, the separatist Morning Star 
Flag was raised over the area. On December 13, OPM 
guerrillas attacked a police officer in the same area, 

seizing his rifle. 


4. (SBU) On December 24, OPM issued communiques reporting 
that they had \"occupied\" Mulia. There were unconfirmed 
reports that the OPM captured, then released, a soldier. 
Police reinforcements began to be flown into the Mulia area 
during this time. On December 29, the home of a church 
leader was burned. Although the cause was unknown, many 
local Papuans blamed security forces. Over the next several 
days, the police, supported by the military conducted a 
\"sweeping\" operation to drive the OPM out of the area in 
which the flag raising had occurred. The action was 
completed on January 5. According to church sources, one 
Papuan was shot and killed during this operation. 


Villagers Flee Clashes 


5. (SBU) In the first days of January, people belonging to 

the Lani tribe abandoned their farms and settlements in the 
Yamo district, fleeing to Kiyage, a two days\' walk from their 
homes. The refugees are reportedly subsistence-level 
tribesmen who speak no Indonesian. According to church 
sources, the refugees burned two bridges over the Yamo river 
to prevent pursuit by either the OPM or security forces. 
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6. (SBU) According to a report issued by the Papuan 
Association of Churches, a pastoral mission sent to the area 
on January 16-18 estimated that over 5,000 persons had been 
affected by the disruption. This figure was a combined total 

of 2,000 refugees and inhabitants of the villages where they 
have sought shelter. All were reported suffering from food 
shortages, medicine shortages and, in some cases, exposure. 
Church sources also say four persons have died of illnesses 
contracted during their flight. 
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How Many Affected? 


7.(C) While the pastoral mission\'s account of the events in 
the Mulia area is probably reliable and tracks closely with 
versions we have heard from other sources, its estimate of 
the 5,000 affected persons is almost certainly inflated. The 
figure was derived simply by adding up the numbers of members 
of church congregations in the area. The acting regent, in 
contrast, publicly cited a figure of 2,000, but said they 

were now being provided for. An official Indonesian source 
told an International Crisis Group staff member that the true 
figure was 800. A police source also told the ICG that there 
was no TNI build-up in Mulia but several hundred extra mobile 
brigade troops had been brought in from Jayapura. 


GOI Accounts 


8. (C) The GOI has sought to counter reports circulated by 
ElsHAM (Institute for the Study of Human Rights) and other 
NGOs. The Department of Foreign Affairs (DEPLU) claims that 
only 50 persons fled the Yamo area and that the situation has 
now returned to normal. 


9. (C) The Ministry of Defense (DEPHAN) provided a briefing 
paper on the situation to the British Embassy. The paper 

asserts the TNI only acted in a supporting role to the 

police. In response to some NGOSs! claim that houses were 
burned, DEPHAN acknowledges three houses were burned during 
the period in question but only one of these incidents was 
attributable to police actions. DEPHAN estimates the number 

of displaced at 2,400 and claims that they are prevented from 
returning to their villages only by the fact that they have 

literally burned bridges behind them. 


Comment 


Column 3 


10. (C) The Mulia area is a historic hotbed of armed 
separatist activity and these security operations are 

cyclical. As was the case in 2004-05 (reftels), reliable 
first-hand information is scarce notwithstanding the numerous 
claims made by NGOs. It is an unfortunate reality that local 
people, fearing both the OPM and the security forces pursuing 
them, suffer hardship when they abandon their homes, and it 
is the responsibility of the local and national authorities 

to respond to their needs. In contrast to past episodes of 

this kind, we have received no reports, credible or 

otherwise, of indiscriminate violence against civilians. End 
comment. 

PASCOE 
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E.O. 12958: DECL: 01/07/2017 

TAGS: EAGR, ETRD, KWBG, IS 

SUBJECT: BARDALA/BISAN CROSSING IS POSITIVELY IMPACTING 
AGRICULTURAL EXPORTS 


Classified By: Consul General Jake Walles, Reasons 1.4 (b) and (d). 


1. (SBU) Summary: Palestinian farmers in the JV reported 
that the January 15 opening of the Bardala/Bisan agricultural 
crossing has allowed their fruits and vegetables to be 
exported to Israel within a day of being picked, resulting in 
higher prices for farmers. Farmers continue to experience 
small profit margins, though, as logistical costs for 

exported agricultural products have more than quadrupled 
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since 1999. GOI import quotas and sanitary and phytosanitary 
regulations prevent them from reaching more markets and 
expanding their businesses. End summary. 


NO INCREASED SALES, BUT FRESHER 
PRODUCTS UPON ARRIVAL 


2. (C) Palestinian farmers in the JV described the positive 
impact on their businesses of the opening of the 
Bardala/Bisan crossing into northern Israel from the 
Palestinian side of the Jordan Valley on January 15. Prior 

to Bardala/Bisan\'s opening, JV agricultural exports into 

Israel passed through the Jalameh terminal near Jenin or 
through Ramallah\'s Beituniya terminal, which are hours away 
via mountainous and congested roads. JV fruits and 
vegetables now arrive in Israel fresher than before, 

resulting in higher prices and more profits for farmers. The 
farmers stated that 20-25 truckloads of JV agriculture 
products are delivered daily through the Bardala/Bisan 
crossing, which is open Sunday to Thursday from 10 AM to 6 PM 
and on Fridays from 10 AM to 12 PM. The farmers noted that 
opening the crossing at 7 AM would be a further improvement 
especially as the days grow longer and warmer. They praised 
the lack of flying checkpoints on the main north-south 
highway (Route 90) leading to the crossing. 


HIGH TRANSPORTATION COSTS 
AND QUOTAS ON EXPORTS 


3. (C) Bardala farmer Sami Abu Mansour told Econoffs that 
transportation costs currently represent 60 percent of 
consumer sales prices for JV agricultural products, in 
comparison to 13 percent in 1999. The middlemen transporting 
fruits and vegetables to Israeli wholesalers have to wait an 
average of two hours at Bardala/Bisan, thereby preventing 
multiple trips per day. The crossing\'s NIS 5 per pallet 

forklift fees associated with back-to-back unloading and 
loading chip away at profit margins even further, said Abu 
Mansour. He added that the Israelis allow only JV residents 
to access Bardala/Bisan, preventing other West Bank truckers 
from accessing the crossing and limiting competition amongst 
truckers. An al-Awjah farmer said that the GOI has imposed 
individual quotas on Palestinian agriculture, limiting the 

daily quantity of farmers\' exports of specified fruits and 
vegetables. These same quotas are not in force for produce 
from neighboring Israeli settlement farms in the JV, he said. 
Meanwhile, a Jiflek farmer said a truckload of Palestinian 
produce brought to Bardala/Bisan cannot be delivered to more 
than one buyer on the Israeli side. 
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FRUSTRATION WITH CHEMICAL TESTS 


4. (C) Israeli authorities at Bardala/Bisan crossing test 
Palestinian-grown zucchini, cucumber, corn, and okra for 
chemicals because the GOI claims that Palestinian farmers use 
sewage water to irrigate crops, according to one farmer, Imad 
Khamhawee. He said that truckloads of JV fruits and 
vegetables are rejected by GOI authorities for failing the 

test. Knamhawee labeled the practice a non-tariff barrier to 
trade, and called it \"ridiculous,\" adding that JV farmers 
never use sewage water to irrigate their crops. Produce from 
neighboring Israeli settlements in the JV is not subjected to 
these tests, he said. 


CHANGING RULES AT CHECKPOINTS 


5. (SBU) Several farmers stated that the rules and 
regulations for agricultural imports change daily. The 
farmers wanted to see written rules in Arabic in order to 
understand the regulations - something not yet provided by 
the GOI. They said the crossings do not operate on a 
first-come, first-serve basis, with many truckloads made to 
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wait at the crossing for hours without explanation. 


6. (SBU) The farmers appealed for help from USAID to 
establish a JV-located packing house and agricultural 
marketing company, which would (1) give producers more 
control and profitability in the export process and (2) 
enhance export potential to international markets. 
WALLES 
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E.O. 12958: DECL: 02/02/2017 
TAGS: PGOV, PREL, PTER, IN, NP 
SUBJECT: NEPAL: INDIAN DCM CONCERNED ABOUT TERAI UNREST 


Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d). 


Summary 


1. (C) In a February 1 meeting with the DCM, Indian DCM Dr. 
Kheya Bhattacharya said that she was dismayed by the current 
unrest in the Terai, adding that she thought the Prime 

Minister had missed an \"historic opportunity\" to solve the 
problem with his January 31 speech to the nation by speaking 
only in generalities. The Government of India (GOI) had been 
pushing, both in Nepal and in India, for the Government of 
Nepal (GON) to actively engage with the protesting groups in 
the Terai to solve the current problems. Bhattacharya 
stressed that the problem was a Nepali problem and that India 
played no role in the unrest, nor would it play a role in the 
solution. The Indian Consulate General in Birgunj had raised 
its alert level, and had made contingency evacuation plans. 
Bhattacharya shared a video with the DCM of the recent 
protests in Nepalgunj; the video underscored the level of 
tension between the Madhesis (people of Terai origin) and the 
Pahadi (people of hill origin) in the Terai, and the role the 
police had played in fanning the flames of violence against 
the Madhesis during the protests. 


PM Missed an Historic Opportunity to Solve a Problem 


2. (C) On February 1, Indian DCM Dr. Kheya Bhattacharya told 
the DCM that she was dismayed by the current unrest in the 
Terai generated by Madhesi rights groups. She stated that 
the Prime Minister had missed an \"historic opportunity\" to 
solve the problem with his speech on January 31, which she 
said had not offered any specific solutions. Bhattacharya 


Column 3 

said that the GOI had urged the GON, both in New Delhi and in 
Kathmandu, to enter into dialogue with the protestors and 

find a solution to the problem. She said that the 

politicians in the main political parties who were also from 

the Terai needed to travel to their home districts and help 
solve the problem, but were afraid to do so for fear of 

violence. Bhattacharya made it clear that the Madhesis had 
legitimate political concerns and the GOI believed that an 
effective dialogue was the only way to solve the problem. 


This is a Nepali Problem, Not an Indian Problem 


3. (C) Bhattacharya made it abundantly clear that this was a 
Nepali problem, and not an Indian one. She said the GOI had 
tried to close down the border as much as possible in the 
Terai region; that said, the border between Nepal and India 
was long and porous and closing it down completely was nearly 
impossible. The situation in Birgunj (a main border entry 
point in south-central Nepal) was deteriorating daily. The 
Indian Consulate in Birgunj had raised its threat level and 

was making contingency evacuation plans for the safety of its 
employees. Bhattacharya stressed that the GOI would not be 
drawn into the fray in the Terai. 


Nepalgunj Incident Indicative of Current Tensions 


4. (C) Bhattacharya showed the DCM a video of the violent 
protests in Nepalgunj on December 26, 2006. In the video, 
police were clearly seen taking the side of the Pahadi 
protestors, helping point out Madhesi businesses and 
assisting in the destruction and burning of those businesses. 
(Note: The police forces have few Madhesis in their ranks; 
most police officers are Pahadis. End note.) 


Maoists and Royalists Taking Advantage 


5. (C) According to the Indian DCM, the Maoists have been 
cynically taking advantage of the situation, encouraging the 
GON not to engage in dialogue with the Madhesis, hoping to 
eradicate the splinter Janatantrik Terai Mukti Morcha. 

Maoist Supremo Prachanda, in a press conference on February 
1, said that the PM\'s speech was not enough, and that the 
Maoists had always been concerned about the rights of the 
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Madhesis and intended to help solve the problem. 


Column 3 
Bhattacharya stated that royalists were clearly using the 
protests for their own means as well. 


Comment 


6. (C) The Indian DCM\'s concern mirrors our own about the 
situation in the Terai. Post has also been pressing the GON 
to engage in effective dialogue with the Madhesi protestors 

in order to resolve the situation. Bhattacharya was right; 

by not defining a concrete way forward, the PM\'s speech has 
done little to diminish the protests in the Terai. 

Bhattacharya stated that she believed the protests would last 
for another week or so, and probably culminate in a written 
agreement between the protestors and the GON. This will 
require the GON to take a substantial step toward a 
meaningful dialogue, on which we will press the GON to move 
forward quickly. The GOI realizes it is in a delicate 

position with respect to the problems in the Terai; New Delhi 
clearly has sympathy for the Madhesis and their legitimate 
grievances, but the GOI understands that if it goes too far, 
India will be accused of encouraging separatism. 

MORIARTY 


95039 

OO RUEHCN RUEHGH 

DE RUEHIN #0275/01 0330951 

ZNY CCCCC ZZH 

O 020951Z FEB 07 

FM AIT TAIPEI 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 3994 
INFO RUEHBJ/AMEMBASSY BEIJING 6330 
RUEHUL/AMEMBASSY SEOUL 8449 
RUEHKO/AMEMBASSY TOKYO 8469 
RUEHCN/AMCONSUL CHENGDU 1681 
RUEHGZ/AMCONSUL GUANGZHOU 9982 
RUEHHK/AMCONSUL HONG KONG 7563 
RUEHGH/AMCONSUL SHANGHAI 0802 
RUEHSH/AMCONSUL SHENYANG 5649 
RUEAIIA/CIA WASHDC 

RHEFDIA/DIA WASHINGTON DC 
RUEKJCS/SECDEF WASHINGTON DC 
RHHMUNA/USPACOM HONOLULU HI"","C ONFIDENTIAL SECTION 01 OF 03 TAIPEI 000275 


SIPDIS 
SIPDIS 
E.O. 12958: DECL: 02/02/2032 


TAGS: PGOV, TW 
SUBJECT: KMT VICE-CHAIRMAN JOHN KUAN ON KMT POLITICS, MA 
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REF: A. TAIPEI 0028 


B. TAIPEI 0216 
C. TAIPEI 0257 


Classified By: Acting Director Robert S. Wang, 
Reason(s): 1.4 (B/D). 


1. (C) Summary: The Kuomintang (KMT) expected to win the 
Kaohsiung mayoral race, and attributes the loss to 
underhanded DPP tactics on the eve of the election. Some KMT 
view the loss as a blessing, however, because it revealed 
that KMT Chairman Ma Ying-jeou\'s personal charisma isn\'t 
enough to win every election. After stepping down as Taipei 
mayor, Ma has spent most of his time working the political 
grassroots. He does not intend to change the party name to 
the \"Taiwan KMT,\" and is not planning to alter current KMT 
cross-Strait policy. Ma currently has no serious competition 
for the KMT\'s 2008 presidential nomination, but his run would 
be complicated if he is indicted for misuse of mayoral office 
funds. The KMT will continue to hold the annual budget 
hostage to force a DPP compromise on the Central Election 
Commission. End Summary. 


Kaohsiung Loss a Blessing in Disguise 


2. (C) The Deputy Director met with KMT Vice-Chairman and 
party strategist John Kuan (Kuan Chung) on January 29 to 
discuss the current state of KMT politics. Noting that the 

KMT had never doubted it would win the Taipei mayoral race, 
Kuan acknowledged that the party also expected to win the 
Kaohsiung mayoralty, though by a much smaller margin. The 
DPP caused the KMT loss by manufacturing vote-buying 
accusations against the KMT candidate in the last few days 
before the election, Kuan charged, and \"humiliated\" the KMT 
leadership. In the weeks since the election loss however, 
party leaders have come to see the Kaohsiung defeat as a 
blessing in disguise. The KMT electoral machinery had become 
complacent, he explained, relying too much on KMT Chairman Ma 
Ying-jeou\'s popularity and prestige to win races. Losing 
Kaohsiung revealed that Ma\'s popularity has its limits, 
especially in the south, and that the KMT will have to do 

much more to ensure victory in 2008. At the same time, he 
continued, the KMT lost in Kaohsiung by only about 1,200 
votes, or 0.12 percent of the total vote. This is proof that 

the KMT has gained considerable ground in the south, Kuan 
maintained, since the KMT lost the 2004 presidential and 
legislative elections in Kaohsiung by more than 100,000 votes. 
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Ma Busy Growing the Grassroots 


3. (C) Kuan told the Deputy Director that since stepping down 
as Taipei mayor on December 25, Chairman Ma has spent most of 
his time cultivating the party\'s grassroots, in particular 
meeting with city-level party officials island-wide. Voters 

in the south are emotional." Kuan explained, and candidates 
must prove to be one of them!" before they can expect to 
receive their votes. (Note: Kuan interjected that Ma had 
made 18 visits to Kaohsiung in the last three weeks before 
the election, but it had not been enough to win the majority 
over to the KMT. End note.) After the Lunar New Year 
holiday (February 19-22), Kuan said, Ma will concentrate on 
meeting with party leaders in Taiwan\'s more rural areas. Ma 
is even considering moving to Kaohsiung in the near future, 

to become more familiar with and accessible to voters in the 
south. 


Possibility of Indictment Still Looms Large 


4. (C) Ma and others in the KMT are taking seriously the 
possibility that Ma could be indicted for allegedly misusing 

his Taipei mayoral office expense accounts (see ref A). Kuan 
insisted Ma would honor his promise to step down as chairman 
if indicted, but would not necessarily give up on running for 
president. Ma is proud of his reputation for integrity and 

has been deeply hurt by these accusations, Kuan continued, 
but if he succeeds in clearing his name in time, he intends 

to stand for the party\'s presidential nomination. The 
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consensus within the KMT, Kuan stressed, is that Ma is the 
only KMT candidate capable of bridging the 
Mainlander-Taiwanese gap, and is therefore the best candidate 
to represent the party. Although LY Speaker Wang Jin-pyng 
and others may appear capable of challenging Ma for the 
nomination, Kuan confided, no one, including Wang, has the 
power base or the financial resources to pull it off. 


Allies but not Friends 


5. (C) The relationship between Ma and Wang continues to be 
poor, Kuan acknowledged. Realizing that Ma does not want him 
as a vice-presidential running mate, Wang has resorted to 
taking positions at variance with Ma in order to demonstrate 
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to Ma his usefulness and importance to the party. Kuan would 
not rule out Ma offering Wang the vice-presidential spot, 
since the two men \"don\'t need to like each other to 
cooperate.\" Kuan added two caveats: that \"forming a 
presidential ticket is more chemistry than mathematics\" and 
that the Ma-Wang relationship was unlikely to improve as the 
presidential election comes nearer. Wang would also have 
second thoughts about giving up the power he holds as LY 
president to accept the relatively powerless 

vice-presidential position. 


No Change in Party Name, Cross-Strait Agenda 


6. (C) Kuan told the Deputy Director that the recent furor 

over Ma\'s supposed intention to change the party\'s name to 
\"Taiwan KMT\" had been misplaced. According to Kuan, Ma was 
just vague in responding to a question about whether the KMT 
should change its name to \"Taiwan KMT\" to strengthen its 
connections to Taiwan. In his reply, Ma suggested the 

proposed change could be considered alongside other options. 
Kuan insisted that Ma has never seriously considered changing 
the name of the party, and the issue has since died down 

within the party. 


7. (C) Ma also has no plans to deviate from Lien\'s 
cross-Strait agenda (see ref C). The PRC doesn''t trust the 
Chen administration, but does trust the KMT to some extent, 
which opens possibilities for improving cross-Strait 

relations. If and when the KMT returns to power, Kuan said, 
it will acknowledge the \"\'92 Consensus\" but will also push to 
increase Taiwan\'s \"international living space.\" The Taiwan 
people, he said want to be represented and to participate in 
international organizations, which the KMT will try to 

fulfill. KMT leaders are optimistic that once in power, they 
will be able to negotiate with Beijing access to 

international organizations, and to preserve their current 
number of diplomatic allies. PRC leaders will have no choice 
but to make concessions, Kuan explained, otherwise, there 
will be no way for the KMT to convince the Taiwan public to 
support closer ties with China. What about military 
procurement from the U.S., asked the Deputy Director, would 
that continue? Kuan insisted that PRC objections to 
U.S.-Taiwan arms procurement deals were merely pro forma, and 
that China had no reason to object as long as it continued to 
build up its military capability against Taiwan. 


Holding the Budget Hostage 


8. (C) Kuan told the Deputy Director that the LY failed to 
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reach a compromise on the annual budget because the DPP 
refused to relinquish political control of the Central 

Election Commission (CEC) (see ref B). The opposition KMT 
only has one bargaining chip, Kuan argued, and that is to 
hold the annual budget process hostage until the DPP agrees 
to restructure the CEC according to party representation in 
the LY. Voters might blame the KMT for being obstructionist, 
Kuan acknowledged, but the DPP also looks bad for refusing to 
\"democratize\" the CEC. Kuan made it clear that the KMT 
intends to continue blocking the annual budget, including the 
long-stalled U.S. arms procurement package, until the DPP 
blinks on the CEC issue. 


Neutralizing the PFP 
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9. (C) Kuan told the Deputy Director that before the 

December 2006 mayoral contests in Taipei and Kaohsiung, KMT 
Honorary Chairman Lien Chan \"pushed\" Ma to settle differences 
with PFP Chairman and then-Taipei mayoral candidate James 
Soong. Lien advocated a KMT-PFP alliance to bring back into 
the KMT fold those 15 or so PFP legislators who might cause 
problems for the KMT in the December 2007 legislative 
elections. Ma and Soong agreed to develop a mechanism to 
jointly nominate PFP and KMT candidates for legislative 

seats; however, Kuan revealed, the KMT will agree to replace 

no more than five KMT candidates with PFP nominees. Soong 
knows his party is very close to collapse, Kuan noted, which 
explains why his latest remarks about cooperation have been 
increasingly \"friendly\" to the KMT. 

WANG 
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E.O. 12958: N/A 
TAGS: EFIN, ECON, MA 
SUBJECT: 2007 MOROCCAN BUDGET 


This message is sensitive but unclassified. Please handle 
accordingly. 


1. (SBU) Summary: Morocco\'s 2007 budget, adopted in the just 
concluded fall parliamentary session, highlights both the 
economic successes of the government of Prime Minister Jettou 
and the challenges that will remain for his successor. In 

its broad outline, the budget reinforces the overall 
macro-economic stability Morocco has achieved in recent 

years, maintaining the budget deficit at around 3.1 percent 

of GDP while also increasing public investment and beginning 
the difficult process of tax reform. More troublesome is the 

fact that despite recent compression of the civil service, 

the public sector wage bill is up 6.9 percent from 2006, 

while overall expenditures are up 14.8 percent. In addition, 

the budget does not touch the politically sensitive topic of 

the Caisse de Compensation, which subsidizes products ranging 
from petroleum to sugar. As a result of these trends, the 

long term sustainability of Moroccan budgetary policy is in 
question with debt service up nearly 33 percent, to the point 
where it represents over 30 percent of the total budget. End 
Summary. 


2. (U) Budget Outline: Morocco\'s 26.6 billion USD budget for 
2007 is up nearly 15 percent on the 22.98 billion USD that 

the Kingdom expended in 2006. Government revenue, however, 
is forecast to rise only 8.2 percent to 24.72 billion USD 

billion, leaving the country with a deficit of 1.78 billion 

USD, or approximately 3.1 percent of GDP. The budget forsees 
3.4 percent growth, 2 percent inflation, and is based on an 
average oil price of 65 USD per barrel. Expenditures are 
divided among government functioning (12.74 billion USD), 
investment (3.02 billion USD), debt (6.86 billion USD) and 

other expenditures (3.85 billion USD). The budget includes 

1.6 billion USD for the price supports on petroleum, sugar, 

and other products that the Moroccan state provides through 
the Caisse de Compensation. Roughly 1 billion USD of this 
total is for subsidies for this year, with the remainder 

going to pay off arrears from previous years. 


3. (U) Tax reform: Government officials note that revenue 
growth in the 2007 budget lags behind expenditures in part as 

a result initial tentative steps to reform Morocco\'s income 

tax. With a top marginal rate of 44 percent and such swift 
escalation that even wage earners who earned 4,000 USD faced 
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a 35 percent rate, Morocco\'s income tax, particularly when 
coupled with social security taxes of 35 percent, constituted 
what the World Bank termed a severe constraint on the use of 
human capital." The 2007 budget begins gingerly to address 
the situation by reducing the top tax rate from 44 to 42 

percent, raising the floor at which income tax is first 

imposed from 2325 USD to 2800 USD and also adjusting the 
internal salary bands, so that (for example) the 35 percent 

rate becomes effective at a salary of 5,230 USD. The changes 
will cost the government an estimated 290 million USD in 
revenue. 


4. (U) Expenditures: Increases in everyday government 
expenditures include a 6.9 percent increase in spending for 
civil service salaries, despite the completion of the program 
of voluntary departures which the government has pursued in 
recent years. Given that the average increase in the wage 
bill over the last six years has been 7.5 percent, the 
voluntary departures succeeded in bringing that increase 
below that level by only 1 percent in 2007. The largest 
increase in the budget by far, however, is for debt service, 
which is up nearly 33 percent over 2006, representing over 30 
percent of the total budget. External debt payments are 
relatively stable at 1.1 billion USD, but internal debt 
payments for interest and principal have swollen to 5.76 
billion USD, a 41 percent increase. Prime Minister Jettou 
has sought to downplay the issue, in arguing that the 

internal debt increase is less dramatic when one discounts 
one-time charges for the voluntary departures (930 million 
USD) and the arrears of the retirement system (1.28 billion 
USD). 


5. (U) Investment: On the positive side of the ledger, the 
budget significantly increases investment, though at least 

one observer has argued to us that the increase stems in part 
from clever accounting in shifting unrealized investments 
from 2006 to 2007 books. Nonetheless, the 17.8 percent 
increase in investment is noteworthy. When other investment 
spending is included, including that chanelled through the 
Hassan Il Fund, public enterprises, and special Treasury 
accounts, total Moroccan investment spending totals nearly 
10.46 billion USD. 


6. (SBU) Caisse Reform: Left for a future government is the 
politically sensitive topic of reform of the Moroccan subsidy 
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system, which the government left untouched in the 2007 
budget. Recent declines in oil prices have eased the burden 
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these subsidies impose on the overall budget (and the budget 
itself is based on a realistic average price of oil of 65 USD 

per barrel), but critics still indict the system for its 

failure to target the truly needy. Subsidies on \"small\" 
propane gas bottles, for instance, have led many enterprises 
to utilize large numbers of such small canisters, rather than 
buy such gas in larger quantity. Even Caisse officials 
estimate that well under fifty percent of their spending 
reaches the truly needy, as originally intended. 


7. (SBU) Comment: With its investment and subsidy components 
and initial steps towards tax reform, the 2007 budget is 

clearly framed with the upcoming 2007 parliamentary elections 
in mind. Debates in the parliament largely consisted of 
political parties attempting to position themselves ina 
politically favorable light, and did not address the the 

budget\'s underlying balance or sustainability. Similarly, in 

his recent public presentations on the budget, Finance 
Minister Oualalou has preferred to discuss improvements in 
Morocco\'s social and economic situation, rather than enter 
into the weeds of budgetary policy. Future governments may 
not have that luxury, however, given pressures stemming from 
Morocco\'s mounting internal debt and the need for further 
reform of the country\'s social security system. Critics 

argue too that the government must do more both to rein in 
ordinary expenditures and to target critical areas such as 
agricultural reform and industrial development, and warn that 
the 3.4 percent growth on which the budget is based is not 
sufficient to either reduce poverty or absorbe new entrants 
into the labor force. End Comment. 

Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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E.O. 12958: N/A 

TAGS: PREL, PGOV, RO 

SUBJECT: REQUIEM FOR A MIDDLEWEIGHT: THE CHRISTIAN-DEMOCRAT 
NATIONAL PEASANT,S PARTY CONGRESS 


1. (SBU) The Christian-Democrat National Peasant\'s Party 
(PNTCD) held its congress on January 21, electing Marian 

Milut as president to replace failed 2004 presidential 

candidate and current mayor of Timisoara, Gheorghe Ciuhandu. 
A businessman, Milut has had a unremarkable political career. 
In 2004, Milut was the Popular Alliance (AP) presidential 
Candidate, garnering less than one-half of a percent of the 
popular vote. (Note: The AP was a PNTCD splinter party 
following the PNTCD\'s loss in Parliament in 2000. End Note.) 
Milut returned to the PNTCD, and won a decisive victory over 
two PNTCD rivals at the 2007 Party Congress (522 votes versus 
124 and 110 votes respectively). His platform called \"PNTCD 

- European party" pledged to return the party to parliament 

in the 2008 general elections. 


2. (SBU) Though PNTCD does not have a significant electoral 
following, it is a sentimental \"favorite brand" for its role 

in the fierce political struggles of the early nineties. The 
PNTCD along with its former leader Corneliu Coposu, were the 
vanguard of anti-Communist opposition during the difficult 
political transition following Ceaucescu\'s fall. Because of 

its historical stature, both the Democratic Party (PD) and 

the National Liberal Party (PNL) sent senior emissaries to 

the PNTCD convention in an attempt to woo PNTCD leaders and 
rank-and-file, reminiscent of the old political alliance 

that formed in the immediate post-communist period. Milut 
announced that he would work for rapprochement with the PM 
Tariceanu,s PNL. 


What is the PNTCD? 


3. (SBU) The PNTCD is not in the government, and only holds 
between one and two percent in the polls. It has a symbolic 
importance because the PNTCD is, along with Tariceanu,s PNL, 
one of the \"historical parties\" of Romania. PNTCD following 
the 1989 revolution was the first registered party and the 
primary anti-communist opposition party. It was the driving 

force of the Romanian Democratic Convention (CDR), the 
alliance of anti-communist parties that formed the main 
parliamentary opposition between 1992 and 1996, and then 
formed the 1996-2000 government, within which the PNTCD was 
the dominant party. Following a series of harsh political 

reforms initiated by the PNTCD, and the loss of their rural 
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based constituency, the party lost its parliamentary 
representation in 2000, and has not recovered. 


4. (SBU) Following its 2000 defeat, the PNTCD was abandoned 
by many of its leaders who formed various splinter parties, 

such as the Popular Alliance (AP) which was initiated and led 
by the PNTCD-supported president Emil Constantinescu 
(1996-2000). Although its orientation is similar to those of 

the Democratic Party (PD), the PD is blamed for taking much 

of the PNTCD constituency. 


5. (SBU) Comment: There are serious doubts on whether Milut 
can lead the party back to Parliament in 2008. The PNTCD\'s 
appeal to Tariceanu is probably its last gasp for relevancy 
before fading away. End Comment. 
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TAGS: PGOV, PHUM, PINS, KDEM, GV 
SUBJECT: PRESIDENT CONTE LIVES IN ANOTHER WORLD 


Classified By: Ambassador Jackson McDonald. Reasons 1.4 (b) and (d) 


1. (C) On February 1, | met for nearly an hour with Guinean 
President Lansana Conte. The conversation was disjointed, 
with Conte frequently digressing and going off on tangents. 
He minimized the importance of the recent general strike, 
including the use of lethal force against civilian protesters 
on January 22. He would not engage on political questions 
such as the appointment of a prime minister and the need to 
build national consensus. Conte was alert, but, as usual, 
his level of discourse remained very basic. This 
conversation was frustrating; | was trying to talk about ways 
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out of the current crisis with a human relic whose time has 
long since passed. End Summary. 


2. (C) President Conte received me for almost an hour 
yesterday afternoon, February 1. We again met in the shade 
of a banyan tree in the parking lot of the burned-out Palais 
des Nations, a large edifice that housed the Presidency until 
it was destroyed in the 1996 mutiny. This is Conte,s 
preferred setting: outdoors, under a tree, with a steady 
breeze. Conte holds court like a village chief, and this 
setting is the closest thing to a village in downtown 

Conakry. 


3. (C) When | arrived, President Conte was sitting in an old 
leather armchair, with President of the National Assembly 
Aboubacar Sompare, President of the Supreme Court Lamine 
Sidime, and President of the Economic and Social Council 
Michel Kamano sitting around him in white plastic chairs. 
Business crony Mamadou Sylla had enthroned himself on a low 
retaining wall. The atmosphere was gloomy. Another business 
crony, Guido Santullo, wandered by and took a seat toward the 
end of the meeting. No one spoke except Conte and me. 


4. (C) After offering New Year,s greetings, | referred to 

the recent general strike as a Guinean matter that the 
Guineans themselves needed to resolve. | added, however, 
that the United States considered itself a friend of Guinea 
and wanted to be helpful if it could. 


5. (C) President Conte replied that Guinea is a difficult 
country to govern, because Guineans are proud. He gave a 
negative connotation to the word &proud,8 implying that 
Guineans are too proud to yield or compromise. Conte said 
that before Guineans could get along with each other they 
first had to &accept each other.8 He asserted that every 
family and every nation has quarrels. It happens everywhere. 
Guinea is no exception. He said Guinea would have to settle 
this quarrel itself; its friends, including the United 

States, could only play a supporting role (Vous pouvez venir 
en appoint, c,est tout.). 


THEY ARE TESTING ME 
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6. (C) When | referred again to the strike, President Conte 
cited a traditional proverb: \"they have thrown dust in the 

air to see which way the wind is blowing8 (that is, the 
protesters are testing him to see how far they can push him). 


7. (C) I told President Conte that no one was attacking him 
personally. That said, life is tough for most Guineans. 
Frustrations are running high. Guineans are not demanding 
much. All they want is a normal existence: the chance to 
work, to raise a family, and to put food on the table. They 
want hope. 


8. (C) President Conte responded with an archaic ideological 
jab about how Africans continue to suffer from &colonial 
domination.8 Africans are not at fault, he claimed. 
Westerners are at the root of Africa,s problems. 


9. (C) Feigning offense, | took exception, noting that the 


CONAKRY 00000127 002 OF 003 


United States had never possessed colonies in Africa and had 
never dominated the continent. President Conte took the 
point, adding that even before colonialism Africans had been 
dominating other Africans. He said: &lf | want something 
from my neighbor, | will try to get it. Africans and African 
countries have always behaved that way.8 


10. (C) | said that, on January 22, | had seen with my own 

eyes thousands of demonstrators as they passed by the embassy 
heading downtown. | told President Conte that these were not 
the hoodlums who had been throwing rocks and burning tires 
earlier in the strike; rather, these were ordinary Guineans, 
upstanding citizens frustrated with their current plight and 

wanting a decent life. 


11. (C) President Conte replied, &they shouldn\'t be here; 
they are young people who abandoned their villages thinking 
life would be easier in the city; they\'re wrong; life is 
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easier in the village; they should go back.8 


12. (C) I tried to appeal to President Conte,s 

paternalistic instincts as the &father of the nation8 for 

the past 23 years. Conte interrupted, &so you think I\'ve 
been around too long?8 He then digressed into a long 
discourse about how term limits do not work in Africa. Once 
a chief, always a chief, he said. 


13. (C) | said that was not my point. Rather, as &father 
of the nation,8 he had a paternal responsibility to bring 
together all the sons and daughters of Guinea. If ever 
Guineans needed to unite for the good of their country, it 
was now, | said. | urged him to try to build consensus. 


14. (C) President Conte repeated that quarrels happen in all 
families and all countries. He said that Guineans had 
quarreled before and that this time was no different. 


15. (C) | countered that this time was, in fact, different. 
Guineans had killed Guineans. Throughout my stay in Guinea, 
Guineans had told me they were different, that they would 
never kill each other, that Guinea was not Liberia or Sierra 
Leone. Recent events, especially the shootings on January 
22, had proven otherwise. Guineans had killed other Guineans 
by the dozens. They had violated their own values; they had 
violated an important taboo. 


16. (C) Incredibly, President Conte denied that any Guinean 
had killed a fellow Guinean on purpose. He maintained that 
the deaths had been caused by stray bullets. (Either he was 
lying, or no one has told him what really happened on January 
22.) 


17. (C) | urged President Conte to hold the killers 
accountable. If not, then they would feel free to kill 

again. If not, others would also feel free to kill. | said 

the last thing Guinea needed was to succumb to a downward 
spiral of violence. 


18. (C) President Conte appeared not to realize the depth of 
popular discontent or the extent of last week\'s bloodshed. 
He responded that Guineans had, in fact, killed each other in 
the past and that Guinea would survive this time, too. 


CONTE WILL RETIRE FROM THE MILITARY WHEN HE IS NO LONGER 
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PRESIDENT 


19. (C) Next, | tried to gauge how much President Conte was 
focusing on appointing a new prime minister. | recalled that 
he had once told me that he was a farmer, a general, and a 
president. He smiled and nodded. | said that as commander 
in chief, he had several subordinate generals, a bunch of 
colonels, and many other soldiers to carry out his orders. 

As President of the Republic, it was also important for him 

to have civilians -- a prime minister and ministers -- to 

carry out his policies. 


20. (C) President Conte did not take the bait. He again 
digressed, saying that he was not the president of the 

military but rather the president of all Guineans. | agreed. 

He said that he had never resigned from the military but 

would do so when he was no longer president. &When | am no 
longer president or when they (the military) no longer want 


CONAKRY 00000127 003 OF 003 


me to be president, then I will resign from the military, go 
to my village, and not look back,8 he asserted. 


21. (C) | replied that, as of now, he remained both 

commander in chief of the armed forces and President of the 
Republic. | tried again to determine whether he was focusing 
on the need to appoint a new prime minister and government to 
assist him in his role as president. Conte would not engage 

in this line of discussion; he began to reminisce about how 

he had traveled to every village in Guinea when he was 
paymaster for the army in the early 1960s. 


22. (C) President Conte was alert throughout the meeting. 
Obviously tired and worn by age and disease, he nonetheless 
focused on the conversation most of the time (this is not 
always the case). He seemed to enjoy the banter, even when | 
contradicted him, but he always made certain he had the last 
word. 


23. (C) He was barefoot and hung his right leg over the arm 
of his chair for much of the meeting. He stood up (with a 
little help) and then walked (unassisted and barefoot) about 
thirty feet to the outhouse. He then returned (unassisted) 
and sat down. He smoked less than usual. His personal 
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hygiene continues to deteriorate. 


24. (C) President Conte is a tired old man whose time has 

come and gone. The world has passed him by even though he is 
still in office. President Conte is no longer up to his 

leadership responsibilities. He is not -- and evidently 

never has been -- a man with world view or a view of the 

future. 


25. (C) President Conte does not seem to comprehend the 
groundswell of popular support for change. He is in a state 
of denial. (He is not alone in this regard.) He minimized 
the importance of the recent general strike, mass 
demonstration, and killing of at least 59 people by the 
security forces. He appeared to think that the same old 
recipes would still work today. (He is not alone in that 
regard either.) 


26. (C) President Conte evidenced no sense of urgency to 
appoint a prime minister. That said, he holds his cards 

close to this chest, and he makes decisions according to his 
own timing. We can only hope that the Presidents of the 
National Assembly, Supreme Court, and Economic and Social 
Council, who were meeting with Conte when | arrived, were 
trying to nudge him towards the timely selection of a new 
prime minister. The atmosphere was gloomy, however, when | 
arrived. 


27. (C) The presence of Mamadou Sylla and Guido Santullo is 
not encouraging. President Conte continues to meld his 
official and personal worlds. He appears to have no 
disinterested advisors. He seeks solace in the spirit world; 

his marabous had performed sacrifices for him shortly before 
my arrival. 

MCDONALD 
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E.O. 12958: N/A 
TAGS: PGOV, TH 
SUBJECT: NORTHERN HEARTS STILL BELONG TO THAKSIN 


REF: A. A) CHIANG MAI 20 (ANTI-CNS LEAFLETS STIR IN MUSLIM ISSUES) 
B. B) CHIANG MAI 07 (CHIANG RAI RATED \"SUSPECT PROVINCE!) 


1. (U) Summary. In the four-plus months since the Sept. 19 
coup, the Council for National Security (CNS) and interim 
government have not won many hearts and minds in northern 
Thailand. Thai Rak Thai (TRT) party loyalists made their 
feelings known at the well-attended, media-rich funeral in 
Chiang Rai Jan. 16 for a school teacher who died from beatings 
in southern Thailand violence. Anti-CNS materials that crop up 
now and then keep the current power holders on edge. End 
summary 


2. (SBU) Two contacts who attended the Jan. 16 funeral of 
teacher Juling Pongkanmool in a rural village of Amphoe Doi 
Luang, Chiang Rai province, reported spontaneous cheers for 
acting Thai Rak Thai leader Chaturon Chaisaeng as he proceeded 
to the funeral site. Other dignitaries, including Prime 

Minister Gen Surayud Chulanont, failed to draw similar applause 
from the crowd of 10,000-plus that came to honor the Chiang Rai 
native who dedicated herself to teaching children in the 

troubled south. 


3. (SBU) Although the incident did not appear in media coverage 
of the funeral, which was presided over by the Crown Prince and 
Crown Princess, it reportedly upset provincial officials who 

were responsible for taking care of their superiors. TRT 
members who attended the ceremony interpreted the cheers as 
evidence that TRT policies, particularly village funds and the 
CEO Governor budget, still appeal to rural voters. Former TRT 
Chiang Rai MP Samart Kaewmechai predicted another landslide 
victory for the party or its successor in the next general 

election. 


4. (SBU) Ironically, the very person cited as responsible for 
earning Chiang Rai its \"suspect\" label (ref b), is also seen as 
the reason for the absence of arson attacks that in other 
provinces have been construed as acts of defiance to the CNS. 
Former National Resources and Environment Minister Yongyut 
Tiyapairat, one of ousted Prime Minister Thaksin Shinawatra\'s 
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close political confidants, has reportedly honored a promise to 
the CNS to keep a low profile. In return, Yongyut has not been 
charged or investigated by the CNS-installed Assets Examination 
Committee, unlike his TRT colleague from Buriram, Newin 
Chidchop. 


5. (U) In another incident involving anti-CNS materials (ref a), 
local police in Chiang Mai\'s Saraphi district blocked the 
distribution of copies of a Jan. 2 letter that Thaksin wrote to 

his supporters. Local police notified military officials of 

the incident but made no arrests on condition that the actions 
stop. One TRT representative who was handing out the letter 
along with blankets in remote villages was reportedly summoned 
for questioning by military authorities. 
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SUBJECT: CAMBODIAN VIEWS OF THE ASEAN AND EAS SUMMITS IN 
CEBU 


1. (SBU) Summary. Cambodia came away from the Cebu 
meetings pleased with the ASEAN declaration on migrant 
workers, the Convention on Counterterrorism, and the 

shortened timeframe from 2020 to 2015 for the establishment 

of an ASEAN economic community. Cambodia remains keen to see 
comprehensive regional integration that can help narrow the 
development gap between Cambodia and other ASEAN countries. 
Regarding the ASEAN Charter, Cambodia has mixed feelings 
regarding the issue of voting versus consensus and will 

likely favor a compromise that seeks the middle ground 

between the two ends of the decisionmaking spectrum. 
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Cambodia was also pleased that the Japanese government is 
committed to playing a stronger role with the newer members 

of ASEAN. The EAS discussion on energy issues was also 
important for Cambodia, and appears to have prompted renewed 
talks with the Vietnamese on overlapping maritime claims 
between the two countries. End Summary. 


Cambodia Pleased with Summit Results 


2. (SBU) MFA Secretary of State for ASEAN Affairs, Dr. Kao 

Kim Hourn, met with Pol/Econ Chief on January 31 and 

discussed RGC reaction to the Cebu meetings of the 12th ASEAN 
Summit and the second EAS Summit. Kao Kim Hourn said that 
some ASEAN members were unhappy with their Filipino hosts and 
felt that the domestic political problems of President Arroyo 

had tainted the GOPYs ASEAN chairmanship. He also noted that 
the meetings were somewhat compressed and that not all 

leaders were able to stay for the meetings due to travel 

schedules. When asked what had impressed the RGC concerning 
the meetings, Kao Kim Hourn immediately pointed to the ASEAN 
Declaration on the Protection and Promotion of the Rights of 
Migrant Workers as an outcome of significant importance to 

the Cambodian government. As Cambodia will remain a sending 
country with bilateral migration issues with its ASEAN 

neighbors, the Declaration was an important starting point 

for recognizing the collective need to protect migrant 

workers, he said. 


3. (SBU) Cambodia was also pleased with the collective 

ASEAN resolve on the issue of combating terrorism, as 

Cambodia will continue to be a responsive regional and 
international partner on CT issues, affirmed Kao Kim Hourn. 
Increased information sharing and regional cooperation is 

needed, and the MFA official expressed satisfaction that 

ASEAN member states share a common view on CT issues. Kao 
Kim Hourn was also pleased with the desire to narrow the 
development gap between the more advanced ASEAN economies and 
those in the developing stage, such as Cambodia. The more 
economic integration that occurs within ASEAN, the better for 
Cambodia\'s overall development, said Kao Kim Hourn, who 
equates integration with investment -- something Cambodia 
needs. Kao Kim Hourn acknowledged that more work needs to be 
done to develop the kind of regional economic community 
envisaged by the Eminent Persons Group (EPG), but the MFA 
official remains optimistic that such a vision is in the best 

interests of ASEAN in general, and Cambodia, in particular. 


4. (SBU) Concerning the ASEAN charter, Kao Kim Hourn said 
that he agreed with the report issued by the EPG and was 
pleased that ASEAN included the full report on its website, 
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as it should be available to all citizens of ASEAN. In terms 

of its recommendations, however, Kao Kim Hourn allowed that 
the voting issue was contentious among ASEAN members. He 
said that Cambodia\'s position was expressed by the Prime 
Minister, who said that Cambodia would continue to prefer the 
traditional ASEAN approach of reaching consensus on issues of 
political sensitivity. Atthe same time, however, the PM 
reportedly said that there may be occasions whereby a 
different ASEAN configuration for participation would 
acceptable, ¡.e., ASEAN 8 or ASEAN 9, and that should not 
always be dictated by consensus. (Note: The Cambodia PM 
remains unhappy that ASEAN is held hostage to the issue of 
Burma, and would prefer to see more flexibility in ASEAN 
participation in international fora that would not demand the 
inclusion of Burma. End Note.) Concerning the issue of 
suspending or disciplining members, Hun Sen also reportedly 
indicated that Cambodia would support a members right to 
withdraw from the organization. Concerning the issue of 

voting versus consensus, Kao Kim Hourn said that two ASEAN 
members strongly supported voting (Philippines and 
Indonesia), one supported consensus (Burma), and the rest 
fell somewhere in the middle. The MFA official speculated 

that the eventual report to be considered in Singapore in 
November 2007 would likely promote a compromise position on 
this issue. 
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5. (SBU) Another issue of interest to Kao Kim Hourn was the 
discussion over the role of the ASEAN Secretariat and how the 
office might be strengthened. He said that two additional 
Deputy Secretary General positions are to be established, and 
that the Secretariat will be working more with academic 
organizations and regional think tanks to consider how best 
ASEAN economic integration should proceed. 


6. (SBU) Kao Kim Hourn said that the RGC was very pleased 

to see the Government of Japan indicate its intention to workmore closely with 
the newer members of ASEAN. The MFA 

official said that during the Cebu meetings, Laos, Cambodia, 

and Vietnam agreed to support GOJ resolutions against North 

Korea at the United Nations, although he said that Laotian 

support might be shaky. He noted that Japanese influence and 

assistance would help all three countries bridge the 

development gap between their economies and those in the rest 

of ASEAN. 


7. (SBU) On the EAS, Kao Kim Hourn had little to say beyond 
what is expressed in the EAS public statements. He did note 
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that the central theme regarding energy has prompted Vietnam 
and Cambodia to more seriously begin discussions regarding 
the offshore overlapping maritime claims between the two 
countries. There are likely offshore oil and gas reserves in 

the overlapping claims area with Vietnam, just as there are 
with Thailand, and both the Vietnamese and Cambodian 
governments are to begin further discussions regarding the 
maritime boundary between the two countries, said Kao Kim 
Hourn. 


Comment 


8. (SBU) Kao Kim Hourn will be the RGC\'s representative to 
the EPG\'s high-level drafting committee, which will continue 

to refine the draft ASEAN charter for presentation to the 

ASEAN Summit in November 2007 in Singapore. There was little 
that was surprising in his remarks, as the issues of greatest 
concern track with Cambodia\'s interest in seeing the less 
developed members of ASEAN receive the maximum benefits from 
a more integrated regional economic bloc. Kao Kim Hourn 
acknowledged that there was little discussion regarding Burma 

at the meetings, but confirmed to us (again) that the Prime 
Minister had been invited to Burma and would be visiting 
Rangoon this year. End Comment. 
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Classified By: Ambassador James F. Moriarty. Reasons 1.4 (b/d). 


Summary/Introduction 


1. (C) The Madhesi people believe they have been consistently 
oppressed in the course of Nepal\'s social, economic, and 
political development. The Terai (the lowlands of Nepal 

where most Madhesis live) is the breadbasket of Nepal, 
producing most of its agricultural and industrial output, and 
serves as home to nearly half the total population. However, 
the Madhesi people are strongly underrepresented in many 
aspects of the government and civil service. Given the 
catalyst of specific abuses in the Terai and the feeling that 

the currently fluid situation provided an opportunity to 

address long-standing grievances, this perceived 
discrimination has fueled a series of violent protests over 

the past few weeks, bringing industry, transportation, and 

life to a halt in most of south-eastern Nepal. The 

government has ineffectively attempted to address the demands 
of the Madhesi people, and has not called them to an 

effective dialogue in a serious way. 


History of the Madhesis 


2. (C) The Madhesis are a group of people of mostly northern 
Indian origin living in the Terai. The only level terrain in 

Nepal, the Terai is a narrow strip of land along the 

India-Nepal border that occupies about 23 percent of the 

total area of Nepal and is home to nearly 50 percent of the 
total residents, according to the 2001 census. (Note: There 
are many who argue that the 2001 census under-counted people 
in the Terai due to language barriers, resulting in much of 

the population being deprived of citizenship. End note.) 
Although Madhesis live in the Terai, they are not its only 
residents. The 2001 census reported that 63 percent of the 
Terai population was Madhesi (nearly 32 percent of the 
national population). Many Madhesis do not speak Nepali, but 
instead speak one of the ethnic dialects of the region, and 
often Hindi as well. 


Column 3 
Pahadis vs. Madhesis 


3. (C) In the years following the eradication of Malaria from 
the Terai, people from the hill districts of Nepal began to 
move into the Terai as well. Many of these Pahadis (hill 
people) started businesses and industries in the Terai, and 
many have now lived in the area for generations. Pahadis 
tend to be better educated than the Madhesi inhabitants of 
the Terai, and many are from higher Brahmin and Chhetri 
castes. Many of these Pahadis became the political leaders 
of the Terai; the current Prime Minister, Girija Prasad 
Koirala, was born and raised in the Terai in a Pahadi family. 


Oppression and Discrimination 


4. (C) Many Madhesis believe they are discriminated against 
in all aspects of life in Nepal: socially, economically, and 
politically. According to the 2001 census, literacy rates 

for Madhesis are only 38.4 percent compared to 65.6 percent 
for Pahadis Most Madhesis in the Terai live at the bottom 
rung of the socio-economic ladder, many engaged in 
subsistence farming. There are very few Madhesis in the 
civil and foreign service of Nepal, and they are highly 
under-represented in the security forces. Brahmins, 
Chhettris (the two highest castes), and Newaris (an ethnic 
group centered in the Kathmandu Valley) constitute only 36 
percent of Nepal\'s population, but occupy more than 89 
percent of the positions in the civil service. This 

inequality has contributed to the Madhesi feeling of 
oppression over the past hundred years or more. 


Immediate Causes of Recent Unrest 
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5. (C) Although the base for the current unrest comes from 
many years of deep-seated oppression of Terai residents, the 
spark that started the current conflagration was the 
promulgation of the interim constitution. Although the 
Madhesis played an integral role in the April 2006 People\'s 
Movement that brought an end to the King\'s rule and restored 
the Parliament, the newly formed Government of Nepal and its 
Maoist partners have continued to ignore the population\'s 
demands, such as proportional electoral constituencies and a 
measure of regional autonomy. The interim constitution does 
not address the Madhesis. Adding fuel to the fire in the 
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Terai, on January 19 a Maoist \"protective forceW shot and 
killed a protestor in the Terai city of Lahan, in Siraha 

District. Since then, the unrest in the Terai has been 

growing, with local governments declaring curfews in numerous 
localities across the eastern Terai in an attempt to quell 

the growing protests. On January 31, protestors from the 
Madhesi Janadhikar (People\'s Rights) Forum (MPRF) attacked a 
police station in Biratnagar, in Morang District, and killed 

one police officer. As of February 2, a total of fourteen 
protestors have been killed in the violence across the 

country as well. 


Political Parties Fail to Co-opt the Terai 


6. (C) Many Madhesi leaders feel that, although some of their 
group have been co-opted by the mainstream political parties, 
they lack political power. There are Madhesi representatives 
among the major political parties and the Maoists, but 

leaders of the MPRF believe that these representatives are 
not actually working for the rights of the Madhesi people. 
Madhesi demands have been repeatedly ignored by the 
established political parties and the MPRF sees the current 
movement in the Terai as a means to force the political 
parties to finally address the issues of the Madhesis. 


Maoists Fail to Co-opt the Terai 


7. (C) During their decade-long insurgency, the Maoists 
consistently promoted autonomous regions based on ethnicity 
and language, a concept that appeals to many of the Madhesis 
in the Terai. The Madhesi Mukti Morcha (Madhesi Liberation 
Front) (MMM), led by Maoist Member of Parliament Matrika 
Prasad Yadav, has promoted an autonomous Madhesi region in 
the Terai. Now that the Maoists are moving into the 
government, many Madhesis are finding Maoist promises to help 
promote Madhesi rights were hollow. Many Maoist offices and 
cadre have been attacked in the Terai over the course of the 
recent uprising. 


Active Groups in the Terai 


8. (C) Many Madhesi groups are now active in the Terai. The 
MPRF, a loose confederation of civil society groups led by 
Upendra Yadav, is leading the current protest movement. The 
group has successfully called for a bandh (\"closure\") of the 
eastern Terai for the past few weeks and has led daily 
protests in most major eastern Terai cities. Their main 
demands are two-fold: a proportional representation system of 
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election to a Constituent Assembly and a federal system of 
governance in Nepal, with a separate autonomous state for the 
Terai. The MPRF has recently called for dialogue with the 
government to solve its demands (ref A). A Maoist-splinter 
group in the Terai, the Janatantrik Terai Mukti Morcha 

(JTMM), advocates the use of violence against non-Madhesis in 
order to fulfill their demand of a separate Madhesi state 

(ref B). The Madhesi Mukti Morcha is also active in the 

Terai, especially in the east. 


9. (C) The mainstream Nepal Sadbhavana Party was established 
about 16 years ago on a platform of anti-discrimination 

against marginalized groups, specifically Madhesis. The 
majority of the party is made up of Madhesis, and the party 

has played a critical role in the current unrest. The 
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NSP-Ananda Devi (NSP-A), a break-off faction of the NSP, is 
one of the seven parties in the governing Seven-Party 
Alliance, although it has threatened in recent days to pull 

out of the government, culminating in the resignation of the 
NSP-A Minister of Industry Hriyadesh Tripathi. The NSP-A 
call for a strike led to the violent protests in the western 

Terai city of Nepalgunj on December 26, 2006. 


Comment: Where Do We Go From Here? 


10. (C) The GON response thus far to the Madhesi rights 
movement has failed to address the problems of 
marginalization and discrimination against the Madhesi 
people. Effective dialogue between the GON and the Madhesi 
rights groups will be essential to resolving the current 
unrest. The replacement of Home Minister Sitaula with 
Agriculture Minister Mahanta Thakur, a Madhesi, as chief 
negotiator on February 1 was a positive sign that the GON 
intends to address Madhesi demands. Post will continue to 
support dialogue and a peaceful resolution of the unrest in 
the Terai; we will stress that the key will be establishment 
of a political and economic system that ensures equal rights 
to all Nepalis within a democratic framework. 

MORIARTY 
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Classified By: DCM Jon M. Aloisi for Reasons 1.4 (B and D) 


1. (C) Summary: The Communist Party of Vietnam\'s Central 
Committee recently met for the fourth time since last April\'s 

Party Congress to discuss policy and personnel directives. 
Central Committee members reached consensus on reducing from 
eleven to six the number of Party commissions that review 
implementation of GVN policies and on transferring to 
government agencies the management of commercial enterprises 
currently under Party, military and mass organizations. The 
Central Committee also called for improvements in the quality 

of legal and judicial personnel and endorsed a maritime 

strategy in which Vietnam will fully exploit the sea\'s 

resources and \"firmly protect\" the country\'s sovereignty over 
islands in the South China Sea. The political reforms are 

geared toward improving GVN transparency and accountability, 
but much remains to be done to implement them. End Summary. 


Limiting Party Interference 


2. (C) The Communist Party of Vietnam\'s (CPV) full Central 
Committee (CC) met January 14-24 for the fourth time since 
last April's Party Congress to hash out policy and personnel 
directives. Vietnam\'s recent entry into the WTO and ongoing 
efforts to integrate internationally served as backdrop for 

the week-long meetings, and the Party plenum\'s closing 
communique said that administrative changes are needed to 
take advantage of the opportunities and meet the challenges 
presented by WTO accession. 
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3. (C) To address this \"new situation,\" the CC decided to 
decrease the number of Party commissions that review GVN 
policy from eleven to six. The Party\'s stated goal in 
consolidating these commissions is to \"eliminate bureaucracy, 
reduce overlapping functions and increase the quality of 

public employees.\" On January 26, Hoang Ngoc Giao, a law 
professor at Vietnam National University who is close to 

Prime Minister Nguyen Tan Dzung\'s circle of advisers, told 
Poloff that CPV leaders have taken this step to make the 

Party \"more responsive.\" Ten years ago, consolidating 
commissions and decreasing Party interference in policy would 
not have been possible, but a consensus has emerged that \"the 
Party should only set direction, not involve itself in GVN 

policy implementation,\" Giao added. 


4. (C) On January 29, Pham Chi Lan, a highly regarded 
government consultant (and advisor to former Prime Minister 
Phan Van Khai), told us that commission consolidation will 
create some heartburn for some high-ranking Party officials 
because they will lose \"benefits.\" However, the CPV has no 
choice but to change its cumbersome apparatus and improve the 
quality of Party officers because of \"public pressure,\" she 
stated. One way to mollify the current heads of commissions 
up for consolidation would be to give them deputy positions 
under the new structures, but the Party will have to proceed 
slowly in implementing this, she offered. 


The Times They Are a Changin\'? 


5. (C) The CC also decided to turn over to GVN agencies the 
management of Party and mass organization businesses as well 
as non-defense-related military-run enterprises. Some 

officials heading these enterprises, and their patrons in the 
Party, have fought this move, but most CPV leaders realize 
these businesses must be run more transparently and 

efficiently to meet the challenges of the post-WTO world, 

Giao continued. Currently, auditing companies under Party, 
military and mass organization management is done poorly, if 

at all. Giao asserted that moving these companies to State 
management would bring more \"audits and less corruption.\" Le 
Kha Phieu, a former General Secretary of the CPV with strong 
links to the military, on January 30 added his opinion to the 

mix when he publicly called for the armed forces to cease 
running businesses. 


6. (C) For her part, Lan said that she and some colleagues 
had previously advised former PM Khai to transfer companies 
under Party and military control to government agencies. 
However, Khai did not succeed at this because of resistance 
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from other leaders who did not want to lose power and 
benefits.\" Now, due to Vietnam\'s WTO commitments, current 
Party leaders have a potent additional argument which has 
proven sufficient to force this through, Lan stated. Senior 
Colonel Tran Nhung, a journalist at the Veterans Affairs 
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Journal with close ties to the military, told Poloff on 

January 29 that putting businesses under State management 
demonstrates that the military\'s influence in policy 
deliberations had decreased. Reformist leaders used to worry 
about the military, but now \"they are more confident to push 
changes through the system,\" he argued. 


Call to Improve Judiciary 


7. (SBU) The CC also called on the CPV to improve the quality 
of legal and judicial personnel. This follows much public 
comment over the last few months on the poor quality of the 
country's judges and prosecutors. Last fall, for example, 
Vietnam\'s Chief Justice told the National Assembly in a 
nationally televised session that the courts lacked qualified 
officials and often had to reach down to the bottom of the 
barrel to fill positions (Ref A). The CC also demanded that 
court personnel receive more training. 


Looking East to the Seas 


8. (C) The plenum\'s communique endorsed Vietnam\'s new 
maritime strategy, which seeks to coordinate economic 
development of coastal areas and the seas with maritime 
security. Lan pointed out that, until now, Vietnam did not 

have a master plan for economic development of coastal areas. 
The new strategy aims to avoid past mistakes, such as the 
construction of the Thua Thien-Hue port. \"Danang already has 
a port, which is close to Hue. The GVN wasted a lot of 
resources constructing the Thua Thien-Hue port,\" she said. 


9. (C) The GVN plans to create a steering committee on 
maritime economic development and security that will report 
directly to the Politouro. The committee will consist of 
representatives from different ministries and will seek ways 

to economically develop and exploit island and coastal 
resources. Lan said that, in response to China\'s steps in 

the South China Sea, the GVN will encourage people to live on 
\"certain islands\" to enhance Vietnam\'s \"sovereignty\" over 
this territory. Without giving specifics, Colonel Nhung 
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stated that beefing up Vietnam,s naval capabilities will be 
part of the strategy. 


Comment 


10. (C) Itis hard to imagine that simply announcing a 
consolidation of Party commissions will have much impact on 
the public\'s cynical attitudes about government corruption 
and lack of transparency. To make real progress on this 
front will require developing institutions beyond Party 

control and manipulation )- a move that is not in the offing 
any time soon. Indeed, many observers have said that the 
organizational changes announced at this plenum are only 
window dressing, and that officials will simply change titles 
and continue to rake in ill-gotten gains as before. 
Nevertheless, a pledge to get mass organizations and the 
military out of the business of running companies is a 
positive development. While vested interests will 
undoubtedly resist fundamental change, these reforms are a 
necessary step toward a more rational economic and political 
system for Vietnam. End Comment. 
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Classified By: Political Counselor Janice Weiner for reasons 1.4(b) and 


(a) 


1. (C) SUMMARY: Turkish-Israeli relations, especially over 
the past 15 years are perhaps best described as one academic 
put it: \"...(C)ompare it to a late-life love affair. Two 
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parties who have known each other for years suddenly develop 
a near-passionate relationship, to the astonishment of their 
friends -- and their enemies. However, after awhile, passion 
cools and one party may be playing the field.\" No final 

chapter to this story has yet been written. The second 

intifada and the coming to power of the pro-Islamist Justice 

and Development Party (AKP) in 2002 were major factors behind 
a cooling of relations in recent years. Despite ups and 

downs over the past 50 years, the relationship between 

Turkey and Israel remains solid and is recognized as mutually 
beneficial by both countries. The fact that the two remain 

the only two truly functioning democracies in the region 

certainly plays a role. Whereas defense cooperation largely 
drove the warm bilateral ties that developed in the 1990s, 

today it is business and economic development that plays the 
largest role in maintaining an even keel in the relationship, 

even when the occasional political spat arises. END SUMMARY 


TURKEY AND ISRAEL HAVE A FLIRTATIOUS HISTORY 


2. (SBU) Turkey and Israel share a long history of relations 
dating back to the beginning of the Israeli state. Turkey 

was among the first countries to formally recognize the State 

of Israel in March 1949, about 10 months after Israel\'s 
declaration of its establishment, and the first majority 

Muslim nation to do so. Many scholars argue Turkey\'s 
decision at the time was largely a reflection of the poor 

state of Turkish-Arab relations. Turkey\'s Arab neighbors 
remained leery of their former Ottoman colonial masters and 
Turks and Arabs found themselves in opposing camps throughout 
the Cold War. Despite that, Israel\'s fervor for closer ties 

to its nearest non-Arab neighbor went unrequited. David Ben 
Gurion, Israel\'s first Prime Minister, was quoted as having 
complained, \"The Turks have always treated (us) as one treats 
a mistress, and not as a partner in an openly avowed 
marriage.\" 


3. (SBU) For years Turkey\'s political leaders were unable to 
fully commit themselves to Israel for several reasons. The 
long historical tradition of welcoming Jews fleeing 
persecution in Europe into the Ottoman Empire 
notwithstanding, the vast majority of Turks still viewed 
Israeli actions vis-a-vis Palestinians, especially after 

1967, negatively. Turkish reliance on Arab oil supplies also 
argued against a full embrace of Israel. Nevertheless, for 
Israel, it seems a half-hearted hug was better than none. 


4. (SBU) The bilateral relationship improved dramatically in 
the 1990s. The end of the Cold War and the progress made in 
Madrid and Oslo in the Middle East Peace Process eased both 
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domestic opposition to, and the threat of Arab retaliation 

for, closer ties between Turkey and Israel. The bilateral 
economic relationship began to develop rapidly, with two-way 
trade quadrupling between 1991 and 1995. 


MIL-MIL TIES DROVE THE RELATIONSHIP TO NEW HEIGHTS 


5. (SBU) Perhaps more significant at that time was the degree 
to which the bilateral defense relationship blossomed. 

During the 1990s, the two countries signed over twenty 
military-related agreements covering a broad swathe of 
bilateral defense cooperation. Among the highlights: the 
countries agreed in 1995 to allow for the training of air 

force pilots in each other\'s airspace; in 1996, Israeli 

Defense Forces advised and equipped Turkish security forces 
on the borders with Iran, Iraq, and Syria; in 1996-97 they 
agreed to jointly produce air-to-ground missiles; and Israel 
agreed to upgrade 54 Turkish F-4 Phantom jets. Similar deals 
followed in 1998 for Israel to upgrade 48 Turkish F-5s and in 
2002 to upgrade 170 Turkish M-60A1 tanks. Turkish defense 
forces began participating in a trilateral 

(Turkish/Israeli/U.S.) military Search and Rescue (SAR) 
exercise (Reliant Mermaid) in January 1998. Follow-on 
exercises have generally been held annually since then. 
(NOTE: Reliant Mermaid was postponed in 2005 for 
scheduling/asset availability reasons and was again postponed 
in 2006 due to the Lebanon crisis.) 


BUT THE HONEYMOON ENDED WITH THE SECOND INTIFADA... 
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6. (C) Serhat Erkmen at the Center for Eurasian Strategic 
Studies (ASAM), an Ankara-based think tank, points to the 
second intifada in Gaza and the West Bank as a turning point 
in recent Turkish-Israeli relations. The effect of media 
coverage of the violence on Turkish public opinion and the 
GOT was notable. Then-Prime Minister Bulent Ecevit publicly 
scolded Israeli Prime Minister Ariel Sharon during a joint 
press conference in Ankara in November 2001, rejecting 
SharonWs claims that Yasser Arafat \"supports terror.\" Ecevit 
further enflamed tensions in April 2002 when he stated that 
Sharon\'s policy toward the Palestinians was tantamount to 
\"genocide.\" 


.. AND THE AKP BEGAN TO PLAY THE FIELD 
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7. (C) The election of the pro-Islamist Justice and 
Development Party (AKP) of Recep Tayip Erdogan in November 
2002, had a further impact on the Turkish-lsraeli 

relationship. Upon assuming power, the AKP began slowly to 
shift the direction of Turkey\'s foreign policy to include a 
greater focus on its Middle Eastern neighbors, including both 
Arab states and Iran. The AKP believed Turkey, a member of 
NATO for over 50 years, with long-term aspirations of joining 
the European Union, had for too long neglected its neighbors 
to the south and east. In line with the vision laid out in 
\"Strategic Depth,\" a book published in 2000 by PM Erdogan\'s 
foreign policy advisor, Ahmet Davutoglu, the GOT began 
engaging Iran, Syria, and others on a more regular basis, 
seeking to strengthen bilateral ties and increase Turkish 
influence throughout the region. According to Erkmen at 
ASAM, there is a camp within the AKP that is ideologically 
opposed to Israel and is anti-Semitic at its core. Erdogan 

has been known to make anti-Semitic comments on occasion. 
Even Vahit Kirsci, and AKP MP and chairman of the 
Turkish-lsraeli Parliamentary Friendship group, admits that 
some AKP members came into parliament with a definite 
anti-Israel bias. 


8. (C) Kirisci emphasized to us the importance AKP placed on 
fostering its relations with all of its neighbors after 2002, 
especially for the Turkish economy. He said the AKP saw the 
need to improve not only political but also commercial and 
cultural ties in the region. This effort called for a more 
\"dynamic\" foreign policy than that pursued by previous 
governments in Ankara. The result is that Turkey, according 
to Kirsci, has a better platform from which to address the 
most difficult issues in the bilateral relationships with its 
neighbors. Turks point to the facilitative role they played 

in organizing the first official, public meeting between 

Israeli and Pakistani officials in September 2005 as evidence 
that it can help bridge the divide between the Islamic world 
and the West, including Israel. 


BUT THE RELATIONSHIP LIVES ON 


9. (C) MFA Department Head for the Middle East, Sedat Onal, 
and Kirisci both argue that Turkish-Israeli relations are 

deep enough to withstand the most difficult challenges. 
Recent history supports that conclusion. The relationship 
was tested in 2004 when Erdogan blasted Israel\'s killing of 
then-Hamas leader Ahmed Yassin in March, calling it \"a 
terrorist act.\" One month later, Erdogan described Israeli 
policy in Gaza as \"state-sponsored terrorism.\" By summer 
2004, however, then-Israeli Minister of Industry and Trade 
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Ehud Olmert was visiting Turkey for a meeting of the 
Turkey-Israel Joint Economic Council and an $800 million 
contract had been signed by Turkey\'s Zorlu Group to build and 
manage three energy plants in Israel. PM Erdogan visited 
Israel in May 2005, announcing the development of 17 new 
joint Turkish-Israeli military projects. After Hamas won the 
January 2006 Palestinian legislative elections, AKP 

Officials, including FM Abdullah Gul, met \"in their political 
party capacity\" with Damascus-based Hamas leader Khaled 
Meshal in Ankara, in February. The meeting garnered fierce 
criticism from Israel as well as the United States. But by 
May, new Israeli FM Livni was visiting Turkey on her first 
official overseas trip, saying that \"the issue of the Hamas 
visit in Turkish-Israeli relations has been closed." 


10. (C) Israel often must overlook outbursts or politically 
embarrassing insults from Turkey. The Israeli DCM here told 
us Israel has accepted this aspect of the relationship and 
sees it for what it generally is: Turkish politicians playing 

to a domestic audience. She added, \"They yell and scream and 
we choose to forgive and look the other way. The important 
thing is maintaining the relationship as best we can.\" Onal 
described the relationship with Israel as \"one of the two 

main pillars\" of Turkey\'s Middle East policy. Although 
events in the Middle East can impact \"the speed at which we 
progress in our relations, they cannot impact the basis.\" 
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Onal admitted privately to constantly having to do \"damage 
control\" when fiery rhetoric is unleashed in reaction to 
events in Israel and the Palestinian territories, but 
emphasized that no government in Ankara can unilaterally 
reverse the bilateral ties that bind Turkey and Israel. 


BILATERAL BUSINESS TIES PLAY A KEY ROLE 


11. (SBU) The sharp increase in defense trade beginning in 
the 1990s played a large role in taking the bilateral 
economic relationship to new levels of cooperation. Prior to 
the warming of relations, the bilateral trade balance was 
generally tilted in favor of Israel, which exported 

technology and industrial products to Turkey, while importing 
agricultural goods and raw materials. However, the 
self-sustaining nature of strong bonds established between 
the business sectors in both countries led to increasing 
trade volume between Turkey and Israel outside of the defense 
field. And in recent years, the balance has turned 
dramatically in Turkey\'s favor. Bilateral trade in both 2005 
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and 2006 totaled over $2 billion, a twenty-fold increase 
since 1990, with Turkish exports outstripping imports from 
Israel by a ratio of nearly two-to-one. Compared to 1990 
figures when the level of Israeli imports was a third larger 
than Turkish exports to Israel, the turnaround has been 
dramatic. 


12. (C) The economic relationship will likely continue to 

grow. About 400,000 Israeli tourists (a record number) 

visited Turkey in 2006, while Turkish business interests in 
Israel (as well as potentially in Gaza) continue to expand. 

In December 2006, the two countries signed an ambitious 
memorandum of understanding agreeing to build pipelines that 
would transport oil, gas, water, and electricity from Turkey 

to Israel under the Mediterranean Sea. Although the economic 
and technical reality of this project is not at all clear, 

the Turks place great importance on this potential 

north-south link which could send oil and gas to Asian and 
global markets. GOT officials have indicated their intention 

is not only to establish the connection with Israel as a 

bilateral economic link, but also to help contribute to 

regional development and peace by linking in Jordan and the 
Palestinian territories to receive water and electricity as 

well. In April 2006, FM Gul signed an MOU with Palestinian 
officials with a view toward reopening an industrial zone at 
Erez in the Gaza strip. Despite the political uncertainty 
surrounding the future of the Palestinian Authority at the 
moment, Turkish officials remain committed to the project and 
the $5 million donation the GOT promised to help rehabilitate 
the industrial park. 


TRUE TO FORM: A STORM, A LULL, THEN A FLURRY 


13. (C) The events in Lebanon during summer 2006 touched off 
a difficult period in the bilateral relationship. Following 

Israeli air strikes in Lebanon, the Turkish public mood 

turned fiercely anti-Israeli. AKP officials responded 
predictably, condemning Israeli actions. Parliamentarians 
were especially critical. Of 293 members who belonged to the 
bilateral parliamentary friendship group before the summer, 

by September, 256 had resigned. Vahit Karisci said it had 

not been easy for him over the past five months after he 
decided to remain as chairman of the group, noting many 
voters (and even his friends) in his district had expressed 

their displeasure with his decision; he added that he had 
received anonymous threats. He stayed because, as he put it, 
\"We (the AKP) administer a country. It's our responsibility. 
We can\'t ignore what has happened, but we need to be 
realistic in foreign policy. And as a major regional actor, 

we need to remain engaged.\" 
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14. (C) The subsequent five months have played out in much 
the same way as past spats. An expected visit by PM Olmert 
to Turkey at some point during Fall 2006 (a return visit for 
Erdogan\'s 2005 trip to Israel) was continually pushed off by 
the Turks, despite Israeli requests for specific dates. The 
Turkish General Staff decided in August 2006 to postpone 
Exercise Reliant Mermaid until 2007, citing \"current 
developments in the region and the evacuations in the eastern 
Mediterranean.\" evertheless, by December 2006, Turkish 
Deputy Chief of Defense General Saygun was holding high-level 
defense talks with his counterpart in Israel. A February 15 
date has been set for PM Olmert\'s visit to Ankara. MFA 
Undersecretaries will meet the week of February 7 for annual 
political consultations, and Trade Minister Tuzmen will lead 

a Turkish delegation to the annual meeting of the bilateral 
joint economic cooperation council in early March. Finally, 
GOT officials tell us Erdogan will likely visit Israel, as 

well as Gaza/West Bank, this spring, prior to the May 
presidential elections in Turkey. And, as reported in ref a, 
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the GOT has offered its good offices in helping to facilitate 

a prospective meeting involving Olmert, PA President Abbas, 
and Secretary Rice in the future. In short, the pragmatic 
relationship is on track. 


15. (C) COMMENT: Turkish-Israeli ties, like any relationship, 
require a degree of compromise, both between the parties, and 
at times between each party and its own priorities. Israel, 
admittedly, seems most often to swallow hard and put on a 
brave face in response to the occasional Turkish outburst. 
And the margin of error can be slim in how far a misstep can 
set back the overall relationship. For example, the Israeli 
DCM worried recently about the impact a possible decision by 
El Al to withdraw from the Tel Aviv-Istanbul route might have 
on the relationship as Turkish officials might read more into 
that purely commercial decision than is warranted. After the 
January 30 announcement that El Al will cease its operations 
in Istanbul beginning in March, the GOT expressed concern 
about the decision, but it remains to be seen whether there 
will be any long-term impact on relations. However, if past 
experience is a guide, regardless of what politicians might 
say or do, in the end the relationship will continue to 

deepen, to the benefit of both countries. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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SUBJECT: POLICE SEEK TO ARREST UNION LADER AS TEACHERS 
STRIKE LOOMS 

REF: HARARE 0007 

Classified By: Ambassador Christopher Dell undr Section 1.5 b/d 


1. (C) Summary. On February 1police conducted an early 
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morning raid on the hoe of Raymond Majongwe, Secretary 

General of the rogressive Teachers\' Union of Zimbabwe 

(PTUZ), toarrest the outspoken labor leader. According toZimbabwe Lawyers for 
Human Rights (ZLHR), Majongwewas not 

home at the time and police threatened t detain his wife in 

order to compel Majongwe to turn himself in. This incident 

comes a day after PTUZ called for a \"go-slow\" campaign and 

threatened a national strike if the government did not meet 

demands to increase teachers salary. End Summary. 


2. (C) Around 0500 on February 1 police conducted a raid on 

the home of Raymond Majongwe, the outspoken Secretary General 
of PTUZ. According to ZLHR, Majongwe was not home at the 

time and police threatened to arrest his wife in order to 

compel him to turn himself in at Harare Central Police 

Station by 0800. Contacts at ZLHR told us that Majongwe was 

in a safe house with no plans to comply with the order, at 

least today. (Note: Police typically arrest civil society 

activists on a Thursday and hold them over the weekend as a 
standard form of harassment. End Note.) 


3. (U) The attempted arrest comes one day after PTUZ 
announced a phased escalation strategy to compel the 
government to meet demands for a minimum monthly package for 
teachers of Z$650,000 (about US$130.00 at the market exchange 
rate), consisting of a basic salary of Z$400,000 (about 

US$80.00), a transportation allowance of Z$100,000 (about 
US$20.00), and a housing allowance of Z$150,000 (about 
US$30.00). The Z$400,000 basic salary sought is only 

slightly above the poverty datum line, the minimum monthly 
amount required to meet basic needs for an average family of 

five currently set by the government at Z$389,000 (about 
US$77.00). An entry level teacher currently earns Z$84,000 

per month and a senior level teacher earns Z$250,000 per 

month (about US$16.00 and US$50.00, respectively). Other 
PTUZ demands include providing teachers free Antiretroviral 
(ARV) drugs and housing that meets minimum health standards. 


4. (C) Majongwe said in a meeting with poloffs on January 31 
that the go-slow campaign had started that morning, and PTUZ 
had received reports that five schools in Bulawayo, a 

traditional opposition stronghold, had been paralyzed. 
According to Majongwe, the phased strategy consists of the 
go-slow campaign, in which teachers would spend most of their 
time in school staff rooms rather than teaching, and then a 
stay-away strike. 
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5. (C) Majongwe told poloffs that of the 120,000 teachers in 

the country (the largest group of civil servants), the more 
\"militant\" PTUZ represents over 17,000. He believed the PTUZ 
labor action had strong support from teachers throughout the 
country, but noted that representatives of the 55,000 member 
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Zimbabwe Teachers Association (ZIMTA), characterized by PTUZ 
as \"government-friendly,\" were actively dissuading its 

members from participating. Paradoxically, according to 

PTUZ, the 1,000 member Zimbabwe Teacher\'s Union (ZTU), which 
is part of the \"government-affiliated\" Zimbabwe Federation of 
Trade Unions (ZFTU), is honoring PTUZVs request not to 

actively challenge this latest labor action. Further, 

PTUZ,s parent organization Zimbabwe Congress of Trade Unions 
(ZCTU) had not responded to a request for support. 


6. (C) Despite the apparent lack of support from the broader 
labor movement, Majongwe was guardedly optimistic PTUZ,s 
action could create momentum for opposition to the government 
within the labor movement and civil society. He noted that 

the USAID-funded Studio 7 program, listened to on 
USAID-donated radios, was the primary means of getting the 
word out. Majongwe said he hoped that a widespread teachers! 
strike, in combination with the ongoing doctors and nurses\' 
strike, could be the spark that sets-off wider protests 

against the government. 


7. (C) Like much of the opposition, the teachers are divided 

and not yet working together. PTUZ,s success may ultimately 
depend on Majongwe,s ability to reach out to ZIMTA and ZCTU. 
Nevertheless, the government, as demonstrated by its attempt 
to arrest Majongwe, is clearly worried. This comes several 
days after the arrest of Christian Alliance leaders (reftel) 

and further demonstrates the government,s intent to suppress 
any and all public protest. 

DELL 
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E.O. 12958: N/A 
TAGS: OTRA, ECON, PREL, AMGT, ASEC, SR, YI 
SUBJECT: COUNTRY CLEARANCE GRANTED TO MARK BOCCHETTI 


REF: BELGRADE 148 


1. US Office Pristina welcomes and grants country clearance to Econ 
Chief Mark Bocchetti to visit Pristina February 6-8, 2007. Control 
Officer for this visit will be Economic Officer, Shante Moore, who 

can be reached at: office 381-38-549-516 ext. 3141; GSM 
377-44-501-745; fax 381-38-549-890. 


2. Post will coordinate arrangements with Belgrade for ABL Konqul 
(Gate 5) transfer. Post will also make arrangements for 
transportation for official meetings during the visit. DPO, Alex 
Laskaris, has extended home hospitality to Mr. Bocchetti. 


3. Kosovo is a cash (Euro) economy. There are a few operating 

ATMs. A few large stores and some hotels take credit cards. Not all 
ATMS are reliable and personnel should use normal ATM safety 
precautions. TDY personnel should bring sufficient cash or 

travelers\' checks to cover all hotel and other incidental expenses 

and may exchange dollars for Euros from 9:00am-11:30am and 
1:00pm-3:30pm each Monday, Tuesday, Wednesday and Friday and 
9:00am-11:30am each Thursday at the U.S. Office cashier. Only USOP 
accepts travelers\' checks. Reverse accommodation is available at 

the end of the visit. 


4. Security issues: The security situation in Kosovo is fluid and 
there is still risk from occasional episodes of violence; incidents 

of ethnic violence continue to occur. Land mines remain in some 
outlying areas. Civil society institutions generally do not yet 

meet Western standards. There is criminal activity against 
internationals, including purse snatching and residential break-ins 
and general precautions are recommended. KFOR is deployed 
throughout Kosovo. Electronic devices such as laptops (personal or 
official), PDA cell phones with cameras, and the like must be 
approved for use in USOP facilities by an ISSO in consultation with 
the RSO. 
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5. Travel to certain areas within Kosovo province requires fully 
armored vehicles and advance RSO approval. To facilitate planning, 
please provide travel itinerary to USOP in advance of arrival, as 
same-day travel can be difficult to arrange. To provide appropriate 
access to USOP facilities, visitors must ensure all necessary 
security clearances are included with travel messages. 


6. Please ensure ASEC tags are included to ensure proper 
distribution. Specific questions regarding security may be 
addressed to USOPYs RSO or your control officer. 


KAIDANOW 
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E.O. 12958: N/A 
TAGS: PHUM, PREL, KWMN, KJUS, CB 
SUBJECT: CAMBODIA: 4TH QUARTER 2006 REPORT ON TRAFFICKING IN PERSONS 


REF: A. 06 PHNOM PENH 1968 
B. 06 PHNOM PENH 1954 
C. 06 PHNOM PENH 1235 


1. (U) Summary: During the last quarter of 2006, the Cambodian 
police arrested 16 human traffickers and six pimps. At least 31 
victims of trafficking were identified during the reporting period, 

and police removed 28 sex workers from brothels. Police also 
arrested three foreigners, including two Amcits, for crimes against 
children and commenced a campaign to clear a red-light section of 
Phnom Penh of sexual businesses. At the direction of the Ministry 
of Justice, the Phnom Penh Municipal Court prioritized trafficking 
cases, by taking the backlogged cases to trials. The overall 
Cambodian court system sentenced eight traffickers, 15 pimps and 
three foreign pedophiles to prison terms under the trafficking law. 
A November 2006 visit to Sihanoukville and meetings with RGC 
officials and NGOs in Phnom Penh highlighted the continuing 
challenges of combating TIP in Cambodia. End Summary. 
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Police Action 

2. (U) On October 14, the Banteay Meanchey Anti-TIP Unit arrested 
a Thai national for attempted trafficking of three Cambodian women 

to Thailand. The suspect came into Cambodia days earlier and 
persuaded the women to go to Thailand with him to work. The women 
returned to their families. The suspect is in pretrial detention. 


3. (U) On October 18, based on an NGO Action Pour Les Enfant 
(APLE) investigation, police of the Phnom Penh Anti-TIP Unit 
arrested an Amcit, Boris Myron Ma, for sexually abusing a 
14-year-old girl in a guesthouse. Along with Ma, police arrested 
three accomplices and the mother of the victim, who confessed to 
procuring her daughter and two other underage girls for Myron for an 
unspecified amount of money. The Phnom Penh Municipal Court charged 
Myron with debauchery, the mother with trafficking, and the three 
accomplices with colluding in human trafficking. All are under 
pretrial detention. Police referred the girl to a shelter run by 

NGO World Hope International (WHI). 


4. (U) On October 19, police of the Battambang Anti-TIP Unit 
arrested two individuals for sexually abusing a 15-year-old girl. 

One of the suspects is the victim\'s stepmother, who forced the 
victim to marry the second suspect in order to pay off a USD 300 
debt. The second suspect physically and sexually abused the victim 
following their marriage. The victim reported the abuse to the 
commune council and requested their assistance, after which police 
arrested the two. 


5. (U) On October 24, the Ministry of Interior\'s Anti-TIP unit 

raided a Phnom Penh brothel, removed ten voluntary sex workers, ages 
20 to 28, and referred them to an AFESIP shelter. The police made 

no arrests as a result of the raid. All except three women left the 
shelter afterward. (AFESIP lacks current information as to their 
whereabouts and which province they are from. Usually such women 
live in a rented home in Phnom Penh. Voluntary sex workers do not 
want to stay in shelters and they often return to their previous 

jobs.) 


6. (U) On October 26, the Anti-TIP Phnom Penh unit arrested 

another American national, Donald Rene Ramirez, for sexually abusing 
an underage girl. Police also arrested the mother of his 

14-year-old victim for selling her daughter for sexual abuse. The 

Phnom Penh court charged Ramirez and the mother with debauchery and 
trafficking, respectively. Ramirez killed himself later while in 

police custody (see reftel A). The victim is currently under the 

care of WHI. 


7. (U) On November 2, the Kandal Provincial Police Commissariat 
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arrested a 20-year-old Cambodian man for indecent assault against a 
15-year-old girl. 


8. (SBU) On November 11, police arrested a woman for prostituting 
her 16-year-old foster daughter at the Martini Bar in Phnom Penh. 
The suspect had obtained custody of the victim in 2002, and had been 
prostituting her since that time. The victim escaped and filed a 
complaint with the police, after which police arrested the 

suspected foster mother. However, according to NGO Protection of 
Juvenile Justice (PJJ)\'s report, after receiving death threats from 

the suspect\'s unidentified companions, the victim withdrew her 
complaint and police released the suspect. The victim is with WHI. 
PJJ forwarded the case to court to get the suspect rearrested. 


9. (U) On November 15, police of the Anti-TIP Phnom Penh Unit 
conducted a raid on a cross-border trafficking ring to Malaysia. 
The raid resulted in the rescue of a 17-year-old Vietnamese victim 
and the arrests of three suspects, including the victim\'s mother. 
The traffickers brought the victim from Vietnam and attempted to 
sell her into the sex industry in Malaysia. The victim is in the 
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care of WHI. 


10. (U) On November 20, police at the Koh Kong-Thailand border 
arrested a 42-year-old man as he attempted to bring two Cambodian 
girls, ages 17 and 12, across the border to seek employment in 
Thailand. Police referred the suspect to court. ADHOC assisted the 
victims to file a complaint. The victims returned to their family. 
ADHOC could not identify, whether the two girls were to be 
trafficked for labor or sexual trafficking. 


11. (U) On November 21, police of Kandal province arrested the 
owner of a business operating as a front for prostitution. Police 

also removed seven women working as prostitutes at the venue and 
referred them to AFESIP; six women left the shelter after staying 

for a month. Police conducted the raid based on an AFESIP complaint 
filed in May. 


12. (U) In response to NGO International Justice Mission (IJM)\'s 
complaint, the MONs Anti-TIP Department raided a Phnom Penh 
guesthouse known for offering underage girls for sex on November 22. 
During the raid, police arrested the owner and removed three girls 
into NGO care. 


13. (U) On November 25, the police of Kampong Chhnang province 
arrested a French national on a debauchery charge. Police 
identified two Cambodian girls, ages 17 and 18, as victims. 
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14. (U) On December 8, the MONVs Anti-TIP Department, with 
financial and technical support from IJM, started the one hundred 
day\" campaign on Street 63 -- a red-light section of Phnom Penh -- 
as part of an overall effort to rid the city of prostitution and 

sexual exploitation. Un Sokunthea, Director of the Anti-TIP 
Department, reported that since the start of the campaign, the 
police have successfully shut down nine businesses operating as 
fronts for prostitution. However, police did not make any arrests. 
The remaining 27 businesses along the street are to enter into a 
contract with the police, promising not to get involved in sexual 
businesses. 


15. (U) On December 12, police of the MON's Anti-TIP Department 

and IJM raided a Phnom Penh guest house known for offering young 
girls for sexual services. The operation resulted in the arrest of 

two owners and the rescue of seven women and girls, most of whom are 
from Vietnam, ages 15 and 16. The suspects are in pretrial 
detention;the victims are with WHI. 


16. (U) On December 12, the Anti-TIP Sihanoukville Unit arrested 
four individuals for operating a brothel business in the province. 
Two of the suspects are the owners, the others are intermediaries. 
Police also removed six adult sex workers from the establishment 
and referred them to the Department of Social Affairs for further 
referral. 


17. (U) On December 14, the MOl\'s Anti-TIP Department conducted a 
raid on a Phnom Penh brothel and arrested one suspect. The suspect 
was sent to court and charged with pimping. Police removed five 
voluntary sex workers, ages between 19 and 25, and referred them to 
an AFESIP shelter. All have left the shelter after the two-week 
compulsory stay. 


Court Cases 


18. (U) The Phnom Penh Municipal Court made a positive move during 
the reporting period by taking eight overdue trafficking cases to 

trial. A court official reported that the Ministry of Justice 

ordered every court to give priority to trafficking cases. While 

the implementation of this order has yet to be seen in other courts, 

the Phnom Penh court was the first to take the backlogged 

trafficking cases to trial. 


19. (U) On October 3, the Phnom Penh Court conducted a trafficking 
trial involving two 17-year-old Vietnamese victims. The judge 
convicted and sentenced the Vietnamese trafficker to 15 years 
imprisonment. Police arrested the trafficker in March. 


20. (U) On October 4, the Phnom Penh Municipal Court sentenced a 
Vietnamese pimp to five years imprisonment for prostituting four 
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Vietnamese women, two of whom were 16 years of age. Police arrested 
the pimp in July 2005, and he had remained in pretrial detention 

since that time. 


21. (U) On October 9, the Appeal Court heard a trafficking case, 
involving four victims and two suspects. The court sentenced the 
suspects, including a Thai national, to 15 years each and ordered 
compensation of 3 million riels (USD 750) to each of the four 
victims. 


22. (U) On October 12, the Phnom Penh Court sentenced a Vietnamese 
pimp, arrested in 2004, to ten years imprisonment for prostituting a 


PHNOM PENH 00000193 003 OF 004 


27-year-old Vietnamese woman. 


23. (U) On October 13, the Phnom Penh court sentenced a Cambodian 
woman to two years imprisonment and ordered a fine of five million 

riels (USD 1,250) for debauchery committed in Phnom Penh in 2004. 
The case involved four Cambodian women, identified as victims by the 
court\'s report. 


24. (U) On October 17, the Sihanoukville Municipal Court tried a 
German national suspected of abusing four underage victims, ages 
between 11 and 18. The judge convicted and sentenced the suspect to 
ten years imprisonment and ordered compensation of USD 5,000 to the 
four victims. Police arrested the suspect in April. (Note: APLE, 

the NGO working closely with police on this case, commended the 
judge on her performance in this case, despite the judge\'s decision 

in a previous case to release the US pedophile Terry Smith on bail 

in August. End Note.) 


25. (U) On October 18, the Phnom Penh Municipal Court heard a long 
overdue debauchery case against Olaf Achleitner, an Austrian 

national who was arrested and charged with debauchery in November 
2002. The accused was sentenced in absentia to ten years for 

sexually abusing four Cambodian boys, including two who were 
underage. The court report showed that Achleitner was released on 
bail on an unspecified date and his whereabouts are still unknown. 


26. (U) On October 24, the Phnom Penh Municipal Court convicted 
and sentenced two pimps to six years each for prostituting four 
Cambodian women and girls. Police arrested the pimps in February 
2006. 


27. (U) On October 27, the Phnom Penh Court sentenced two 
Vietnamese pimps to six years imprisonment each for running a 

brothel in Phnom Penh. Police arrested the two men and charged them 
with pimping in 2004. They have been serving pre-trial detention 
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since being charged. 


28. (U) On November 1, the Siem Reap Provincial Court sentenced 
two individuals to five and eleven years respectively, for the 
trafficking of a 17 year-old girl for sexual exploitation. The 

court also ordered the two men to pay compensation of six million 
riels (about USD 1,500) to the victim. 


29. (U) On the same day but in a separate case, the Siem Reap 
court sentenced a pimp to two years imprisonment and ordered 
compensation of 5 million riels (about USD 1,250) to ten victims. 


30. (U) On November 3, the Siem Reap Provincial Court sentenced a 
woman to five years in prison and ordered her to pay compensation of 
2 million riels (about USD 500) to her victim, whom she lured and 

sold into a brothel. 


31. (U) Also on November 3, the Siem Reap Provincial Court tried a 
trafficking case involving two suspects and six victims. The court 
convicted and sentenced the suspects to five and 15 years, 
respectively. 


32. (U) On November 10, the Phnom Penh Municipal Court conducted 
the hearing of a debauchery case involving a Belgium national and a 
13-year-old boy . The judge sentenced the suspect to 18 years 
imprisonment. The convict was arrested in April 2006 (see reftel 

C). 


33. On November 29, the Phnom Penh Municipal court acquitted a 
suspect who was arrested in January 2006 for abducting a 
four-year-old child from her Sihanoukville home. The victim 
reportedly died of illness. PJJ, the NGO representing the victim\'s 
father, suspected the Phnom Penh Court of being biased to the 
defendant and appealed the case to the Appeals Court. 


34. (U) On December 18, the Phnom Penh Municipal Court sentenced a 
Cambodian woman to five years imprisonment for attempted pimping. 
According to the court\'s report, no victims were identified in this 

case. In a separate court case, the court convicted a pimp to five 

years for running a brothel. 


35. (U) On December 19, the Kampong Speu Provincial Court tried a 
pimping case involving a former military lieutenant who was arrested 
in July (see reftel B). The court sentenced the suspected pimp to a 
five-year suspended sentence and ordered a fine of five million 

riels (USD 1,250). 


36. (U) On December 25, the Phnom Penh Municipal Court sentenced a 
French bar owner and his girlfriend to six years each. Police 

arrested both suspects in June for prostituting his workers, and 

charged them with forcing female bar workers to provide sexual 


Column 3 
services.(see reftel C). 


37. (U) On December 26, Siem Reap Provincial Court tried a pimping 
case, sentencing a suspected pimp to a one-year prison term and 
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three years\' probation. The case involved seven voluntary sex 
workers, ages between 21 and 26. 


Victims Make a Return Home On Their Own 


38. (U) According to an ADHOC report, a family of four -- a 

father, mother, daughter and son -- returned home on October 7 after 
being exploited in Thailand. A brothel owner in Pataya, Thailand, 
raped the mother and daughter and prostituted them in his brothel. 
Thai police arrested the family after they ran away from the brothel 
and deported them to the Cambodian border. The family filed a 
complaint with the court with ADHOC\'s help. 


39. (U) On October 10, a 16-year-old victim of trafficking from 

Kampong Cham province, sold by her neighbor into a brothel in 

Thailand, returned home. The perpetrator won the victim\'s trust 

with a job promise and sold her to a brothel. The brothel owner 

raped and forced her to have sex with clients. After many failed 
attempts, she eventually managed to make her way out and went to NGO 
ADHOC for help. The victim is now at a WHI shelter. 


40. (U) A 17-year-old girl from Kampong Cham province returned 
home in an unstable condition. She went to Malaysia in 2005 with 

her neighbor who promised to find her a job. She reportedly was 
mentally fine before her departure. On November 8, the victim\'s 
father received a call from Phnom Penh to pick up his daughter. NGO 
ADHOC is working on the case, but could not get any information from 
the victim, as she reportedly suffers from psychological problems 

now. 


41. (U) A 35-year-old sex worker in a Stung Treng brothel came to 
an ADHOC office on October 9 for help, after being abused by her 
pimp. She reported that the pimp forced her to have sex with a 
group of drug addicted clients and forced her to work even when she 
was sick. At the time of this report, police have made no arrests. 


42. (U) On October 10, a 16-year-old girl returned home in 
Battambang after her neighbor convinced the victim\'s mother that the 
victim could find work in Phnom Penh. Once in Phnom Penh, the 
neighbor provided the victim to another man for sexual exploitation. 
After the encounter, they dumped the victim at an identified 
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location. The victim called her mother to pick her up. 


43. (U) On October 30, a 19-year-old victim of trafficking escaped 

from a brothel, where she was detained and forced to provide sexual 
services. An unknown person promised to help find the victim a job 

but sold her into a brothel. She managed to escape with the help of 

a client and came to NGO Cambodian Women\'s Crisis Center (CWCC) for 
help. 


44. (U) NGO CWCC reported receiving five victims of labor migration 
to Malaysia, who complained of abusive and exploitive conditions. 
Two of the victims returned to Cambodia with the help of the 
Cambodian embassy in Malaysia; the others either are still in 
Malaysia or returned by themselves. 


45. (SBU) During the visit of Sally Neumann, G/TIP program officer, 
to Cambodia from November 20 to 23, NGOs discussed anti-TIP 
successes, problems, and future challenges for combating trafficking 
in Cambodia. Cross-border trafficking operations reportedly are 
better organized but in-country trafficking remains largely 
unorganized. NGOs working on pedophile cases report that foreign 
pedophiles appear to be renting houses and staying for longer 
periods in Cambodia. NGOs remain concerned that some judicial 
authorities support victim compensation payments in lieu of jail 
sentences, and that Cambodia\'s culture of impunity discourages 
victims from seeking legal redress, so they more readily opt for 
compensation. The inability of police to execute search warrants at 
night remains an impediment to investigative work, as underage girls 
frequently are only brought to establishments at night. Cambodia\'s 
draft anti-TIP law remains under RGC review, and Ministry of Women\'s 
Affairs officials cited several key problems in the draft 

legislation that weaken associated penalties for TIP crimes. 


46. (SBU) In Sihanoukville, NGO sources reported that TIP was a 
growing problem and that police and judicial authorities were not 
always helpful or responsive. In contrast, anti-TIP police in 
Sihanoukville told Neumann that TIP was not even an issue in the 
area and cited as evidence the fact that there were only two arrests 
during 2006. Municipal court officials discussed difficulties in 
prosecuting TIP and pedophile cases. While some anti-TIP progress 
has been made in Phnom Penh, the G/TIP visit underscored that more 
work is required outside the capital with law enforcement and 

judicial officials. 
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E.O. 12958: N/A 

TAGS: EFIN, PREL, ECON, CB 

SUBJECT: CAMBODIA\'S BILATERAL DEBT: INTEREST RATE MAY STILL 
BE AN ISSUE 


REF: A. A) PHNOM PENH 109 
B. B) PHNOM PENH 62 


1. (SBU) On January 31, Pol/Econ Chief met with Ministry 

of Finance Secretary General Vongsey Vissoth regarding the 
US-Cambodian bilateral debt, and the Prime Minister\'s 

response to EAP PDAS Stephens\' request that the RGC sign the 
draft bilateral agreement provided to the Cambodian 

government last summer. The PM responded (reftel A) that 
while the USG and RGC were close to an agreement, he 
recommended further negotiation before an agreement could be 
signed, but did not specify what remaining issues might 

require additional discussion. P/E Chief updated Vissoth on 

the exchange between the PM and PDAS Stephens, and requested 
that the MEF official clarify the RGC position. 


2. (SBU) Vissoth said he was aware of the meeting and the 
discussion on bilateral debt, but was not privy to the PM\'s 
thinking. Vissoth opined that the interest rate of 3% was 

too high, and that Cambodia required a concessional rate 
lower than the USG proposal. P/E Chief noted that the issue 
of the interest rate had been debated and discussed during 
the negotiations over the calculation of the overall debt, 

and there was no further flexibility on the USG side. If the 
RGC wished to table a specific proposal and respond to the 
draft agreement, the Embassy would forward the proposal to 
Washington, but P/E Chief warned that the U.S. side had 
indicated very clearly that the USG offer submitted last year 
represented the USG bottom line. P/E Chief reminded the MEF 
official that the USG had eliminated roughly USD 100 million 
due to faulty or lost documentation, which represented a 
considerable concession on the part of the U.S. side. 
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3. (SBU) Vissoth agreed, but again reiterated that the 

terms requested by the USG were very tough. The interest 
rate of 3%, Vissoth argued, was not concessional. Further, 
the National Assembly\'s budgetary law dictated that the 
government could only take out loans at concessional rates, 
and the PLO-480 agreements from 1972-74 that form the basis 
of the bilateral debt were not in conformity with that 

principle. Any decision to sign the bilateral debt agreement 
and accept a 3% interest rate would depend on the RGC taking 
up the issue with the National Assembly. P/E Chief responded 
that the Lon Nol-era loans preceded current RGC budgetary 
legislation dealing with interest rates -- concessional or 
otherwise -- and therefore an approach to the National 
Assembly should not be necessary. Vissoth said that he 
understood any interest rate less than 3% would require U.S. 
congressional approval. P/E Chief noted that Vissoth\'s 
assertion was correct, and that Washington interagency 
agreement to seek such approval would be highly unlikely, as 
the Embassy and Washington negotiators have repeatedly told 
the RGC. P/E Chief urged Vissoth to respond positively to 

the USG offer; Vissoth said that the decision was not his and 
that he would wait for the PM\'s instructions. 


4. (SBU) Comment. Vissoth\'s remarks were not encouraging 
at best and at worst, suggest that the Cambodians are still 
holding out for an unrealistic debt deal. Vissoth did 

mention that the RGC had repaid the Japanese debt of roughly 
USD 4.2 million related to pre-cut-off date Japanese loans; 

at least Japanese objections (reftel B) will not be used in 

future discussions, but we appear to back to a debate on 
interest rates. This may be another delaying tactic, 

however, and we would welcome Washington thinking as how best 
to move the discussion forward with the MEF. End Comment. 
MUSSOMELI 
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E.O. 12958: DECL: 02/02/2017 

TAGS: PREL, PINR, ETRD, BO, IR 

SUBJECT: BELARUS DEVELOPING PARTNERSHIP WITH IRAN: MOTIVES 
UNCLEAR, BUT NOT PURE 


REF: 06 MINSK 1234 
Classified By: Ambassador Karen Stewart for reason 1.4 (d). 


Summary 


1. (SBU) On January 21 and January 27, the Belarusian 
Ministers of Defense and Foreign Affairs held meetings with 
their Iranian counterparts and the Iranian president in 

Tehran. Although the Belarusian state media mysteriously 
ignored the trips, Iranian and independent Belarusian news 
sources reported that Belarusian and Iranian officials signed 
memorandums of defense cooperation and agreed to strengthen 
economic and political bilateral relationships. After the 

visits, Iran announced that President Ahmadinejad would make 
a head of state visit to Minsk in the coming months. 
Independent journalists suspect the two governments made 
agreements on strengthening Iranian surface to air defense 
and opening oil fields to Belarusian industries. End 

summary. 


Defense Ministers Strengthen Military Ties 


2. (U) Belarusian Defense Minister Leonid Maltsev arrived 
January 21 in Tehran for an official two-day visit with his 

Iranian counterpart, Defense Minister Mostafa 
Mohammad-Jannar, and Iranian president Mahmoud Ahmadinejad. 
All information from the visit came from the Iranian media 

and Belarusian independent press. The Belarusian state media 
did not report on the visit. In Maltsev\'s first meeting with 
Mohammad-Jannar, the Iranian Minister claimed Belarus enjoyed 
a \"special status\" in Iran\'s foreign policy and, although the 

two countries did not share borders, their similar point of 

view on regional and international issues had led to 
\"satisfactory\" cooperation. Maltsev called Belarusian 

president Aleksandr Lukashenko\'s November 2006 visit to Iran 

a \"turning point" in the development of Belarusian-Iranian 

ties and expressed confidence that the implementation of 
agreements signed during the president\'s visit would bolster 
bilateral cooperation. Maltsev noted Iran\'s \"special\" role 

in regional and internatio 

nal policies and voiced Belarus\' readiness to increase 
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defense cooperation with Iran. Both ministers also exchanged 
criticism of the West\'s \"dual and discriminatory\" policies 
toward their governments. 


3. (U) On January 22, Maltsev met Iranian president 
Ahmadinejad, who reiterated that Iran and Belarus shared 
identical views on regional and international issues. 
According to Iranian news sources, Ahmadinejad told Maltsev 
that Iran and Belarus should use their \"abundant\" potentials 
and capabilities to strengthen cooperation. Afterwards, 
Maltsev and Mohammad-Najjar signed a memorandum of 
understanding on military cooperation. 


Belarusian Defense Ministry Remains Quiet 


4. (U) The Belarusian Defense Ministry refused to comment on 
Maltsev\'s Iranian visit, particularly on the signed 
memorandum of understanding. Finally, on January 24, the 
ministry released a statement claiming that the military 
agreement with Iran was based on Belarus\' national interests 
and was in strict compliance with international law, 

including the UN Security Council\'s December 2006 resolution 
on Iran\'s nuclear program. The Ministry on January 25 
published the statement in its newspaper \"Bo Slavu Rodiniy.\" 


MFA Visits Tehran 


5. (U) Coming on the heels of Maltsev\'s trip, Belarusian 
Foreign Minister Sergey Martynov arrived in Tehran for 
further meetings with Iranian officials. Similar to 

Maltsev\'s visit, the Belarusian state media did not report 
Martynov\'s travels. President Anmadinejad in a January 27 
meeting told Martynov that Iran supported Belarus\' 
independence and progress and as two independent states 
shouldering important roles in the international arena, Iran 
and Belarus should work hard to remove obstacles to 
strengthen bilateral relations. Martynov lauded Iran\'s 
success in the energy (oil and gas), agriculture, mining, and 
market and finance spheres and repeated Lukashenko\'s 
invitation for Anmadinejad to visit Minsk. 


6. (U) Martynov then met with Iranian Minister of Industries 
MINSK 00000104 002 OF 002 
and Mines Ali Reza Tahmasbi to discuss expanding bilateral 


economic relations. Tahmasbi stressed the necessity to boost 
industrial cooperation, hoping that the two countries\' 
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economic relationship would soon match that of political 
relations. The Iranian minister noted the Belarusian 
production of Samand cars as a symbol of the two countries\' 
cooperation and claimed that Belarus would serve as lran\'s 
gateway to Russian and Ukrainian markets. In a January 27 
press conference (also not reported in the Belarusian state 
press), Martynov noted Iran\'s membership in the nuclear 
Non-Proliferation Treaty (NPT) and reiterated that Iran had 
the same right to peacefully develop nuclear energy as other 
NPT members. Martynov stressed that negotiation was the only 
correct solution to any disagreements and recommended 
countries, particularly the U.S., resume talks with Tehran. 
Iranian Foreign Minister Manouchehr Mottaki announced that 
the Iranian president wou 

Id make a state visit to Belarus in the coming months. 


Independent Speculation On the Visits 


7. (U) Human rights activist and head of the NGO Charter 97 
Andrey Sannikov on January 22 published his commentary on 
Maltsew\'s visit on the Charter 97 website. According to 
Sannikov, Maltsev and his Iranian counterparts likely 
discussed land to air defense, servicing and updating missile 
defense systems, weapons trade, and nuclear cooperation. 


8. (C) In a January 30 meeting with Poloffs, reporter for the 
independent economic weekly newspaper \"Belarusi i Rynok\" 
Aleksandr Alesin theorized that Belarus was seeking partners 
wherever it could in the face of Western and increasing 
Russian pressure (ref A). Coming on the heels of the 
Russian-Belarusian gas and oil crisis, which shows little 
prospects for Belarus, the GOB was searching for alternative 
sources of energy, particularly oil. Iran, suffering from 
Western pressure over its nuclear power program, threats 
against Israel, and involvement in the war in Iraq, was 
actively strengthening its defense capabilities. lran has 

oil and Belarus has military technology. The relationship 

was mutually beneficial. 


9. (C) Although Alesin did not claim to have first-hand 
knowledge of Belarus\' developing relationship with Iran, he 
was fairly certain that Iran is actively seeking military 
hardware in the CIS, particularly Russia, Kazakhstan, 
Ukraine, Kyrgyzstan, and Belarus. Iran has been trying to 
develop a surface to air missile defense and has various 
rockets, but has been unable to create a centralized control. 
It also has an ailing air force of Russian MIGs and bombers 
that need upgrading. Alesin explained that Belarus has a 
military modernization industry that has had much experience 
in developing and centralizing a surface to air defense 
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system and modernizing Russian equipment. After the fall of 
the Soviet Union, other CIS nations\' infrastructure fell 

apart, but Lukashenko made sure it was preserved in Belarus, 
if not upgraded. The young specialists had all moved away, 
but the old timers were still around to continue developing 
and modernizing military technology. According to Alesin, 
Belarus had the knowledg 

e Iran needed and Iran had what Belarus wanted - large oil 
deposits, nuclear energy development, and a market for 
Belarusian military technology. 


Comment 


10. (C) These agreements add somewhat more substance to a 
relationship greatly fostered by Lukashenko\'s dislike of \"the 
West\" and his comfort level for dealing with pariah states 
like Iran. By our reading, the bilateral agreements do not 
appear to contravene the recent UN Security Council 
resolution on Iran, but Belarus\' military relationship with 

Iran is a sensitive topic in the international arena. 

Therefore, GOB authorities would prefer to keep it quiet. 
However, we expect the regime to widely publicize any 
specific energy or economic agreements, particularly if they 
occur during Ahmadinejad\'s upcoming visit to Minsk. 
Stewart 
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1. (SBU) Summary: Foreign Minister Zaripov invited Ambassador 
February 1 to meet newly-appointed Ambassador to the United 
States Abdujabbor Shirinov, and to discuss his ideas for 

additional cooperation in 2007, including the opening of the 
U.S.-funded bridge at Nizhnii Pyanzh and the Millennium 
Challenge Corporation. Ambassador raised the upcoming 
International Visitors program for senior bankers and expressed 
hope for positive results from a related meeting between Gerald 
Metals, Orienbank owner and \"First Brother-in-Law\" Sadulloyev, 
and the Deputy Director of the TadAZ aluminum smelter in 
February in Washington. She also asked for the Minister\'s help 

in registering the National Democratic Institute and Freedom 
House, both of which would contribute to Tajikistan\'s Millennium 
Challenge aspirations. Zaripov provided some information on 
President Rahmonov\'s international travels, and asked for U.S. 
assistance in closing down a U.S. based website he claimed was 
run as an \"active measure\" by Russian security services aimed at 
disrupting U.S. relations with the countries of Central Asia. 

End Summary. 


New Ambassador 


2. (SBU) \"Increase U.S. investment in Tajikistan and 
opportunities for Tajik students to study in the United States." 
Shirinov plans to arrive in Washington mid-February and hopes 
to participate in the White House credentials ceremony February 
27. (Note: We conveyed to the Ministry today that Shirinov 
needs to be in Washington no later than February 13 to be 
included in the ceremony.) 


Zaripov\'s Wish List 


3. (SBU) Zaripov again raised Tajikistan\'s interest in making 
the list of Millennium Challenge countries, and said this would 

be atop priority for Shirinov. Ambassador said success was not 
an issue of lobbying, but rather taking concrete steps to 

improve Tajikistan\'s indicators. Registration of the National 
Democratic Institute and Freedom House would be positive 
developments in the \"governing justly\" section of the 

indicators, especially as Freedom House has some responsibility 
for the rankings. Zaripov said he was working with both the 
Ministry of Justice and State Committee on Security to move 
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forward on the National Democratic Institute, but asked 
Ambassador to raise the issue at her meetings with the Minister 
of Justice and Director of Security. Ambassador noted that the 
new Minister of Justice had thus far declined to meet. (Note: 
This is as clear a statement as we have heard that the State 
Committee on National Security, long thought to be the main 
obstacle to the National Democratic Institutes work, is in fact 
the real problem). 


4. (SBU) Zaripov again raised his interest in a splashy 

ceremony for the bridge opening in August, including senior U.S. 
representation. He is also hoping to generate increased U.S. 
investment, noting the recent visit to Tajikistan of U.S.-listed 

energy company Canargo, which has received a concession to 
explore the possibility of extracting natural gas in 

Kurgan-Tube, and to generate more educational exchanges. \"Maybe 
in the future, we will have budgetary funds to send more 

students to the United States, as they do in Kazakhstan. But 

for now we still need your help." 


Travelling Man 


5. (SBU) Zaripov characterized Rahmonov\'s recent trip to 
China as extremely positive, not only for the various commercial 
and educational agreements signed, but for the overall 
\"umbrella\" agreement on friendship and cooperation that will 
stimulate rapid development in the relationship. (Note: 

Zaripov didn\'t share any figures on the new concessional loan 
agreements reached with China, but International Monetary Fund 
representatives told us this week that they are on the order of 
hundreds of millions of U.S. dollars, potentially raising 
Tajikistan\'s Debt to Gross Domestic Product ratio to as high as 
60 percent. End Note.) Rahmonov will travel to Egypt February 
4 and Syria three days later for meetings with his counterparts. 
According to Zaripov, Rahmonov wants not only to build 
bilateral relations with countries in the Arab world, but also 

to share his experience in \"peacefully resolving civil conflicts 
and working cooperatively with difficult neighbors.\" 


DUSHANBE 00000171 002.2 OF 002 


Shut Down that Pesky Website 


6. (SBU) Zaripov raised the Arianastorm.com website, which he 
claims is based in Newcastle, Delaware. According to Zaripov, 
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Ibrahim Ismoyilov, who was the deputy state security committee 
chief for Tajikistan during Soviet times, runs the site with 

four students he had recruited from Isfara, Ya hotbed of Islamic 
extremists.\" Ismoyilov receives his instructions from 

opposition journalist Atabuloyev in Moscow, a known Russian 
Federal Security Service agent of influence, whom Moscow uses to 
destabilize relations between Tajikistan and Uzbekistan, and 

also to curb the growth of U.S. influence in Central Asia in 
general. Zaripov was particularly incensed about stories that 

he personally is an agent of the Central Intelligence Agency." 
Ambassador noted that the U.S. government does not control 
information published on the internet, to which Zaripov 

responded that \"the U.S. Justice Department has the right to 
close down any website under the Patriot Act.\" Ambassador said 
this is only true for websites promoting violence and terrorism. 
(Note: We feel Zaripov\'s pain; our embassy has also been the 
subject of some nasty attacks from this website.) 


7. (SBU) Comment: We appreciate Department\'s assistance in 
getting Shirinov included in the upcoming White House 
credentials ceremony. We expect that Zaripov will still play 

the lead role for the Tajik side in driving the bilateral 

relationship. Our challenge is to turn his enthusiasm and ideas 
into concrete steps forward. End Comment. 

JACOBSON 
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E.O. 12958: N/A 
TAGS: EAGR, EAID, PGOV, BM 
SUBJECT: WFP BURMA APPEALS FOR INCREASED DONOR SUPPORT 


REF: 06 RANGOON 1615 


1. SUMMARY: The World Food Program (WFP) seeks over $45 
million in additional support from current and new donors to 
support its new Protracted Relief and Recovery Operations in 
Burma. The program will benefit 1.6 million vulnerable 
Burmese and will cost $ 51.7 million for the three-year 

project period. Donors have committed $5.5 million of WFP\'s 
$16.6 million budget for 2007. END SUMMARY. 


2. On January 26, WFP Burma Country Director, Christopher 
Kaye, briefed diplomats in Rangoon on WFP\'s new Protracted 
Relief and Recovery Operations (PRRO) program for the period 
2007-2009. The program will benefit 1.6 million Burmese who 
face food insecurity and will cost $51.7 million over three 
years. Its key objectives are to: improve food security for 

the most vulnerable by covering their food gap, improve 
maternal and child nutrition, improve food security for 
vulnerable families and communities through food for work 
activities, and improve children\'s education through 

increased attendance at primary schools. 


3. Key interventions include relief rations for returned 
refugees and victims of tuberculosis and HIV/AIDS, Food for 
Education, Food for Work, Food for Training, supplemental 
feeding programs, and emergency response. The new PRRO 
program combines earlier WFP programs in Rakhine State, 
Magway Division, and Shan State into a unified package with a 
single monitoring and evaluation system. It will address 
serious malnutrition among Burmese children. Studies show 
that 25 percent of newborns in Burma are underweight and 33 
percent of children under five years old are moderately to 
severely malnourished. 


CHALLENGES AND OPPORTUNITIES 


4. WFP currently faces many challenges in its relief work in 
Burma, including government restrictions on the movement of 
local people and goods, changes in regional military leaders, 
volatile food commodity markets, and limited UN access to 
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needy areas. However, WFP believes its increased presence in 
operational areas provides greater protection to 

beneficiaries, provides greater space for conducting 
humanitarian work, and enhances opportunities for more 
coordinated, integrated rural development. 


5. The 2007 PRRO budget is $16.5 million, but donor 
commitments to date equal $5.5 million, sufficient to cover 
WFP\'s activities for only the first four months. WFP has 
requested current and new donors\' help to fill the shortfall 
of $11 million dollars (reftel). 


6. COMMENT: Post has verified that WFP programs make a 
significant impact on the lives of Burma,s most vulnerable 
people. WFP\'s assistance to Rohingya communities in northern 
Rakhine State has been vital to their survival and 

development. WFP also works among the poorest of the poor in 
Magway and Shan State. WFP has reasonably good working 
relations with its government counterparts and it works 

closely with local and international NGOs who implement WFP\'s 
program in the field. WFP monitors its food distribution 

closely to ensure that food assistance is delivered directly 

into the hands of the target population, and is not diverted 

into government control. WFP does not plan to make a 
separate appeal in Washington, DC. Post recommends USG 
support for the new PRRO program. END COMMENT. 
VILLAROSA 
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SECDEF WASHDC FOR USDP/ASD-PA/ASD-ISA 

HQ USAF FOR XOXX 

DA WASHDC FOR SASA 

JOINT STAFF WASHDC FOR PA 

CDR USCENTCOM MACDILL AFB FL FOR POLAD/USIA ADVISOR 
COMSOCEUR VAIHINGEN GE FOR PAO/POLAD 

COMSIXTHFLT FOR 019 


JERUSALEM ALSO ICD 

LONDON ALSO FOR HKANONA AND POL 
PARIS ALSO FOR POL 

ROME FOR MFO 

SIPDIS 


E.O. 12958: N/A 
TAGS: OPRC, KMDR, IS 


SUBJECT: ISRAEL MEDIA REACTION 


1. Mideast 


2. Missile Defenses 


Key stories in the media: 


Column 3 


The Jerusalem Post and Israel Radio reported that UN 
Secretary-General Ban Ki-moon, German FM Frank-Walter Steinmeier 


SIPDIS 

(representing the EU), Russian FM Sergey Lavrov, and US Secretary of 
State Condoleezza Rice will hold a meeting of the Quartet tonight in 
Washington to discuss the Israeli-Palestinian conflict. The radio 
reported that Russia wishes to lift the international boycott 

imposed on the Hamas-led government. The Jerusalem Post quoted 
senior European officials as saying prior to the meeting that the 

Quartet will need to discuss the role it should play in the internal 
Palestinian strife, in addition to dealing with the standard Roadmap 
issues. 


HaVaretz, Yediot, and Israel Radio cited a claim by Fatah that 
members of its Palestinian Security Force arrested seven Iranian 
weapons experts working in the service of Hamas, including an 
intelligence officer, during a raid at the Islamic University, a 

Hamas stronghold in Gaza City, and that another Iranian committed 
suicide during the raid. The leading Internet website Ynet quoted a 
Palestinian source as saying that the officer supervised several 
weapons lab at the university. This morning electronic media 
reported that Hamas gunmen killed two members of a Fatah-linked 
intelligence service in Gaza. Israel Radio and Ynet reported that 
seven Gazans were killed in clashes this morning. HaVaretz said 
that the Fatah forces apprehended some 1,400 firearms and missiles 
found at the site. Media reported that on Thursday six Palestinians 
were killed and at least 65 were wounded, including two children, 
during renewed clashes in the central Gaza Strip between armed Hamas 
and Fatah militants. HaVaretz reported that Egypt blamed Hamas for 
the collapse of the cease-fire. 


Leading media reported that on Thursday Defense Minister Amir Peretz 
announced his choice of a short-range rocket defense system 
developed by Rafael -- Israel's Armament Development Authority -- as 
the system the defense establishment will develop to defend Israel 
against Qassam rockets fired from the Gaza Strip. The system 
developed by Rafael and dubbed \"Iron Dome\" is planned to be capable 
of intercepting Qassam and Katyusha rockets with a small kinetic 
missile interceptor and is scheduled to be operational for 

deployment outside the Gaza Strip and along the northern border 

within two years. Israel Radio quoted the Prime Minister\'s Office 

as saying that Peretz\'s decision on the system - whose development 

is valued at USD 300 million -- is not valid and that it must be 

endorsed by Olmert. Israel Radio quoted an Israeli defense source 

as saying that, had Israel insisted upon developing a laser-guided 

US Nautilus system, Sderot would now be protected from Qassam rocket 
fire. Hatzofe and Yediot reported that on Thursday Syria test-fired 

a Scud missile in its desert and an Israeli Arrow battery monitored 
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the test. 


All media reported that the Winograd Committee probing last summer\'s 
war in Lebanon grilled PM Ehud Olmert during six hours on Thursday. 
The media reported that Olmert stood by the decisions he made 

during the war. Yediot (banner) and other media reported that the 
members of the committee asked Olmert why he entrusted the Defense 
Ministry with Amir Peretz. Maariv reported that Olmert told the 
committee that he was unaware of the condition of the army reserves. 
Maariv also quoted Olmert as saying that Israel had no choice but 

to go to war, including the ground operation during its last two 

days. HaVaretz reported that IDF Chief of Staff Dan Halutz forbade 

top IDF officers from expressing opinions that diverged from his own 

to cabinet members during the war, in a policy that that caused 

great controversy within the General Staff. All media quoted Peretz 

as reiterating on Thursday that he has no intention of leaving the 
Defense Ministry and that he is suited to the post. HaVaretz cited 

an announcement made by the Finance Ministry on Thursday that four 
Arab villages near the border will be eligible for the standard 
government assistance offered to frontline communities that suffer 

the ravages of conflict. 


Leading media reported that on Thursday Israeli security forces shot 
and killed four Palestinians. Over 30 Palestinians were arrested 

in a West Bank sweep. Ynet reported that last night the IDF 
unintentionally killed two Fatah activists near Ramallah. 


The Jerusalem Post reported that on Wednesday, Saudi diplomatic 
official Jamal Khashoggi, who accompanied Ambassador to the US Turki 
Al-Faisal to a Capitol Hill reception condemning anti-Semitism, told 

the newspaper that the Holocaust was a \"horrible\" episode. 


The Jerusalem Post reported that Palestinians in lraq face an 
\"ethnic cleansing.\" 


Leading media reported on French President Jacques Chirac\'s 
flip-flop statements on the possibility that Iran may turn nuclear. 


On Thursday HaVaretz ran an informal feature about the non-immigrant 
visa-granting process at the US Embassy in Tel Aviv. 


Following Vice PM Shimon Peres\'s visit to Qatar, Maariv ran a 
feature about that gulf state. Other media, including Channel 
10-TV, have announced that they will screen reports from Qatar. 


Maariv reported that the Conference of Major Jewish American 
Organizations has canceled a planned trip to the Gulf emirates -- 
Dubai and Abu Dhabi -- following a message it received from state 
sources in the United Arab Emirates that a visit by some of its 
members might cause rioting. 
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Hatzofe reported that on Thursday Muslim Congressman Keith Elison 
(D-Minnesota) strongly condemned Iranian President Mahmoud 
Ahmadinejad\'s Holocaust denial. 


Yediot reported that the organizers of the Tehran Film Festival have 
canceled the planned screening of an Israeli documentary about the 
war in Lebanon and the Israeli-Palestinian conflict. 


HaVaretz and The Jerusalem Post reported that Michael Bloomberg, 
Mayor of New York City and \"one of the richest people in the US,\" 
dedicated a USD 6.5 million state-of-the-art emergency rescue 
service in Jerusalem in memory of his father. The new Jerusalem 
regional station of Magen David Adom will be named for William H. 
Bloomberg, who died in 1963 while the Mayor was in college. The 
media said that Magen David Adom stressed that Bloomberg was the 
leading donor in the remodeling of the organization\'s center and in 
improving the services it offers. Hatzofe quoted Bloomberg as 
saying that Israel should not hold contacts with Hamas. 


Diplomatic correspondent Herb Keinon wrote in the conservative, 
independent Jerusalem Post: \"In no time at all Olmert\'s government 
might be gone, and the regimes in Saudi Arabia and Egypt may come up 
with a different interpretation of their own interests. Hence the 
narrowness, in the eyes of many in the world, of opportunity\'s 

newest Mideast window.\" 


Former foreign minister Shlomo Ben-Ami wrote in the independent, 
left-leaning HaVaretz: \"What lies in the balance ... is too 

important for Israel and the United States to keep refusing to put 
Bashar Assad\'s intentions regarding peace to the test." 


Block Quotes: 


|. \"Aches and Panes\" 


Diplomatic correspondent Herb Keinon wrote in the conservative, 
independent Jerusalem Post (2/2): \"Suicide bombers may still be 
blowing up Israelis, Qassam [rockets] may still be falling on 

Sderot, Iran may still be marching toward nukes, Hizbullah may still 

be stockpiling missiles, Palestinians may still be on the brink of a 

civil war, Hamas may still be giving no indications of changing its 
stripes, Prime Minister Ehud Olmert\'s government may still be on the 
verge of collapse, Palestinian Authority Chairman Mahmoud Abbas may 
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still be unable to deliver anything, but listen to the background 

music emanating from capitals around the world and what you hear is 
a chorus of people singing -- once again -- about a Middle East 

peace \'window of opportunity\’.... In no time at all Olmert\'s 
government might be gone, and the regimes in Saudi Arabia and Egypt 
may come up with a different interpretation of their own interests. 
Hence the narrowness, in the eyes of many in the world, of 
opportunity\'s newest Mideast window.\" 


II. \"Test of Syria\'s Intentions\" 


Former foreign minister Shlomo Ben-Ami wrote in the independent, 
left-leaning HaVaretz (2/2): \"If [Secretary of State Condoleezza] 
Rice and the Quartet members are unable to cut the Gordian knot of 
the Israeli-Palestinian conflict, instead of continuing the 

Sisyphean task of untying it, they\'re better off deciding on what 
steps to take so they can move over immediately to an Israeli-Syrian 
peace track. Such a move would have an unprecedented effect on 
creating the conditions for the maturation of an Israeli-Palestinian 
settlement. But there is another failure in the U.S. strategy, 

which assumes that Syria must be isolated rather than turned into a 
negotiation partner, as the Baker-Hamilton report recommends. What 
lies in the balance -- a more functional regional order, stability 

in Lebanon and a severing of the Damascus-Tehran axis -- is too 
important for Israel and the United States to keep refusing to put 
Bashar Assad\'s intentions regarding peace to the test. There is no 
need to reinvent the wheel to solve the problem on the Palestinian 
front or on the Syrian front. In both cases, the solution is 

already known. The problem is the lack of political will and the 
leadership failure on both sides.\" 


The conservative, independent Jerusalem Post editorialized: \"The 
option of \demilitarizing\' space does not exist. The choice is 
between leaving the populations of free nations exposed to missile 
attack, or taking advantage of the best technologies available to 
meet that threat.\" 


Block Quotes: 


\"Build Missile Defenses\" 


The conservative, independent Jerusalem Post editorialized (2/2): 
\"On January 11, China shot down its own defunct satellite, claiming 
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it was cleaning up \'space pollution.\' Israel is not the only 

country, however, to suspect China might have been demonstrating 
more than its environmental awareness.... How ... can satellites be 
defended?.... The only real way to defend satellites is with a 
comprehensive anti-ballistic missile (ABM) defense system. As it 
happens, the United States has been talking about such a system for 
over two decades.... Such a system is necessary not just to defend 
satellites, but millions of people.... In this context, we hope 
administration opponents in Congress will abandon their 
anachronistic opposition to space-based defense systems. The option 
of \demilitarizing\' space does not exist. The choice is between 
leaving the populations of free nations exposed to missile attack, 

or taking advantage of the best technologies available to meet that 
threat.\" 
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E.O. 12958: N/A 

TAGS: PREL, PGOV, ETRD, EINT, EAID, TBIO, AO 

SUBJECT: DAS CAROL THOMPSON MEETING ANGOLAN VICE FOREIGN 
MINISTER: DISASTER RELIEF, VOTER REGISTRATION AND A TIFA 


REF: A. LUANDA 84 
B. LUANDA 75 


1. (SBU) Summary: On January 29, 2007, visiting AF DAS Carol 
Thompson received GRA thanks for the disaster relief 

assistance provided to Angola by the United States following 

the recent flooding and noted the positive contribution of 

the 2005 MEDFLAG Exercise. Thompson reiterated USG interest 
in moving forward quickly on a Trade and Investment Framework 
Agreement, and the benefits this could bring to bilateral 

trade. In addition, she noted the smooth voter registration 
process and discussed Angola,s possible willingness to join 
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future international peacekeeping missions. End Summary. 


2. (SBU) Deputy Assistant Secretary Carol Thompson and 
Ambassador Cynthia Efird met with Vice Minister of External 
Relations, Jorge Chicoty, of the Angolan Ministry of External 
Relations (MIREX) on January 29, 2007, during DAS Thompson,s 
visit to Angola. In addition to discussing bilateral issues 

Chicoty discussed at length the changing GRA views regarding 
Sudanese President Bashir,s candidacy for the Chairmanship 

of the African Union (AU) (reftel A). Econoff accompanied 

DAS Thompson and Amb. Efird. Chicoty was joined by 
America,s Director Balbina da Silva. 


U.S. Disaster Assistance 

3. (SBU) DAS Carol Thompson expressed U.S. concern over 
Angola,s loss of life and damage caused by recent flooding. 
Chicoty thanked the United States, commenting that President 
Dos Santos had noted that the U.S. was the first country to 
step forward and offer assistance and recalling that 
Ambassador Efird,s call was made while the rain was still 
falling. Ambassador Efird mentioned that USD 70,000 in 
disaster relief money would be disbursed through CARE and 
used to provide chlorine for water treatment and other 
emergency supplies. She said we were also hoping to secure 
U.S. military assistance through the visit of the USS 

Kauffman for those left homeless. The Ambassador added that 
the U.S. offer of help comes as one friend to another. 

Chicoty said that at the initial meeting on the GRA,s 
emergency response, several Angolan Armed Forces (FAA) 
generals cited the successful MEDFLAG program of US-Angolan 
joint military in 2005 as having greatly strengthened their 
ability for emergency action response. Note: The FAA has 
been praised in the television and print media, as well as by 
observers on the ground, for having been quick on the spot to 
provide logistical assistance to the hardest hit communities 

as they coped with flooding and mudslides. End Note. Amb. 
Efird told Vice Minister Chicoty that she would explore 
possible ways sailors on upcoming SS Kaufmann ship visit 
could also provide assistance with community action projects 
in connection with post-flood reconstruction. 


Voter Registration 

4. (SBU) Chicoty said that the registration process had been 
going smoothly but slowly, requiring an average of 20 minutes 
to register each voter. Ambassador Efird described her visit 
to a voter registration station in Cuando Cubango Province 

the previous week. One woman said at 4:00 p.m. that she had 
been waiting since 8:00 a.m. to register. Chicoty explained 
that verifying the registrant,s identity and age accounts 


Column 3 

for most delays. He added that the National Electoral 
Commission might need to add more registration stations in 
order to complete its work on schedule before the end of 
2007. DAS Thompson asked whether the registration period 
might be extended and Chicoty replied that Angola,s 

political parties would have to make that decision. 


Trade Agreement (TIFA) with the United States 

5. (SBU) DAS Thompson expressed hope that Angola and the 
United States would soon sign a Trade and Investment 
Framework Agreement (TIFA) which would help stimulate and 
energize bilateral trade. Describing Angola as a 

cutting-edge country, she noted that trade within the SADC 

will also be important to Angola. She praised Angola,s 
investment in infrastructure rehabilitation, and hoped these 
improvements, and the TIFA, would attract yet more U.S. 
investment. Thompson explained that the TIFA process would 
include visits from working groups to increase GRA capacity 
to manage trade-related issues. Chicoty then turned to 
America,s Office Director Balbina de Silva to ask, in 
Portuguese, which internal MIREX approvals the TIFA still 
needed. Balbina replied that MIREX,s legal department was 
studying the TIFA and that the TIFA needed &other 
clearances,8 without elaborating, before MIREX could pass 
the matter to the Council of Ministers. Chicoty sounded 


doubtful that the TIFA would need further approvals beyond 
the legal department,s. (Note: Other than this aside, 
Chicoty conducted the entire meeting in English. End note.) 


6. (SBU) Angola regards the United States as an important 
trading partner, Chicoty offered, citing its recent purchase 

of Boeing airplanes and adding that Angola will still need 
one additional Boeing 747. Chicoty believes that Angola 
would prefer to buy many of the goods and services it needs 
from the United States and hoped a TIFA agreement would 
facilitate trade. He regretted that there is still no U.S. 

bank operating in Angola. Ambassador Efird agreed, while 
noting that Citibank maintains a representative office in 
Luanda and that the country was well served by Portuguese, 
South African and other international banks. Chicoty hoped 
that with a TIFA, more American businesses would invest in 
Angola,s non-petroleum sectors. 


7. (SBU) Chicoty acknowledged that Angola,s laws governing 
business need reform in order to attract investment, but 
hoped American investment would speed Angola,s transition 
from a socialist to a market economy. The GRA, he said, was 
beginning to understand that private enterprise could improve 
on the government,s current performance in many sectors, 
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including the distribution grid that provides electricity 

from the Kapanda Dam. However, privatization also demands a 
change in the people,s thinking. Many Angolans have grown 
used to free electricity, stealing their power. A private 
company would have to begin by teaching people to become 
customers. Chicoty noted sadly that illegal power hook-ups 
accounted for several electrocutions during the recent 
flooding. Chicoty also described his own small construction 
company,s trouble in getting commercial bank financing for 
its projects because gaining clear title to land is so 

difficult in Angola and &bigger fish8 get preferential 
treatment. (Note: In August 2006, the GRA issued 
implementing regulations for its 2004 Land Law. The new 
regulations clarify titling procedures. End note.) 


8.(SBU) Chicoty lamented that Angolans remain passive, 
especting to receive handouts, not wanting to work to feed 
themselves. The Ambassador said she had visited projects 
that showed a different, hard-working side of Angolans. She 
described a USAID-financed pilot project in Cuando Cubango 
Province that encourages municipal groups to manage and 
maintain a clean water pump system. To keep their pump 
going, the residents decided they needed higher income from 
agriculture. This decision led them to diversify into 

raising new crops and livestock, she continued. Members of 
the cooperative also contribute one day a week to the common 
plot, and this project,s success makes it a potential model 

for agricultural development in the rest of Angola. Chicoty 
said such a pilot should be replicated, including in his 

place of birth ) Huambo. (N.B. Chicoty,s family are 
traditional leaders in the Plan Alto.) 


Participation in Peacekeeping Mission 

9. (SBU) If there is an A.U. consensus to send troops, 

Chicoty said, Angola might participate in the command 
structure of a peacekeeping force in Somalia. He continued 
that this work is important, but stressed that Angola wants 
good intelligence before it sends in any troops. Now that 
Angola has been elected to the A.U. Peace and Security 
Council, it has a responsibility to uphold, he continued. 
Chicoty then reiterated reasons he had given previously for 
Angolan reluctance to take on peacekeeping missions: concern 
that rules of engagement might not be clear and robust and 
Angolan troops could find themselves facing international 
charges of human rights violations. Ambassador Efird 
proposed that if Angola decides to contribute troops to a 
peacekeeping force but finds itself short of equipment or 
supplies to conduct a peacekeeping mission, that it approach 
the United States. Without promising assistance, she assured 
Chicoty that Angolan requests would get a hearing. 
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10. (SBU) Comment. Chicoty sees a definite advantage to 
Angola from a TIFA, however, his sidebar with his Americas 
Office Director suggests that the GRA bureaucracy is moving 
forward slowly and certainly on this agreement. We 
understand from the Ministry of Commerce and Trade that an 
interagency group has yet to jointly review the TIFA text. 

The Angolan political is definitely in place to sign the TIFA 
but we will continue to &hand-hold8 the Angolan bureaucracy 
during the drafting process. The new Angolan willingness to 
consider sending its troops on peacekeeping missions seems to 
go with an enhanced sense of responsibility since joining the 
A.U. Peace and Security Council and assuming the Vice 
Chairmanship. 


11. (U) DAS Thompson has cleared this cable. 
EFIRD 
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E.O. 12958: N/A 

TAGS: ECON, OECD, ETRD, PL 

SUBJECT: GOP REQUEST USG SUPPORT POLISH CANDIDIATE FOR OECD 
DEPUTY SECRETARY GENERAL 


1. During a phone call between Polish Minister of Economy 
Wozniak and Secretary of Commerce Gutierrez on January 31, 
Wozniak asked the USG to support a Polish candidate for the 
position of OECD Deputy Secretary General. Deputy Minister 

of Economy Naimski subsequently informed CDA of the request. 
The Polish candidate is Janusz Swierkocki and a summary of 

his bio follows. His complete CV was faxed to EUR/NCE Putney. 
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2. BIO OF JANUSZ SWIERKOCKI 

Born February 18, 1949 

Swierkocki received an MA in Economics in 1972, a doctorate 
in Economics in 1977, and PhD in Economics in 1986, all from 
the University of Lodz. He speaks English, French, and 
Spanish in addition to his native Polish. 


Currently, Swierkocki is an economics professor and Vice Dean 

at the University of Lodz, where he has been on the faculty 

since 1972. From 1996-2001 he was the manager of the 
research section of the Foundation for European Studies - 
European Institute in Lodz. From 1991-1995 he served as a 
Consular Officer for the Commercial Office of the Polish 
Government in Toronto, Canada. From 1990-1991 he advised the 
Polish President on antimonopoly issues. And from 1988-1989 

he was a visiting professor at the Universidad Nacional de 

Bogota in Columbia. 


Swierkocki has published numerous economic articles in both 
local and international journals, particularly on Poland\'s 
integration into the European Union. He has also published a 
few books, including a textbook on European integration. 
HILLAS 
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SUBJECT: ALLEGATIONS THAT GOJ TORTURES, AND RUNS SECRET 
PRISONS WITH U.S. 

REF: A. AMMAN 222 


B. AMMAN 4982 
C. AMMAN 9071 


CLASSIFIED BY: AMBASSADOR DAVID HALE FOR REASONS 1.4 (B) AND (D) 


Column 3 


1. (C) SUMMARY: UN RAPPORTEUR MANFRED NOWAK AGAIN PUBLICLY 
ACCUSED THE GOJ OF TORTURING. HIS REPORT MAY ALSO INCLUDE 
CHARGES THAT THE GOJ COLLABORATES WITH THE USG IN RUNNING 
SECRET PRISONS. MEANWHILE, A MAN ON TRIAL FOR PLOTTING TO 
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KILL AMERICANS ACCUSED JORDAN,S INTELLIGENCE SERVICE OF 
TORTURING HIM. END SUMMARY. 


2. (C) UN SPECIAL RAPPORTEUR ON TORTURE MANFRED NOWAK ACCUSED 
THE GOJ OF TORTURING AND ANNOUNCED JANUARY 30 IN GENEVA THAT 
HE WOULD PRESENT A REPORT ON HIS JUNE TRIP TO JORDAN TO THE 

UN HUMAN RIGHTS COUNCIL (UNHRC) WHEN IT CONVENES MARCH 12. 
NOWAK\'S STATEMENT ESSENTIALLY REPEATED CHARGES HE MADE 
PUBLICLY IN JUNE 2006 (REF B). GOJ CONTACTS SAY THEY 

RECEIVED A DRAFT OF THE 38-PAGE REPORT, BUT IT HAS NOT BEEN 

MADE PUBLIC. POST IS ATTEMPTING TO OBTAIN A COPY. 


3. (C) ON FEBRUARY 1, MFA LEGAL ADVISOR MAHMOUD HMOUD TOLD 
POLOFF THAT NOWAK\'S DRAFT DESCRIBED TORTURE IN JORDAN AS 
\"SYSTEMATIC.\" THE GOJ PROTESTED, HE SAID, AND NOWAK REVISED 
HIS LANGUAGE TO \"WIDESPREAD, AND IN SOME PLACES, LIKE THE 
GENERAL INTELLIGENCE DIRECTORATE, ROUTINE.\" NOTE: IN AN 
AMMAN PRESS CONFERENCE IN JUNE, NOWAK SAID THE GOJ WAS \"NOT 
SYSTEMATICALLY PRACTICING OR CONDONING TORTURE.\" END NOTE. 


4. (U) AT AJANUARY 31 PRESS CONFERENCE MFA SPOKESWOMAN SABAH 
RAFIE SAID THE GOJ WOULD EXAMINE THE REPORT AND RESPOND. SHE 
EMPHASIZED THAT NOWAKS STATEMENTS WERE ABOUT ISOLATED CASES 
AND THAT HIS TRIP HAD BEEN AT THE INVITATION OF THE GOJ, IN 

ITSELF A SIGN OF TRANSPARENCY. 


NOWAK: \"SECRET PRISONS\" 


5. (C) HMOUD ALSO TOLD POLOFF THAT THE DRAFT ALLEGES THE GOJ 
COLLABORATES WITH THE U.S. IN RUNNING UNSPECIFIED SECRET 
DETENTION FACILITIES. IF NOWAK\'S FINAL VERSION OF THE REPORT 
RETAINS THIS CLAIM, HMOUD SAID THE GOJ WOULD PUBLICLY 
CHALLENGE NOWAK TO PROVIDE EVIDENCE OF THESE FACILITIES. 


ALLEGED TERRORIST ACCUSES GID 


6. (C) ACCORDING TO MEDIA REPORTS JANUARY 31, MOHAMMED 
AL-HOTARI, ON TRIAL IN AMMANVS STATE SECURITY COURT FOR 
WCONSPIRACY TO CARRY OUT TERRORIST ACTIVITIES\" AND \"ILLEGAL 
POSSESSION OF AN AUTOMATIC WEAPON\" IN AN ALLEGED PLOT TO KILL 
AMERICANS IN JORDAN, CLAIMED HIS CONFESSIONS WERE EXTRACTED 
UNDER DURESS. HIS CO-DEFENDANT MOHAMMED SHEHADEH ALSO SAID 
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HIS TESTIMONY WAS FALSE, BUT DID NOT CLAIM HE WAS TORTURED. 
BOTH MEN ASKED THE COURT FOR THE OPPORTUNITY TO PRESENT A 
FRESH WRITTEN STATEMENT. ACCORDING TO THE CHARGE SHEET AND 
COURT RECORDS, THE PAIR INTENDED TO \"AVENGE US POLICIES 
TOWARDS MUSLIMS,\" HAD PURCHASED AN ASSAULT RIFLE AND 
AMMUNITION, AND HAD AN AMERICAN IN AMMAN UNDER SURVEILLANCE 
(REF A). 


VISIT AMMANVS CLASSIFIED WEB SITE AT 
HTTP://WWW.STATE.SGOV.GOV/P/NEA/AMMAN/ 


HALE 
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E.O. 12958: N/A 
TAGS: OVIP, PGOV, ECO, PHUM, EAID, MASS, PREL, SG 
SUBJECT: SENEGAL: SENESETTER FOR GENERAL WARD 


6. (SBU) There is general economic stability, and GDP 
growth had averaged five percent annually for the last 

ten years, but is estimated to have fallen to three 

percent in 2006. More than half the population lives in 
poverty; one-third to one-half have no reliable 
employment; the agricultural sector, which employs 60 
percent of the population, is weak and unreliable; and 
most youth see emigration as a panacea, as shown by the 
recent flight of thousands of Senegalese to the Canary 
Islands. On a more positive note, Senegal graduated from 
the Highly Indebted Poor Countries program. In 2005 and 
2006, the IMF and the World Bank forgave over USD 1 
billion in multilateral debt, potentially freeing up over 

USD 80 million per year for poverty reduction. Despite 
these successes, the business environment remains 
difficult. Corruption is an issue, and while Wade has 

said the right things about combating it, members of his 
own inner circle are often rumored to demand bribes and 
percentages of investments. 


7. (SBU) Senegal\'s manufacturing and services sectors 
are hampered by major infrastructure weaknesses that 
prevent Senegal from taking advantage of its favorable 
geographic location. Senegal\'s underdeveloped road and 
dilapidated railway systems do not provide adequate links 
to Senegal\'s landlocked neighbors, who could profit from 
exporting through Dakar\'s international port. Roads are 
overly congested in major urban areas as well as poorly 
maintained almost everywhere in the country. Electricity 
supplies are unreliable, very expensive and far from 
universally available. The Port of Dakar, the closest 
African port to the U.S. and Western Europe, is in great 
need of modernization to meet the potential demand of the 
sub-region alone. The country has done little to take 
advantage of potential trade preferences under the 

African Growth and Opportunity Act (AGOA), although new, 
direct trade links to the U.S. should help augment 
Senegalese exports to the U.S. 


8. (SBU) Senegal has traditionally been a French and 
Lebanese expatriate business preserve. In recent years, 
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China, India, Morocco, and Iran have become significant 
economic players in Senegal. Some high-profile U.S. 
companies operate in Senegal, including Citibank, General 
Electric, Pfizer, Colgate-Palmolive, Microsoft, Ernst and 
Young, Suffolk University, UPS, and Phillip Morris. 

While the Government rhetoric speaks favorably of the 
benefits of the private sector, in practice the 

Government involves itself in many major transactions and 
potential investments that undermine the principles of 
free, open and transparent competition. 


9. (SBU) For 2007, the Government of Senegal will have 
to deal with a significant budget deficit, while at the 

same time continuing to finance significant public 
investments in roads and a new international airport. 
Since 2004, Senegal has been eligible as a potential 
Millennium Challenge Account (MCA) partner and is 
continuing to do the required feasibility studies for a 
proposed MCA Compact to build a major new industrial 
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REF: ASUNCION 54 


Classified By: DCM Michael J. Fitzpatrick for reasons 1.4 (b) and (d). 


1. (C) Venezuelan State Development Bank BANDES is 
investigating the possibility of purchasing a Paraguayan 
financial institution as it or other Venezuelan State 

entities have done in Bolivia and Uruguay, and may do in 
Ecuador and Nicaragua. BANDES intends to provide financing 
for micro-enterprises and in Paraguay, possibly to the second 
tier public bank as well. END SUMMARY. 


2. (C) An Argentine attorney resident in Paraguay contacted 
econoff in mid-January regarding possible Venezuelan interest 
in purchasing a Paraguayan bank or otherwise gaining entry 

into the market for Venezuela State Development Bank BANDES. 
According to the attorney, the Venezuelan Ambassador to 
Paraguay had contacted him about the legalities involved. 
Purchasing an existing bank would be the easiest route, but 
there are only three Paraguayan banks with a majority of 

local capital. There are a large number of cooperatives in 
Paraguay, but the attorney suggested that it would be very 
difficult under Paraguayan law for an outside entity to 

purchase a cooperative. The attorney claimed that the 
Venezuelan Ambassador said the goal was to help spread the 
Bolivarian Revolution by providing financing, presumably at 
preferential rates, to cooperatives, the second-tier public 

bank (AFD) and perhaps to other entities. The Venezuelan 
Ambassador reportedly also commented that he had spoken 
personally to Hugo Chavez, who had told him that Paraguay was 
important to Venezuela,s regional efforts. 


3. (C) According to information from USAID Ecuador, a BANDES 
delegation visited Ecuador recently and obtained permission 

to open an office there. They told financial sector 
representatives that they were investigating the possibility 

of purchasing an Ecuadorian financial institution to begin 
supporting micro-enterprises. The delegation said that 

BANDES also has plans to begin operating in Nicaragua and 
Paraguay. Venezuelan State Bank Banco Industrial de 
Venezuela purchased a microfinance institution in Bolivia 
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(PRODEM with 250,000 clients) that originally had received 
support from USAID and US-based NGO ACCION. Sources told 
USAID that the Venezuelan bank paid three times the value of 
the paid-in capital that PRODEM had. BANDES reportedly also 
has a credit line in Bolivia for supporting micro-enterprises 

and other social programs. In Uruguay, BANDES purchased 
Credit Union Bank (COFAC) and changed its name to BANDES 
Uruguay. The bank has 45 branches and an outstanding loan 
portfolio of about $130 million. 


4. (C) While there are many in Paraguay who are skeptical of 
Venezuela and Chavez, the government is willing to accept 
assistance without questioning too closely most any source, 
much less the muscular &new kid on the block.8 Paraguay 
has already entered into a petroleum purchase agreement with 
Venezuela and is seeking to effect an in-kind swap of meat 
and other products for fuel in the near future. It is likely 

that Paraguay will find a way to permit BANDES to operate in 
Paraguay one way or another. In addition to all the obvious 
reasons for concern at Chavez,s persistent efforts to expand 
his influence here, Paraguay,s continuing lack of adequate 
counter-terrorism and anti-money laundering legislation ) to 
say nothing of its minimal enforcement of existing statutes 

) only elevates our disquiet. 


CASON 
CASON 
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REF: A. STATE 10585 
B. 06 BERLIN 2828 
C. 06 STATE 155336 
D. 06 BERLIN 489 
E. 05 BERLIN 3924 


Classified By: Minister-Counselor for Economic Affairs Robert F. Cekuta 
, for reasons 1.4 (b), (c), and (d) 


1. (S) Global Affairs officer delivered ref A demarche to 
German MFA Arms Export Control Division Desk Officer Jan 
Freigang and Venezuela Desk Officer Achim Troester January 
29. Freigang and Troester appreciated the information and 
encouraged the USG to share with the German Government 
specific cases of Venezuelan arms transfers to the 
Revolutionary Armed Forces of Colombia (FARC). Freigang said 
the German Government believed FARC obtained weapons on 
Venezuelan territory, but attributed this to corruption among 
local Venezuelan officials rather than the result of a 

decision by President Chavez\'s administration to supply the 
FARC. He added that if the USG could pass additional 
concrete details, it would help the German Government lobby 
the EU for stronger actions against Chavez. Freigang also 
said particular details would help Germany with its arms 

export denial notifications to Wassenaar Arrangement (WA) 
partners. Freigang suggested the USG raise its concerns over 
Venezuelan arms transfers in the WA, as some WA partners 
might export arms to Venezuela otherwise. Troester and 
Freigang both said Germany tightly restricts exports of 

military items to Venezuela due to concerns over potential 
misuse or diversion to the FARC. 


2. (S) Troester added Berlin is aware of Chavez\'s political 
support for the FARC. He said Venezuelan officials had 
indicated to German officials in a 2006 meeting that 
Venezuela does not recognize the FARC as a terrorist group. 
Troester also said the fact Venezuelan media in the border 
area with Colombia regularly complain about FARC activity 
indicates the Chavez administration does nothing to impede 
the FARC\'s passage onto Venezuelan territory and likely 
allows it safehaven. 


3. (S) Troester said Germany recognizes that not only is the 
Chavez administration heading towards dictatorship, but also 
that it is spreading its influence to Chile and other 

countries in the region. Troester added Germany and other EU 
members are discussing European Union policy toward 
Venezuela, but have not yet reached consensus. He noted the 
EU, after monitoring Venezuela\'s past two national elections, 
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shared concerns about the fairness of the campaigns and 
elections. Nevertheless, the EU is still unprepared to 

criticize Chavez too strongly, Troester said. The EU has 
adopted a policy of \"quiet diplomacy\" towards Chavez, with a 
view stronger criticism of him would prompt an overreaction, 
harming EU interests. Troester continued that one of the 
EU\'s approaches is to work with Venezuelan parliamentarians 
and NGOs. For example, the EU is trying to encourage the 
Venezuelan parliament to defeat a measure to restrict the 
activities of NGOs. Troester commented that even if the 
parliament defeats the measure, Chavez might issue a decree 
imposing restrictions nonetheless. 


4. (S) Comment: Given the German interest in concrete details 
concerning Chavez-FARC cooperation, WHA PDAS Shapiro may want 
to provide further details to senior-level German 

interlocutors when he visits Europe in mid-February. 

TIMKEN JR 


95062 

PP RUEHMA RUEHPA 

DE RUEHRY 0129/01 0331135 

ZNR UUUUU ZZH 

P 021135Z FEB 07 

FM AMEMBASSY CONAKRY 

TO RUEHC/SECSTATE WASHDC PRIORITY 0592 

INFO RUEATRS/DEPT OF TREASURY WASHINGTON DC PRIORITY 

RUEHZK/ECOWAS COLLECTIVE 

RHMFISS/HQ USEUCOM VAIHINGEN GE//POLAD J2/J5//","UNCLAS SECTION 01 OF 02 CONAKRY 


SIPDIS 

SENSITIVE 

SIPDIS 

FOR AF/W, AF/EX, DS/IP/AF, CA/OCS 

TREASURY FOR OFFICE OF AFRICAN NATIONS 

PLEASE PASS ALSO TO PEACE CORPS, ALSO FOR AID/AA 

E.O. 12598: N/A 

TAGS: ECON, PREL, PGOV, ELAB, ASEC, PINS, EAID, GV 

SUBJECT: GUINEA: FINANCIALLY UNFEASIBLE RICE AND FUEL CONCESSIONS 
UNDERPIN STRIKE DEAL 


REFS: (A) Conakry 118 and previous, 
(B) Conakry 84 


Column 3 

1. (SBU) In brokering a suspension of the general strike that 
crippled Guinea for almost three weeks (Ref A), the Government of 
Guinea agreed to economic concessions that may prove untenable. 
Fuel and rice, which are already heavily subsidized, will be further 
subsidized with tax benefits for suppliers. According to the 

accord, the price of rice will be halved, and the price of fuel 

reduced more than 10%; the concessions are to last for the rest of 
the calendar year. The government also banned export of 
agricultural, forestry and petroleum products for the rest of the 
calendar year in hopes that food prices will stabilize if there is 
abundance in the market. The suspension of exports is interpreted 
by some as a breach of Guinea\'s obligations under ECOWAS trade 
agreements and with its neighbors in the Mano River Union. 


2. (SBU) The government of Guinea plans to finance the new subsidies 
through a tax suspension and credit program that will not require 

any dispersal of cash to the participating suppliers in the fuel and 

rice sectors. If the two plans are fully enacted, the government of 
Guinea will lose an estimated 444 billion GNF (some 7.3 million USD) 

in tax revenue this quarter. This projected loss combined with the 
5,360,000 GNF (900,000 USD) in tax revenue the government of Guinea 
lost during the strike (Ref B), will strain the government\'s coffers 

and ultimately may lead to an even more tenuous economic situation. 
End summary. 


3. (SBU) Among the concessions the government of Guinea negotiated 
to end the general strike were subsidies on rice and fuel (Ref A). 

In its accord with labor unions, the government agreed to lower the 
price of a 50 kg sack of rice from an average market price of 

175,000 Guinean Francs (GNF) to 87,500 GNF, or 31 USD to 15.25 USD. 
The government and the unions agreed to reduce the price of fuel 

from 5000 GNF to 4300 GNF per liter, or 0.85 USD to 0.70 USD per 
liter. To finance these subsidies, the government plans to suspend 

a percentage of taxes with the savings to be passed on to the 
consumer. The projected lost tax revenue for the first fiscal 

quarter is 279 billion GNF (4.6 million USD) for the gas subsidy, 

and 165 billion GNF (2.7 million USD) for the rice subsidy. 


4. (SBU) On January 30, EconOff met with Djbril Barry, proprietor of 
Barry et Fils, one of Guinea\'s two major rice importers. Barry 
doubted the government of Guinea\'s ability and commitment to 
reimburse his company for rice subsidies. In 2004, the government 
failed to honor its commitment to reimburse importers after obliging 
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rice importers to sell below market value. Barry said the 

government of Guinea still owes his company nearly 500,000 USD from 
2004. In June 2006, the government ordered that rice be sold at 
85,000 GNF (14 USD) per 50 kg bag vice the market price of 130,000 
GNF (23 USD). These efforts resulted in only limited amounts of 

rice reaching the marketplace at the subsidized price and the 

overall average price of rice increasing. 


5. (SBU) Under the 2006 subsidy plan, the government of Guinea 
promised rice importers they would be reimbursed in cash on a 
monthly or quarterly basis. In the end, the government paid for its 
subsidy through exoneration of customs taxes. Barry said his 
company made subsidized rice available when the government of Guinea 
made payment, but when the government fell behind in payments, his 
company sold rice at the retail price out of economic necessity. In 
2006, the company provided 8,000 tons of rice at the subsidized 

price for three months, directly to the unions. They received 

customs exoneration for that quantity. Barry said his company plans 
to make an initial 1,000 tons of rice available at 87,500 GNF per 

bag and wait for reimbursement, i.e., tax credits, after which the 
company will release another 1,000 tons of rice. 


6. (SBU) On January 31, EconOff spoke with Alpha Diallo, owner of 
Societe de Commerce et de Financement, Guinea\'s leading rice 
importer. Diallo and Barry control more than 90 percent of Guinea\'s 

rice imports, and both are aware that together they constitute a 
monopoly. Diallo mirrored Barry\'s comments saying his company would 
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also release an initial 1,000-ton stock of rice but would make no 
more available until the government applied the promised tax 
credits. Like Barry, Diallo claims the government of Guinea still 
owes him from subsidy initiatives in 2004 and 2006. In 2006, Diallo 
supplied the military with its subsidized rice and received partial 
cash payment for the subsidy. 


7. (SBU) Diallo said he and Barry refuse to enter into any long 

term agreements with the government of Guinea until a new Prime 
Minister is appointed. Both men fear a tax credit contract might be 
annulled or disregarded by members of a new government. They agreed 
they could best protect their investments and stay in good graces 

with the government by releasing small amounts of rice at a time, 

rather than contractually binding themselves to produce tens of 
thousands of tons of rice at deeply subsidized prices. 


8. (SBU) Note: At current exchange rates, a 50 kg sack of rice 

costs the importer 116,000 GNF (20.50 USD) before transport or 
storage expenses. The government\'s tax credit of 28,500 GNF (4.75 
USD) does reduce the sack of rice to 87,500. However, this new cost 
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structure does not factor in profit margin for the importer or 
subsequent distributors. End Note. 


9. (SBU) On January 31, EconOff met with Alpha Yaya Diallo, chief of 
the National Customs Directorate responsible for petroleum products. 
Diallo was critical of the tripartite accord and said the 

government of Guinea did not consult the petroleum companies prior 
to agreeing to lower the price of fuel (unleaded gas, diesel and 
kerosene) to 4300 GNF per liter (vice 5000 for unleaded gas and 5200 
for diesel). Diallo said the subsidy will make unleaded fuel more 
affordable to consumers, but gas station owners will not realize a 
profit because, after transport expenses, the subsidy only puts the 
product at cost. Diallo argued that only the diesel subsidy allows 

gas station owners to make a profit. 


10. (SBU) Gas stations were closed most of the day on February 1. 
Long lines of waiting vehicles slowed passing traffic, which was 
lighter than usual because taxis had no fuel. Especially early in 

the day, large numbers of would-be taxi commuters clustered at key 
intersections hoping vainly for transport to work. At the end of 

the day, some stations opened and began selling at the new price. 
As of February 2, there are plentiful taxis. The problem may in 

part have been due to logistic obstacles to getting the cheaper gas 
delivered, according to contacts at Total and Shell. 


11. (SBU) Diallo told us he was \"discouraged\" that the government 
of Guinea decided to ban exports of agricultural products, and said 

he interpreted the decree as contrary to WTO, ECOWAS and Mano River 
Union protocols relating to free movement of persons and goods. 
Diallo expressed concern that the policy could \"only lead to\" more 
smuggling of food and petroleum products to neighboring countries as 
now gas and food will be significantly cheaper in Guinea. Diallo 

said it would be impossible to patrol Guinea\'s borders not only 
because they are porous, but because increased smuggling will tempt 
even the most upstanding Customs officers to accept bribes. Even if 
it were possible to completely patrol the borders to enforce the 

policy, it is still \"doomed\" to fail because the government of 

Guinea is incapable of providing the subsidies in the long term, he 
concluded. 


12. (SBU) In its desire to end the recent strike, the government of 
Guinea made a series of promises that are economically untenable and 
virtually impossible to deliver in the medium to long term. So far, 
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very little rice is available at the subsidized price, and even that 
can only be obtained through local officials, generally after paying 
a bribe. As gas station owners fail to realize profits, they may 
refuse to sell, claiming lack of supply, despite a communique 
requiring that they do so. The most serious issue, however, is the 
cessation of exports. In the short term, Guinea\'s markets may see 
an increase in goods and prices will likely fall. However, the 
subsequent lost tax revenue, lower amounts of incoming hard 
currency, and the cessation of a lively regional trade will only 
further damage Guinea\'s already frail economy. 


MCDONALD 
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1. Post delivered reftel points to Head of the Department of Air 

Pollution at the Ministry of Nature Protection Aram Gabrielian. 

Post\'s assessment of GOAM commitment to reduce indoor air pollution 
and summary of recent projects in this area are provided below. 


2. Assess level of government commitment to reduce Indoor Air 
Pollution. 


3. The GOAM\'s commitment to reducing indoor air pollution (IAP) has 
been mixed. The legal foundation is relatively strong but not 
well-enforced and there is a lack of resources to fully combat the 
problem. 
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4. In 1992, the GOAM passed the law on \"Sanitary Epidemiological 
Safety" which states that Armenian citizens have a right to a safe 
environment (including indoor air) and established a body within the 
Ministry of Health to monitor the quality of indoor air. The 

Ministry of Health began to engage on IAP in 2002, however, when the 
Ministry became responsible for the maintenance of air and heating 
units in schools and the circulation of fresh air in school 

facilities. One possible explanation for the Ministries lack of 
significant engagement before 2002 is that following independence 
from the Soviet Union in 1991, Armenia\'s industrial sector collapsed 
(along with the entire economy and Armenians\' material living 
standards), leading to a dramatic decrease in overall air pollution 
levels. Residential air quality, however, remained poor, 

particularly during the winter months when open fires were and still 
are) used for heat. Smoking, which is commonplace in Armenia, also 
contributes significantly to IAP. 


5. In the past few years, the Armenian industrial sector has begun 
to recover and private vehicle ownership has increased, triggering 


greater GOAM involvement on IAP issues. In 2004, the Minister of 

Urban Development made two decrees tied to the 1992 legislation and 
related to indoor air pollution. The first decree details the 

acceptable concentrations of various chemicals indoors. The second 
regulates indoor air pollution levels in residences and office 

buildings. While these regulations set stricter standards than 

those recommended by the WHO, enforcement remains poor and the GOAM 
has not dedicated significant resources to programs addressing 

indoor air pollution. 


6. Provide examples of any government and non-government projects in 
the host country related to IAP. 


7. GOAM projects in Armenia related to IAP focus on household 
energy use, particularly natural gas. ArmRusGas CJSCo (which is 45 
percent government owned) is required to inspect all residences 

using natural gas for heating and cooking to ensure proper 

ventilation of noxious fumes. ArmRusGas has been working to expand 
the number of residential users of natural gas, but wood-burning 
stoves remain the primary source of heat in most rural areas. 
Homemade stoves and improvised modification of residential heating 
equipment create significant IAP and in 2005, 26 Armenians died from 
residential carbon monoxide poising. 


8. The USG supports several programs to promote energy efficiency 
in Armenia and the gasification of schools for heating. Specific 
activities include: 
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- The School Heating Project: reconstructing and rehabilitating the 
heating systems in 40 schools across Armenia. 


- The Armenian Energy Sector Partnership: increasing energy 
efficiency through consumer education and the introduction of new 
technologies, and promoting energy security through diversification 
of energy resources, including renewable energy projects. 


- The Energy Efficiency and Heat Systems Project: increasing energy 
efficiency and environmental sustainability in the energy sector. 


- The Residential Heating Project: revision of eight gas safety 
standards in order to make them consistent with European Union 
standards, drafting of two gas safety technical regulations, and 
drafting of technical regulations which have been delivered to the 
Ministry of Energy for review and implementation. 


- Democracy Commission: a grant to support regional seminars on gas 
safety and develop and publish 300 copies of an informational 
brochure on gas safety, consumer and service provider rights and 
responsibilities and appropriate regulation. 


9. Suggest possible ways to increase IAP mitigation in your host 
country. 


10. As the GOAM and private bodies continue to make natural gas 
available to citizens throughout the country (and particularly those 
residing in rural areas), the use of traditional biomass (e.g. wood, 
dung and crop residues) for home cooking and heating will likely 
decrease. Gasification should be coupled with a concerted effort to 
promote increase energy efficiency in homes and offices, through 
improved insulation and other measures. A public outreach campaign 
on the risks associated with gasification and ways to prevent carbon 
monoxide poisoning is also needed. Regulation of indoor smoking and 
the establishment of smoke-free restaurants and offices would also 
significantly improve the quality of indoor air, particularly in the 

winter months. 


GODFREY 
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E.O. 12958: N/A 

TAGS: SNAR, PGOV, KCRM, AM 

SUBJECT: NEW REFORMS SEEK TO IMPROVE TRAFFIC LAW COMPLIANCE, LESSEN 
CORRUPTION 


YEREVAN 00000118 001.2 OF 003 


This cable is sensitive but unclassified. Please handle 
accordingly. 


1. (U) SUMMARY. Armenia\'s traffic police division implemented 
reforms in late 2006 aimed at modernizing their operations with an 
eye toward reducing corruption. The traffic police adopted new 
procedures for citing driving infractions which include plans for 

the purchase of more modern equipment. The result of these new 
procedures is an obvious, if superficial, reduction in the incidence 
of predatory bribe taking on Armenia\'s roads. The Traffic Police 
Division Commander claims that the reforms will reduce bribe taking 
among members of the force, but this practice is entrenched and 
systemic and will be difficult to overcome. Moreover, unless the 
low wages paid to traffic police officers are increased, officers 

will have little incentive to discontinue taking bribes from 

motorists. End summary. 


INTRODUCTION 

2. (U) Visitors to Armenia can not help but notice the country\'s 
chaotic traffic, particularly in Yerevan. Drivers routinely ignore 
traffic lights while negotiating badly maintained roads. Lane 
designations are treated as mere suggestions; it is not unusual to 
see a line of five cars abreast squeezed into two lanes at an 
intersection. If there is any empty space on an Armenian road there 
will be a driver willing to fill it. 


3. (U) Currently, there are more than 300,000 cars and trucks 
registered in Armenia. The country imports another 20,000 cars 
annually. Coupled with the poor state of Armenia\'s roads it is not 
surprising that the traffic police report a significant rise in the 
accident rate over the last few years. 
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4. (SBU) ArmeniaWs traffic police have done little to alleviate the 
situation. In fact, the force has a notorious reputation for 
corruption. It is rumored that patrolmen pay their superiors for 

the most \"profitable\" roadside spots, i.e. locations on busy streets 
where officers can pull over passing motorists and solicit bribes. 
In those instances where a motorist actually receives a citation, 
the driver must go to the police station or a local bank to pay the 
fine. It is not possible to pay by mail or over the Internet. This 
cumbersome procedure creates a strong incentive for motorists to 
settle their infractions \"informally\" with the patrolman. 


5. (U) In a 2006 nationwide corruption perception survey conducted 
by the United Nations Development Program (UNDP), 87 per cent of 
respondents rated the traffic police as \"very corrupt\" or \"corrupt.\" 
A local NGO, the \"Achilles\" Society for the Defense of Drivers\' 
Rights (www.achill.am) exposes the corrupt practices of the traffic 
police and agitates for reform. 


6. (U) In this atmosphere the GOAM formed an advisory committee in 
2005 to study traffic control standards in a number of European 
countries. Based on their recommendations, President Kocharian 
signed an order containing 39 directives aimed at reforming the 

traffic police on April 4, 2006. The traffic police implemented the 

new procedures last November, although the actual legislation 
codifying the changes has yet to pass the National Assembly. 


MEETING WITH THE HEAD OF THE TRAFFIC POLICE 

6. (U) Colonel Ishkhan Ishkhanyan, Head of the Traffic Division of 
the Republic of Armenia Police, discussed the changes with TCAOff. 
He began by noting his organization was based on outdated Soviet 
standards. The new organizational set-up will replace the many 
local autonomous traffic police organizations currently in place 

with two major subdivisions, one for Yerevan and another for the 
rest of the country. Reform is necessary to ensure the 
\"globalization\" (his word, read: modernization) of the traffic 

police. 


8. (U) TCAOff asked about the persistent local criticism of his 
officers citing motorists for infractions from the side of the road. 
Traffic police officers would stand next to their parked patrol 
cars on busy streets, signaling passing motorists to pull over for 
alleged traffic violations. Many complain that these \"infractions\" 
are nonexistent and the real reason for the stop is to ask for a 
bribe. 


9. (U) Colonel Ishkhanyan candidly acknowledged that this situation 
was a real problem. However, he was upbeat that the new procedures 
in place, coupled with the acquisition of some modern technology, 
would go a long way to secure the public\'s trust. 
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10. (U) The new procedures prohibit a traffic police officer from 
pulling over a motorist from the side of the road. An officer must 
now see the infraction while driving in traffic. Only then may he 
stop the motorist and issue a citation. 
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11. (U) This policy is in place with an eye toward purchasing new 
equipment. The GOAM is currently negotiating with the World Bank to 
buy a fleet of new police cars, built by Volkswagen. The cars will 
come equipped with dash-mounted video cameras, GPS systems and 
computer connectivity. The traffic police ultimately hope to deploy 

400 such cars nationwide. 


12. (U) Once the new cars are in place, each patrolman will be 
assigned a specific route. The officer will not be allowed to 
deviate from that route unless responding to a specific emergency. 
The GPS system will verify a car\'s position at all times. The 
system will also show how many stops the patrolman makes. The 
officer is expected to provide an explanation for every stop. 


13. (U) Colonel Ishkhanyan said that an officer will not be able to 
stop a motorist if the camera does not record the violation. The 
procedure will work something like this: when a patrolman spots an 
infraction he will pull the vehicle over and write a citation. The 
motorist then has the option of immediately paying the fine to the 
officer or he may pay the fine at a local bank. Officials in the 
central monitoring center will then review the tape from the car\'s 
video camera and verify that the violation took place. 


14. (U) The new system should give greater control over each 
patrolman\'s activities. But at first glance, giving an officer the 

option of accepting payment of the fine would appear to increase 
bribery opportunities. However, Colonel Ishkhanyan insists that the 
new system will actually reduce corruption. The video record of 

each patrolman\'s actions, as well as the GPS system\'s record of the 
number of stops, would theoretically inhibit a patrolman\'s ability 

to stop cars at random and demand bribes. (Provided, of course, 
that those who monitor the system enforce the new regulations and 
sanction those officers who violate them.) 


15. (U) Colonel Ishkhanyan admits that the reputation of the 
traffic police is in need of serious repair. In addition to the 
discussed reforms, he plans to accelerate recruitment efforts for 
new officers who are proficient in computers and English. \"This 
[referring to the reform program] is the \'globalization\' of the 
traffic system,\" he said, \"and there is no turning back.\" 


ANALYSIS 
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16. (U) There is no question that the traffic police need reform. 

An informal poll among the Embassy\'s locally employed staff revealed 
that many had been pulled over by patrolmen parked on the side of 
the road. A bribe would often ensue. 


18. (U) There is one potential reform that Colonel Ishkhanyan 
failed to mention: improving the salaries paid to his officers. The 
starting monthly salary for a new traffic police officer is around 
40,000 dram, about $110US. It is not surprising that a culture of 
corruption arose to augment such meager pay. 


19. (SBU) There is also the practice of \"position buying\" to 

consider. One former police lieutenant colonel told TCAOff that 

moving up the \"corporate ladder\" in the Armenian police force 

requires a substantial outlay of cash. For example, a Detachment 
Commander might pay $50,000US to become a Deputy Police Chief, a 
Deputy Detachment Commander may pay $30,000US to become a Detachment 
Commander, a Precinct Captain may pay $20,000US to become a Deputy 
Detachment Commander, and so on. As a result, supervisors often 

take a certain percentage off the top of their subordinates\' 

salaries to recoup those outlays. An underling might be expected 

to \"kick up\" as much as 60% of his salary to his immediate superior, 

who must pass on a percentage of his salary to his boss, etc. The 
structure seems similar to an organized crime operation. 


20. (SBU) New recruits in the traffic police are not immune. 
Unofficial sources report that candidates must buy their positions 
on the force. The new officer would then expect to recoup his 
\"initiation feel" by soliciting bribes from motorists. 


21. (SBU) Needless to say, Embassy sources report a great deal of 
dissatisfaction with the new procedures among traffic police 
officers. Prohibiting the roadside stopping of motorists removed an 
important source of income. Although rumors are circulating that 
salaries will be raised to $300 to $500 a month after legislative 
approval of the reforms, the GOAM has not officially endorsed the 
idea. 


20. (SBU) The discontented may wield some political clout: Colonel 
Ishkhanyan noted that there is opposition to the reforms among some 
members of the National Assembly. However, he remains confident 
that the changes will eventually receive legislative approval. 
CONCLUSION 
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21. (U) So far, the new procedures seem to be taking hold. TCAOff 
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has not seen a police officer pulling motorists over from the side 
of the road for quite some time. But corruption issues aside, 
Armenia has a long way to go to achieve a European standard of 
traffic control. Colonel Ishkhanyan himself noted how well 
Armenians follow the traffic laws in Glendale, California, yet 
choose to ignore them in their own country. Whether the reforms 
will usher in a culture of safe driving remains to be seen, but most 
would agree the situation could not get any worse. 

GODFREY 
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SIPDIS 
SIPDIS 
FRANKFURT FOR DHS/TSA 


E.O. 12958: N/A 

TAGS: OTRA, NL 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR FRANKFURT 
TRANSPORTATION SECURITY ADMINISTRATION INTERNATIONAL 
PRINCIPAL SECURITY INSPECTOR IRENE GOOSLEY - FEBRUARY 5-7, 
2007 


REF: FRANKFURT 00377 


1. Country clearance is granted for the February 5-7, 2007 
visit to the Netherlands of TSA specialist (International 
Principal Security Inspector) Irene Goosley to visit the 
foreign air carrier corporate offices of KLM Royal Dutch 
Airlines, Martinair Holland N.V., and Tui Arkefly in 
Amsterdam. 


2. Embassy understands that no further assistance was 
requested. 


POST ACCESS: 


3. Visitors who need unescorted access into secure areas of 
the Mission must provide proof of a clearance. If level of 
clearance was not provided in the original country clearance 
request it should be done by separate cable. The cable 


Column 3 

should include SSN, and the name of the agency granting the 
security clearance. Cables must include the ASEC tag to 
ensure distribution to the RSO office. 


COMPUTER AND ELECTRONICS USE: 


4. Inter-agency security standards prohibit the introduction 

or use of non-USG owned computer hardware and software at all 
USG diplomatic facilities. Cell phones, palm pilots, radios 

and other convenience electronics are prohibited in all 

secure areas of the Mission. 


5. Travelers who anticipate having special needs in terms of 
either access or computer usage should contact the RSO office 
before arriving at post. 


Security ADVISORY: 


6. The Government of the Netherlands (GoN) assesses the 
threat level of a terrorist incident for The Netherlands as 
&substantial.8 This is the second highest of four threat 
levels and is defined as a realistic threat that the 
Netherlands will experience a terrorist attack. GoN has 
implemented Counter-Terrorism and heightened security 
measures in response. 


7. US citizens in The Netherlands are encouraged to monitor 
media reports, to maintain a high level of vigilance and to 
take appropriate steps to increase their security awareness. 
American citizens should bear in mind that even 
demonstrations intended to be peaceful can turn 
confrontational and possibly escalate into violence. 

American citizens are urged to avoid areas of demonstrations 
if possible, and to exercise caution if within the vicinity 

of any demonstrations. 


8. The U.S. Government remains deeply concerned about the 
heightened possibility of terrorist attacks against U.S. 
citizens and interests abroad. As noted in the Department of 
State,s Worldwide Caution of October 11, 2006, terrorists do 
not distinguish between official and civilian targets. Such 
targets may include facilities where U.S. citizens and other 
foreigners congregate or visit, including residential areas, 
clubs, restaurants, places of worship, schools, hotels and 
public areas. Terrorist actions may include, but are not 
limited to, suicide operations, assassination, hijackings, 
bombings or kidnappings. These may involve aviation and 
other transportation and maritime interests. 


9. An area of concern for visitors to The Netherlands is 
crime. Most crimes against officials Americans are limited 
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to pick-pocketing and purse and luggage theft. Theft from 
automobiles and hotel rooms are also on the rise. Theft of 
laptop computers has increased, especially at Schiphol 
Airport and major train stations. The thieves operate in 
small groups that target travelers. They are determined and 
well-practiced at distraction theft. Official travelers have 
been victimized, losing personal or unclassified government 
computers, software and data. Travelers are reminded that 
regulations require the use of the diplomatic pouch for 
shipment of classified equipment and information. 


10. Streets can be walked in relative safety but, as in any 
U.S. urban area, caution and vigilance should be exercised 
especially after dark in the more populated cities of The 
Hague, Amsterdam and Rotterdam. Red-light districts and 
public transportation hubs are common locations for incidents 
of street crimes. 
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OVERVIEW OF THE NETHERLANDS 


11. The Netherlands is slightly less than twice the size of 

New Jersey and has a population of 16.3 million. The 
government is a constitutional monarchy with a bicameral 
parliament. Queen Beatrix is the titular head of state and 

has mostly ceremonial duties, but does retain some political 
influence. Prime Minister Jan Peter Balkenende came to power 
in 2002, but his first cabinet lasted less than a year. 

After winning reelection, Balkenende built a center-right 
coalition that collapsed in August 2006, as it entered its 

fourth and final year in office. Balkenende continues to 

govern with a minority government (comprised of his Christian 
Democratic (CDA) and the Liberal (VVD) parties). Elections 
are scheduled for November 22 and are predicted to be a dead 
heat between Balkenende,s CDA and opposition Labor (PvdA) 
parties. 


12. The Dutch economy depends on trade; Amsterdam\'s Schiphol 
Airport (Europe,s fourth busiest) and the Port of Rotterdam 
(Europe,s largest) make the country a gateway to Europe. 

The Netherlands is the third largest source of foreign direct 
investment in the United States and is the third largest 

destination of foreign direct investment from the United 

States. GDP is expected to grow by 2.5 to 3 percent in 2006, 
which puts the Dutch ahead of eurozone averages for the first 
time in seven years. Unemployment has fallen to 5.5 percent. 


13. The Dutch generally take similar approaches to the U.S. 
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on international security, human rights, free trade, and rule 

of law issues, although differences on specific policies are 
not uncommon. The Dutch are committed internationalists who 
support strong transatlantic ties through NATO and the 
further development of the European Union. Long active in 
peacekeeping missions in the Balkans, Dutch military forces 
participated in Operation Enduring Freedom, made significant 
contributions to stabilization efforts as part of Operation 

Iraqi Freedom, and continue to take part in NATO\'s 
International Security Force in Afghanistan. The Netherlands 
is also an international legal center and hosts the 
International Court of Justice, the Iran-U.S. Claims Tribunal 
and the International Criminal Tribunal for the Former 
Yugoslavia. 


14. The Netherlands is among the world\'s leading aid donors, 
giving about 0.8% of its gross national product annually in 
development assistance, making it the sixth largest donor 
nation in dollar terms, and the fifth most generous relative 

to GNP. The country consistently contributes large amounts of 
aid through multilateral channels for education, the 
environment, water, AIDS, and reproductive health care. The 
Dutch provided extensive material support and expertise to 
the New Orleans area following Hurricane Katrina thanks to 
centuries of experience in holding back the North Sea. 


15. The people of the Netherlands are predominantly ethnic 
Dutch but with large minority communities from Morocco and 
Turkey as well as from the Netherlands\' current and former 
overseas territories of the Dutch Antilles, Suriname, and 
Indonesia. The influx of immigrants during the past three 
decades has been accompanied by increased social tensions 
between native-born Dutch and immigrant communities and led 
to growing debate about social integration and an increased 
emphasis on defining Dutch norms and values. The Muslim 
community in the Netherlands is the second largest in Western 
Europe as a percentage of the population (6 percent). The 
majority are immigrant &guest workers8 and their 
descendants; roughly a third of the Muslim population is of 
Turkish descent, with another third of Moroccan descent. In 
order to better explain our policies and gauge the Muslim 
community,s concerns, the embassy has placed a high priority 
on Muslim outreach. 


16. The U.S. Mission to the Netherlands, including the 

Embassy in The Hague and the Consulate General in Amsterdam, 
has employees from the Departments of State, Commerce, 
Agriculture, Justice, Homeland Security, and Defense, as well 

as DEA and NASA. DHS,s Immigration and Customs Enforcement 
(ICE) and Customs and Border Protection (CBP) maintain 

offices in Rotterdam and at Schiphol Airport. The FBI legal 
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attach and U.S. Secret Service Europol liaison are stationed 

in The Hague. The Consulate General in Amsterdam serves a 
resident American population of 41,000 in addition to nearly 
one million U.S. visitors every year. 


The State Department,s Country Background Notes on the 
Netherlands are available on the internet: 
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http://www. state.gov/r/pa/ei/bgn/3204.htm. 
ARNALL 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PGOV, CASC, MOPS, KPKO, ASEC CG, ELECTIONS 
SUBJECT: PROTESTS TURN VIOLENT IN BAS-CONGO PROVINCE 


REF: A. A. KINSHASA 102 
B. B. 05 KINSHASA 1064 


1. (SBU) Summary. Protests in Bas-Congo province, sparked 
by the controversial result of the January 27 gubernatorial 
election, turned violent January 31-February 1 with clashes 
between security forces and demonstrators led by adherents of 
an ethnic Kongo political-religious movement, Bundu dia Kongo 
(BDK). There are unconfirmed reports of as many as 80 
fatalities. The Consular Section checked with local wardens, 
and there are no reports of any American citizens being 
involved in the incidents. Business has returned to normal 

in the province and the situation is currently calm, but with 
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a strong security presence in the province\'s major towns. End 
summary. 


2. (U) Election-related clashes January 31 and February 1 in 
several locations in Bas-Congo province involving security 
forces and adherents of Bundu dia Kongo (BDK), an ethnic 
separatist movement, have left as many as 80 dead according 
to preliminary but unconfirmed reports. There were civilian, 
police, and military casualties. Violence was greatest in 

the Congo River ports of Matadi (the provincial capital and 
link to the western DRC) and Boma, and Muanda on the Atlantic 
coast, but several smaller locations, including Kasangulu and 
Kinzaomvwele, were affected as well. It is not clear to what 
extent the incidents may have been coordinated. 


3. (U) Reports received February 2 from residents in the 
province indicate the situation is now calm, but with heavy 
presence of security forces on the streets. Consular officer 
called registered American citizens in the province, and 
Embassy has no reports of any Americans being involved in the 
violence. Two MONUC vehicles were stoned by a large crowd, 
and one was set on fire; no injuries were reported. 


4. (U) The violence disrupted economic activity throughout 
the province, resulting in the January 31 closure of all 
commercial ports and the temporary shutoff of the petroleum 
pipeline to Kinshasa. Most of the western DRCVs petroleum 
products enter the region through this pipeline, as do a 

large percentage of the country\'s imports. 


5. (U) The violence was sparked by discontent with the 

results of the January 27 Bas-Congo gubernatorial election 

(ref A). Provincial assembly deputies narrowly elected a 
nominally independent but pro-Kabila candidate in a province 
that voted heavily for rival presidential candidate 

Jean-Pierre Bemba in the October 2006 general elections. BDK 
spiritual leader Ne Muanda Nsemi, a member of the National 
Assembly, was the candidate for vice governor on the losing 
ticket, headed by a member of Bemba\'s MLC party. 


6. (U) Following announcement of the election results 
January 28, the BDK called for people to refrain from going 
about ordinary business the following week and show their 
dissatisfaction through a \"ville morte,\" or general strike. 
From all reports, BDK\'s call brought little response, 
although its charge that pro-Kabila politicians corrupted 
deputies to vote for their candidate has received wide 
currency in the province. 


7. (U) On the evening of January 31, police attempted to 
raid a BDK residence in search of arms. Nsemi, a National 
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Assembly deputy, was in Kinshasa, but the police were met 
with resistance from his supporters; nearly a dozen people 
reportedly died in the incident. 


8. (U) The following day, BDK adherents set up roadblocks 
and burned cars to prevent entry to several towns and impede 
access to the main provincial highway, which links the ports 
of Matadi and Boma to Kinshasa. Further violence erupted 
when police attempted to clear the streets and disperse the 
demonstrators. BDK adherents also attacked police and 
government installations. Later in the day, military forces 
arrived to assist the police in re-establishing order in 

Muanda. 


9. (SBU) No official casualty figures have been released, 

but there have been fatalities reported in Matadi, Boma, 

Moanda, and Kinzaomvele. Violence in Boma was apparently the 
worst, and included decapitation of a policeman by 
machete-wielding BDK militants. 


10. (SBU) Presidency officials rejected claims of electoral 
fraud, and condemned the violence. Interior Minister Denis 
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Kalume traveled to Matadi February 1 to confer with 
provincial and security authorities and BDK representatives. 
He had earlier met in Kinshasa with BDK leader Nsemi, who 
called on his followers not to engage in violence. Kalume 
told reporters that President Kabila has ordered the DRC\'s 
prosecutor-general and auditor-general to the province to 
head an investigation of the incidents. The Congolese 
military sent a battalion from the Seventh Integrated Brigade 
from Kinshasa to Bas-Congo. 


11. (SBU) Comment. This is not the first time that the BDK, 
a millennial movement whose most radical members dream of 
recreating the medieval Kongo kingdom from large parts of 
present-day Angola, the DRC and the Republic of Congo, has 
been involved in violence. Most recently, BDK-led 
demonstrations in July resulted in several deaths in Matadi 
(ref B). There is no doubt that Bas-Congo political figures 
who allied themselves with Bemba will attempt to further tap 
into discontent long present in the province among BDK 
adherents. End comment. 

MEECE 
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SENSITIVE 
SIPDIS 


DEPT FOR DRL, INL, EUR/SCE 

NSC FOR BRAUN 

USUN FOR DREW SCHUFLETOWSKI 
EUR/ACE FOR DMAYHEW 


E.O. 12958: N/A 

TAGS: KCRM, KDEM, PGOV, PINR, PREL, YI, UNMIK, EAID, PHUM, 

SOCI 

SUBJECT: KOSOVO: COM INAUGURATE AID PROJECT, URGES KOSOVO 
SERBS TO LISTEN TO AHTISAARIVS PROPOSALS 


REF: A. 06 PRISTINA 687 


B. 06 PRISTINA 518 
C. 06 PRISTINA 1071 


SENSITIVE BUT UNCLASSIFIED, PLEASE PROTECT ACCORDINGLY 


1. (SBU) SUMMARY. During the inauguration of a U.S.-funded 
town hall and road rehabilitation project in northern Kosovo 

on February 1, COM urged Kosovo Serbs to listen carefully to 
Ahtisaari\'s proposal, saying that it will contain significant 

rights and guarantees for Kosovo\'s Serbs. In a private 

meeting afterwards, COM urged the mayor of Zubin Potok to 
keep lines of communications with the international community 
open. Mayor Ristic asserted that although Kosovo Serbs will 
not accept independence, they will not resort to violence. 

END SUMMARY. 
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2. (SBU) On February 1, COM traveled to the northern 
Serb-majority municipality of Zubin Potok to inaugurate a 
USAID-funded project that included major structural 
renovations to the severely dilapidated town hall and 
improvements to the central traffic interchange. The USD 
178,000 project, implemented by the International 
Organization for Migration (IOM) through its Community 
Enhancement and Development Program, is part of the USD one 
million pledged in late 2006 for quick, high impact 
infrastructure projects in northern Kosovo, to be implemented 
in advance of Kosovo\'s status resolution (Ref A). The town 
hall rehabilitation included a new roof and heating system, 

as well as new windows, flooring and bathrooms. In the town 
center, IOM contractors built new sidewalks, installed a 
drainage system and streetlights, and reorganized traffic 

flow and parking to reduce congestion and increase security 
for drivers and pedestrians. 


3. (SBU) During a ceremony at the new town hall celebrating 
the completion of both projects, Zubin Potok Mayor Slavisa 
Ristic praised the U.S. government for making these and other 
investments, including the recent rehabilitation of a local 
elementary school, in his municipality. He mentioned that 

the town hall is the traditional venue for social, 

educational, political and festive gatherings, and said that 

two weddings have already taken place in the newly renovated 
facility. Rade Utvic, President of the Agricultural 

Cooperative, mentioned the building\'s historical significance 
to the community, saying that it was the venue in which Zubin 
Potok municipality was disbanded in 1973 and then re-instated 
in 1986. Approximately 40-50 people attended the event, 
including local dignitaries, citizens and students, as well 

as representatives of international liaison offices, NGOs and 
KFOR. 


4. (SBU) In her remarks, COM said that these projects 
exemplify the U.S. commitment to, \"help all people of 
Kosovo...enjoy a better life.\" She promised that the U.S. 
will continue to fund more such projects in Serb-majority 
areas throughout Kosovo. Referring to Special Envoy Martti 
Ahtisaari\'s imminent arrival in Kosovo, COM said that the 
U.S. believes that his proposals will contain very 
significant rights and guarantees for the Serb community in 
Kosovo, and added that, \"we will support such efforts both 
politically and with further concrete assistance.\" Following 
the speeches, local Serb teenagers performed traditional 
dances. 


5. (SBU) Afterwards, during a brief private meeting, COM 
urged Ristic to listen to Ahtisaari\'s proposals carefully, 
and keep lines of communication open. Specifically 
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referencing the decisions of the northern municipalities to 
cut ties with Pristina\'s Provisional Institutions of Self 
Government in June 2006 (Ref B), Ristic said that they have 
no intention to cease cooperation with the international 
community. Ristic agreed that the coming days will be 
difficult, but expressed his hope that differences can be 
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resolved through dialogue and not violence. He assured COM 
that although Kosovo Serbs will never accept independence, he 
said they will not resort to violence. However, he expressed 
concerns about possible reactions from the Kosovo Albanian 
side. COM urged Ristic to maintain a sense of calm in his 
municipality and to engage productively with international 
representatives as the process moves forward. 


6. (SBU) In a subsequent interview with Radio Kontakt Plus, 
COM again emphasized that the Ahtisaari package will benefit 
all of Kosovo\'s citizens, including strong guarantees for 
Kosovo\'s Serbs. She urged all Kosovo Serbs to listen 
carefully to Ahtisaari\'s proposals. 


7. (SBU) COMMENT. The million dollars we pledged towards 
infrastructure projects is quickly bearing fruit in the 

north. This is the second such project inauguration in 

recent weeks (Ref C), and we expect more to come. These 
high-visibility projects have had an immediate impact and 
improved the quality of life for local communities. 

Inauguration events allow us to ensure that citizens know 
where the assistance has come from, and thereby prevent the 
rampant misinformation which usually credits Belgrade for any 
and all investments. These upbeat, positive events also give 
us a platform to deliver crucial messages to a critical but 
skeptical audience. We plan further outreach in the coming 
days and weeks, to remind to Kosovo Serbs to read the package 
for themselves and not rely on misinformation from Belgrade 
and their own self-designated \"leaders.\" 


8. (U) Post clears this message in its entirety for release 
to Special Envoy Martti Ahtisaari. 
KAIDANOW 
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E.O. 12958: DECL: 02/01/2017 
TAGS: PGOV, PREL, PINR, KDEM, KIRF, IN 
SUBJECT: BJP LEADERSHIP SHUFFLE COMPOUNDS CONFUSION 


Classified By: Political Counselor Ted Osius for reasons 1.4 (B,D) 


Rajnath Singh Shakes Up the Leadership 


1. (U) On January 29, BJP Party President Rajnath Singh 
announced a shake-up in the party leadership. He moved Arun 
Jaitley, considered by many to be the most articulate and 
perhaps the sharpest of the party\'s Generation Next 
leadership, from \"Party Spokesman\" to Secretary of the 
Parliamentary Board,\" a position unfilled since the death of 
Pramod Mahajan in May 2006. In a surprise move, Singh also 
dropped controversial but popular BUP standard bearer Gujarat 
Chief Minister Narendra Modi from the Parliamentary Board and 
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the Central Election Committee (CEC). Considered among the 
most prestigious BJP leadership organizations, the CEC 
distributes valuable election tickets for all state and 
parliamentary elections. Politics watchers characterized 

these developments as a reflection of the deep divisions 

within the BJP and between Party President Rajnath Singh and 
Opposition Leader LK Advani. Modi is considered to be among 
Advani\'s leading political proteges, and his dismissal was 
intrepreted as an attempt by Rajnath Singh to snub his 
archrival. 


Putting the Best Face Forward 


2. (C) However, Seshadiri Chari, (former editor of the BJP 
newspaper the Organizer and an RSS insider) denied that there 
was any antipathy between Singh and Advani. Chari insisted 

to us that the move was actually part of an RSS strategy 

aimed at preparing Modi for a greater role in the 2009 

national elections. According to Chari, the RSS concurred 

with SinghYs move to relieve Modi of distracting 

administrative duties and free him to campaign throughout 
India and boost his image and profile. Modi\'s recent visit 

to Kerala is supposedly part of this strategy. As evidence 

of the RSS imprint on this leadership shuffle, Chari pointed 

out that Rajnath also inducted several hardline Hindutva 

types with strong RSS connections into leadership positions. 
These include Ram Lal, a senior RSS member named BJP Party 
Secretary, and Ananth Kumar, an RSS favorite, named to the 
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Parliamentary board. Other hardliners pushed up to the 
leadership include Balbir Punj and Dharmendra Pradhan, both 
named as BJP Secretaries. Chari maintained that former 
Foreign Minister Yashwant Singh was made a Party Vice 
President as a reward for towing the RSS line. If Chari\'s 
version is correct, these shifts are actually evidence that 

the RSS is tightening its direct control over the BUP. 


The BJP Schism is Alive and Well 


3. (SBU) In addition to the murky infighting within the 

party leadership, the BUP has undergone a schism, with the 
formation by former BJP superstar Uma Bharati of her own 
Bharatiya Jan Shakti (BUS) party. Initially, the BUP 

dismissed the BJS as an ineffectual vanity party and 

predicted that Bharati would soon come begging to be 
readmitted. Things have not turned out that way. The BJS 
has become a major challenge to BUP domination of the Hindu 
right. On January 29, former Delhi Chief Minister Madanlal 
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Khurana announced that he had permanently cut his ties with 
the BJP and had signed on to the BSP as \"acting Party 
President." On the same day, Bharati announced that her 
party would contest all seats in the upcoming Uttarakhand 
elections, and field a large number of candidates in Uttar 
Pradesh and Punjab, as well as contesting most seats in the 
New Delhi municipal polls scheduled for March. 


Comment - Couldn\'t Happen to Nicer Guys 


4. (C) BJP infighting is good news for Congress. The 
recently published India Today poll indicated that Congress 
is slowly gaining popularity and firming up its hold on 

power, while the BJP continues to stagnate. With this in 
mind, a solid majority of Indians now feel that Congress will 
serve out its full five year term and do fairly well in this 
year\'s state election contests, where the BJP has not yet 
gained traction. With the BUP and BJS now fighting over the 
same set of right-wing voters, BUP support will be more split 
than ever. The BJP has been locked in an ideological 
struggle between its saffron (Hindutva) wing and its 
pro-business wing since it lost power in 2004. Most in 
Congress would welcome the emergence of the Hindutva crowd at 
the helm of the party, as religious nationalism no longer 
seems to be the winning card that will propel the BUP back to 
power. It also scares the hell out of much of the electorate. 


5. (U) Visit New Delhi\'s Classified Website: 
(http://www. state.sgov.gov/p/sa/newdelhi/) 
MULFORD 
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NEA FOR FRONT OFFICE; NEA/IPA FOR 
WILLIAMS/SHAMPAINE/BELGRADE; NSC FOR ABRAMS/DORAN/WATERS; 
TREASURY FOR NUGENT/HIRSON/LOEFFLER/HARRIS; BRUSSELS FOR 
LERNER; PLEASE PASS TO USAID FOR KUNDER/MCCLOUD/BORODIN 


E.O. 12958: DECL: 01/29/2016 
TAGS: EFIN, ELAB, PGOV, KWBG, QA, IS, AE 
SUBJECT: PA PRESIDENCY PAYS PA SALARIES 


REF: JERUSALEM 76 
Classified By: Consul General Jake Walles, Reasons 1.4 (b) and (d) 


1. (C) Summary: The PA Presidency disbursed salary payments 
to PA security and civil service members, except health and 
education employees, beginning January 28. This marks the 
first time that the Presidency has made salary payments on 
behalf of the PA government. The PA government disbursed 
allowances this week to martyrs and detainees\' families and 

the injured. The Temporary International Mechanism plans to 
disburse another NIS 1500 payment to low income cases (PA 
employees earning less than NIS 2500 per month) beginning 
February 2. End summary. 


Presidency pays salaries to 
PA security & civil service 


2. (C) Presidency Chief of Staff Husseini confirmed that all 
civil servants who had not received a payment from the PA 
government in December, i.e. all except Health and Education 
Ministry employees, had been paid by the PA Presidency 
January 28 the equivalent of a month\'s salary, for a total of 
USD 20 million. Salam Fayyad told EconChief January 30 that 
security service members had also been paid by the 
Presidency, starting January 28, a 50 percent salary 
allowance that totaled USD 21.5 M. He said another payment 
would be made to them in February. (Comment: This is the 
first time since April 2006 that the PA Presidency has paid 
actual monthly salaries to PA employees. End comment.) 
Bassem Zakarneh, the head of the Union of Public Employees, 
publicly noted that the next payment should be made on 
February 25. 


3. (C) Husseini told EconChief January 31 that the funds for 
the security and civil service salary payments came from 
several different sources, including USD 30 million from the 
United Arab Emirates and USD 22.5 million from Qatar. 
Husseini also said USD 5 million in domestic revenues was 
transferred from the PA governmentVs collection account at 
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the Bank of Palestine to the PA Presidency\'s account there. 
(Note: This is the first such transfer of which we are aware. 
Husseini told EconChief that the Presidency had insisted 
that the PA government contribute some of its funds for 
salary payments. End note.) 


4. (SBU) In comments to the press January 27, Husseini said 
security service members had only received 40 percent of 
their salaries over the last nine months, as compared to many 
civil servants who had received 61 percent. He also noted 
that PA civil servants earning over NIS 2500 had only 
received 25 percent of their total salaries during that same 
time period. He said the Presidency was paying salaries, the 
responsibility of the PA government, because of the 
strike-ending agreement (reftel) and in order to help 

ordinary Palestinians meet their daily needs. He stated that 
funds sent to the Presidency by foreign governments were 
being spent in coordination with the PA Finance Ministry and 
that there would be external audits of these transactions. 
Separately, the PA government announced this week that it was 
disbursing an NIS 600 allowance to martyrs and detainees\' 
families and the injured. 


Other planned Presidency disbursements 


5. (SBU) According to the Arabic-language WAFA report, 
Husseini said that the Presidency would make the following 
additional payments, totaling USD 74 million: 

-- USD 4 million to the PA retirement fund; 

-- USD 4 million to municipalities; 

-- USD 7 million to the Palestinian National Fund to cover 
PLO missions abroad and in Lebanon; 

-- USD 4.5 million for rent and salaries for PLO missions 
abroad; (Note: It is not clear how this payment would differ 
from the previous one. End note) 

-- USD 1.5 million to families of (PLO) martyrs overseas; 

-- USD 45 million to private sector vendors, especially 
health, education, insurance, and civilian and security 
service suppliers; 

-- USD 4 million to national institutions like the 

Palestinian Red Crescent Society and Jerusalem institutions 
(education, health, and culture); and 

-- USD 4 million to the Presidency for suppliers. (Less than 
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30 percent of the Office of the President\'s normal annual 
operating budget, according to Husseini.) 


Column 3 
TIM allowances 


6. (C) The new head of the European Commission Management 
Unit for the Temporary International Mechanism (TIM) Mario 
Mariani told EconChief January 30 that another TIM allowance 
disbursement through commercial banks directly to low income 
cases (LICs), essentially all PA civil servants earning less 

than NIS 2500 per month, would begin February 2. He noted 
there had not been any TIM allowance payments to LICs in 
January. 

WALLES 
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E.O. 12958: DECL: 02/02/2017 
TAGS: PGOV, PREL, ECON, ENRG, AJ 
SUBJECT: PRESIDENT ALIYEV\'S VISIT TO FRANCE 


REF: 06 BAKU 1822 
Classified By: DCM Jason P. Hyland for reasons 1.4 (b, d) 


1. (C) Summary. President Aliyev\'s January 29-31 state visit 
to France focused on advancing bilateral economic 
cooperation, but the visit also sought to develop the GOAJ\'s 
broader, strategic ties with the EU. Aliyev met with the 
French President, Prime Minister, and the leaders of the 
Senate and National Assembly, as well as the head of Total 
Oil and other French entrepreneurs. The visits broadly 
drafted joint statement emphasized support for Azerbaijan\'s 
territorial integrity, cooperation in energy and investment 

in Azerbaijan\'s economy, and the desire to deepen the 
bilateral political relationship. During the visit, the GOAJ 
announced plans to purchase four new ATR French planes, a 
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purchase that will not affect ongoing GOAJ negotiations to 
purchase three Boeing 787s. The French Embassy in Baku 
downplayed Aliyev,s visit, suggesting it did not result in 

any remarkable achievements. End Summary. 


2. (SBU) Azerbaijani President Aliyev paid an official 

state visit to France from January 29-31. Local press 
coverage of the event was positive and widespread, with 
President Aliyev\'s website claiming the visit \"will play an 
important role in laying the basis for the new stage of 
Azeri-French cooperation.\" In addition to meeting with the 
French President, Prime Minister, and the leaders of the 
Senate and National Assembly, Aliyev met with the head of 
Total Oil and other French entrepreneurs. President Aliyev 
was accompanied by Foreign Minister Mammadyarov, Emergency 
Situations Minister Heydarov, and Economic Development 
Minster Babayev, according to local press. The visit 

resulted in the signing of eight agreements, including in the 
fields of culture, tourism, civil defense and security, 

science and the purchase of four French airplanes, according 
to the Azerbaijani MFA. (Note: The purchase of the French 
airplanes is unlikely to slow ongoing negotiations between 
AZAL and Boeing for the potential purchase of three Boeing 
787s--see reftel.) 


MFA Perspective: Bilateral and EU Ties are Central 


3. (C) MFA France desk officer Ayaz Gojayev said the visit 
was significant from a bilateral perspective and in the 
context of Azerbaijan\'s broader relations with the EU. 
Bilaterally, Gojayev emphasized the economic aspect of the 
visit. While energy traditionally has been the key element 
of Azerbaijani-French economic cooperation, the GOAJ is 
trying to develop its non-energy sector, according to 
Gojayev. France is Azerbaijan\'s third largest European 
trading partner, according to Gojayev, and there was a 2006 
trade turnover of over 500,000 USD between the two partners. 
(Note: Italy and the UK are Azerbaijan\'s respective first and 
second largest European economic partners.) Gojayev 
highlighted the joint Azerbaijani-French statement adopted 
during the visit as the framework for understanding the 

visit. (Note: The joint statement is broadly drafted and 
covers a variety of issues, ranging from support for 
Azerbaijan\'s territorial integrity, commitment to cooperate 

in the fields of energy and investment in Azerbaijan\'s 
economy, and desire to deepen the bilateral political 
dialogue, according to local press.) 


4. (C) In response to our question, Gojayev said there is a 
connection between Aliyev\'s November 2006 visit to Brussels, 
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the French visit, and his upcoming visit to Germany in 

February. While the visits are important from a bilateral 
perspective, according to Gojayev, the GOAJ also seeks to 
develop closer relations with Europe. Gojayev emphasized the 
importance of the November 2006 EU Energy Memorandum and 
Azerbaijan\'s EU Neighborhood Policy Action Plan in laying the 
groundwork for increased ties with the EU. 


Other Perspectives 


5. (C) French Embassy DCM Sylvain Guiaugue characterized the 
visit as a success, although he suggested that there were no 
remarkable achievements. Guiaugue noted that the primary 
French interests in Azerbaijan were access to Azerbaijan\'s 
energy resources and contributing to stability in the South 
Caucasus. While French and EU attention toward Azerbaijan 

has grown gradually, Guiaugue observed that the GOAJ may 
overestimate its relative importance for European 

policymakers. 
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6. (C) Local commentators have told us that one of the 

visits key purposes was to emphasize the European vector of 
Azerbaijan\'s \"balanced foreign policy.\" Baku State 
University history professor Musa Qasimli highlighted that 
France is an important symbolic European partner for 
Azerbaijan, as President Aliyev\'s and former President Heydar 
Aliyev\'s first visits abroad were to France. Respected local 
analyst IIgar Mammadov said that while the visit probably 
sought to showcase Azerbaijan\'s western-oriented foreign 
policy -- especially in light of Aliyev\'s November 2006 visit 

to Brussels and his February visit to Germany -- the visit 
appeared to lack concrete political results. Mammadov 
considered that the visit probably focused more on economic 
interests, including the purchase of the French airplanes and 
the prospects for Azerbaijan\'s oil and gas reserves to 
diversify European energy demands. (Note: Mammadov also 
observed that in terms of energy interests, Aliyev\'s February 
trip to Germany and Kazakhstani President Nazarbayev\'s late 
January visit to Germany are likely to be more substantive 
because Germany holds the EU Presidency.) 


Comment 


7. (C) President Aliyev\'s visit to France tracks with the 
GOAJVs interest in developing and showcasing its relations 
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with key European countries. As the EU has shown some 
interest in an increased role in the South Caucasus, 
bilateral visits to European capitals could serve the dual 
function of advancing Azerbaijan\'s bilateral relations and 
its broader ties with the EU. We believe that broader 
Azerbaijani engagement with Europe will help advance US 
interests in the key areas of energy security and democratic 
reform. 

DERSE 
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E.O. 12958: DECL: 02/01/2017 
TAGS: PGOV, ELAB, ASEC, CASC, PINS, EAID, GV 
SUBJECT: NO FIREWORKS AT UNION PRESS CONFERENCE 


REF: CONAKRY 129 AND PREVIOUS 


Classified By: Political Officer Jessica Davis Ba. Reasons 1.4 (b) and 


(a). 


1. (SBU) On February 1, the CNTG-USTG union coalition held 
its first press conference since the suspension of the 

general strike on January 27. The event was ostensibly 
organized to report on meetings between the visiting 
representatives from international labor organizations and 
various local actors, including victims of strike-related 
violence. International labor representatives gave strong 
moral support to the efforts of the Guinean federation, and 
provided some financial assistance to victims of violence and 
their families. Although many expected a harsh and 
accusatory message by local union leaders, speakers 
transmitted a balanced message to journalists, acknowledging 
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government efforts to uphold the signed accord. They 
expressed concern that although they were assured by 
government officials that all detainees had been released, at 
least 13 persons remain in prison for their involvement in 
the strike. While they did not give any firm deadline, the 
unions said that if the government does not appoint a prime 
minister soon, or chooses a strawman for the job, they will 
resume the general strike. End Summary. 


2. (SBU) While many expected fireworks, and some may have 
hoped for a call to action, the union press conference 
February 1 remained controlled and professional. Union 
leaders Rabiatou Serah Diallo, CNTG General Secretary, and 
Ibrahima Fofana, USTG General Secretary, acknowledged 
government efforts to uphold the tripartite agreement signed 
on January 27 by taking measures to make rice and fuel 
available at lower fixed prices. They stated that while 

Conte had taken the first step in signing the decree 

outlining the attributions of a prime minister, they expected 
the appointment \"yesterday\" of an individual to fill this 
position. When asked by one of the journalists if she would 
be willing to serve as a minister, Diallo emphatically 

replied, \"Absolutely not. We are the guardians of the 
process, we cannot be part of it. We have a mission and we 
will pursue it until the very end.\" 


3. (SBU) The unions gave no date by which they expected 
President Conte to appoint a prime minister. Instead, they 

said they will give the government the opportunity to uphold 

its promises, but that Guinea\'s workers cannot wait for long. 
When asked what they would do if Conte appointed a strawman 
to the position, Diallo and Fofana both stated, \"We will once 
again call for a general strike.\" Contrary to rumors that a 

strike will begin on February 5, the union leaders did not 

set any specific deadlines or describe planned actions. 


4. (SBU) As a member of international trade union 
federations, the CNTG-USTG union coalition enjoyed 
significant international labor support for its efforts 

during the strike. Over the past week, the unions hosted Guy 
Ryder, General Secretary of the International Trade Union 
Confederation (CSI), and his associates, CSI boasts over 168 
million members in 153 countries. In addition to CSI, 
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Guinea\'s union leaders also publicly thanked Johanna 
Walbrave, Director of the Department of Social Dialogue from 
the International Labor Organization (ILO), and leaders from 
labor coalitions in Senegal, Mali, Burkina Faso, and Togo. 


5. (SBU) After being introduced by Fofana, Guy Ryder told 
the press that he and his comrades were in Guinea to show 
solidarity and support for Guinea\'s labor movement and for 
the general strike to defend worker\'s rights. Ryder said 

this trip marks the first official visit of support by CSI 

since its creation in 2006. Ryder said that since being 
elected as a member of CSIVs Executive Bureau, Rabiatou Serah 
Diallo has become a symbol of the continuing struggle for 
workers worldwide. He emphasized that in meetings with the 
First Lady, the Minister of State for Presidential Affairs 
Eugene Camara and the Presidents of the Supreme Court, 
National Assembly, and Economic and Social Council, 
international labor and local union leaders insisted that all 
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actors must abide by the commitments in the January 27 
tripartite agreement. 


6. (SBU) Ryder said they saw the brutal and inhumane results 
of actions by Guinea\'s security forces during visits to 

victims still hospitalized. Ryder told the journalists that 
contrary to assurances by Minister of State Camara and 
Supreme Court President Lamine Sidime, at least 13 persons 
were still being held in Conakry\'s central prison and more 
may be in prisons in the interior for activities in 

connection with the strike. He and Guinea\'s union leaders 
planned to meet with the Minister of Justice directly 

following the press conference to urge their release. (Note: 
Sources at the prison confirm that 7 of the 13 detainees were 
released after the union meeting with the Minister of 

Justice. The other cases are still under review.) 


7. (SBU) In addition to adherence to the signed protocol, 
Ryder called on the Guinean government to establish a 
national committee to investigate the killings and prosecute 
the perpetrators. When asked if there should be an 
international process, Ryder replied that we should first 
give the government the opportunity, but if this fails, \"They 
will not remain unpunished.\" Ryder cautioned that CSI is in 
close contact with European Union Commissioner for 
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Humanitarian Development Louis Michel and has urged the EC to 
weigh recent events when considering disbursement of funds 
under the 9th EFD. Ryder said that if the government fails 

to bring the killers to justice, CSI will use its influence 

to make sure that benefits from the IMF, World Bank and other 
institutions are suspended until the government acts. (Note: 
The Minister of Justice later told the unions he would 

establish a committee of investigation, to include union 
representatives and representatives from several Ministries, 
including Security. We do not yet know if he has the 
agreement of other members of the government for this 
initiative.) 


8. (SBU) The international labor delegation reportedly 
provided funds (USD 10,000 and a sum in euros) for assisting 
victims of violence and their families. 


8. (C) Comment. Many Guineans expected (and even hoped) 
that the unions would use their press conference to renew a 
call to action. Instead, the unions struck a resolute, but 
collaborative tone. Some union members have accused the 
leaders of \"selling out" by acknowledging government efforts 
to date. With no firm deadline for the appointment of a 

prime minister, the unions have diminished leverage to speed 
the government search for the \"right\" person. Rallying 
international support, Guinea\'s unions are assuring that any 
future action will have the attention of a global audience, 
hoping to minimize violence while forcing reforms. However, 
union leaders have told us privately that they cannot control 
the street. While there is no immediate union call for 

action, they caution that the population will not wait 
indefinitely for the government to adhere to the number one 
demand to appoint a prime minister to head a consensus 
government. 


MCDONALD 
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E.O. 12958: DECL: 01/31/2017 
TAGS: GH, PGOV, PINR 
SUBJECT: MEETING WITH NDC PRESIDENTIAL CANDIDATE MILLS 


REF: ACCRA 165 
Classified By: PolChief Scott Ticknor for reasons 1.5 d and e. 


1. (C) Summary: During a January 26 meeting with PolChief, 
former Vice President and NDC presidential candidate John 
Evans Atta Mills provided additional details on an alleged 

plot to assassinate former President Rawlings. He commented 
on his health, saying he had received radiation therapy for a 
sinus infection. Reconciliation between Rawlings and 
President Kufuor would continue to be difficult, despite 

Mills recent meeting with Kufuor and former (returned) UN 
Secretary General Kofi Annan. End summary. 


SIPDIS 


Rawlings Assassination Plots 


2. (C) In a January 17 meeting with PolChief and visiting 
AF/W Desk Officer (reftel), Mills claimed to know about a 
recent plot to assassinate former president J.J. Rawlings. 
When asked for more details in the January 26 meeting, Mills 
said some colleagues informed him about one month ago that 
some members of the GOG and ruling NPP party had sent 
professional assassins from the United States to assassinate 
Rawlings in Ghana. Mills was clear that there was no USG 
connection and he was not sure of the nationality of the 
reported assassins. His colleagues had informed Rawlings, 
who specifically asked that they brief Mills as well. Mills 
communicated the information to officials working for 
National Security Coordinator Francis Poku, but he never 
heard back on this. Mills confirmed that he takes this 

report seriously because of past apparent attempts to kill 
Rawlings and because of the fact that Rawlings has many 
enemies who would like to see him dead. 


His Health 


3. (C) Mills acknowledged that his opponents continue to 

use the issue of his health for political reasons. He told 
PolChief he had contracted a serious sinus infection, 

probably from swimming, which a Chinese doctor friend in 
Ghana told him could be diagnosed using an MRI. Since Ghana 
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did not have MRI capabilities at that time, his Chinese 

friend encouraged him to get an MRI in China, which he did. 
The MRI confirmed his infection, which Chinese doctors 
claimed would have to be treated with radiation therapy. 

Mills said he did not want to have the treatment in China, 
which he was told would take six weeks. Instead he sought 
treatment in South Africa, where his nephew lives. South 
African doctors confirmed the diagnosis and treated him with 
radiation in his nasal passages. As a result of the 

radiation and a soar throat from the therapy session, he was 
unable to eat solids for several weeks and lost significant 
weight, which he was warned would be an expected consequence 
of the treatment. He told PolChief he is pleased with his 
weight loss (which he maintains with dietary changes) and has 
fully recovered from the sinus infection. He is frustrated 

with the allegations that he has cancer or the most recent 
allegation that he has heart problems and hopes these rumors 
will eventually die down. He confirmed plans to go to South 
Africa for a routine health checkup, which he said he has 

long postponed. 


Reconciliation 


4. (C) Ghana needs political reconciliation, Mills stated, 
adding that if he wins the 2008 election he will reach out to 
President Kufuor. His attendance at the welcome reception 
for visiting UN Secretary General Kofi Annan on January 24 
(his first time in the Castle in six years) was \"a very easy 
decision\" because of his close relationship to Annan. When 
the NDC was in power, the Rawlings government fought hard 
(with support from the U.S., Mills acknowledged) to get Kofi 
Annan selected as Secretary General. Mills is related to 
Annan (they have nieces in common and they are both ethnic 
Fantis). In addition, Mills said he went to the Castle to 
\"signal a desire for unity\". Mills pointed out that many 
senior members of the Kufuor government were once students of 
his, like National Security Minister Poku, Attorney General 
Ghartey and others. He does not bear ill will toward them, 

he added. 


5. (C) He was not overly optimistic about the chances for 
broader reconciliation at this time, given the \"bad blood\" 
between Rawlings and Kufuor. He concedd that Rawlings had 
made mistakes in judgment ovr the years, is suspicious of 
everyone and someties comes across \"undiplomatically\". 
Mills also nted that he and Rawlings have hd serious 
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differences in the past, and that because of this Mills did 

not see a significant role for himself in reconciling the two 
\"Johns\". He also blamed Kufuor, who Mills said \"is all 
smiles but a very vindictive person underneath\" and 
periodically fans the flames with provocative statements 
about Rawlings. Mills thought Rawlings greatly respects Kofi 
Annan, who he opined would try to reconcile President Kufuor 
and the former president. Rawlings also reportedly greatly 
respects former President Clinton, who Mills also thought 
could play a useful mediating role in Ghana. 


Comment 


6. (C) As we have noted before, we are unable to judge 
MillsV take on the assassination plot. Rawlings tends to be 
paranoid about his security. Foreign Service Health 
Practitioner at post notes that MRIs are usually not required 
to diagnose sinus problems unless a physician is concerned 
about tumors. He also notes that radiation therapy is not 
usually used to treat sinus infections (usually antibiotics 

or surgical repairs are used), but that such therapy is more 
likely used to treat some form of cancer. Foreign Service 
Health Practitioner is a Physician Assistant, not a 

specialist in the field. However, his medical observations 
point to a potential bigger health problem, as does the fact 
that to date Mills has not made public any health records to 
dispel the rumors. 


7. (C) Mills has increasingly opened up to PolChief and was 
surprisingly willing to discuss his health in detail. This 

speaks to the closer relationship this Mission has forged 

with the NDC, which used to be more suspicious of the U.S. 
and Embassy contact. We have also seen a greater receptivity 
in our more recent meetings with President Rawlings and with 
NDC Chairman Kwabena Adjei, who this week told PolChief the 
Embassy had transformed its relationship with his party. 

This strengthens our credentials as a neutral advocate for 
democracy in Ghana and allows us to better influence the more 
moderate tendencies within the NDC. 
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SUBJECT: ANKARA MEDIA REACTION REPORT 
FRIDAY, FEBRUARY 2, 2007 


In Today\'s Papers 
Hrant Dink Murderer Given a Hero\'s Treatment by Police, Jandarma 


Hurriyet, Milliyet, Sabah, Vatan, Aksam, Radikal, Cumhuriyet, Zaman 
and others report Ogun Samast, the murderer of Turkish-Armenian 
writer Hrant Dink, was treated \"like a hero" when he was caught in 
the Black Sea city of Samsun. A photograph of Samast posing in 
front, of a Turkish flag and the words of Ataturk taken after he was 
arrested, has become an issue of debate. The camera footage of the 
photograph, aired by TGRT television yesterday, revealed that it was 
taken at the gendarme post in the Samsun bus station; although a 
senior gendarme officer told Hurriyet that the photos and video 
footage were not shot by gendarme. The officer said the photo was 
deliberately leaked to the press in an attempt to raise suspicions 
about the role of the gendarme in the murder. 


Cumhuriyet points out the photo showing Samast as a hero was first 
published by Star daily known to be close to the ruling AKP 
government. The paper also says the video footage of the photo 
shoot was aired by TGRT television, recently bought by Murdoch\'s 
Fox-TV. 


Sabah reports Interior Ministry inspectors probing the murder of 
Turkish Armenian writer Hrant Dink have found that the police in 
Trabzon received 17 tip-offs over the past year that Yasin Hayal, 
another suspect in the case, was planning to kill Dink. Turkish 
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newspapers say police were warned a year ago about a plot to kill 
Dink but failed to act to prevent the murder. 


Meanwhile, papers and television news broadcasts report Nobel 

laureate Orhan Pamuk has cancelled book tours in Germany and Belgium 
over security concerns and 18 other writers have been assigned 
bodyguards. 


NGOs to Meet to Discuss Article 301 

Milliyet, Radikal, Cumhuriyet, Zaman, Yeni Safak and others report 
19 Turkish NGOs will hold a meeting to discuss changes to Article 
3010f the Turkish Penal Code. Groupings such as Turkish Union of 
Chambers (TOBB), labor unions TISK and DISK, and professional 
organizations such as Turkish doctors\' union TTB will join the 
meeting to be held at Turkish Bars Association TBB in Ankara today. 
Papers report Foreign Minister Gul said his government\'s decision 
about Article 301 would not be shaped under public pressure. 
Article 301 is related to expressions \"insulting Turkishness,\" and 

is the statute under which writers such as Hrant Dink and Orhan 
Pamuk have been prosecuted. 


Cyprus-Turkey Oil Exploration Crisis 

All papers report the Turkish General Staff (TGS) chief General 
Yasar Buyukanit said concerning press reports that Turkey had 
dispatched warships to the eastern Mediterranean as a \"show of 
force\" against Greek Cypriot plans for oil exploration with Egypt 
and Lebanon that the ships were \"already in the region\" and that \"no 
additional ships were sent.\" Foreign Minister Abdullah Gul said 
before departing for Albania yesterday the ships were in the region 
for \"routine and planned\" activities. Sabah and Vatan report State 
spokesman Sean McCormack urged the parties to remain calm, to 
\"refrain from any actions that might be misinterpreted by the other 
side\" and called for \"transparency,\" so that there are \"no 
misunderstandings that might result in mishaps.\" Papers also 
report McCormack pointed to the UN for a solution. 


Gul, Buyukanit Due to Visit the US 

Hurriyet, Milliyet, Sabah, Radikal, Cumhuriyet, Zaman, Yeni Safak 
and others report Foreign Minister Abdullah Gul and Turkish General 
Staff (TGS) chief General Yasar Buyukanit will discuss the PKK and 
cross-border issues in northern Iraq in upcoming separate visits to 
the US this month. Sabah says the Turkish Foreign Ministry (MFA) 
and the TGS are considering possibilities for operations against the 


ANKARA 00000231 002 OF 003 


PKK together with the US as well as with Iraq. Some papers report 
State spokesman McCormack as saying that Turkey and the US would 
discuss developments in Iraq, Iran, and the EU, as well the 
\"cross-border problem.\" Buyukanit, to visit the US on February 11, 
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will meet the chairman of the Joint Chiefs of Staff, General Peter 
Pace, Defense Secretary Robert Gates and National Security Advisor 
Stephen Hadley. Gul, due in the US on February 5, is expected to 
focus on the Armenian genocide bill submitted to the US Congress. 


Turkish MPs Due to US to Campaign against Armenian Genocide Bill 


Hurriyet, Milliyet, Sabah, Cumhuriyet, Zaman and others report 16 
members of the Turkish Parliament will travel to the US in three 
separate groups from February 10-March 31 to campaign against the 
Armenian genocide bill through meetings with US congressmen. The 
first delegation will visit the US from February 10 -17, the second 

from February 24-March 3, and the third group between March 11 -18. 
Also, the Turkish Union of Chambers (TOBB) will reportedly help 32 
lawmakers travel to the US to meet the representatives of leading 
American companies against the genocide bill. 


Editorial Commentary on Armenian Genocide Bill in the US, 
US/Iraq-Iran 

Sami Kohen comments in the mainstream daily Milliyet: \"Introduction 
of the Armenian Genocide Resolution in the House the other day 
indicated a new crisis in the Turkish-US relationship, which was 
already in a sensitive situation. This time the chances seem rather 
weak for the resolution to be withdrawn or to be abolished during 
debates in the commission. If the resolution is adopted by the 
Congress, then, the main negative affect of it will be seen on 
Turkey-US relationship. Responding to a question on the issue the 
other day, Foreign Minister Gul said Vour strategic partnership will 
come to an end if the resolution is adopted. Actually, despite the 
document signed last year, it is very obvious that the strategic 
partnership between Turkey and the US has been immensely weakened, 
lately. Nevertheless, Turkey\'s partnership is very important for US 
regional politics. And for Ankara, US general support and its 
coordination in the fight against the PKK in Iraq, is very 

important. If the necessary steps are not taken immediately on the 
resolution issue, the Turkey-US relationship will definitely be 
damaged. This issue is too urgent and important to be left in the 
hands of the Bush Administration. It should be explained to the 
Congress, influential circles in the US and to the public. The 

Turkish government, Parliament, political parties, NGOs, 
businessmen, academicians, journalists, everyone should directly get 
in-touch with their counterparts in the US immediately and start a 
campaign to convince them.\" 


Fehmi Koru observed in the Islamist-oriented Yeni Safak: \"The Bush 
Administration is losing its support not only in Iraq but in the US 

as well. One of the latest surveys in the US showed that Bush is 

the most disrespected President so far. Moreover, Bush and his team 
do not hesitate to announce openly their dream of attacking Iran. 

As if it wasn\'t bad enough to attack Iraq to topple Saddam, now, 
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with one last effort, the Neo-crazies are exerting efforts to 

convince Bush to attack Iran. The responsible team in Washington is 
thinking like this: The US has 150,000 troops in Iraq. Under these 
conditions it is not possible to launch an operation against Iran. 

Ifthe US is considering an operation against Iran seriously, then, 

it definitely should decrease its responsibilities in Iraq. We 

should evaluate the news from Iraq in light of these developments.\" 


TV Highlights 
NTV (6 a.m.) 


Domestic News 
- An explosion ripped through a storage tank at Turkey\'s largest oil 
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refinery Tupras in Izmit near Istanbul, killing two South African 
workers and injuring seven others. The explosion occurred when 
workers were dismantling a tetraethyl tank. 


- Milliyet\'s chief editor Abdi Ipekci, killed 28 years ago by hitman 
Mehmet Ali Agca, was commemorated in Istanbul yesterday. Agca, 
still imprisoned in Turkey, had attempted to kill Pope John Paul Il 

in 1981. 


- Cardinal Camillo Ruini, head of the Catholic bishops in Italy, 

will participate in Turkey in the ceremonies planned to commemorate 
Catholic priest Andrea Santoro killed in Trabzon last year on 
February 5. 


- Turkey\'s foreign capital association YASED will host in Istanbul a 
meeting of CEOs from around the world. 


- Turkish Parliament\'s justice commission has approved a bill on 
witness protection program. 


International News 
- The UK-based International Institute for Strategic Studies reports 
Turkish sources as saying the PKK was planning to strike targets in 


Turkey using remote-control model planes. 


- The Financial Times says Turkey weighs cross-border attacks in 
northern Iraq against the PKK together with the US. 


- Mark Mazower of The Financial Times calls on Turkey to start open 
debates on the Armenian issue. 


Column 3 
- Two suicide bomb attacks on a crowded outdoor market in the lraqi 
Shiite city of Hillah killed 45 people and wounded 150 others. 


http://www .state.sgov.gov/p/eur/ankara/ 
WILSON 
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E.O. 12958: N/A 

TAGS: PREL, PGOV, US, SU 

SUBJECT: Pres. Advisor Claims U.S. Seeks to Undermine Sudan from 
Within 


1. (U) The United States seeks to dismantle Sudan, said Presidential 
Advisor Mustafa Osman Ismail, according to a January 31 account in 
the Sudan News Agency, a state-operated media outlet. The former 
Minister of Foreign Affairs also is quoted as stating that the U.S. 
strategy towards Sudan had shifted from ousting the Sudanese 
government through neighboring countries to one of consolidating 
peace and then mounting international pressure through human rights 
organizations and bringing controversy to Khartoum. 


2. (U) Ismail\'s interview also stated that the relationship between 
Sudan and the EU was \"slow\" and influenced by U.S. strategy through 
individuals supported by the U.S. and the UK. According to the 
government-affiliated Sudan Vision daily newspaper, in reference to 
the same interview, Ismail is quoted as stating that the U.S. and 

Israel are working to create splits and divisions among Arab 

nations. 


3. (SBU) Comment: The views of Ismail, a National Congress Party 
stalwart, reflects continuing suspicions regarding the ultimate 
objectives of non-governmental organizations and a broader, more 
international peacekeeping force in Darfur. 


POWERS 
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E.O. 12958: DECL: 02/02/2017 
TAGS: PGOV, PREL, PINR, MX 
SUBJECT: CALDERON CRITICS MARCH ON THE ZOCALO 


Classified By: Political Minister Counselor Charles V. Barclay, Reasons 
: 1.4(b/d). 


REF: A. MEXICO 00413 
B. MEXICO 00391 


Summary 


1. (SBU) On January 31, demonstrators thronged Mexico\'s 
central square or \"Zocalo\" to protest the rising cost of 

staple foods, and call for wage increases. Participating 
organizations, mainly labor and peasant groups, issued a 
statement called the \"Zocalo Declaration,\" demanding food and 
energy sovereignty, the defense of salaries and jobs, a 
renegotiation of NAFTA\'s agricultural provisions, and an 
emergency wage increase to offset the rising prices of food 
and gasoline. Most participants remained in the Zocalo to 
hear failed PRD presidential candidate Andres Manuel Lopez 
Obrador (AMLO) speak one hour after the union-organized 
event. The self-proclaimed \"legitimate President\" announced 
five actions paralleling the demands of the Zocalo 

Declaration. AMLO also implored the crowd to attend the next 
National Democratic Convention (NDC), scheduled for March 
21-23. In response to the protest, President Calderon issued 
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a press statement the same day saying that he shared their 
concerns and would do all he could to improve living 
standards, lower poverty, and create jobs. In our view, this 
first major protest in the capital since Calderon\'s 
inauguration was neither a stunning success nor an abject 
failure. While the turnout was lower than at many of AMLO\'s 
post-electoral rallies, the organizers succeeded in reminding 
Calderon that his critics remained poised to exploit every 
problem that comes up on his watch. End summary. 


The Calderon Administration Faces First Major Protest 


2. (U) On January 31, throngs of labor and peasant 
activists, bolstered by AMLO supporters, flocked to the 
streets in the first major protest against the new 
administration. The demonstration was the most high profile 
of a series of nationwide protests against the increasing 
prices of tortillas and other staple foods, and for higher 
wages (see reftels). 


3. (U) The demonstration began with several separate marches 
originating at various sites, to converge on the Zocalo. 

Overall participation is unclear, given the various starting 

points. Crowd estimates at the Zocalo -- which are 

notoriously unreliable and politicized in Mexico -- ranged 

from 40,000 to just under 100,000. 


Labor Union Participation and AMLO\'s Role 


4. (SBU) Originally, organizers of the march said there would 
be widespread participation in the event by Mexico\'s 
organized labor movement. At one point, almost all of the 
country\'s nationally organized unions had committed 
themselves to participating. However, when the National 
Worker's Union (UNT) -- a broad federation of officially 
independent unions, loosely associated with the PRD -- tried 
to give AMLO a prominent role in the event, labor unity 
quickly shattered (see reftel A). 


5. (SBU) The UNT and the PRD ultimately backtracked and 
stated that AMLO would just be another citizen participating 

in the march. The promised scaling back of AMLO\'s role in 
the march convinced some of the PRI-affiliated and 
independent unions to take part in the event after all. 

Among the unions that participated in the event were the SME, 
the Social Security workers union, the telephone workers 
union, the airline pilots union, and the PRI-affiliated 

National Peasants Confederation (CNC). The national unions 
which declined to participate included the National 
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Federation of Workers and Peasants (CROC), the Workers\' 
Congress (CT), and the construction workers\' union (CTM). 


The Zocalo Declaration 


6. (U) Protesters were marshaled into the Zocalo by trade 
unions and proto-revolutionary groups such as the Asamblea 
Popular de los Pueblos de Oaxaca (APPO), the organization 
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responsible for much of the unrest in Oaxaca in recent 
months. Protesters greeted speakers with a series of chants, 
most frequently the pun, \"menos PAN y mas tortillas.\" 
(Note: PAN is the acronym for Calderon\'s political party and 
also the Spanish word for \"bread.\") 


7. (U) At the Zocalo, rally organizers -- primarily labor 

and peasant group leaders -- called for more government 
action in balancing wages and prices, as well as more 
involvement by civil society organizations. Participating 
organizations signed a statement called the \"Zocalo 
Declaration,\" calling for food and energy sovereignty, the 
defense of salaries and jobs, a renegotiation of NAFTA\'s 
agricultural provisions that will require the opening up of 
MexicoWs corn and bean markets to U.S. and Canadian imports 
next year, and an emergency wage increase to offset food and 
gasoline price hikes. Television journalist Veronica Velasco 
was chosen to read the declaration. 


AMLO\'s Five Actions 


8. (U) Shortly after the official program ended, a rally 

organizer asked the crowd to stay for AMLO\'s presentation, 
which began an hour later. Greeted by cries of \"Presidente,\" 
AMLO spoke from a separate stage -- presumably a condition 
imposed by the rally organizers for AMLO\'s participation. 
Showing their support, various PRD heavyweights shared the 
stage with AMLO, including former Mexico City Mayor Alejandro 
Encinas, National PRD President Leonel Cota, PRD co-founder 
Porfirio Munoz Ledo, and PRD congressional coordinators 
Senator Carlos Navarrete and Deputy Javier Gonzalez Garza. 
When asked why current Mexico City Mayor Marcelo Ebrard (PRD) 
failed to attend, a PRD contact told poloff that it would not 

be appropriate for Ebrard to attend a protest during working 
hours. (Comment: This restriction did not prevent his 
predecessor, Alejandro Encinas, from attending many of AMLO\'s 
post-electoral demonstrations. We suspect that Ebrard is 
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gradually trying to put distance between himself and his 
erstwhile political patron. End note.) 


9. (U) During his speech, AMLO announced five actions -- 
similar to those made in the Zocalo Declaration -- calling 

for (1) an emergency salary increase; (2) a support program 
for producers of staple goods and the imposition of 
guaranteed fixed prices; (3) a renegotiation of the NAFTA 
provisions which will permit the free entry of U.S. and 
Canadian corn and beans starting next year; (4) an immediate 
subsidy to reduce the price of tortillas, and (5) the 

immediate approval of the anti-monopoly and \"law of 
competitive prices!" initiative -- a proposal in the Mexican 
senate supported and sponsored by FAP parties. AMLO also 
criticized PRlista Senator Francisco Labastida Ochoa, 
President of the Senate\'s Energy Commission, for proposing a 
bill that would allow for private investment in Pemex. He 
urged protesters to attend the next NDC, which will take 

place in the Zocalo from March 21-March 23. 


GOM Response 


10. (SBU) In response to the demonstration, President 
Calderon issued a statement, saying he shared the protesters\' 
concerns and would do all he could to improve living 
standards, lower poverty, and create jobs. He also said he 
would \"pursue anyone who was trying to speculate or rig 
prices in food markets and that he would do all he could to 
ensure that \"wages would be sufficient and reasonable.\" He 
also proposed to implement programs to help strengthen 
Mexican agriculture and instructed his Economy, Agriculture, 
and Labor Secretariats to negotiate with protest leaders. 
Meanwhile, Mexico\'s central bank issued a warning that the 
GOM should not try to fix tortilla prices nor should it 

increase wages to make tortillas more affordable. Central 
bank governor Guillermo Ortiz said that both these policies 
would be counter-productive. (Note: To help bring tortilla 
prices down, Calderon has already authorized more corn 
imports (good for consumers but unpopular among Mexican corn 
farmers) and persuaded a number of leading tortilla merchants 
to accept a voluntary price cap of MX$8.5 (US$0.80) per kilo, 
with uneven success, though some market analysts say tortilla 
prices are beginning to fall. The GOM has also announced a 
monthly subsidy for poor families to help them meet rising 
energy prices (see reftel B.)) 
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Comment 


11. (C) We would characterize yesterday\'s demonstration 
neither as a success nor as a failure. The turnout at the 
event -- considerably reduced from that seen at AMLO\'s 
post-electoral rallies -- reflects that at the moment, this 
protest movement lacks the energy and momentum of the 
post-electoral protests. Likewise, the organizers\' wariness 
about AMLO\'s participation suggests that even among GOM 
critics, there are those who prefer to keep him at arms\' 
length. On the other hand, the event was significant enough 
to score front page coverage on the capital\'s leading 
dailies, and to garner considerable national attention as 
well. In that sense, it served as a pointed reminder to the 
new administration that the opposition can mobilize a 
dedicated core of GOM critics at will, and that this core 
could easily serve as the nucleus of a far larger movement, 
should circumstances deteriorate. 


Visit Mexico City\'s Classified Web Site at 
http://www. state.sgov.gov/p/wha/mexicocity 
BASSETT 
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SUBJECT: NIGERIA: SHELL PETROLEUM DEVELOPMENT CORPORATION 
BANKRUPT 
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Classified By: Ambassador John Campbell for Reasons 1.4 
(B,D) 


1. (C) Shell Managing Director Ann Pickard telephoned the 
Ambassador on February 2 to report that the Shell Petroleum 
Development Corporation (SPDC) is bankrupt because of the 
failure of the Nigerian National Petroleum Corporation 
(NNPC) to pay arrears that Shell believes it is owed from 
their joint venture arrangements. (Note: SPDC is the 

joint venture between Shell and NNPC which is the largest 
private sector oil and gas producer in Nigeria. However, 

it has been plagued by shut-in production amounting to 
almost 500,000 barrels per day since January 2006. End 
Note) Pickard said that Shell has traced the flow of some 
USD 2 billion from the Central Bank to the NNPC over the 
past few days; it is clear the funding is available to 

NNPC, if the political will is there, to settle with SPDC. 
However, Pickard cautioned, current NNPC arrears to Shell 
are running at such a high rate that even if the current 
arrears are retired, SPDC will again risk bankruptcy by 

April. She and senior Shell management from The Hague 
anticipate seeing President Obasanjo on February 7. 
However, if no payments toward the arrears owed SPDC are 
received by February 5, SPDC will begin an orderly 
shutdown, starting first with large projects and concluding 
with laying off employees by the end of the fourth week. 
\"This is brinksmanship,\" Pickard said. 


2. (C) Pickard also commented on the Government of 
Nigeria\'s (GON) transfer of an oil block from Shell to a 
Nigerian company, Malabu, owned by Dauzia Loya Etete, 
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despite Shell having already made substantial investments 
in it (see Reftel). She estimated that the worth of the 

block was USD 2-4 billion. Etete, she continued, is said 

to be close to President Obasanjo, supported the President 
against Vice President Atiku, and plays a major role in 
\"neutralizing\" former Chief of State Ibrahim Babangida. 
She said that Shell will fight the transfer of the oil 

block in the Nigeria courts, a process that will last 

beyond the April elections when the current \"politics\" of 

the transfer will no longer apply. (Note: A press account 
from 2003 posted on Forbes.com suggests that Eteke, former 
Minister of Petroleum during the military regime of General 
Sani Abacha, awarded the license on the block to Malabu, a 
company he set up for that purpose. The article goes on to 
say that Malabu, in 1999, offered a Shell subsidiary 40 
percent of the profits in exchange for bearing the cost of 
exploration and production in the block. Etete claimed 

that Vice President Atiku demanded a stake in the venture 
as a condition for not revoking Malabu\'s license. 
Nevertheless, in July 2001, the GON revoked the block, and 
later invited new bids, which Shell won. Eteke filed suit, 
alleging that the bid round was improperly conducted. End 
Note.) 


3. (C) Comment: As Pickard said, Shell, NNPC and the 
Federal Government are involved in brinksmanship. Should 
SPDC begin a phased shutdown, it will be immediately 
obvious in the Delta. The irony is that it will have been 
caused by SPDC\'s difficulties with NNPC and the GON rather 
than by the activities of the Movement for the Emancipation 

of the Niger Delta (MEND) or the other militias that have 
threatened to shut down Nigeria?s oil/gas industry. 

However, we suspect that something will be cobbled together 
next week to prevent SPDC?s shutdown. 
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4. (C) Pickard\'s assessment of Etete tracks with 
Mission\'s own. He was Minister of Petroleum during the 
Abacha regime and, subsequently, fled the country. On the 
run for several years, he is said to be under indictment in 
France for money laundering. After the GON seized one of 
his oil blocks and basically put Malabu out of business, 
Etete is said to have come to an \"understanding\" with 
President Obasanjo. In return for his support of 

third-term efforts, he was to be rewarded with a 
resuscitated business. While he did make several 
noteworthy comments during the third-term debate, as far as 
post is aware, he has yet to return to Nigeria.End comment. 
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5. (U) CG Lagos contributed to, and cleared, this 
message. 
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1. (U) Summary. This is Volume 7, issue 05 of U.S. Embassy 
Pretoria\'s South Africa Economic News weekly newsletter. 


Topics of this week\'s newsletter are: 

- Drop in Producer Inflation 

- Slowdown in Credit Growth 

- Small Trade Surplus in December 

- IPR Awareness Promoted by SARS 

- Eight out of Ten Businesses Affected by Crime 
- Appeals Against Nuclear Fuel Plant Overruled 
- FCB Meets BEE Targets 

- Nissan to Spend R95m on Infrastructure 
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- Plan to Bring Retail and Manufacturing into BEE Net 
End Summary. 


Drop in Producer Inflation 


2. (U) According to data released by Statistics South Africa (Stats 

SA) on January 26, South Africa\'s Producer Price Index (PPI) 
increased by 9.3% year-on-year (y/y) in December 2006 from a 10.0% 
y/y increase in November. Economists expected an increase of 10.3%. 
December\'s increase was due to annual increases in the price 

indices for locally produced commodities (+7.0 percentage points) 

and for imported commodities (+2.3 percentage points), Stats SA 
noted. Stats SA reported that PPI increased 7.7% in 2006, as 
compared to 3.1% in 2005. PPI increased 0.6% and 1.7% in 2004 and 
2003 respectively. (Fin24, January 25) 


Slowdown in Credit Growth 


3. (U) Official South African Reserve Bank (SARB) data, released on 
January 29, showed that growth in demand for credit by the private 
sector slowed to 25.81% in the year to December from 26.77% in the 
year to November. During the same period, the broadly defined M3 
measure of money supply grew by 21.93% from November\'s 25.33%. 
Based on this data, together with official figures showing a 

slowdown in consumer and producer inflation, many analysts now 
believe that interest rates will not be increased at February\'s 
Monetary Policy Committee (MPC) meeting. The MPC raised interest 
rates by 200 basis points in 2006 and will meet in February to 

decide on the next move. SARB Governor Tito Mboweni had previously 
warned that debt levels were worrying. Faster economic growth in 

the economy has been driven largely by domestic demand, pushing 
household debt to a record 73% of disposable income. (Business 
Day, January 30) 


Small Trade Surplus in December 


4. (U) Data released by the South African Revenue Service (SARS) on 
January 31, showed a trade surplus of R388 million ($55 million) in 
December compared with a deficit of R10.5 billion ($1.5 billion) in 
November. A Reuters survey of economists had predicted a R2 billion 
deficit in December. Although a surplus is normally recorded in 
December, this was the smallest surplus on record, analysts said. 
According to SARS, imports of crude oil declined by R3.6 billion 

($0.5 billion) in December, while imports of machinery and 

electrical appliances were down R3.7 billion ($0.52 billion), 
contributing to the overall 30% decline in imports. Exports fell by 
11.6% compared to November. Analysts said the fall in exports and 


Column 3 

imports could largely be attributed to seasonal shutdowns during the 
holiday period, but the data was still better than expected. 
Infrastructure spending in the coming years is expected to keep 
demand for imports high. (Business Day, February 1) 


IPR Awareness Promoted by SARS 


5. (U) In honor of World Customs Day, SARS Deputy Chief Operations 
and Head of Customs, Leonard Radebe, has begun to push for 
Intellectual Property Right (IPR) awareness. On SABC News, Radebe 
explained the various types of IPR crimes, including the 

counterfeiting of goods ranging from Nike products to medicines. He 
described training programs provided for customs officials, 

including ethics training to counter corruption among border 

officials. He called for the public to play a role in halting IPR 
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crimes by providing SARS with any feedback of possible counterfeit 
products. The news clip also included references to local IPR 
organization hotlines, and SARS hotlines for suspicious trading 
activity. Radebe also penned an article for Pretoria News 

outlining the seriousness of IPR crimes, their economic effect, as 
well as the effect of counterfeit trade on South Africa. (SABC3 
January 26, Pretoria News January 26) 


Eight out of Ten Businesses Affected by Crime 


6. (U) According to Grant Thornton\'s 2007 International Business 
Report (IBR), 84% of medium-to-large privately held businesses in 
South Africa reported that they, their staff or families of staff 

have been personally affected by crime over the past 12 months. The 
200 business surveyed have been affected by crimes such as 
housebreaking, hijacking, assault, road rage or similar offenses. 

Of those medium-to-large privately held businesses affected by 
crime, 88% reported having incurred increased costs for security, 
65% report decreased productivity and motivation of staff and 41% 
report a decrease in creativity, ingenuity and resourcefulness of 
staff. Grant Thornton\'s National Chairperson, Leonard Brehm, said 
that business must be able to operate in a safe environment if South 
Africa is to meet its growth targets. \"This can only be achieved 
through strong and sustained action by government and security 
agencies, supported by a culture of community participation in 
assisting with the detection and control of crime,\" he said. The 
statistics do not include the occurrence of white- and blue-collar 
crime within businesses. (I-net Bridge, January 31) 


Appeals Against Nuclear Fuel Plant Overruled 
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7. (U) The Minister of Environmental Affairs and Tourism (DEAT), 
Marthinus van Schalkwyk, dismissed appeals against the establishment 
of a Pilot nuclear-Fuel Plant (PFP) in Pelindaba outside Pretoria. 

After considering the diverse appeals from various interested 

groups, Van Schalkwyk granted authorization to the state-run South 
African Nuclear Energy Fund (SANEF) to develop the PFP. According 
to The Record of Decisions (ROD), the formal response document to 
the public, the approval was granted on the grounds that the 

negative environmental impacts associated with project can be 
mitigated, on condition of compliance with the law. The other 

reasons given were that there has been sufficient public 

participation in the process, and that no fatal flaws were 

identified during the Environmental Impact Assessment (ElA). 
Meanwhile the opponents of the Minister\'s decision argue that it may 
have been prompted by the widespread blackouts which occurred in 
South Africa the week before. (Business Day, January 30) 


FCB Meets BEE Targets 


8. (U) THE world\'s third largest advertising agency, U.S.-listed 
Interpublic Group (IPG), has taken a novel approach to Black 
Economic Empowerment (BEE) by agreeing to give 24% of its 74% 
shareholding in its South African arm, FCB SA, to local staff for 

free. The deal was struck to allow FCB SA to meet BEE targets. FCB 
SA is the fifth-largest revenue generator in IPG\'s global business, 
which spans 130 countries and reported revenue of R290 million ($41 
million) in 2006, which according to some experts keeps it level 

with Ogilvy as the two largest advertising agencies in SA. FCB SA\'s 
Chief Executive Officer (CEO) Neil van der Weele said that the deal 
under which IPG would \"lend\" its 24% of FCB SA to staff was only 
reached after \"tough negotiations\" in the US. Effectively, this 
increases FCB\'s black ownership level from 25% to 35%. Van der 
Weele said FCB SAVs board will also now have the same number of 
black and white directors. By making this concession, IPG is giving 
up its dividend stream from SA, and the new shareholders will get 
immediate right to dividends, as well as voting rights. However, in 

10 years IPG has the right to take back the shares it is now 
\"lending\" to the staff trust. The Association for Communication and 
Advertising was reported in the Financial Mail in December as saying 
that even though 76% of advertising agencies had more than 26% black 
ownership, nearly two-thirds of their staff was white. (Business 

Day, January 24) 


Nissan to Spend R95m on Infrastructure 
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9. (U) Nissan Diesel and its dealer network are to spend R89-million 
($12.5 million) on new infrastructure developments across South 
Africa, the truck manufacturer has announced. An additional R6 
million (RO.8 million) will be invested in the training of 

much-needed technical apprentices and sales personnel. Dealer 
infrastructure investment amounted to R34 million ($4.8 million) in 
2006. Executive Vice-President of Nissan Diesel South Africa, Frans 
Cloete, said, \"Trucking forms an integral part of the South African 
economy and it is of great importance to ensure that the wheels of 
industry and business continue to rotate effectively and 
productively.\" Nissan Diesel SA wants to increase its market share 
to around 13%, in an industry that is expected to sell up to 38,000 
units in 2007. (I-Net Bridge, January 22) 


Bring Retail and Manufacturing into BEE Net 


10. (U) The Department of Trade and Industry (DTI) is undertaking a 
review of South Africa\'s black empowerment legislation to ensure 

that sectors such as retail or export manufacturing, which have 

little reason to empower themselves under current legislation, are 
brought into the empowerment net. Polo Redebe, DTI\'s Chief Director 
for Black Economic Empowerment (BEE), explained to parliament that 
current BEE legislation relies on voluntary economic incentives such 
as eligibility for government tenders or licenses. However, large 
sections of the economy are impervious to these incentives, with the 
result that some of the biggest beneficiaries of economic growth are 
not required to do anything about empowerment. (Business Day, 
February 1) 
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Classified By: Ambassador John Campbell for reasons 1.4. (b & d). 


1. (C) Summary: Nigerian officials including the National 
Security Advisor, Chief of Defense Staff, and Director of the 
State Security Service met with a select group of Ambassadors 
on February 2. The meeting was requested by the diplomats to 
express concern about their nationals who are at present 
being held hostage and to ask Nigerian government 
representatives for their thoughts on the way forward. For 
their part, the government officials stressed that any GON 
operations to free the hostages would be undertaken with 

care, so as not to endanger civilian lives. They also 
complained that some actions by parts of the international 
community, including ransom payments and travel bans, are 
counterproductive. End Summary. 


2. (C) On February 2, the Ambassadors of the United States, 
United Kingdom, Lebanon, Italy, and China, accompanied by the 
Philippine Consul General (whose Ambassador is currently in 
the Delta) met with a team of Nigerian security officials to 
express concerns about their nationals who are currently 

being held captive in the Niger Delta. Nigerian participants 
included the National Security Advisor (NSA) General 

Abdullahi S. Mukhtar, the Chief of Defense Staff (CDS) 

General Martin Luther Agwai, the Director of the State 

Security Service (SSS) Lateef K. Are, the Director General of 
the Nigerian Intelligence Agency (NIA) Ambassador Uche Okeke, 
the Deputy Inspector General of Police and the Police 

Director of Intelligence Mr. Garba. 


3. (C) General Mukhtar opened by saying that each 
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hostage-taking incident is Wa nightmare!" for President 
Obasanjo and the government of Nigeria. He admitted that the 
problems in the Niger Delta have remained unsolved for too 
long (and said that President Obasanjo government was the 
first Chief of State to admit this) but noted that there are 

also criminal facets to the problem. The NSA counseled 
patience, because \"if we rush in to rescue hostages, lives 

will be lost.\" The main purpose of any government operation, 
according to Mukhtar, is to save civilian lives. General 

Agwai, the Chief of Defense Staff, promised that any military 
operations would take place under the rule of law, within the 
rules of engagement set by the civilian government, and in 
compliance with human rights principles. He also thanked the 
United States and United Kingdom for providing military 
assistance. 


4. (C) SSS Director Are spoke at some length about the 
Obasanjo government\'s efforts to address the Niger Delta 
issue, including the increase of the federal revenue 

derivation for the Delta from 3 percent in 1999 to 13 percent 
today. Mr. Are said that the militia groups in the Delta are 
fragmented. Some advocate full regional independence, some 
want an increase in federal resources given to the Delta, and 
others are merely criminals. According to Mr. Are, the 
Nigerian government is talking to all three categories of 
militants. Are complained that some actions taken by the 
international community actually aid the hostage takers. He 
said that payment of ransom, calls for quick resolution of 
kidnappings, and travel bans merely give the militants 

greater power and leverage. The SSS Director was pointed in 
his criticism of a recent ban by the Philippine government on 
all travel to Nigeria by its citizens. Are stated that 

ransoms of 585 million (currency unspecified) were paid in 
2006. (Note: He did not specify by whom the payments were 
made or how he arrived at the figure of 585 million.) 


5. (C) Mr. Are complained that the private companies too 
often deal directly with the militants rather than with 

legally constituted authorities. Other Nigerian participants 
echoed this criticism and added that company memoranda of 
understanding (MOUs) with local communities are 
dysfunctional. As the MOUs are not coordinated, they often 
cause rivalries between neighboring communities which 
sometimes lead to unrest or hostage taking. The Italian 
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Ambassador responded that the Embassies cannot control the 
actions of private companies. 
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6. (C) Ambassador Campbell said that he appreciated the 
depth of concern demonstrated by President Obasanjo and the 
Nigerian government in these matters. He agreed with and 
endorsed the statement that the goal of any government 
operation must be to save lives, and congratulated the GON on 
the restraint it has shown thus far. Ambassador noted that 

the United States government never pays ransom and has a 
strict policy against doing so. He also explained that 

during these hostage incidents, the USG only deals with the 
legal Nigerian authorities to resolve the crisis. 


7. (C) The British High Commissioner explained that the 
diplomatic community looks to the Nigerian government to 
protect expatriates on its soil, and when that protection 

fails, to secure their release from captivity without 
endangering civilian lives. The Chinese Ambassador said that 
prior to 2007, his nationals had never been abducted in the 
Delta and he expressed hope that the Chinese in captivity 
would be released before the upcoming New Year\'s celebration. 
He also said that the Secretary to the State Government 
(SSG) in Bayelsa had been very helpful. The Philippine 
Consul General explained that his country\'s recent ban on 
travel to Nigeria came directly from President Arroyo. 

General Mukhtar asked that the travel ban be reviewed, and 
protested that a ban on travel to the entire country was 
ludicrous when the problems have only occurred in 2 or 3 
states. 


8. (C) COMMENT: Perhaps the most important outcome of this 
meeting with Nigeria\'s security chiefs is the government\'s 
reaffirmation of its policy of restraint. Though it is 

difficult to be patient, the National Security Advisor 

stated, patience is necessary to avoid military actions that 

could endanger the lives of expatriate hostages and other 
civilians. 

CAMPBELL 
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E.O. 12958: DECL: 02/01/2017 

TAGS: PGOV, KDEM, KCRM, NI 

SUBJECT: CROSS RIVER GUBERNATORIAL CANDIDATE ON THE STATE 
OF THE STATE 


Classified By: Political Counselor Russell J. Hanks for reasons 1.4. (b 
8 d). 


1. (C) Action Congress (AC) Gubernatorial candidate 
Emmanuel Ibeshi discussed his campaign and the state of Cross 
River with Polcouns on January 31, highlighting the need for 
local government initiatives to \"rescue\" the state. He 

outlined his proposal to build development communities!" 
based on the local government areas (LGA) and depending on 
credible LGA chairmen to devote themselves to improving local 
economies and providing employment locally. 


2. (C) Ibeshi also expressed concern about the political 
climate in the state. He discussed \"dozens\" of killings of 
local politicians and the ongoing harassment of journalists 

in the state. \"We need to get the message out and the media 
is not paying attention," he lamented. 


3. (C) When asked about current Governor Donald Duke, 
Ibeshi, a former supporter of Duke, complained that \"the 
reality does not match the public relations campaign." He 
claimed that, in addition to pocketing government funds for 
himself, the much-vaunted \"Tinapa Business Resort\" was 
financed with funds withheld from the LGA budgets. Further, 
he said it was little more than a venue for trade fairs. 

\"Look at the Trade Fair complexes in Lagos and Kaduna which 
are empty 95 percent of the time,\" he said. Ibeshi wondered 
how the promised international vendors could be enticed to 
Cross River, a state with scarce transportation connections 

to the rest of Nigeria or the world. He was also critical of 
Duke\'s concentration on tourism for the state. \"We have no 
domestic tourism industry, foreigners cannot get here and our 
infrastructure needs remain unmet,\" he pointed out. Ibeshi 
suggested that Duke\'s \"priorities have been all wrong.\" 


4. (C) COMMENT: Ibeshi, a long-time Embassy contact, was 
very much bitter about his experience in the Duke 
administration, but was somewhat optimistic about the AC\'s 
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chances at the state level. His assessment of Duke tracks 
what critics have said all along - that his image is more the 
product of an expensive and well-planned public relations 
effort than a serious attempt to tackle the root causes of 
the states underdevelopment. 

CAMPBELL 
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E.O. 12958: N/A 

TAGS: EAIR, ECON, SENV, AU 

SUBJECT: AVIATION EMISSIONS: AUSTRIA STONGLY FAVORS 
INCLUSION IN ETS 


REF: A) STATE 4858 B) 06 VIENNA 3470 


1. Following up on ref B demarche, Econ Unit Chief delivered 
ref A points on January 23 to Dieter Gaupmann, Acting 
Director of the Ministry of Transportation\'s Air Transport 
Division, and on January 31 to Katharina Wieser, Head of the 
MFA\'s Environment and Sustainable Development Unit. Gaupmann 
admitted that the Austrian airline industry, the Vienna 
International Airport, and the MoT all have concerns with the 
proposal to include aviation emissions in the EU\'s Emissions 
Trading Scheme (ETS). In particular, there is concern the 
proposal could encourage non-EU carriers to circumvent 
European airports on flights to Asia, Africa, and the Middle 
East. Gaupmann said the question was really how to move 
towards some type of reduction on a worldwide, 
non-discriminatory basis. 


2. Gaupmann noted that the Ministry of Agriculture and 
Environment (MoEnv) has the lead on this issue and that the 
MoEnv strong supports including aviation emissions in the ETS 
(ref B). He added that the GoA is under a lot of pressure to 
respond to the public\'s demand to \"do something\" about 
increasing aviation emissions. (Note: The new GoA\'s program 
contains a reference to including aviation emissions in the 
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ETS and Environment Minister Josef Proell recently pointed to 
Austria\'s position on this issue as a major success for his 
ministry. End Note.). 

MCCAW 
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E.O. 12958: DECL: 02/02/2017 

TAGS: PREL, KPKO, MARR, SU, KE, TZ 

SUBJECT: TANZANIA: PRESIDENT KIKWETE ON DEPLOYMENT TO 
SOMALIA AND DARFUR 


REF: A. STATE 011794 
B. DAR ES SALAAM 0126 


Classified By: Deputy Chief of Mission, D. Purnell Delly for 
reasons 1.4(b,d) 


1. (C) SUMMARY. President Kikwete has made clear his 
preference for building capacity within the Somali TFG 
military over actual deployment of Tanzanian forces as part 

of a peacekeeping mission. He intends to train up to 1,000 
members of the Somali military (and Somali intelligence) over 
the next year, and requests U.S. assistance with uniforms and 
equipment. Kikwete has also reaffirmed his commitment to 
Darfur, but only as part of a UN force, not AMIS, and in a 
stable rather than warring environment. If any future hybrid 
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or UN force is in the middle of a shooting war in Darfur, 
Tanzania would be reluctant to deploy. END SUMMARY. 


2. (SBU) In the past seventy-two hours the Ambassador has 
sought to clarify where Tanzania stands on possible 
deployment to Somalia and Darfur. In contacts with the 
Defense Minister, Deputy Permanent Secretary at MFA, and 
State House, we now have the lay of the land on these two 
issues, as well as areas where A/S Frazer may wish to place 
emphasis while she is in Dar es Salaam on February 9 (see 
Para. 5) 


SOMALIA 

3. (C) In a February 1 meeting with his new Foreign Minister, 
Bernard Membe, and with the Ministry of Foreign Affairs (MFA) 
Deputy Permanent Secretary, Ambassador Charles Sanga, 
President Kikwete made clear that, while Tanzania does not 
intend to deploy troops to Somalia at this time, it does want 
to take a lead role in developing capacity with the TFG 
military; specifically, by training 1,000 entry-level 

officers in Tanzania over the next year. (Comment: Tanzania 
already takes an active training role within SADC.) Sanga 
told the Ambassador February 2 that President Kikwete had 
also said training would extend to the TFG intelligence 
services. At the same time, Kikwete has requested whatever 
support the U.S. could provide to either of these training 
efforts, including uniforms and equipment. 


DARFUR 

4. (C) Tanzania,s position has not changed on Darfur: Once 

the peacekeeping operation is a UN-hatted force, Tanzania 

will consider deployment. However, relations are strained at 

the moment between Sudan and Tanzania, stemming in part from 
Kikwete,s vocal opposition within the African Union, both in 
January 2006 and at the recent summit in Addis Ababa (January 
29 to 30), to Sudan,s campaign for the chair (Ref B). 

Tanzania believes militia supported by the Sudanese 
government might single out Tanzanian forces and put them at 
greater risk. In short, Tanzania does not want to find 

itself in a peace enforcement (rather than peacekeeping) 
operation in Darfur. 


COMMENT 

5. (C) We suggest A/S Frazer may wish to consider the 
following approach to President Kikwete when she sees him in 
Dar es Salaam February 9 for a meeting of the International 
Contact Group on Somalia: 
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-- Push gently for a firmer commitment on Darfur. 
Tanzania,s position on peacekeeping has evolved rapidly (and 
in the right direction) since Kikwete was inaugurated in 
December 2005. We believe it will continue to evolve, 
particularly as Kikwete looks ahead to possible chairmanship 
of the AU next year. With countries like Nigeria and Rwanda 
so actively engaged in peacekeeping deployments, we think 
Kikwete will be looking for opportunities to establish 
Tanzania,s own peacekeeping credentials in some way. But he 
is right in saying his forces need both training and 
equipping. 


-- Point out that any commitment to Darfur (or Somalia) 
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would trigger USD 1 million in equipment assistance for each 
battalion deployed. The Tanzania People\'s Defense Force 
(TPDF) has repeatedly asked for such assistance. 


-- Stress that the December 2006 ACOTA strategy conference 
in Dar es Salaam was a success, with strong turnout on the 
Tanzanian side, but that we still do not have a formal green 
light from the Government of Tanzania (GOT) to initiate the 
first phase of actual battalion training (for the first of 
three battalions), tentatively scheduled for March 12 to May 
26, 2007. If we do not get that green light soon, this date 
will have to slip. If the training gets underway on schedule 
in mid-March, the TPDF would have three battalions fully 
trained in peacekeeping by March 28, 2008. 

RETZER 
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Classified By: Charge dVAffaires Jennifer L. Brush for reasons 1.4 (B) 
and (D). 


Summary 


1. (C) Turkmenistan\'s Minister of Foreign Affairs Rashit 
Meredov on January 31 provided EUR/ACE Adams a well-targetted 
series of requests for expanded cooperation in the fields of 
education, health, economic reforms and security. Meredov 
acknowledged AdamsVs caveat that the U.S. Congress was 
unlikely to approve expanded cooperation without rule of law, 
democratic reform and significant improvement in 
Turkmenistan\'s human rights record. Meredov also promised to 
work with Charge to lessen bureaucracy and harassment 
connected with USG programs. Meredov\'s message to Adams 
clearly was that Turkmenistan wanted to \"turn a page" in its 
relationship with the United States. Given Turkmenistan\'s 
abysmal track record with following through on its 
commitments, the USG needs to continue to calibrate its 
response to actual actions the government takes to reform the 
wreck of a country deceased President Niyazov left behind. 
There remains considerable cause for optimism, however, and 
Adams\' delegation\'s working level meetings with a dozen 
ministries (septels) were far more constructive than 

expected. As embassy\'s local translator told Charge 

following the Meredov meeting, \"maybe we should start to 
believe.\" End Summary. 


Meredov - Turkmenistan Ready to Turn the Page 


2. (C) Notwithstanding the complexity of the 13-person Adams 
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delegation\'s schedule, the Ministry of Foreign Affairs 
provided uncharacteristic cooperation in organizing this 
meeting, as well as the the delegation\'s 9 other January 31 
sessions with 11 ministers, the Speaker of the Parliament and 
the Head of the Electoral Commission (septels). In the 
meeting, Meredov was focused and intent on getting his 
message across to his U.S. visitors that Turkmenistan wanted 
to enhance and increase cooperation. 


Adams - Many Obstacles 


3. (C) Adams responded that Washington, too, was interested 
in increasing cooperation and helping Turkmenistan with the 
challenges it faced. While there were profound differences 

in policy between the two governments, the United States 
wanted to work on resolving those differences. Washington 
had been encouraged by statements by Turkmenistan\'s 
presidential candidates promising reforms in education, 

health and other areas. The USG was willing to help 
Turkmenistan in promoting reform, but bureaucratic procedures 
within the Turkmenistan government had become an obstacle to 
increased assistance. 


Evolutionary Change 


5. (C) Adams stressed that, contrary to claims by some 
countries, U.S. assistance was not directed toward 
revolutionary change. The United States believed stable, 
peaceful evolutionary change was best for all. That said, 
the U.S. Government wanted to help Turkmenistan meet 
international standards, including on democracy and human 
rights. Claiming that Turkmenistan had followed a path of 
evolutionary, gradual reform since becoming independent in 
1991, Meredov nonetheless was willing to listen to the 
delegation\'s proposals. 


Meredov Proposes Areas for Cooperation 
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6. (C) Claiming that ACCELS, IREX, Peace Corps and USAID had 
\"quite good experience\" working with Turkmenistan, Meredov 
suggested that their work could be used as a framework for 

new joint programs, including: 


-- Economic sector: There had been a good USAID program 
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carried out in coordination with the Ministry of Economy and 
Finance (MOEF) to introduce international standards of 
accounting. The United States could discuss new projects or 
reactivate previous proposals in this area. In addition, 

U.S. agencies could assist Turkmenistan to improve its 
investment, budget and entrepreneur legislation and 
implementation of that legislation through joint meetings and 
education programs. 


-- Energy: In the past there had been helpful (Department of 
Commerce) Sabit exchange programs to train energy, oil and 
gas professionals. Although specialists had received 

training for the General Electric-supplied equipment in 
Turkmenistan\'s power stations, the government welcomed 
additional practical exchanges of experience in the 

electricity field, as well as in the gas and oil sector. 


-- Education: FLEX, Fulbright, Muskie, and the Teaching 
Excellence and Achievement (TEA) program had provided a 
number of exchange opportunities at the secondary school, 
university, graduate and professorial levels. Meredov noted 
that, in presenting their platforms, presidential candidates 
had all paid substantial attention to education and had 
discussed increasing secondary education to 10 years and 
higher education to 5 years. In response to Charge\'s 
question, Meredov would not commit to starting the new 
program in the 2007-2008 school year, but said the government 
already was working on an implementation plan. 


-- Healthcare: Meredov expressed his appreciation for the 
already good cooperation between the Ministry of Health and 
USAID and said the government would welcome additional 
proposals. 


-- Defense, security and counter-narcotics cooperation: 

Meredov also noted significant cooperation in these areas, 
including providing training, equipment including radiation 

portal monitors and forensic laboratory equipment, and the 

two USG-funded border stations on Turkmenistan\'s borders with 
Iran and Afghanistan. Meredov welcomed additional 
cooperation in all these areas. 


-- Other areas: Turkmenistan had already started working 

with other governments in other areas, including agriculture 

and pension reform. In that context, Meredov had personally 
asked the United States and the Europeans for assistance in 
sending Turkmenistan agricultural specialists overseas for 
training and foreign specialists to Turkmenistan. The 

European countries had already started responding: TACIS had 
arranged for Turkmenistan experts to go to Cordoba University 
in Spain, and the Ministry of Agriculture had signed a 


Column 3 

protocol with Germany on development of long-term training 
courses at Turkmenistan\'s Agricultural University and an 
agricultural exchange program. This had been done within the 
past two weeks. 


U.S. Proposals: Education, Internet, Health...and More 


7. (C) Adams noted that all countries of the former Soviet 
Union had hit bumps in the road in making the transition to 

free markets and democracy. The United States wanted 
Turkmenistan to be a model, but there was much work ahead. 
He was encouraged to hear that Turkmenistan was returning to 
10 years of mandatory education. The United States was 
interested in helping Turkmenistan to prepare a modern 
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curriculum; indeed, USAID Regional Director Chris Crowley had 
identified funding for that purpose which would be available 
quickly -- but which would need to be used elsewhere if the 

two governments could not agree on a program soon. The 
delegation would discuss the proposal in its meeting with the 
Minister of Education. 


8. (C) The United States had also been encouraged to hear 

that Turkmenistan would work toward greater Internet 
connectivity and was interested in helping increase Internet 
penetration in Turkmenistan. In fact, the United States 

already had established programs in Turkmenistan such as IATP 
and Global Connections, but implementation had been slow 
because of bureaucratic obstacles. 


9. (C) Adams said the United States was willing to deepen 

its already significant cooperation in health fields -- 

including in addressing HIV/AIDS -- as well as in the 
economic, agricultural, security and law enforcement sectors. 
However, there were two restraints on increasing cooperation: 


-- The excessive bureaucratic obstacles presented by the 
Government of Turkmenistan in approving and implementing 
projects; and 


-- The U.S. Congress would demand to see democratic reform 
before it would provide additional funding. Adams noted, 
however, that Turkmenistan\'s overall assistance budget 
already was too low and that his office had successfully 
lobbied to get Turkmenistan an increase in the FY 2008 
budget, the only country in Central Asia to receive an 
increase. Adams told Meredov he was glad to hear that, 
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whatever the outcome of the presidential election, the 
Government of Turkmenistan was committed to move forward in a 
number of areas. 


Work with OSCE Sends a Good Signal 


10. (C) Noting that the Adams delegation had arrived 

together with the election support team from the OSCE\'s 
Office of Democratic Initiatives and Human Rights (ODIHR), 
Adams saluted the decision to welcome the team to 
Turkmenistan. He urged Meredov to work constructively with 
the OSCE team to improve the election process and noted that 
USAID also had programs to assist in election reform. 


U.S. Not Promoting an Orange Revolution 


11. (C) Adams stressed that the United States wanted to be 
helpful in order to improve the democratic process in 
Turkmenistan. In contrast to the misinformation circulated 
about U.S. democracy assistance, the United States focused 
elections assistance only on projects such as training poll 
watchers and assisting with improving election laws. The 
United States did not pick winners or losers -- that was for 
the people of Turkmenistan to do. He noted that he was 
making this point because \"others\" had accused the United 
States of undermining the democratic processes in their 
countries. This was not true and, in fact, such activities 
would be illegal under U.S. law. The United States was not 
interested in creating an Orange Revolution in Turkmenistan, 
Adams said. 


Easier Contacts and Border Travel 


12. (C) Adams also stated that the United States wanted to 
continue working with Turkmenistan and the UNODC to fight the 
flow of narcotics from Afghanistan. Meredov responded that, 
notwithstanding media reports in neighboring countries 

claiming that Turkmenistan was complicit in trafficking, his 
government was working very hard, both domestically and 
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internationally, to stem the flow. Meredov claimed that 

ethnic Turkmen in northern Afghanistan who felt a \"spirit of 
solidarity\" with their motherland were helping to interdict 
narcotics shipments and arrest traffickers. Adams suggested 
that Turkmenistan\'s reputation in this area suffered because 
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the government did not share statistics on drug interdictions 
and drug use within the country. He encouraged Meredov to 
assist in establishing working level contacts between the 
U.S. Embassy in Ashgabat and relevant counter-narcotics 
bodies. He also urged Meredov to grant blanket clearance to 
U.S. Embassy officers involved with border security projects. 


13. (C) Adams stated that cooperation was a two-way street. 
Just as the United States benefited by sending Americans to 
Turkmenistan to learn more about the country\'s rich history 
and culture, Turkmenistan benefited from sending its citizens 
to the United States. He repeated that there was a 
willingness among the international community to assist 
Turkmenistan, but time was money. Eliminating bureaucratic 
obstacles to cooperation was essential. 


Menarchik Reaffirms USAID Commitment to Cooperation 


14. (C) Delegation member USAID Acting Assitant Administrator 
Douglas Menarchik noted that the USAID presence in 
Turkmenistan was relatively small. Programs were sprinkled 
across a variety of development sectors, but it would be 
possible to thicken those programs quickly if Turkmenistan 
agreed. However, programs would be most effective if there 
were memoranda of understanding (MOUs) for their 
implementation. He promised that he and USAID Regional 
Director Crowley would develop concrete proposals where USAID 
could increase its programs. He reinforced Adams by 

insisting there also needed to be close cooperation at the 
working level in order to break through bureaucratic 

obstacles to USAID\'s work. 


Hope to Expand IMET 


15. (C) Noting that there had not been much discussion of 
security assistance in the meeting, delegation member DOD 
Office of the Secretary of Defense Central Asia Policy 
Officer Clark Adams thanked Meredov for Turkmenistan\'s 
assistance in the war on terrorism, and in fighting narcotics 
trafficking and combating WMD proliferation. He said he 
hoped it would be possible to increase cooperation in 
International Military Education and Training (IMET) and 
other programs. 


Meredov Promises to Discuss Bureaucratic Problems 


16. (C) In response to Adams\'s request for less bureaucracy 
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and more direct working level contact, Meredov agreed on the 
need to re-examine procedures and said he would discuss 
possible improvements with the Charge. 


Comment 


17. (C) Meredov is continuing to be less \"lawerly\" and much 
statesmanlike during his meetings with the USG. Other 
long-time observers in town agree that Meredov has been 
liberated from his previous subservience to Niyazov and is 
becoming not only an independent decision-maker, but clearly 
one of the most important men in the new Turkmenistan. In 
addition to the very upbeat meeting with Meredov, his staff 
organized a truly responsive first class reception for the 
delegation, both scheduling a full day of simultaneous 
meetings, but also organizing three simultaneous visits to 

the provinces on February 2. Circumstances since Niyazov\'s 
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death are clearly changed, though any significant changes in 
the USGVs bilateral relationship with Turkmenistan remain at 
the discussion stage. Embassy will follow up on the 
minister\'s proposals, as well as proposals floated during 
meetings at other ministries and will continue to welcome 
delegations who can reinforce the USG\'s interest in slow but 
sure change for the better in this critical part of the 

world. End Comment. 


BRUSH 
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REF: 2005 Frankfurt 2478 
Sensitive but unclassified; not for internet distribution. 


1. (U) SUMMARY: In September 2006, Baden-Wuerttemberg (B-W) became 
the latest German state to offer Islamic religious instruction in 

public schools. On January 17, the Consul General and state 

officials observed a class at the Rosensteinschule in Stuttgart, one 

of twelve elementary schools taking part in the pilot program. 

School officials say parental interest is high and initial reviews 

are positive. END SUMMARY. 


Immigrant Parents Involved and Learning As Well 


2. (U) In an effort to help integrate its substantial and growing 
Muslim population (approximately 600,000 or 5.7 percent), the state 
of Baden-Wuerttemberg recently introduced Islamic religious 
instruction in public schools (reftel). While many German states 
offer Islamic instruction in various forms, Baden-Wuerttemberg is 
the first to field a religious curriculum for public schools that 

state officials and Muslim groups have agreed upon (along the lines 
of approved curricula for Protestant, Catholic, and Jewish faiths). 
Since the start of the 2006/2007 school year, Islamic religious 
courses have been offered on a trial basis at twelve elementary 
schools throughout B-W. Instruction is in German, something 
welcomed by immigrant parents, and initial reactions are positive. 
Due to strong demand, six to eight additional teachers will be hired 
for the 2007/2008 academic year. In the city of Mannheim, for 
instance, there are forty children on a waiting list for classes. 


3. (U) On January 17, the Consul General visited an Islamic class at 
Stuttgart\'s Rosensteinschule along with Dr. Barbara Lichtenthaeler, 
the B-W Education/Cultural Ministry official responsible for the 
program. Rosensteinschule has approximately 400 pupils of which 
eighty percent come from an immigrant/minority background 
(representing thirty-two different nations including Turkey, 
Afghanistan, Pakistan, Iran, Egypt and Bosnia) and is one of two 
schools in state capital Stuttgart participating in the project. 


4. (SBU) Schools, teachers, and public officials have worked for 
several years to bring the program to fruition and they are anxious 

to see it succeed. Lichtenthaeler said it had taken over seven 

years to introduce the curriculum (reftel) and that an important 

factor in the program\'s success is parental consent and involvement. 
The teacher, Ms. Goekcen Tamer-Uzun, told us of the deep interest 
parents are showing in the classes and of her efforts to get to know 
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parents. School principal Ingrid Macher echoed these sentiments. 
According to Tamer-Uzun, many parents have only a basic knowledge of 
Islam and see the classes as a chance to learn more about their 

religion. Tamer-Uzun pointed out that some parents actually prefer 

the public school curriculum over classes held in mosques, since 
parents have less influence and feedback from mosque-based 
instruction. At present, Tamer-Uzun is the only teacher for both 

Stuttgart schools; she tries to portray the Islamic faith in the 

context of German culture as well. 


COMMENT 


6. (SBU) Public school Islamic religious instruction -- made 

possible by the traditional interaction of church and state in 

German school system -- is an important step in Baden-Wuerttemberg\'s 
efforts to integrate its growing Muslim population. The state now 
needs to expand the program with additional teachers and a secondary 
school curriculum (the current program applies only to elementary 
schools). Curriculum development was a sticking point in this 
prolonged endeavor, given the Muslim community\'s religious 
fragmentation (reftel). The state also needs to bolster instruction 

at B-W universities in order to train future teachers. Despite 

these challenges, all sides welcome the program, which could serve 

as a model for other German states. 


7. (U) This cable was coordinated with Embassy Berlin. 
POWELL 
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Classified By: Ambassador Eric M. Javits, U.S. Permanent Representative 
to the Organization for the Prohibition of Chemical Weapons. Reasons 
1.4 (B) and (D). 


This is CWC-10-07. 


1. (C) Summary: Ambassador Javits spoke with the 
Ambassadors of the UK, France, Germany, Japan and South 
Korea, as well as OPCW Director General Pfirter on the 
unacceptability of Iran as the Chair of the OPCW Executive 
Committee. There was unanimous acceptance of that position, 
nuanced differences regarding how to address the issue, and 
initial discussion of possible alternative candidates from 

the Asian Group. End Summary. 


2. (C) UK: UK Amb. Parker was very familiar with the U.S. 
objection to Iranian Amb. Ziaran as Chair of the OPCW EC, and 
agreed that it would not be possible to accept an Iranian 
chairmanship. He noted that there were lessons that could be 
drawn from the experience of the failed Iranian attempt to 

get the chairmanship of the working group (WG) for the Second 
Review Conference, a position held by Parker. In that case, 

it was critical that Iran heard a consistent message from 
WEOG and numerous other delegations that they could not 
accept Iranian chairmanship of the WG. That would again be 
essential with regard to any Iranian push for the EC Chair, 

and Parker pledged that the UK will help in making that case 
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to other delegations. He would also talk to the DG about how 
the UK could assist in this matter. 


3. (C) However, Parker candidly stated that due to his 
chairmanship of the RevCon WG, there was a limit to the 
extent to which UK fingerprints could be on the effort to 

deny Iran the chairmanship. Particularly as Iran is the 

Asian Group representative on the WG, the UK needed to ensure 
that the EC issue was handled in a manner that ensured Iran 
would not block progress on preparations for the RevCon. 
With regard to who might be a good candidate from the Asian 
Group to serve as EC Chair, Parker\'s first choice would be 
the Malaysian Ambassador, second would be the Indian 
Ambassador, and third would be the Chinese Ambassador. 


4. (C) Germany: FRG Amb. Petri expressed Germany\'s support 
for the U.S. opposition to Iran as EC Chair. Javits 

emphasized that it would be important in particular for the 

UK, France and Germany to take an active role in ensuring 

that Iran did not get the chairmanship. Petri replied that 
Germany has already done some discreet lobbying with some 
delegations from the Asian Group. 


5. (C) France: French Amb. Gaussot said he appreciated the 
U.S. position in opposition to Iran, adding that he thought 

the best course would be to persuade Ziaran to not press to 
obtain the job. Gaussot said that he understood the demarche 
in Paris would only be done on the afternoon of Feb. 2, so he 
could not provide more commentary at this point. However, he 
promised to contact Javits next week after the demarche had 
been completed and Paris had given him instructions on the 
matter after some consideration. 

6. (C) Director General Pfirter: The DG fully agreed that it 
would not be possible to have Iran serve as the Chair. He 
emphasized that at this point, Ziaran has not circulated any 
written notification to the Asian Group that he seeks the EC 
Chairmanship. Should another Ambassador from the group be 


first to circulate such a document, Iran would then be in the 

much more difficult position of having to challenge that 

individual. It was therefore important to see if a suitable 
Ambassador could be found to \"formally\" indicate his/her 
candidacy. The DG\'s personal recommendations were to first 

see if the South Korean Ambassador would be willing, then the 
Malaysian Ambassador and then the Philippine Ambassador, whom 
the DG thought would also be a well-accepted choice. 


7. (C) South Korea: The South Koreans had already expressed 
to the U.S. del reservations about an Iranian EC 

Chairmanship. ROK Amb. Choi told Javits the topic has not 
been discussed formally within the Asian Group, and that at 
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this time no meeting had been scheduled by the Asian Group 
coordinator (Pakistan) to decide on the group nominee. Choi 
agreed with Javits that it would be valuable to note the 
Iranian Ambassador as Vice-Chair of the cluster handling 
financial and administrative issues already had a key 
position. Choi stressed that it would be important to have 

an alternative candidate to Iran. Javits asked Choi whether 
he might be willing to serve as EC Chair, and Choi clearly 
was not comfortable with the suggestion. He made clear that 
he would not be willing to compete for the position. 

However, he indicated a willingness to serve as chair if it 
were clear that he were the consensus candidate from the 
Asian Group. 


8. (C) Japan: Japanese Amb. Komachi concurred on the need 
to find a good alternative candidate. Komachi mentioned Amb. 
Choi as his preference, and Javits recounted the discussion. 
Komachi stated that Choi\'s reluctance could be due to the 

fact that his deputy will be returning this month to an 
assignment in the MFA. However, Komachi promised to broach 
the issue with Choi as soon as possible. 


9. (C) Komachi subsequently reported back to Javits that 
Choi also had made clear that he did not want to compete for 
the chairmanship but would be open to serving if he were the 
consensus candidate. Komachi told Javits that he then had 
spoken to the Philippine Ambassador about a possible ROK 
candidacy, and the Philippine Ambassador had given his 
personal view that Choi would be acceptable to ASEAN states. 
Komachi then said that he would broach the issue of a ROK 
candidacy with the Malaysian Ambassador. 


10. (C) Continuing on the topic of possible candidates from 
the Asian Group, Komachi thought the Indian Ambassador would 
be an excellent EC Chair, although she might be reluctant to 
accept a \"neutral\" position and give up an \"advocacy\" 
position. With regard to the Malaysian Ambassador, Javits 
noted that she had done a good job as head of one of the key 
drafting groups that prepared for the First RevCon in 2003. 
Komachi raised the prospect of the Thai Ambassador, but then 
commented that the Thai Embassy staff was somewhat weak. 
(Note: The same could be said of the Philippine Ambassador, 
who has a thin and somewhat inexperienced staff, but is 

solid, well-liked and pro-U.S.) 


11. (U) Javits sends. 
ARNALL 
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CIUDAD JUAREZ FOR DONNA BLAIR 
ISTANBUL FOR TASHAWNA SMITH 

SAO PAULO FOR ANDREW WITHERSPOON 


E.O. 12958: DECL: 02/02/2017 

TAGS: CASC, EPET, KDEM, NI, PGOV, PREL 

SUBJECT: SITREP 7: PROOF OF LIFE FOR NIGERIAN HOSTAGE 
CONFIRMED, ALL REMAIN IN CAPTIVITY 


REF: LAGOS 63 
Classified By: Consul Alan Latimer for reasons 1.4 (b and d) 


1. (C) The Pivot-GIS Hostage Crisis Group met February 2. 
American citizen Bill Graham and British National Neil 
Mirrlees remain in captivity. Proof of life was established 

for the third hostage, Ezekiel Akwa, who is a Nigerian 
employed as a driver by Pivot, when he spoke to Pivot\'s Wole 
Osinupebi on January 31. Osinupebi said Akwa sounded tired 
and \"was worried by the snakes.\" 


2. (C) Director of State Security Services (SSS) Alhaji Kola 
Adeshina told John Walker of Control Risks Group on February 
1 that he would try to pass Oral Rehydration Treatment 
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sachets to the kidnappers that evening. 

Walker emphasized to Adeshina the need for a quick release to 
stabilize British national Neil Mirrlee\'s health. (Reftel) 


3. (C) Both Graham and Mirrlees\' Nigerian wives are in Port 
Harcourt awaiting their husbands\' release. The current 
release plan entails a full medical check-up in Port Harcourt 
once they have been released. 

BROWNE 
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E.O. 12958: N/A 
TAGS: PREL, PARM, PGOV, IZ, BU 
SUBJECT: BULGARIA: GOVT APPROVES IRAQ EXTENSION 


REF: STATE 11232 


1. (SBU) In a February 2 meeting with the DCM, MFA NATO and 
International Security Director Petio Petev officially 

informed us of the government\'s February 1 decision to extend 
Bulgaria\'s mission at Camp Ashraf in Iraq. He delivered a 
diplomatic note, the operative paragraphs of which read: 


\"The Ministry of Foreign Affairs of the Republic of Bulgaria 

on behalf of the Government of the Republic of Bulgaria 
expresses its consent in virtue of which US Verbal Note N 022 
from 30.01.2007 and this Verbal Note should constitute an 
Agreement between the Government of the Republic of Bulgaria 
and the Government of the United States of America concerning 
the participation of Bulgarian military contingent (sic) in a 
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humanitarian mission providing the security (sic) at Ashraf 
Camp in Iraq. The annexes constitute an inseparable part of 
the Agreement. 


The Agreement is subject to ratification by the National 
Assembly of the Republic of Bulgaria and will come into force 
from the day when the Republic of Bulgaria informs the US 
Government that relevant Bulgarian constitutional procedures 
have been accomplished.\" 


2. (SBU) According to Petev, the ratification process is to 

be fast-tracked, and the agreement may be in the hands of the 
parliament for ratification as early as next Thursday, 

February 8. A scanned copy of the note will be sent to the 
desk separately. 

BEYRLE 
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E.O. 12958: N/A 

TAGS: PGOV, PHUM, PREL, PA 

SUBJECT: PARAGUAY POLITICAL AND ECONOMIC UPDATE JANUARY , 
2007 


Column 3 
REF: ASUNCION 0057 
1. (U) SUMMARY: 


-- Dengue Fever Update 
-- MCA Helps Establish Customs Cooperation 
-- Senator Against Venezuelan Mercosur Membership 


DENGUE FEVER UPDATE 


2. (U) Paraguay now has some 1,800 cases of Dengue fever, 
including 12 of the deadly hemorrhagic type, since early 
January. The outbreak is concentrated primarily in Asuncion 
and surrounding areas. Four people have already died from 
Dengue shock syndrome, and the Ministry of Health appears to 
be stretched, if not overwhelmed, by the increased demand for 
public health services. The January 29 government \"day off" 
for public employees and campaign to raise general population 
awareness about Dengue was poorly organized. The Health 
Ministry acknowledged that just 55 percent of the houses in 
Asuncion and Central department were visited. At an 
extraordinary National Health Council meeting on January 31 
to address the dengue situation, Health Minister Oscar 
Martinez resisted several calls to declare a national 
emergency. While generally dismissing dire earlier 
projections (some had reported that Paraguay could see up to 
600,000 dengue cases this year), the head of the Paraguayan 
health surveillance department projected that we can expect 
to see new dengue cases into April. (reftel) 


MCA HELPS ESTABLISH CUSTOMS OOPERATION 


3. (U) Attorney General Ruben Candia Amarilla and Customs 
Director Margarita Diaz de Vivar signed an historic agreement 
establishing clear lines of cooperation and action between 

the two institutions on enforcement and the seizure of 
contraband goods. The president of the National Congress, 
Senator Gonzalez Quintana, the President,s economic advisor 
Minister Carlos Walde, the Ambassador, the USAID director, 

and representatives from the national police, military, and 

other key GOP departments, were present to mark this 

important step - catalyzed and supported by the USAID-managed 
MCA Threshold program. The new agreement is designed to help 
the GOP significantly improve interdiction and prosecution 

efforts to combat illegal commerce and smuggling. 


SENATOR AGAINST VENEZUELAN MERCOSUR MEMBERSHIP 


4. (U) Senator Alfredo Luis Jaeggli, of the Authentic Radical 
Liberal Party (PLRA), called for his party and the opposition 
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bloc to reject the entry of Venezuela as a full member of 
Mercosur. Jaeggli said Chavez \"is interfering in various 
countries in the region where democratic institutions are 

very weak and we cannot take the risk of allowing him to do 
the same in our country.\" (COMMENT: This all comes on the 
heals of a series of events starting with Chavez\' attack on 

VP Castiglioni during the Mercosur Summit. Paraguayan 
leaders have closed ranks and become very cautious of 
Venezuelan intentions in the region. Other political party 
leaders have called for investigations against the Venezuelan 
Ambassador for \"meddling\" and La Nacion newspaper went a step 
further and urged the government to expel the Venezuelan 
Ambassador. END COMMENT). 

CASON 
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SUBJECT: DETERIORATION IN THE CASAMANCE 


REF: A. 06 DAKAR 3016 
B. 06 DAKAR 2597 


Classified By: POLITICAL COUNSELOR ROY L. WHITAKER FOR REASONS 1.4 (B) 
AND (D). 


SUMMARY 

1. (C) Senegalese Army reoccupation of the Casamance, 
initially somewhat successful, has proved unable to thwart 
rebel activity. Violence, while still largely concentrated 

in a northern triangle bordering on The Gambia, is becoming 
increasingly significant in the key city of Bignona, and 

rebel forces in the south, once seen as moderates, have twice 
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confronted Senegalese troops working with Moroccan deminers. 
The death of Father Augustin Diamacoune Senghor has further 
diminished the influence of the rebel political wing over its 
maquisards, and assassination of an elected leader has left 

the Government with even fewer means of applying leverage. 
While most Casamancais appear to want peace, the Government 
lacks a coherent strategy to achieve it, and U.S. support has 

not yet been able to move the process forward faster than 
President Wade is prepared to move ahead. END SUMMARY. 


GAUGING THE DECLINE 

2. (C) In recent weeks, the Ambassador, DCM, EmbOffs and 
PADCO representative Yinka Oyinlola have met with most of the 
government and Movement of Democratic Forces of the Casamance 
(MFDC) officials involved in the Casamance peace process. 
When the Ambassador saw Mbaye Jacques Diop, the President of 
the Council of the Republic for Economic and Social Affairs, 

he confidently predicted that peace talks would resume in 

early 2007. On January 24, Minister of Interior Ousmane Ngom 
told the Ambassador that the peace process &has been more 
difficult than expected.8 


3. (C) On January 8, DCM, AGATT, AIDOff, and PADCO 
representative met with Minister of Agriculture Farba 

Senghor, the new &Mr. Casamance,8 and informed him of U.S. 
efforts to support the Casamance peace process. Minister 
Senghor, a Serere, had clearly been in contact with many MFDC 
and Casamance leaders since President Wade asked him to 
assist in the peace process in November. Senghor said the 
MFDC armed factions (Atika, Kassolol and the Movement for the 
Liberation of the Casamance People) are more united than they 
have been in some time. He stressed, however, that we should 
not infer that increased banditry in the Casamance and the 
attacks on deminers or on late Ziguinchor Regional Council 
President Oumar Lamine Badji were coordinated. 


THE FRAGILITY OF PEACE 

4. (C) Senegalese Army reoccupation of the northern 
Casamance initially seemed successful, though the policy 
decision to apply force was criticized by some. Having 
removed hard-line Salif Sadio,s Atika or MLPC faction of the 
MFDC from its Bissau-Guinean bases and driven it into Gambian 
refuge, the military appeared then to have limited Sadio\'s 
capacity to mount significant attacks in the northern part of 
the region as well. As of our last visit to The Casamance in 
late October, we found that while Sadio retained the capacity 
for small-scale attacks and banditry, there was reason to 
hope that violence would decrease (Ref B). 
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5. (C) In a January 22 trip to Ziguinchor and Bignona, 

however, visiting AF/W Desk Officer Dorsey Lockhart and 
Embassy Officers found what Regional Governor Leopold Wade 
described as \"a delicate period, in which we don\'t know the 
real causes of renewed violence and can\'t judge their 
significance for the peace process. Casamancais have been 
jolted by a sequence of violence, including: 


-- banditry that peaked in December and may have been driven 
by the confluence of three important holidays; 


-- the New Year\'s Eve assassination of Ziguinchor Regional 
Council President Oumar Lamine Badji. The case is still 

being investigated: the alleged perpetrator is said to be an 

MFDC member, but even Wade has said \"the theory should not be 
given precedence,\" that it was ordered by the MFDC or related 

to the peace process. There are suspicions the crime was 

political. 


-- armed attacks on Senegalese deminers who were supporting 
500 Moroccan deminers who departed Senegal last week: three 
Senegalese deminers were injured by a mine near Bignona on 
December 19, two Senegalese soldiers were killed and a dozen 
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wounded in an ambush on a truck convoy north of Bignona on 
December 20, and there were armed attacks on January 18 and 
25 in the south of the region by the until recently moderate 
armed faction headed by Caesar Badiatte. 


6. (C) Beyond these high-profile events, we found concern 
about a generalized climate of uncertainty. The Military 

Zone Commander, Colonel Sow, stressed to us that he was 
successful in keeping Ziguinchor and major routes open and 
safe. Human rights activist Emile Dieme and developmental 
worker Abdoulaye Diallo, in contrast, told us army troops in 
the region\'s second city, Bignona, declined to patrol at 

night, and that the city was completely open to rebel 

activity after dark. They said Salif Sadio had recently 
appointed younger fighters to replace older commanders whom 
Dakar had targeted as possibly open to compromise, and that 
he had redeployed into relatively remote forest areas for 

safe refuge. 


ABBE\S DEATH LEAVES LEADERSHIP VACUUM 

7. (C) We called separately on Catholic Bishop Maixent Coly 
and Bertrand Diamacoune to deliver our condolences on the 
recent death of the aged MFDC leader, Father Diamacoune. The 
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Bishop reminded us that the Catholic Church had not agreed 
with the Abbe on regional independence. Bertrand told us the 
MFDC would now adopt a collegial leadership rather than 
replace his brother with a single individual. Others doubt 

the feasibility of any leadership containing four or five 
competitors, including: 


-- Bertrand himself, a master politician known for his 
appreciation of government generosity but who apparently has 
little or no support among the MFDC maauisards; 


-- Ansoumana Badji, who was once enlisted and failed as the 
GOSY\ liaison with the maquisards and is seen as a 
Dakar-sponsored interloper; 


-- Jean Marie Francois Biagui, once the Abbe\'s most trusted 
deputy, retains the image of a young Parisian civil servant, 
though he did adopt a much more radical tone with us than he 
has ever done before; 


-- Separate from the first three, who form something of an 
alliance of convenience, is the Paris exile Nkrumah Sane, who 
has benefited in recent days after the incident with 

deminers, when Caesar Badiatte defended him as the Abbe\'s 
legitimate successor; and 


-- A dark horse, Abdoulaye Diedhiou, who despite or because 
of his fascist thug persona has managed to maintain links 

with both the diplomatic community and the maquisards. He is 
in The Gambia, by various accounts either taking refuge or 
seeking the release from jail of another moderate leader, 
Magne Dieme, who has been imprisoned by the Gambian 
Government. 


WHO CAN MEDIATE THIS CONFLICT? 

8. (C) None of President Wade\'s designated negotiators, most 
recently Agriculture Minister and Senegalese Democratic Party 
(PDS) apparatchik Senghor, has succeeded in establishing any 
personal influence in the Casamance. Bignona Mayor and 
ex-Minister of Defense Youba Sambou, believes the \"Cadres 
Casamancais,\" a group of Casamance \"executives\" encouraged by 
Wade, and especially Cadres member Badji before his 
assassination, have been filling this gap to a limited 

degree. Sambou told Desk Officer Lockhart, though, that 

there is an \"absence of clarity on the government\'s points of 
negotiation ... no precise mandate to carry out these 
negotiations and no roadmap (balisage) for proceeding.\" He 
said \"negotiators have failed because working with the MFDC 
requires a sophisticated and deep knowledge of ethnic Diola 
sociology. The \'northerners\' never talk to those with real 
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power" 


9. (C) The Government must, Sambou insists, do several 
things to achieve peace. First, Wade must abandon the notion 
that he can \"force capitulation ... that shows he just 
doesn\'t understand the Jola.\" Wade and the Army must 
understand that operations such as the Moroccan-assisted 
demining are forcing moderates such as Caesar Badiatte to 
seek new accords with hardliner Sadio; future demining 
operations must be undertaken if at all only after 
consultations with the MFDC. Third, the best way to lower 
tensions is by building road infrastructure such as a new 
road to Cape Skirring or a ring road around Bignona. 
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Finally, Wade must turn to a Casamancais as mediator and 
negotiator, including especially Ziguinchor Mayor Robert 
Sagna, or Sambou himself. 


THE MILITARY ASSESSMENT 

10. (C) Two days after MFDC President Diamacoune,s death in 
Paris on January 14, DCM, DATT and PADCO representative met 
with Armed Forces Chief of Staff (CHOD) Major General 
Abdoulaye Fall. We brought Fall up to date on U.S. efforts 
to promote peace, urged the Government to seize the 
opportunity presented by Diamacoune,s passing, and sought 
Fall,s views. Fall was frank with us in acknowledging that 
the GOS lacks a coherent Casamance strategy and that 
President Wade has a proclivity for assigning a new &Mr. 
Casamanceß every few months while delegating very little 
authority. Fall disagreed with Minister Senghor,s analysis 
and stressed that the MFDC is very factionalized at present, 
adding it would be easier to work with a unified movement. 
Fall asserted that even as The Gambia detains key MFDC 
Kassolol leaders, it says it is encouraging unity. Fall 

alleged that President Yahya Jammeh is also providing arms. 
As for recent attacks, with the exceptions of the ambushes of 
deminers and with the possible exception of the Badji 
assassination, the rebels have been committing economic 
rather than political crimes. 


11. (C) We went straight from the CHOD,s office to Gendarme 
Commander Major General Abdoulaye Fall,s office. This 
General Abdoulaye Fall used to be &Mr. Casamance,8 but he 
was relieved of those duties when President Wade decided to 
stop providing the MFDC with monetary payments in favor of 
some food and medicine channeled through the Senegalese Red 
Cross/Red Crescent and then nothing in recent months, except 
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provision of housing for a few MFDC leaders and very limited 
funds for Father Diamacoune,s funeral. This Fall echoed the 
other General Fall,s analysis. He said Diamacoune leaves no 
obvious successor. His brother, Bertrand, lacks his stature; 
after all his years in Paris, Nkrumah Sane is &French;8 
former Secretary General Badji is &Portugueseß after all 

his time in Portugal; and current Secretary General 
Jean-Marie Badji is not up to the task. Fall thought 

demining at this juncture could be a mistake, but his greater 
concern is the flow of arms through Guinea-Bissau. Both 
General Falls fear that if President Joao Bernardo &Nino8 
Vieira is not vigilant, his former party, the African Party 

for the Independence of Guinea-Bissau and Cape Verde (PAIGC), 
could resume its historical support for the MFDC. 


12. (C) Last but not least, we met with Brigadier General 
Ibrahima Gabar Diop, President Wade\'s personal military 
advisor and his intelligence chief. Diop, who graduated from 
the U.S. Army War College and retired from the military on 
January 25, agreed with our analysis that Father 
Diamacoune,s death could lead to either a protracted 
leadership battle or be an opportunity. Like every other GOS 
leader with whom we have met, Diop insisted that most 
Casamancais now want peace rather than independence. He said 
that the CHOD has been following through on the President,s 
desire to reestablish state authority and to end the MFDC,s 
narcotics growing and trafficking. He also underscored that 
The Gambia and Guinea-Bissau must be involved in the peace 
process for it to succeed. 


COMMENT 

13. (C) The government\'s decision to reoccupy demilitarized 
zones of the Casamance, after some initial success, has 
failed to eliminate violence and in some cases may have 
provoked it. The effort to demine some areas with Moroccan 
assistance, undertaken without informing the MFDC in advance, 
seems to be driving a moderate faction of the maquisards into 
renewed communication with hardliners. The MFDC seems to 
have free rein of Bignona city by night, when army troops 

tend to hunker down, and the feeling of insecurity is 
deepening. 


14. (C) At the same time, leadership on Casamance issues is 
in disarray at all levels. President Wade is accused of 

having abandoned the peace process in favor of pushing for 
rebel capitulation. Whether true or not, it is evident that 

none of his series of chief advisors and negotiators has 
achieved any real breakthrough. On the MFDC side, Abbe 
Diamacoune\'s death has left the civilian wing leaderless, and 
his would-be replacements are jockeying to replace him. 
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Whoever succeeds will exercise even less influence than the 
Abbe over the several factions of MFDC maquisards. In the 
absence of leadership, real negotiations or investment, there 
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has been a rise in MFDC recruitment, banditry and general 
disenchantment with the peace process. 


15. (C) President Wade probably had a brief window of 
opportunity some months ago, as hardliners were squeezed 
geographically and moderates seemed open to negotiation. The 
window was partially closed by the Abbe\'s death and by 
moderate maquisards\' reaction to Moroccan deminers. It is 
also true, though, that Wade has been almost totally 
concentrated on re-election, and therefore appeared focused 
on achieving a military solution rather than on investing 
political and economic efforts in the region. The result is 

a return to violence and disarray approaching if not equal to 
that which preceded the beginning of the peace process in 
late 2003. END COMMENT. 


16. (U) AF/W Desk Officer Lockhart did not have an 
opportunity to clear this cable prior to her departure. 


17. (U) Visit Embassy Dakar\'s classified website at 
http://www.state.sgov.gov/p/af/dakar. 
JACOBS 
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1. (SBU) While Humanitarian workers report that 

fighting in around Adre subsided last night after some 

200 houses in different villages were burned and 120 

civilian and combatant wounded hospitalized, the 

situation around Guereda remains tense. Some 30 rebels 
are reported dead in fighting between former FUC 

(United Front for Change) rebels of the Tama tribe and 

the primarily Zaghawa militias of the RAFD (Rally of 
Democratic Forces). The RAFD denies any involvement in 
the clashes, while the FUC alleges that the Chadian 

army was \"complicit\" in the militia attacks. The 

Chadian government has dismissed FUC charges describing 
the fighting as inter-communal and noting that the 

murder by FUC members January 29 of five Zaghawa men at 
a market in the area may have precipitated a revenge 

attack by militia. 


2. (U) Note: The GOC signed a peace agreement with FUC 
leader Mahamat Nour in December ending fighting with 

that group. The FUC unsuccessfully attacked N\'Djamena 
in April 2006 suffering heavy losses. There have been 

no reported incidents of fighting since the signing. 

End note. 


3. (SBU) The famine-early-warning NGO (FEWSNET) 
described the growing Zaghawa-Tama ethnic tension and 
clashes in the Guereda and Iriba (Biltine Department) 
areas as intense and of increasing concern to 
humanitarian agencies operating there. At the 
Kounoungou camp, a refugee and a soldier of the FUC 
were killed on January 23 and on the night of 31 

January, a Tama family violently attacked a Zaghawa 
family at Am Zouer. Yesterday\'s fighting around 
Guereda left 33 wounded FUC soldiers at Guereda 
hospital, according to a FUC commander. NGO workers at 
Guereda report ten to 15 wounded per day being admitted 
to the hospital. 


4. (SBU) According to a UNHCR worker in Guereda, the 
threat of Zaghawa militia attacking Guereda is very 

real. Noting that, \"we have always been wary of this,\" 
the worker commented that the FUC are in defensive 
positions around the city. He added that the fighting 

in Adre could also result in ANT forces in Guereda 
joining the fight there and thus leaving Zaghawa and 
Tama militias to battle it out. 


5. (SBU) Humanitarian agencies based in Iriba report 
that only a few days of food remain for distributions 
at the Am Nabak camp located at 45 kilometers from 
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Guereda. CARE, UNHCR and WFP note that Am Nabak 
distributions could be disrupted because of the 

security situation. MSF/France has evacuated its 
personnel from Adre. 

6. (SBU) Comment: The Tama and Zaghawa groups have 
long been rivals. The Tama have gone so far as to ally 
themselves with Arab clans and participate in Janjaweed 
attacks in Sudan against the Zaghawa. The December 
peace deal between Deby and the predominantly Tama FUC 
of Mahamat Nour may not be a reliable basis of 

stability, certainly as long as local anti-Deby Zaghawa 
rebels continue to reject it. End comment. 

7. (U) Tripoli minimize considered. 

Wall 
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E.O. 12958: N/A 

TAGS: PGOV, PREL, PBTS, RS, LG 

SUBJECT: Latvian parliament approves border treaty on first reading; 
second on February 8 


Ref: Riga 53 


1. (SBU) Summary: Latvia\'s Saeima (parliament) voted 65 - 26 on 
February 1 to authorize the government to sign the border treaty 
with Russia that has been pending since 1997. This was only the 
first reading and the bill will have to pass again on February 8 
before it is final. However, the nearly ten hours of debate, 
including all the leaders of the country, provide an opportunity for 

a full airing of views on an issue that has been neuralgic for the 
Latvian body politic. The second reading will allow for amendments 
and it is not expected that there will be as many votes in favor, 

but it should still pass. Whether Russia will agree to sign remains 
an open question, although the Latvians feel they are hearing 
encouraging noises from Moscow. End summary. 


2. (U) Latvia\'s parliament February 1 debated legislation to 
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authorize the government to sign the Latvia - Russia border treaty. 
While parliamentary authorization is not required, the government 
sought it to assuage Moscow that the flap over the May 2005 
unilateral declaration would not be repeated (reftel). Although the 
debate lasted for ten hours (with plenty of breaks), most of the 
suspense ended with a 63 - 26 vote at the top of the debate to 
consider the bill under urgent procedures. This means only two 
readings in parliament are needed , vice the normal three, and 
reduces the opportunities for amendments. 


3. (U) President Vike-Freiberga opened the debate, the first time 

Saeima watchers can remember a president addressing the chamber on a 
specific piece of legislation. PM Kalvitis, FM Pabriks and other 

members of the cabinet also spoke, with Kalvitis sitting through the 

entire debate. 


4. (U) The debate was colorful at time, but largely covered the same 
ground over and over again. The ultra-nationalists accused the 
government of accepting the Soviet occupation of Latvia while the 
names Molotov-Ribbentrop, Hitler, Stalin and Brezhnev were 
frequently invoked. One member, perhaps the most right wing in 
parliament, charged that those supporting signing the treaty would 
be guilty of giving away Latvia\'s territory, which carries penalties 

of three - five years in prison. Main opposition party New Era said 

it supported the treaty but argued that constitutionally the 
government needed a referendum before it could formally acquiesce in 
the separation of the Abrene region from Latvia\'s territory. The 
government and its supporters claimed that signing the treaty would 
bring a range of benefits - everything from lifting the Russian ban 

on the importation of Latvian sprats, to reducing the lines of 

trucks at the Latvian/Russian border, even keeping Latvians from 
seeking work in Ireland (and attracting back those who have already 
left)! More seriously, supporters stressed that it was important to 
fulfill Latvia\'s commitment on joining the EU and NATO that it had 
no unresolved territorial claims and was ready to sign the treaty. 


5. (U) One moment of drama came when the government nearly lost a 
vote to extend the session past the normal end time of five pm. 

Once that was overcome, debate extended another two and a half hours 
before the final vote of 65 - 26 was taken. The bill will now 

return for a second reading on February 8, when amendments can be 
offered, but debate will be much shorter. 


6. (SBU) Comment: This was a big win for PM Kalvitis, but he is far 
from finished. Several members voting for the bill today, 

especially from ethic Russian based parties, explicitly stated they 
were doing so to be able to offer amendments on the second reading. 
Some of these are likely to be poison pills for the government, but 
government reps were cautiously optimistic that they could defeat 

the worst ones. One ethnic Russian MP told pol/econ chief that his 
party would have to support the bill on second reading no matter 
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what, but they also needed to try for some amendments to remove 
references to the continuity of the Latvian state - a non-starter 

for the vast majority in parliament. The nationalists, meanwhile, 
can be expected to offer amendments explicitly citing the Soviet 
occupation, which would be anathema to Russia. The government will 
need to try to hold the center. If it wins the second vote, then 

the issue is whether Russia will agree to sign. Representatives of 
the MFA and PM\'s office at the February 1 session said they were 
hearing positive noises from Moscow, but cautioned of the 
possibility of a last minute change in position. 
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Classified By: Ambassador Janice L. Jacobs for reasons 1.4(b) and (d). 


SUMMARY 


1. (C) As AF/W desk officer Dorsey Lockhart, PolOff, and PAO 
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met with Bissau-Guinean government, NGO, human rights, and 
business leaders, January 24-26, they heard government is 
the only business in Bissau" Some might have added that 
narcotics is fast catching on (Reftel). On January 27, the 
GOGB lifted the arrest warrant for the head of the Party for 

the Independence of Guinea-Bissau and Cape Verde (PAIGO), 
Carlos Domingos Gomes Jr., allowing him to return home and 
ending a two week political crisis in which he had taken 

refuge at the United Nations (UN) compound. The capital is 
calm, and it is business as usual. However, school teachers 
remain on strike, and salary arrears persist. Political 

parties remain divided and refuse to open meaningful dialogue 
with each other or the GOGB. Cashew exports have resumed, 
but the economy is crippled, and there is still no budget for 

the current fiscal year. Western donors continue to lament 
Guinea-Bissau\'s problems while China builds new government 
buildings. END SUMMARY. 


STABILITY 

2. (U) For the moment, Guinea-Bissau is calm, and it is 

business as usual. Even when PAIGC leader Carlos Gomes ur. 
took refuge at the UN compound to avoid arrest for 

implicating President Joao Bernardo \"Nino\" Vieira in the 

murder of former Navy commander Commodore Lamine Sanha, the 
public and the press lost interest in the outcome. The GOGB 

finally lifted the arrest warrant on January 27 and 

guaranteed Gomes\' safety, allowing him to return home. 


3. (C) The Government continued to function and high level 
leaders resumed their heavy travel schedule. President 

Vieira went to Libya January 24 for a regional conference and 
Prime Minister Aristides Gomes, Foreign Minister Antonio 
Isaac Monteiro, and Natural Resources Minister Aristides 
Ocante da Silva went to Cuba January 25 to renew a 
cooperation agreement. There have been no demonstrations or 
strikes since the riots that rocked a Bissau neighborhood 

after Sanha\'s assassination. However, Dr. Luis Vaz Martins, 
President of the Human Rights League, told EmbOffs and desk 
officer that his efforts to launch a march in support of 

peace in the days following the riots were shut down due to 
police threats against him. 


4. (C) An advisor to the Prime Minister, Mario Filomeno 
Mendes Pereira, said salaries had been paid for all 
non-contract government employees through the end of 
December, but others with friends who are civil servants said 
the Government is still three months in arrears. Army 
Colonel Arsenio Balde said the military, which is generally 
paid before civil servants, has been paid through the end of 
November. Balde also said there is unity among the armed 
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forces despite efforts by Vieira\'s political enemies to 

incite internal divisions. He claimed the riots that 

followed Sanha\'s assassination as well as propagation of 
false rumors that the military had been deployed in 
neighboring Guinea were designed to force a power struggle in 
the armed forces. In any case, both efforts at 

disinformation failed. 


FALTERING DEMOCRACY 

5. (C) Guinea-Bissau\'s largest political parties offer few 
solutions at a time when dialog is needed to address the most 
significant challenges, particularly the economy and security 
sector reform. Both the PAIGC and the Party for Social 
Renewal (PRS) are weakened by divisions within their parties 
and have had little success arriving at a modus vivendi 
between themselves and the Government. PRS leaders believe 
they still have a claim on the presidency since Kumba Yala\'s 
2004 ouster in a bloodless coup, but they reiterate that 

theirs is a peaceful party. Both parties say they are 

already focused on parliamentary elections scheduled for 
spring 2008. 
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6. (C) Neither the opposition parties nor the Government 
(with many party-less ministers after their suspension from 
the PAIGC) seem to operate on democratic principles, and in 
fact, most party leaders had no concept of them. There are 
no efforts to activate or communicate with a popular base; 
there is no clear policy agenda; deputies are marginalized 
from party headquarters; and there is no discernible effort 

to draft legislation. The primary purpose of the political 

party is to wield as much power as possible in what is viewed 
as a zero-sum game. Foreign Minister Monteiro said this is a 
consequence of having no robust private sector in 
Guinea-Bissau. Once a party is out of government, he 
explained, members have no way to make a living, so they 
dedicate all efforts to regaining power as soon as possible. 
According to Monteiro, government is the only business in 
Bissau. 


7. (C) One significant stumbling block to a functioning 
legislature according to the PRS and the National Democratic 
Institute (NDI), the NGO which is implementing an ESF-funded 
project, is Francisco Benante, President of the National 
Popular Assembly (ANP). Benante is a PAIGC stalwart bent on 
foot-dragging to make Vieira look bad. Legislation cannot be 
introduced without his approval, and under his stewardship, 
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the ANP has produced almost nothing; only six pieces of 
legislation last year and little of relevance. 


ECONOMY AND AID 

8. (U) The poverty reduction plan has not been implemented 
because Guinea-Bissau did not receive enough support at the 
international donor\'s conference in Geneva in November. 
Since the conference, China\'s Foreign Minister visited the 
country and announced additional support, including the 
construction of a new government palace. However, the GOGB 
still does not have a budget for the current fiscal year, and 
there is no word if it will be able to cover the budget gap 

and thus qualify for International Monetary Fund lending. 


9. (U) The Minister of Agriculture recently signed a 
cooperation agreement with the Chamber of Commerce and 
Industry (CACI), focusing on stimulating cashew production 
and exports. One of the key parts of the accord is that the 
Government will turn over unused buildings around the country 
for refurbishment that can be used as cashew storage 
warehouses. Cashew growers said this is one of their most 
pressing needs. They will use warehouses to keep raw nuts in 
pristine condition for up to three years, relieving the 

pressure to sell in an unfavorable market, as was the case 
this year. Cashews continue to be exported, at a much 
reduced price. A boat in Bissau harbor is currently being 
loaded with 13 thousand tons of raw nuts. Exports have gone 
to India for processing, as in past years, and for the first 

time this year, to Vietnam. After this shipment, 

Guinea-Bissau will still have 15-20 thousand tons of unsold 
raw nuts. 


COMMENT 

10. (C) Major foreign donors are not necessarily playing a 
constructive role. China,s significant contribution, which 
comes with no strings attached other than fishing rights, may 
undercut the influence of Western donors who urge adherence 
to human rights and good governance. For their part, the 
Portuguese Foreign Minister and Secretary of State (Deputy 
Foreign Minister) visited Bissau and attempted to broker a 
solution to the tense stand-off which kept Gomes Jr. in 
hiding at the UN but were unable to get an agreement. 
Minister Amado later told the press that the crisis was 
hurting Guinea-Bissau,s image abroad. In private, 
Portuguese officials decry the collapse of state institutions 
and growing organized crime, especially narcotics 

trafficking, but they seem unwilling to do much more than 
lament the problems. As we consider our next steps, we 
believe that FY-2008 assistance should focus on grassroots 
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democracy education. END COMMENT. 


11. (U) AF/W Desk Officer Dorsey Lockhart cleared this 
cable. 


12. (U) Visit Embassy Dakar\'s classified website at 
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http://www. state.sgov.gov/p/af/dakar. 
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SUBJECT: INTERNATIONAL MARITIME ORGANIZATION (IMO): REPORT OF THE 
THIRTY-EIGHTH SESSION OF THE SUBCOMMITTEE (S/C) ON STANDARDS OF 
TRAINING AND WATCHKEEPING (STW), LONDON, 

JANUARY 22-26, 2007. 


1. SUMMARY: The 38th session of the IMO STW S/C met in London 22-26 
January 2007, chaired by Rear Admiral Peter Brady (Jamaica). The 
session was attended by delegations from 79 member states, 2 
associate members, and 22 observers from inter-governmental 
organizations and non-governmental organizations. Working groups 
(WG) and Drafting groups (DG) were formed to address several of the 
agenda items. USDEL objectives were achieved. Accomplishments and 
outcomes of particular interest include the following: 

A. The S/C, under Agenda item 6, developed security-related 

training and security-related familiarization requirements for 

shipboard personnel with and without designated security duties for 
inclusion into the STCW Convention and Code. The S/C agreed that 
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the draft requirements will enter into force with the amendments 
generated by the Comprehensive Review of the STCW Convention and 
Code. Furthermore, the S/C agreed to re-examine the draft 
requirements during the Comprehensive Review of the STCW Convention 
and Code in order to avoid inconsistencies. Furthermore, the S/C 
agreed that pending the eventual entry into force of these 
requirements, the newly developed training requirements should be 
disseminated at this time in the form of an MSC Circular, in order 

to positively enhance maritime security. In addition, the S/C 

agreed that the required review of the STCW Convention and Code 
(particularly Chapters | and VIII), to include therein appropriate 
security-related provisions, should be included in the Comprehensive 
Review. 

B. The S/C, under Agenda item 12, held lengthy discussions on the 
Comprehensive review of the STCW Convention and Code, and agreed on 
a set of eight (8) principles for the review: (1) retain the 

structure and goals of the 1995 revisions to the STCW Convention and 
Code; (2) not to downscale the existing standards; (3) not to amend 
the Articles of the Convention; (4) address inconsistencies, 
interpretations, outdated provisions, MSC instructions, 

clarifications already issued and technological advances; (5) 

address requirements for effective communication; (6) provide for 
flexibility in terms of compliance and for required levels of 

training and certification and watchkeeping arrangements due to 
innovation in technology; (7) address special character and 
circumstances of short sea shipping and offshore industry; and (8) 
address security-related issues. Following the agreed principles, 

the S/C developed the list of issues for consideration during the 
review, for the Committee\'s approval. Furthermore, the S/C agreed 
that the list of issues does not imply that amendments will be 
necessary. 

C. The S/C, under Agenda item 13, agreed that resolution A.890(21), 
as amended, Principles of Safe Manning, should be reviewed to 
identify the possible need for revisions in a comprehensive manner. 
The US, supported by others, proposed that a holistic approach to 
manning, which evaluates the full spectrum of physiological, 
psychological, environmental and other influences to shipboard 
personnel, is the desired process to determine proper manning vice 
prescriptive and restrictive manning scales. The S/C agreed on 
criteria for consideration during the review and agreed to establish 

a correspondence group under the chairmanship of the United States. 
END SUMMARY. 


2. The S/C addressed all of the agenda items during the meeting. 
Agenda items of interest follow. 


3. Agenda item 3 - Validation of Model Training Courses. 

The S/C validated the following model courses: Liquefied petroleum 
gas (LPG) cargo and ballast handling simulator, Liquefied natural 
gas tanker (LNG) cargo and ballast handling simulator, and Chemical 
cargo and ballast handling simulator. 
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4. Agenda item 4 - Unlawful practices associated with certificates 
of competency. The S/C agreed to revise the IMO reporting format, 
relating to reporting of fraudulent certificates detected, in order 

to assist in focusing the efforts on the prevalent types of fraud. 


5. Agenda item 5 - Passenger Ship Safety. The S/C agreed that 
review of training requirements relating to recovery techniques 

could be undertaken together with the Comprehensive Review of the 
STCW Convention and Code. 


6. Agenda item 7 - Education and Training requirements for Fatigue 
Prevention, Mitigation and Management. The S/C agreed to consider 

all issues relating to fatigue under the following S/C\'s work 

program items: review of the principles of safe manning levels of 

ships; and/or Comprehensive Review of the STCW Convention and Code. 


7. Agenda item 8 - Development of training requirements for the 
control and management of ship\'s ballast water and sediments. The 
IMO Secretariat reported on the status of the Model Course for 
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shipboard ballast water management developed by India. The Model 
course had been forwarded to the validation panel and the 
Secretariat for comments, and these comments were passed on to India 


SIPDIS 

for incorporation into the final version. The S/C instructed the 
IMO Secretariat to publish the model courses as soon as possible 
after receiving the final version. 


8. Agenda item 9 - Development of competences for ratings. 

The S/C agreed on draft amendments for \"able seafarer deck\" and 
\"able seafarer engine,\" for inclusion into the STCW Convention and 
Code. Furthermore, the S/C agreed that the proposed amendments 
should be adopted after the Comprehensive Review of the STCW 
Convention and Code, so as to avoid inconsistencies. 

A. The S/C agreed that seagoing service for certification under the 
new proposed regulations, able seafarer deck and engine, should be 
considered after a seafarer has met the certification requirements 
for ratings forming part of a navigational or engineering watch as 
appropriate. Seagoing service in any capacity in the deck or engine 
department counts towards the required seagoing service for able 
seafarer deck or engine as appropriate. 

B. The S/C agreed that the appropriate seagoing service for able 
seafarer deck should be not less than 18 months or not less than 12 
months with approved training, and that the appropriate seagoing 
service for able seafarer engine should be not less than 12 months 
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or not less than 6 months with approved training. 

C. The S/C agreed to include various grandfathering provisions to 
allow existing able seamen to be certified as able seafarer deck, 
and to allow existing equivalent engine ratings, such as QMED in the 
United States, to be certified as able seafarer engine. 

D. The S/C did not agree to provide flexibility to modify the 
competence requirements, taking into consideration types of ships 
and/or operating areas, in order to issue restricted able seafarer 
certificates. The S/C agreed that such flexibility would restrict 
seafarers\' transfer to other types of ships and/or to other 

operating areas without undergoing further training and/or 
assessment. 

E. The S/C agreed to address the issue of general purpose ratings 
during the Comprehensive Review. 


9. Agenda item 10. Casualty Analysis. The S/C discussed the 
Inter-Industry Working Group\'s study on incidents of explosions on 
chemical and product tankers. The S/C endorsed the outcome of the 
MSC/MEPC Human Element working group, including the need to review 
and strengthen requirements leading to dangerous cargo endorsements, 
and the need to review industry procedures and guidelines. There 

were no casualty analysis reports for consideration at this 

meeting. 


10. Agenda item 11 - Identification of areas in chapter VI of the 
STCW Code where training cannot be conducted on board. The S/C 
agreed to include this issue under the comprehensive review of the 
STCW Convention and Code. 


11. Agenda item 15 - The S/C unanimously re-elected Rear Admiral 
Peter Brady (Jamaica) as Chairman and Mr. A. H. Kayssi (Lebanon) as 
Vice-Chairman, both for the calendar year 2008. 


12. The thirty-ninth session of STW is tentatively scheduled for 4 
to 8 February 2008. 
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E.O. 12958: DECL: 02/02/2017 

TAGS: PREL, PGOV, SOCI, IS, KPAL 

SUBJECT: RELIGIOUS ZIONIST LEADER\'S ALTERNATIVE VISION OF 
ISRAEL 


Classified By: Charge d\'Affaires Gene A. Cretz, Reason 1.4 (b) (d) 


1. (C) Summary. Renewed Religious National Zionist Party 
leader, Reserve Brigadier General Effie Eitam, offered both a 
harsh critique and an alternative vision of Israel in a 

January 24 meeting with PolCouns and Deputy PolCouns. Eitam 
stated that the secular Zionist program had run its course, 
leading the Jewish people into a potential death trap in 

which Iran threatened to repeat the Holocaust through a 
nuclear attack on Israel. Eitam, who was born and raised on 

a secular kibbutz and converted to a religious Zionist 
worldview during his military service, claimed that the wave 

of corruption and sexual misbehavior cases shaking the 

Israeli establishment as well as the mismanagement of the IDF 
that became clear during the second Lebanon war had a common 
source: the moral and spiritual exhaustion of secular 

Zionism. Eitam asserted that only the reintegration of 

Jewish religious values into the Israeli state and society 

would save Israel from destruction. Without offering a 

specific program, Eitam declared that an Israel that insisted 

on its right to the Land of Israel and rejected pressure to 

make concessions to the Arabs would win the respect of the 
rest of the world. Eitam represents a minority of Israeli 

Jews, and he is often sharply criticized as an extremist, 
particularly by the Israeli left. His views, however, 

resonate widely among the settler movement, where he is 
considered a relative moderate. Formerly Minister of Housing 
and Construction in Arik Sharon\'s government, Eitam resigned 
over Sharon\'s decision to unilaterally withdraw from the Gaza 
Strip. End summary. 


Israel A Potential Death Trap for the Jews 


2. (C) PolCouns and Deputy PolCouns called on Eitam January 
24 in his Knesset office. Meeting the day after the 
announcement that two counts of rape charges would be filed 
against President Katsav, Eitam launched into a prolonged but 
articulate diatribe against what he termed the failures and 
illusions on which the secular Israeli state is founded. 

Eitam proclaimed that Israel was failing to achieve its 

principal raison dVetre: to be a haven for persecuted Jews. 

Not only is Israel the only country in the world today in 

which Jews are murdered simply because they are Jews, Eitam 
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declared, the threat of nuclear annihilation by Iran meant 
that the entire Zionist enterprise might turn out to be the 
cruelist of hoaxes: The state founded to serve as a 
safehaven for the Jewish people could turn out to be their 
latest mass graveyard. 


Loss of Jewish Values Leading to Moral Exhaustion 


3. (C) Warming to his subject, Eitam described the spate of 
corruption and sexual misbehavior charges currently shaking 
the Israeli establishment as the logical outcome of the 
secular Zionist attempt over the last century to create an 
Israeli society and state stripped of traditional Jewish 
traditions and values. The Zionist founding fathers believed 
that if they created a \"normal\" country in which there would 
be Jewish thieves and prostitutes as well as Jewish police, 
anti-Semitism would cease to exist because the rest of the 
world would accept Israel as just like them. Instead, 
anti-Semitism was becoming as virulent today as it had been 
in the 1930s. Furthermore, if Israel was established only to 
become a miniature America, why should Israeli citizens put 
up with bearing the burdens of the constant threat of war, a 
burden that would likely continue for generations to come? 
Israelis had skills and connections around the world. Absent 
a more powerful sense of purpose, Israelis could easily 
emigrate to the U.S. rather than endure the threats and 
hardships of living in Israel. 


4. (C) Turning to what Israelis now term the Second Lebanon 
War, Eitam said the gradual decline of the IDF\'s morale and 
fighting spirit that had been exposed by the war was also a 
direct result of the failure of Israel\'s secular 

establishment. Former IDF COGS Halutz and Defense Minister 
Peretz had refused to call up the reserves until the last 
minute because reserves insist on asking questions. Young 
recruits, by contrast, can be sent to the front without 

having to explain the war\'s goals or the tactics chosen. The 
decline in the IDF\'s capabilities was not an accident, but a 
result of the moral and intellectual vaccuum at the top of 

the Israeli ruling class, including a corrupted military 
leadership selected on the basis of political connections, 

not leadership ability. (Note: Critics of the IDF\'s 
performance on the Israeli left tend to offer a somewhat 
similar critique except that they blame the effect of 

policing the occupation of the Palestinian territories for 

the loss of the IDF\'s traditions of audacity and command by 
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example.) 


A Recipe for Israeli Revival? 


5. (C) Eitam harshly criticized his former mentor and 

political ally, Arik Sharon, for losing his grip the last 

year before his stroke. Eitam, who resigned from Sharon\'s 
government in 2004 over Sharon\'s decision to unilaterally 
withdraw from the Gaza Strip, insisted that Sharon was 
largely responsible for the situation in which Israel found 

itself. Eitam insisted that Sharon and many Israelis had 
understood perfectly well that Hamas would turn Gaza into a 
terrorist base, and that Qassam rocket attacks would continue 
to hit nearby Israeli towns and kibbutzim. \"How can we 
expect Arabs to respect us when they see us destroying our 
own synagogues? he asked rhetorically. Eitam also asserted 
that \"everyone\" had understood that Hamas would win the 
Palestinian national assembly elections, and yet the GOI had 
not insisted on barring Hamas from participation. In his 
analysis, the process of unilateral Israeli withdrawals, 
including Ehud Barak\'s decision to withdraw from southern 
Lebanon, had merely served to whet Palestinian and Arab 
appetitites and undermine Israel\'s deterrence. 


6. (C) Despite the grim picture he painted, Eitam described 
himself as optimistic. Many Israelis were fed up with the 
country\'s current feckless leadership and were hungry for a 
moral revival grounded in Jewish traditions. Israel could 
restore its deterrence by returning to the doctrine of 
asymetric retaliation, a doctrine once personified by Arik 
Sharon. Recounting a vacation in a remote area of Alaska, 
where he faced down a bear by following his American guide\'s 
advice that he stand still and tall while speaking softly to 

the bear, Eitam said the lesson he had internalized was that 
Israel would thrive and prosper if it simply stopped making 
concessions and made clear that it had no self-doubts about 
the morality of its right to the Land of Israel. While Iran 

was a serious challenge, it was one that Israel had the means 
to handle if it could find the will. At the same time, 

Israel could revive itself socially and politically by 

embracing its Jewish religious identity and rejecting secular 
Zionism. 


7. (C) Comment: Eitam\'s vision is simplistic and without 
nuance. In many ways he comes across as a throwback to the 
Gush Emunim settlers of the 1970s and 1980s, who believed 
that settling the West Bank would trigger the coming of the 
Messiah. While we doubt Eitam\'s extreme religious approach 
is likely to appeal to many mainstream Israelis, his disgust 

with Israel\'s current leadership reflects a broader sense of 
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profound dismay in Israeli society that is by no means 
limited to the far right. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http:/www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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SUBJECT: SOUTH AFRICA: MINERALS AND ENERGY NEWSLETTER \"THE ASSAY\" -- 
ISSUE 1, JANUARY 2007 


JOHANNESBU 00000035 001.2 OF 004 


This cable is not for Internet distribution. 


1. (U) Introduction: The purpose of this monthly newsletter, 
initiated in January 2004, is to highlight minerals and energy 
developments in South Africa. This includes trade and 
investment as well as supply. South Africa hosts world-class 
deposits of gold, diamonds, platinum group metals, chromium, 
zinc, titanium, vanadium, iron, manganese, antimony, 
vermiculite, zircon, alumino-silicates, fluorspar and phosphate 
rock, and is a major exporter of steam coal. South Africa is 
also a leading producer and exporter of ferroalloys of chromium, 
vanadium, and manganese. The information contained in the 
newsletters is based on public sources and does not reflect the 
views of the United States Government. End introduction. 
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2. (U) Key to some of the terminology and abbreviations used is 
given to facilitate understanding. 


BEE (Black Economic Empowerment) - the scheme whereby the South 
African Government promotes black participation in business. 


t = tons, 

t/d = tons per day, 

c/l = cents per liter, 

t/m = tons per month, 

t/y = tons per year, 

oz = troy ounces (31.1 grams), 
cmg = centimeter grams, 

mcf = million cubic feet, 

tcf = trillion cubic feet, 

R = SA currency (rand), 

MW = megawatts, 

kt = thousand tons, 

bbl/d = barrels per day, 

MW = megawatts, 

PGM = platinum group metals. 


3. (U) On January 18, South Africa was hit by widespread power 
failures that affected five provinces. Although these were 
cleared by the weekend, their occurrence has given rise to 
concerns about the adequacy of electricity supply over the next 
few years and the likely impact this could have on critical 
operations and future investment in energy-intensive industries. 
South Africa generates some 50% of the continent\'s electricity 
and is heavily reliant on power to drive its energy-intensive 
economy, including mines, smelters, refineries, and factories. 
According to the spokesman for the state-owned utility Eskom, in 
addition to plants closed for routine maintenance, six stations 
failed, including one unit at the Koeberg nuclear power 

facility. As a consequence, about 9,500 MW of Eskom\'s 36,800 MW 
of generating capacity was not available during the power 

failure. Of that, 4,900 MW was unplanned and the rest was 
closed for maintenance. 


4. (U) The cause of the failure is thought to be the automatic 
shutdown of the Koeberg unit (900 MW), which overloaded a system 
already experiencing unplanned and planned outages. Other 
fingers point to poor government and management planning, a 
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shortage of skilled technical staff, and coal delivery problems. 
An investigation into the cause of the outages should reveal 
the truth, in time. Whatever the reason, South Africa is in for 
a difficult power supply period until major new capacity comes 
on line in 2008. The inconvenient truth is that while the 
international norm for spare generation capacity is 10%-15%, 
South Africa\'s spare capacity is well below 10% and some 
authorities believe it to be as low as 2%, leaving little margin 
for unplanned supply cuts. 


5. (U) In the mid-1990\'s, the newly elected SAG put a freeze on 
Eskom\'s power plant construction, in the name of privatization. 
Since then numerous energy experts, including Eskom itself, 
predicted that the country was heading for a power crunch unless 
the government rapidly facilitated the building of new capacity. 
The SAG vacillated for nearly eight years, believing that the 
private sector would get in line to build new capacity. This 

did not materialize. 


6. (U) By 2004, it was clear that growth in electricity demand 

far exceeded government projections as a result of the country\'s 
strong economic growth and that by about 2007 peak demand would 
exceed supply capacity. At that point the then Minister of 

Trade and Industry, Alec Erwin, rescinded the freeze and once 
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again mandated Eskom as South Africa\'s major supplier of 
electricity. It was also decided that Eskom would remain in 

State hands and that it would resume the role of the country\'s 
foremost energy provider. In order to continue to engage the 
private sector, they were asked to take responsibility for 

building 30% of new capacity with Eskom responsible for the 
remaining 70%. Government has budgeted $14 billion to upgrade 
generation capacity by 8,000 MW over the next five years, with 
first new power due in 2007-8. Until then South Africa seems 

set for a winter of planned load shedding. 


Domestic Steel Sales Set New Records 

7. (U) South Africa\'s five carbon steel producers dispatched 
5.337 million tons of primary carbon steel products to the 
domestic market during 2006. This was the highest total on 
record and is 26 % higher than the 4.230 million tons delivered 
in 2005. During the same 12 month period, 2.351 million tons 
were exported. This was 30.8% less than the 3.397 million tons 
exported in 2005. In 2006, total sales increased marginally by 
0.8% to 7.688 million tons. 


8. (U) During 2006, imports of primary steel products into SA 
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increased to 456,000 tons for the first ten months giving an 
annualized figure of 540,000 tons for the full year. This 
represents an increase of more than 60% over the 336,000 tons 
for 2005 and is the highest level of imports for 30 years. 

Based on projections, domestic consumption of steel should total 
about 5.8 million tons for 2006. This is an increase of 27% 

over the 4.56 million tons consumed in 2005 and 10% higher than 
the previous record of 5.27 million tons in 1981. The record 
demand for steel, cement and other construction materials is 
indicative of the economic and construction boom that the 
country is experiencing. 


9. (U) A recent report by PGM analyst Anthony Lipmann, reviewed 
the price movements of the top ten metals between April 1, 1999 
and January 15, 2007. Of the PGMs, Ruthenium was the best 
performing metal with a price rise of nearly 1660% and worst 
performing was palladium. The performance of the other 
PGM-associated metals is given below for interest. Not to be 
outdone by these \'exotics\', many industrial commodities and 
their ores also performed well, including copper, lead, zinc, 

tin, steel and iron ore, nickel, chromium, cement and a number 

of others. 


10. (U) The overall increase in the price of most commodities 
clearly shows the general strength of the world economy, driven 
by China with a year-on-year growth rate of more than 10% and 
followed, to a lesser extent, by India. China is responsible 

for more than 50% of the increased demand for copper and a 
number of other metals. The figures below show prices of some 
commodities as of January 15, 2007, and their percentage 
increases over prices on April 1, 1999: 


Rhodium $185,666 per kg - up 600% 
Platinum $36,940 per kg - up 220% 
Ruthenium $21,540 per kg - up 1660% 
Gold $20,184 per kg - up 125% 

Iridium $12,699 per kg - up 2.5% 
Osmium $12,217 per kg - down 5% 
Palladium $10,673 per kg - down 8.5% 
Rhenium $5500 per kg - up 292% 
Copper $2.54 per Ib - up 274% 


Exxaro - a Major New Mining Company is Born 
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11. (U) Exxaro, the black-empowered JSE-listed mining company, 
was formed when Kumba Resources, 67% owned by Anglo American, 
was split onto Kumba Iron Ore and Exxaro Resources. Anglo 
retained its majority holding in Kumba, which owns the huge 

Sishen iron ore mine, one of the top ten such deposits in the 

world. Exxaro was set up as a BEE-owned company to hold all 
non-iron ore assets, including coal, and immediately merged with 
another BEE coal producer, Eyesizwe Coal, to create the biggest 

coal producer in South Africa. Anglo also gave Exxaro the 

option of taking over some of its other so-called non-core 

assets, which they are in the process of exercising. These 

include Anglo\'s mineral sands operation Namakwa Sands and a 26% 
stake in its zinc and lead operation Black Mountain. This will 

position Exxaro as one of the world\'s largest suppliers of 

titanium dioxide feedstock and zircon and strengthen its 
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position in the South African zinc market. Exxaro will pay $300 
million in cash for the Namakwa plant and mine and $30 million 
in cash for the stake in Black Mountain, which includes the 
Gamsberg project - one of the world\'s largest undeveloped low 
grade zinc deposits. 


De Beers Cutting Technical Diamond Capabilities in South Africa 
12. (U) De Beers is about to retrench 200 staff from its head 

office of 800 people, affecting many of the most experienced 
technical and exploration staff. This is the third round of 

cuts over the past two years and is specifically aimed at De 

Beers Consolidated Mines (DBCM) which houses the group\'s South 
African mines. The layoffs will also affect the separate De 

Beers Group operation that services its international 

operations. 


13. (U) De Beers! posture in South Africa has changed 
substantially over the past five years. Five out of seven of 

its mines are considered to be non-profitable - depending on who 
is making the evaluation. The new SAG has from the very start 
viewed De Beers with suspicion and much of the new legislation 
and government rhetoric against the white-controlled mining 
industry has been directed at De Beers. The draft royalty, 
beneficiation and diamond bills have all singled out diamonds 
for special treatment and higher tariffs and levies based on 
assumptions that South Africa is competitive with India and 
China in diamond cutting and jewelry manufacturing despite 
higher local wage rates and lack of capacity. 


14. (U) De Beers\' new CEO Gareth Penny, appointed in February 
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from the Diamond Trading Company (DTC), has developed a 
different business model for De Beers, which relies on 
purchasing technical skills rather than developing technology 
inhouse. His background is in marketing. He is in the process 
of driving an aggressive process to retrench technical and 
scientific staff. As a consequence, De Beers is not a Vhappy 
place\' to be currently employed. 


15. (U) De Beers Diamond Company began life by consolidating the 
fabulously rich diamondiferous kimberlitic pipes in Kimberley, 
South Africa. They developed technologies for exploiting these 
discoveries and conducted extensive research and exploration 
work into finding and exploiting alluvial and marine deposits. 

Until the mid-1990\'s, De Beers acted as custodian, promoter and 
chief nurturer of the global industry, using monopolistic 

practices to maintain the price of diamonds. This enabled the 
industry in Africa to grow and prosper. 

Unfortunately, this also gave rise to some less beneficial side 
effects including \'conflict diamonds!. 


16. (U) De Beers also established partnerships with world-class 
research groups to develop synthetic industrial diamonds and to 
understand and develop the science of the genesis of diamonds. 
Progress in this latter venture opened the world to diamond 
exploration and contributed to finds in Canada and elsewhere. 
De Beers have been more than simply a producer of diamonds. 
They have developed new technologies and skills that have wider 
applications in medicine and other disciplines and this has been 
of considerable benefit to host countries. Their greatest 
strength has been its great depth of in-house technical diamond 
mining, processing and exploration expertise. This is 

apparently changing under the new leadership. 


17. (U) The following are some of the major minerals produced in 
South Africa, according to the South African Council for 
Geoscience 


Platinum Group Minerals (PGMs) 

18. (U) South Africa hosts the Bushveld Complex (BC), the 
world\'s largest basic igneous intrusion covering an area of some 
65,000 square kilometers. It is a veritable treasure chest of 
minerals, the best known being the platinum group minerals 
(PGM): platinum, palladium, rhodium, ruthenium, osmium and 
iridium. South Africa is the world\'s major producer of PGMs and 
possesses over 87% of the known reserves. In 2005, the total 
sales value was $6 billion. The major use of PGMs is in 

catalytic converters, used in most modern cars to ensure that 
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they meet increasingly stringent emissions control legislation. 

The Merensky Reef has produced the bulk of the world\'s platinum 
to date, although other important reefs, namely the UG2 - Upper 
Group chromitite seam number 2 - and the Platreef will become 
increasingly important as new mines are developed on the eastern 
and northern limbs of the BC, respectively. 


Coal 
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19. (U) Coal represents a reliable and abundant source of 
affordable energy and is fundamental to the development of the 
South African economy. The country possesses the seventh 
largest resource-base in the world and coal has contributed 
significantly to South Africa\'s industrial and economic 
development. In addition to being used for energy production, 
coal is vital in the metallurgical industry where it is used to 
reduce iron ore to steel and steel alloys. South Africa is a 
world leader in the production of liquid fuels and chemicals 
from coal and Sasol produces some 30% of the country\'s liquid 
fuel needs. Sasol also markets its coal-to-liquid (CTL) and 
gas-to-liquid (GTL) technology world-wide. In 2005, the total 
sales value of coal was $5.6 billion, of which 69 million tons 
were exported, 112 million tons went to generate electricity, 45 
million tons was converted to liquid fuel, and 20 million tons 
went to the domestic market. 


Gold 

20. (U) Gold mining in South Africa began in 1871, in the 
Eesteling goldfield in the Limpopo Province. Subsequent 
exploration revealed several other goldfields, the most 
important of which were Barberton, Sabie, and Pilgrim\'s Rest, 
all located in Mpumulanga Province. These fields yielded over 
18 million ounces (560 tons) of gold. In 1886, the fabulous 
Witwatersrand goldfield was discovered, which transformed the 
South African gold mining industry into the world leader, a 
position it still holds today. The Witwatersrand is by far the 
largest known goldfield on earth, and has produced more than 1.5 
billion ounces (46,650 tons) of gold. Its remaining resources 
amount to more than one billion ounces. Although production is 
declining, total sales in 2005 were worth $4.2 billion. 


Diamonds 

21. (U) The name diamond derives from the Greek word meaning 
invincible and refers to the minerals extreme hardness and 
resistance to acids and alkalis. Diamonds were discovered in 
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South Africa in 1866 and thereafter the country totally 
dominated world production until 1930. The country has remained 
a smaller but significant producer and in 2005, it produced 15.7 
million carats worth $1.7 billion. This made it the world\'s 

fifth biggest producer by weight and fourth by value. It was in 
South Africa that diamonds were first found in their primary 
deposits, namely in kimberlite pipes (volcanic) and fissures and 
South Africa is the only country where diamonds are mined from 
primary and secondary alluvial and marine deposits. 

COFFMAN 
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FEB. 2 


OVERVIEW OF STRIKE AND EMBASSY RESPONSE 


1. (U) Per reftelcon, today, February 2, the Embassy\'s 

local guard force (Wackenhut) staged a peaceful strike,as 
most guards failed to assume their posts for the day shift 
(0700-1500 hrs local) at Embassy facilities -- chancery, 
warehouse, Peace Corps Office, medical office, and EMR. To 
compensate for the guards\' absence and in response to our 
request, local police reinforced their presence, and FSN 
employees in our security office manned the chancery 
compounds entry point. Members of our SD contingent also 
manned guard positions. Ambassador convened the Emergency 
Action Committee (EAC), and members agreed that with the 
personnel filling in for the striking guards, the Embassy\'s 
security posture was adequate to permit normal operations 
until the Friday quitting time of 1200 hrs local. 

Ambassador and RSO also briefed the general Embassy 


Column 3 

community -- Amcit and FSN employees -- on the guards\' 
strike, stressing post management\'s commitment to ensure 
adequate security for the mission. 


CAUSE OF THE STRIKE 


2. (SBU) We believe that the strike was the culmination of 
guards\' festering discontent over pay issues, in particular 
Wackenhut management\'s failure to provide premium pay for 
recent holidays and decision to deduct the value of fuel 
recently stolen from Embassy warehouse facility from the 

pay of the entire guard force, not just the few implicated 

in the theft. Our judgment is that the modestly-paid 

guards\' grievances are well-founded and may be attributed 

to Wackenhut management\'s evident objective of maximizing 
profit by shortchanging their guard force. The decision to 
impose \"collective punishment\" on the guards by deducting 
from the pay of all -- not just the culprits -- the cost of 

the stolen fuel strikes us as particularly egregious. 


LOSS OF CONFIDENCE IN WACKENHUT GENERAL MANAGER 


3. (SBU) As advised in reftelcon, the strike\'s occurrence 

and what we see as Wackenhut management\'s failure to deal 
with its root causes has caused the Embassy to lose 
confidence in the local Wackenhut General Manager, UK 
national Paul Zmitrowicz. (NOTE: In Feb. 1 discussion with 
Ambassador, DCM, and RSO, Zed had given assurances that he 
would take steps -- e.g., restoring the deducted pay for 

the stolen fuel) -- and that there would be no strike. 

While we gather that a least most of the deducted pay was 
indeed immediately restored, this apparently failed to 

assuage guards\' sense of grievance. The guards expanded 
their demands to include the missing holiday pay. END 
NOTE) Consistent with DS guidance to RSO in Feb.1 telcon, 
Embassy will submit a written request to Wackenhut 
headquarters for his immediate replacement. (NOTE: This is 
not the first instance of poor performance by Zmitrowicz; 

in our letter to Wackenhut headquarters, we will note 

previous instances of his failure to comply with 

commitments under the relevant contract. END NOTE) 


NEXT STEPS 


4. (SBU) Wackenhut General Manager Zmitrowicz has told us 
that he will promptly replace the striking guards and 

ensure that there is a full complement of guards at mission 
facilities later today (NOTE: Embassy is now closed for the 
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weekend) Given Zmitrowicz\'s track record, we are taking 
his assurances with at least a grain of salt and have asked 
local police to maintain their expanded presence, for the 
time being. We will keep Department informed regarding the 
strike and Embassy\'s security posture. 


STAFFORD 
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1. (SBU) Summary: Hosting a record number of journalists for 

a marathon three-and-a-half hour session on February 1, 
President Putin was relaxed and seemed to enjoy displaying 

his mastery of facts. Putin was upbeat and positive, 

especially in describing Russia\'s economic picture. Some 
commentators were not impressed by his performance, however, 
telling us that salesmanship notwithstanding, the journalists 

had not challenged his sometimes disingenuous answers and 
that there had been a few chinks in the armor. End Summary. 


2. (SBU) President Putin\'s seventh annual press conference on 
February 1 set records in terms of the number of journalists 
(1232), questions (65), and minutes (211). Institute of 

National Strategy Director Stanislav Belkovskiy described the 
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journalists to us as too pliant. Mercator Group President 
Dmitry Oreshkin concurred, but noted that all of Putin\'s 

press conferences have been done this way and it would have 
been naive to expect otherwise. Oreshkin noted that Putin 
had skillfully sidestepped questions about Litvinenko and 
Belarus. 


3. (SBU) In the opinion of Novaya Gazeta Editor Andrey 
Lipskiy, Putin seemed at pains to reassure his audience that 
all was going well. Oreshkin agreed, and thought that the 
President had exuded self-confidence and created an 
atmosphere of satisfaction, certainty, and optimism. 


4. (U) Although Putin touched on Security Council Secretary 
Igor Ivanov\'s Tehran trip on January 28, there was no 
subsequent press attention. 


5. (SBU) \"Pro et Contra\" Editor Masha Lipman, a Putin critic, 
argued that Putin had been \"hypocritical\" by repeatedly 
refusing to use the word \"successor.\" Citing public opinion 
polls, media discussion, and elite opinion, Lipman derided 
the notion that Putin would not name a successor. She 
thought it hypocritical that he had proposed a free press and 
civil society as a solution to corruption and rejected his 
insistence that governors are not appointed. Lipman could 
recall no case where Putin\'s nominee for governor had been 
rejected by the local legislature, as Putin had said during 

the press conference. 


6. (SBU) Belkovskiy found it disingenuous of Putin to state 
that the Russian economy was no longer so dependent on oil 
and gas and that the social sphere was improving. He did, 
however, believe Putin\'s assertion that Russia would not use 
its energy resources for strategic ends. Belkovskiy claimed 
that Russia\'s oil and gas wealth was instead used for the 
benefit of Gazprom and the businesspeople linked to it. 


7. (SBU) Lipskiy also detected an occasional lapse in Putin\'s 
performance such as when a journalist asked about the 
problems the mayor of Arkhangelsk, who has presidential 
aspirations, was encountering. Lipskiy told us Putin dropped 
all pretense of democracy in telling the journalist that the 
mayor has \"problems with the governor" that the mayor has to 
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sort out. 


8. (SBU) Center for Political Technologies Tatyana Stanovaya 
concluded that Putin\'s refusal to identify whom he would 
support as Russia\'s next president until the presidential 
campaign had begun, which she believed meant after the Duma 
election, indicated a weak successor. Noting that Putin also 
had several times called for a consolidation of forces and 

had suggested that United Russia and A Just Russia should 
unite on strategic matters, Stanovaya suggested that Russia\'s 
next president would be in need of united support. 


9. (SBU) Ekho Moskvi journalist Yevgeniya Albats noted 
Putin\'s emphasis on the need to consolidate the changes in 
government that he had started in order to guarantee Russia\'s 


MOSCOW 00000464 002.2 OF 002 


continued development. This emphasis on consolidation rather 
than on the qualities of a successor suggested to her that 
the search was still on-going. 


10. (SBU) President Putin ably demonstrated why he has such 
high approval ratings with Russians. His confident, at times 
jocular, tone conveyed a message of control and calm. While 
he disappointed those looking for clues about 2008 and left 
much to be desired in the eyes of some professional 
commentators, he sent out comforting messages: noting the 
need to focus on addressing economic inequality and several 
times reminding Russians that they will choose their leaders. 
BURNS 
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1. (C) Summary. In a meeting Janaury 29, the Prime Minister\'s 
advisor on 

Media Affairs Yasseen Majid told Emboffs that the Prime 
Minister\'s Office had not been involved in the decision to 
close down al Sharqiya TV station in Baghdad (ref), saying 
instead that the decision had been taken solely by the 
Ministry of Interior under the auspices of the anti- 

terrorism law. He complained about the Communications and 
Media Commission (CMC) - and particularly its chairman\'s - 
ineffectiveness in fulfilling its role as media content 

watchdog, and said that legislation was being proposed to 
devolve some of the Commission\'s current responsibility to 
the Ministry of Communications. In other news, Majid 
acknowledged that his office had signed off on the 

agreement to grant al Jazeera English provisional one month 
clearance to broadcast from Baghdad, and that as head of 
the media committee for the Baghdad Security Plan, he was 
making progress developing guidelines for the committee\'s 
work. End Summary. 


2. (C) On January 29, PM office media advisor Yassen Majid 
told EmbOffs that the decision to close down al Sharqiya TV 
station had rested solely with the Ministry of Interior 

under the authority of Article 3 of the anti-terrorism law 

(Law 13, 2005). When asked whether the Ministry had 
consulted with anyone from the PM\'s office on this closure, 
Majid claimed that it had not, and pleaded a lack of 
knowledge of the specifics or background leading to this 
decision, simply saying that the PM\'s office had not been 
involved. (Note: numerous calls to Mol\'s Minister\'s office 
and media office have not yielded any answers.). 


3. (C) Majid placed partial blame for the Mol\'s growing 

role in media closure at the doorstep of Siyamend Othman, 
head of the CMC. Majid argued that under CPA order 65, the 
CMC had a valid role in playing media watchdog, but had 
been unwilling to do so. Majid complained about the CMC\'s 
lack of involvement in addressing al Zawra\'s TV sat station 
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- which was now showing coverage of how to produce 
explosive devices. He also complained that Siyamend Othman 
rarely if ever deigned to meet with anyone from the Prime 
Minister\'s office. Majeed took comfort in proposed 

legislation that he said would devolve some of the CMC\'s 

role to the Ministry of Communications. He said that this 
particular piece of legislation had been sanctioned by the 

PM\'s office and Council of Ministers and was currently at 

the Council of Representatives. 


4. (C) In other news, Majid noted that he had authorized, 

in consultation with National Security Advisor Mowaffug al 
Rubaiee and other PM advisors an agreement to allow al 
Jazeera English to work out of Baghdad. He confirmed that 
this agreement was currently for a provisional time period 

of one month. He noted that the Baghdad Security Plan 
committee on media/public relations was making progress and 
as the chair, he had developed goals for the committee. 
These guidelines included media coverage to show a united 
front between different political parties, media coverage 
that would promote public goodwill towards Iraqi Security 
Forces by highlighting their role in reconstruction and 
security, and outreach activities to promote unity such as 
distribution of Iraqi flags and T-shirts. 


5. (C) Comment: As a satellite channel with a base in 

Dubai, al Shargiya continues to broadcast in Iraq despite 

its ban. However, we understand that Mol has raided its 
Baghdad office, confiscated materials such as computers in 
that office, and has issued warnings of arrest for those 
Sharqiya-affiliated reporters still working in Baghdad. The 
closure of Sharqiya, the fourth closure of a TV station 

over the past five months, is distinct in that it appears 

that the Ministry of Interior led the way in calling for 

and enforcing this action. Previous closures, including a 
month long shut down of al Arabiya in September, and the 
November shutdowns of Salahadin and al Zawra TV stations, 
involved either a vote from the Council of Ministers or an 
order from the Prime Minister\'s Office. Sharqiya\'s 

coverage is generally considered to be independent though 
some have complained that its news is \"Sunni-Arab slanted\". 
KHALILZAD 
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RUEHME/AMEMBASSY MEXICO 7543 
RUEHZP/AMEMBASSY PANAMA 9932 
RUEHQT/AMEMBASSY QUITO 5351 
RUEHSJ/AMEMBASSY SAN JOSE 4301 
RUEHSN/AMEMBASSY SAN SALVADOR 1653 
RUEHSG/AMEMBASSY SANTIAGO 2230 
RUEHUL/AMEMBASSY SEOUL 0611 
RUEHGP/AMEMBASSY SINGAPORE 0091 
RUEHTG/AMEMBASSY TEGUCIGALPA 1282 
RUEHKO/AMEMBASSY TOKYO 1158 
RUEHWL/AMEMBASSY WELLINGTON 0007 
RUEHHK/AMCONSUL HONG KONG 0694 
RUEHIN/AIT TAIPEI 0115 


SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: ECON, ECIN, ETRD, APECO, CO 

SUBJECT: LATIN PACIFIC ECONOMIC MINISTERS INTERESTED IN 
HARMONIZING TRADE AGREEMENTS AND ASIA OUTREACH 


SENSITIVE BUT UNCLASSIFIED -- PLEASE TREAT ACCORDINGLY 


1. (SBU) SUMMARY. Colombia hosted the \"Latin American 
Pacific Basin Initiative Forum\" January 29-30 in Cali, with 
participants from 9 of the 11 Latin American Pacific coast 
countries. The largely symbolic meeting was intended to 
galvanize trade and investment among the Latin Pacific 
countries, and promote a common outreach to the Asian Pacific 
region. Much of the discussion focused on the fledgling port 
and transport infrastructure that plagues the region, and on 

the need to harmonize cumulation/rules of origin in the 

myriad regional and bilateral trade pacts in the hemisphere. 
APEC membership for additional Latin American countries was 
backed, but viewed as only one element of a broader strategy. 
The closing declaration calls for a working group of vice 
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ministers of trade to recommend concrete proposals in support 
of this agenda, and for a second forum to be held in Peru the 
third week of August. End Summary. 


2. (U) Representatives of 9 of Latin America\'s 11 Pacific 
Basin countries -- including 5 ministers of trade/economy -- 
participated in the two-day forum in Cali (official 

delegation list is attached at Para. 7). Only Nicaragua and 
Costa Rica failed to send a representative. The program 
consisted of presentations by the three Latin APEC members 
(Mexico, Chile and Peru) concerning their experiences with 
Asian trade, a discussion of port infrastructure along Latin 
America\'s Pacific coast led by Jose Enrique Perez of the 
Andean Finance Corporation (CAF), and a review of broader 
Pacific Basin economic trends by Antoni Estevadeordal of the 
Interamerican Development Bank. The ministers met in private 
to discuss concrete follow-up, and two private sector 
sessions were held to provide recommendations to the 
ministers. 


3. (U) The statistics tell the story. The 11 Latin Pacific 
countries have a population of 245 million, GDP per capita of 
USD 4,700, and represent 3.5 percent of world trade. The 15 
Asian Pacific countries have a population of 2.1 billion, GDP 
per capita of USD 15,000, and participate in 28 percent of 
world trade. Trade between the two regions has been growing 
steadily, albeit from a low base. From 2000 - 2005, annual 
Latin Pacific exports to the Asia Pacific region grew by 25 
percent to USD 20 billion, while imports skyrocketed by more 
than 100 percent to USD 70 billion. The majority of Latin 
exports are raw materials, while the majority of Asian 

Pacific exports consist of manufactured goods and technology. 
Of the 11 Latin Pacific countries, only Chile and Peru enjoy 

a trade surplus with the Asia Pacific region due to their 
mineral exports. 


4. (U) Speakers underscored port and transport 
inefficiencies as a major stumbling block to intra-regional 
as well as Asian trade. Whereas Chinese port traffic is 90 
percent containerized, Latin Pacific port containerized port 
traffic stands at 40 percent -- another reflection of the 

high commodity content of the export base. 


5. (U) The IDB\'s Estevadeordal highlighted the growing number 
of bilateral and sub-regional trade arrangements (the 
\"spaghetti bowl\") as an additional complication to generating 
efficient flow of goods. In the private sector session that 
followed, participants called for linkages between existing 

trade arrangements -- especially on rules concerning 
cumulation and rules of origin. 
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6. (SBU) The benefits of APEC membership for additional 

Latin Pacific countries represented an important -- but not 

sole -- focus of the event. All speakers made reference to 

the significance of expanded Latin American membership as an 
element of Asian outreach, and support for such membership 
when the current moratorium on new members ends was 
universal. However, there was no clamor for ending the 
moratorium, and EconCouns was never approached about USG 
policy toward the moratorium. No mention of APEC was made in 
the final declaration. 


7. (SBU) A ministerial declaration (WDeclaration of 

Santiago de Cali") was hammered out at the last moment 
following stalemate over the issue of expanding the forum to 
include other Latin American countries not within the Pacific 
Basin. It calls for a working group (at the Vice Ministerial 
level) to advance concrete ideas on harmonization of existing 
trade agreements and infrastructure improvements. The 
declaration also calls for an inventory of regional 

investment agreements and promote cooperation accords with 
Asian Pacific countries. The ministers announced that a 
second Forum will be held in Lima in the third week of August 
of 2007. The text of the declaration (in Spanish) can be 
found on the Ministry of Trade website 
(www.mincomercio.gov.co). 


8. (U) Delegation List. Below are the participants on the 
official delegations: 


--Chile: Carlos Furche, Vice Minister of International 
Economic Affairs, Ministry of Foreign Affairs; Camilo 
Navarro, Chief of the Latin America Department 


--Colombia: Luis Guillermo Plata, Minister of Trade, Industry 
and Tourism; Eduardo Munoz, Vice Minister of Trade, Industry 
and Tourism 


--Ecuador: Franklin Chavez Pareja, Executive Secretary of the 
Ecuadorian Committee for the Pacific Basin, Foreign Ministry 


--El Salvador: Yolanda Mayor de Gavidia, Minister of 
Economy; Carmen Aida Lazo, Advisor, Ministry of Economy 


--Guatemala: Fernando Sesenna Olivero, Ambassador to 
Colombia 


--Honduras: Elizabeth Azcona Bocock, Secretary of State 
for Industry and Commerce; Marie Dominique Villeda, Director 
General for Foreign Trade 
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--Mexico: Luz Maria de la Mora, Chief, International Trade 
Negotiating Unit, Ministry of Economy; Norberto Amador, 
Deputy Director for Colombian Affairs, Ministry of Economy; 
Monica Contreras, Deputy Director for APEC Affairs, Ministry 
of Economy 


--Panama: Alejandro Ferrer, Ministry of Trade and Industry; 
Diana Salazar, Director of International Trade Negotiations, 
Ministry of Trade and Industry; Margorieth Tejeira, Press and 
Public Relations Officer, Ministry of Trade and Industry 


--Peru: Mercedes Araoz Fernandez, Minister of Foreign Trade 
and Tourism; Javier Laulinich Velarde, Director General for 
WTO and International Trade Negotiations, Ministry of Foreign 


Trade and Tourism 


9. (SBU) Comment. The meeting was equally focused on 
intra-regional trade and getting the Latin American house in 
order as it was on reaching out to the Asian Pacific 
countries. There were no illusions that expansion of the 
Latin America role in the Pacific Basin would be quick or 
easy; rather, all participants recognized that ironing out 

port and transport inefficiencies, and seeking harmonization 
of the myriad intra-regional trade accords, were 
preconditions for Latin America to serve as more than an 
exporter of raw materials. While the meeting was more 
symbolic than substantive, the fact that the ministers agreed 
on a second forum in a rather short timeframe demonstrates 
their intent to give life to this process. End Comment. 


DRUCKER 
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PP RUEHWEB 

DE RUEHPE #0309 0331504 

ZNR UUUUU ZZH 

P 021504Z FEB 07 

FM AMEMBASSY LIMA 

TO RUEHC/SECSTATE WASHDC PRIORITY 3829 
INFO RUEHBO/AMEMBASSY BOGOTA 4325 
RUEHBR/AMEMBASSY BRASILIA 7204 
RUEHCV/AMEMBASSY CARACAS 0137 
RUEHLP/AMEMBASSY LA PAZ FEB MONTEVIDEO 9106 
RUEHQT/AMEMBASSY QUITO 0985 
RUEHSG/AMEMBASSY SANTIAGO 1098 


SIPDIS 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PGOV, KDEM, PE 
SUBJECT: GARCIA RE-CENTRALIZES DECENTRALIZATION 


REF: 06 LIMA 4519 (AND PREVIOUS) 
Sensitive But Unclassified. Please handle accordingly. 


1. (SBU) Summary: The Garcia government in late January 
formally placed the bureaucratic entity responsible for 
decentralization into the Council of Ministers structure. 

Some observers emphasize the irony that the central 
government has reasserted control over a mechanism intended 
to distribute authority to regions and municipalities, others 
believe decentralization will now have the high-level 

political attention it needs, while many see the government\'s 
move as politically heavy-handed whatever its longer term 
effects. End Summary. 


2. (U) The GOP on 1/25 merged the previously independent 
National Decentralization Council (CND) into the Council of 
Ministers (PCM), the cabinet structure presided over by 
President Garcia. (The CND was created in 2002 to guide the 
political, economic, and administrative decentralization 
process; the Executive Board included local and regional 
leaders.) This move increases the President\'s control over 
the faltering decentralization process and, according to 

critics, eliminates an \"autonomous\" forum for regional and 
local governments to discuss decentralization policy among 
themselves and with the central government. Some observers 
have highlighted the irony that decentralization appears to 
have been \"recentralized,\" and questioned the legality of the 
executive decree given that the CND was created by an organic 
law in Congress. 


3. (U) The President, Prime Minister, and other APRA 
politicians have defended the move. The Prime Minister said 
the \"fusion by absorption\" of the CND would eliminate 
duplication and promote decentralization by giving the Prime 
Minister policy oversight. More hopeful observers noted that 
the PCM might provide the political will needed to jumpstart 
the government\'s high priority decentralization process, 
which was increasingly seen as adrift. In this connection, 
many also agree that something needed to be done to improve 
the effectiveness of the weakly-led CND. 


4. (SBU) Comment: Garcia announced the restructuring without 
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consulting the CND, regional presidents, local authorities, 

or Congress, all of whom seemed blindsided by the decision. 
Regional and local leaders, the presumed central actors in 
any authentic decentralization process, now wonder what their 
role in decentralization will be and whether the central 
governmentVs decision will slow the concrete transfer of 
functions and resources. This has raised broader questions 
about the President\'s willingness to subject policy questions 
to the political give-and-take necessary to build consensus, 
and generated accusations of political clumsiness and 
heavy-handedness that could undermine the country\'s long-term 
interests in successfully decentralizing state functions, 
structures and resources. End Comment. 

POWERS 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PGOV, PREL, RS, EN 

SUBJECT: REVISED: ESTONIA: FUROR OVER BRONZE SOLDIER 
DEBATE 


REF: (A) 06 TALLINN 533 


1. Summary: On January 10, the parliament approved a 
bill giving the government legal authority to relocate 

the graves of Soviet soldiers and the adjacent QBronze 
SoldierQ statue from their current location in central 
Tallinn. While Prime Minister Andrus Ansip has stated 
that excavation of the graves could begin in May, the 
decision will ultimately fall to the new government 

that will be formed after parliamentary elections in 
March. In addition, any decision to move the graves 
and the monument will likely face legal challenges 

that could drag on for some time. End Summary. 


Background 
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2. (SBU) As previously reported (Ref A), ethnic and 
political tensions over the QBronze SoldierQ, the 
Soviet-era monument dedicated to the war dead of WWII, 
initially reignited in May 2006. On the anniversary 

of the QEnd of the Great Patriotic War DayQ, counter- 
demonstrations resulted in scuffles between ethnic 
Russians and Estonians near the monument. 
Subsequently, the Ministry of Interior temporarily 
cordoned off the park in which the monument is located 
and banned demonstrations near the site. The media 
coverage of these events was extensive, in part due to 
the highly prominent and visible location the Bronze 
Soldier in central Tallinn and the fact that the 

police were filmed removing an Estonian flag brought 
to the scene by protesters. The police later stated 

they had removed the flag to ensure its safety, but 

its removal was seen as an insult by more 
nationalistically-inclined Estonians. 


3. (U) Political leaders immediately began to debate 
the necessity of moving the Bronze Soldier to a less 
visible location outside of the city Q giving the 
justification that it would lessen the ability of 

radical groups on both sides to disturb the public. 
Prime Minister Andrus Ansip voiced his support for 
moving the monument, but acknowledged that in the 
absence of national legislation regulating the 
protection of war graves, the GOE lacked authority to 
take any action. The Tallinn city government Q which 
is dominated by the Center Party, an opponent of 
removing the monument -- convened a series of 
roundtable discussions that included Russian NGOs and 
local leaders, but could not reach a consensus. 


Where There is a Bill, There is a Way 


4. (U) Members of the three-party ruling coalition 

split over the issue: Center and PeoplesQ Union 
opposed moving the Bronze Soldier while the Reform 
Party strongly supported the idea. In November, Vaino 
Lind, a Reform MP and the Chair of the Legal Affairs 
Committee, submitted the QWar Graves Protection Bill 
(WGP) to the Parliament for consideration. The 
parliament approved this legislation, jointly 

sponsored by the Reform Party, Social Democratic 
Party, Res Publica, and Pro Patria, on January 10, 
giving the GOE the legal authority to move war graves, 
markers, and monuments that are located in 
QunsuitableQ areas. According to the law, the 
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Ministry of Defense will establish an independent 
committee (made up of representatives from the 
Estonian Association for the Maintenance of War Graves 
and the Ministries of Foreign Affairs, Defense, 

Interior, Justice, and Culture) to determine a list of 
war graves designated for removal and reburial at an 
alternate location. The Commission has one year to 
make its determination. Once finished, the committee 
submits its findings to the Ministry of Defense for 
implementation. Opponents of the bill have criticized 
it for being inflammatory. Supporters, however, 
emphasize that it is in full compliance with the 
Geneva Convention, and includes provisions for the 
proper reburial of any disturbed remains. 


5. (U) Prime Minister Ansip has publicly expressed his 
desire for the excavation process to begin in May. 
However, it is unlikely the GOE will take any action 
until March parliamentary elections determine the 
shape of the next government. In addition, any GOE 
effort to move the monument itself may face delays 
from legal challenges. Elina Elkind, an Advisor at 

the Ministry of Justice, told us that there is some 
ambiguity in the language of the law which opponents 
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could use to challenge the GOEQs right to move the 
Bronze Soldier. 


7. (U) Another bill tangentially related to the WGP, 

the QDisallowed Construction Removal BillQ (DCR), has 
stalled in the Riigikogu. The DCR would authorize the 
GOE to prohibit the construction of and allow the 
removal of any monument or structure that glorifies 
the occupation of Estonia and/or incites hatred or 
disturbs public order. The DCR, which was also 
initially submitted in November, has been through only 
one of three readings in the parliament. The same 
four parties sponsored the bill, but gave priority to 
passage of the WGP. Raini Lind, the Director of the 
parliamentQs Legal Affairs Committee Secretariat, felt 
that in her opinion the DCR will likely die in 

committee before the parliamentQs last on February 
22nd. 


Is it History or Politics? 


8. (U) Comment: From the mid-90s on, the Estonian 


Column 3 

government has generally learned to turn the other 
cheek in the face of provocative statements and 
actions related to such emotionally-laden issues as 
treatment of the Russian minority and the Bronze 
Soldier. Why, after 15 years, last MayQs events 
caused the Estonian political leadership to bring back 
this issue front and center is not completely clear to 
us, although the desire to use this issue for 

political benefit in the run-up to next monthQs 
elections was clearly one important factor. With 
those elections now at hand, we believe that what 
happens next will largely depend on the shape of the 
next governing coalition. 


GOLDSTEIN 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 02/01/2017 

TAGS: PGOV, PHUM, UP 

SUBJECT: UKRAINE: YUSHCHENKO POISONING CASE REMAINS 
UNSOLVED TWO YEARS AFTER HIS INAUGURATION 


Classified By: Ambassador, reason 1.4 (b,d) 


1. (SBU) Summary. More than two years after his 
inauguration as President, Viktor Yushchenko\'s face no longer 
has the huge chloracne bumps and pallid grey color resulting 
from his poisoning by dioxin in September 2004, and his Swiss 
doctors claim that 80 percent of the dioxin has left his 

system. Despite Yushchenko\'s claims in December 2006 that 
Ukrainian legal authorities had all the evidence they need to 
press charges in the case and only lacked \"courage\" to 
initiate action, however, the prosecutor general\'s office 

(PGO) seems no closer to solving the case now than it did two 
years ago. With Yushchenko clearly focused on his September 
5, 2004 dinner at the dacha of then Security Service deputy 
head Satsyuk, who reportedly fled to Moscow after the Orange 
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Revolution, Prosecutor General Medvedko announced January 30 
that he was pursuing involvement of a mysterious masseur, as 
well as an alleged fish dinner Yushchenko had prior to the 
Satsyuk session. 


2. (C) Comment: The Presidential Secretariat's newfound 
openness regarding Yushchenko\'s recent treatment in 
Switzerland comes after two years of unpublicized trips which 
raised questions about the extent to which the poisoning\'s 
lingering effects may have limited Yushchenko\'s capacity to 
act decisively as President. In meetings and pubilc 
appearances, Yushchenko does not appear to be in pain or 
incapacitated in any way, although we continue to hear that 
he continues to take medication for pain. Yushchenko\'s 
frustrated public comments about the case and PGO were an 
indication of the limited extent to which he has influence 

over the PGO, even in a case involving the poisoning of the 
head of state. The PGO\'s lack of progress in what many had 
presumed would have been its top priority after Yushchenko 
became President in January 2005 mirrors the lack of progress 
in the Gongadze murder case, which the newly inaugurated 
Yushchenko said should serve as the measure of the 
effectiveness of delivering justice in the new Ukraine. End 
Summary and Comment. 


New transparency for Presidential Medical updates 


3. (SBU) Analysis by a Dutch lab in December 2004 suggested 
that Yushchenko had the second highest levels of dioxin ever 
recorded in a human, 100,000 units per gram of blood fat, or 
6000 times normal (note: average levels of 15 to 45 units 
accumulate over time as industrial pollutants affect the food 
chain). The most visible impact of the poisoning affected 
Yushchenko\'s scarred and pallid facial skin, with huge, 
bulging chloracne on his face and neck; the cold of winter 
turned his skin a purplish grey. Yushchenko\'s doctors and 
family have never released any assessments of damage to 
Yushchenko\'s internal organs. While Yushchenko told a 
visiting Congressional delegation in early February 2005 that 
his doctors had promised his facial skin would be \"close to 
normal in six months\" and showed changes in the base of his 
fingernails as evidence that the dioxin had started working 

its way out of his system, his chloracne only started 

subsiding significantly a year later, in 2006. By the end of 
2006, the chloracne had essentially disappeared, leaving the 
man who until August 2004 had been Ukraine\'s most handsome, 
smooth-skinned politician with baggy jowls and a 

significantly pitted but more normal complexion. 


4. (C) For two years after his inauguration, Yushchenko made 
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a series of unpublicized, multi-day trips to Switzerland for 
treatment of his dioxin poisoning. Ukrainians would not know 
when their president was out of the country, and some visits 
only became known to the Embassy by chance: first Lady 
Kateryna Yushchenko\'s passing mention to U/S Dobriansky of a 
hotel-lobby encounter with previously anti- Yushchenko media 
mogul Rabinovitch in Geneva while on one of the 2005 
unannounced visits; then Presidential Secretariat Rybachuk\'s 
January 2006 comment to us that Yushchenko would be 
\"completely unavailable for several days that week; 
Tymoshenko adviser Nemyria\'s revelation on July 6, 2006, the 
day Moroz defected to join a Regions\' led coalition in 
exchange for becoming Speaker, that Yushchenko had made 
desperate calls from Switzerland to Tymoshenko and Socialist 
leader Moroz in a failed last-minute effort to salvage the 
aborted Our Ukraine-Tymoshenko Bloc-Socialist coalition. 
Yushchenko\'s previously unknown out-of-the country absence on 
such a crucial day for the country\'s political development 

and his own political fortunes was a reminder that his 
poisoning, its unknown impact on his stamina, and the time 
demands of his out of country treatments remained an elusive 
X factor in his ability to act effectively as President. 


5. (SBU) In a departure from two years of secretiveness, the 
Presidential Secretariat announced in mid-January that 
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Yushchenko would travel to Switzerland January 19-23 for a 
series of tests and provided an interim update while he was 
still in Switzerland that doctors had determined Yushchenko 
was in good health. Swiss doctor Jean Sora subsequently 
announced January 28 that 80 percent of the dioxin had left 
Yushchenko\'s body and that Yushchenko could work for extended 
periods of time; presidential press secretary Iryna Vannikova 
added January 29 that the medical tests in Geneva showed no 
organ malfunctions. (Note: based on the reported December 
2004 dioxin levels, even an 80 percent reduction suggests 
Yushchenko\'s dioxin levels could remain as high as 20,000 
units, or 1200 times normal). 


The butler in the dacha, fish, or the masseur? 


6. (SBU) After little public commentary in 2005-06 about 
progress, or the lack thereof, in the poisoning 

investigation, Yushchenko weighed in during his December 14, 
2006, end-of-year press conference, sparking a flurry of 
defensive, speculative comments by current and past 
authorities. Yushchenko told reporters that the 
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investigation had established who had poisoned him and that 
it would not be hard to prove: \"There is enough information 
today to handcuff the people concerned, some of whom are 
outside of Ukraine. The last facts as to who put which dish 
on the table, and where the poison could have been put into 
the food, have been established.\" In a remarkable comment 
regarding the poisoning of the head of state, Yushchenko 
suggested the key question concerned prosecutorial will: Do 
those people have enough courage to do what is required" 


9. (SBU) General Prosecutor Medvedko, who inherited the case 
when he was promoted in November 2005, had himself claimed in 
a September 9, 2006 press conference in Kyiv that the 
investigation had determined the circumstances of the 
poisoning and that the remaining task was to find the 

conclusive evidence. However, Medvedko backed away from 
Yushchenko\'s assertions the next day, December 15, while in 
Donetsk. Denying that the GPO was a half-step away from 
solving the case, Medvedko claimed that the SBU, not the GPO, 
should investigate the case (note: the cautious Medvedko 
started his prosectorial career in Donetsk and Luhansk, where 
he chaired a committee involved in the initially botched 
prosecution of the 2001 Alexandrov murder, Ukraine\'s second 
most well-known journalistic death after the Gongadze case. 
Medvedko denied involvement in the falsification of evidence 

in the Alexandrov case and blamed the framing of an innocent 
man on other law enforcement officials). 


10. (SBU) Medvedko\'s deputy Rinat Kuzmin, a Donetsk native 
appointed Deputy General Prosecutor for criminal 
investigations after Yanukovych and Regions returned to power 
and prone to politically-motivated comments about orange 
politicians, further distanced the GPO from Yushchenko\'s 
comments on December 26. Kuzmin claimed the investigation 
had no information about who, where, and how Yushchenko had 
been poisoned, that none of the law enforcement or 
intelligence agencies had such information, and that the case 
was too politicized. Proceeding to politicize the poisoning 
himself, Kuzmin revived a 2004 blue camp allegation that 
Yushchenko could have been poisoned from within the orange 
camp, maintained that it was improper to focus only on one 
scenario (i.e., the dinner at Satsyuk\'s dacha), and said 

other scenarios should be examined (note: Kuzmin served as 
Kyiv Prosecutor from 2003-04 until being dismissed after the 
Orange Revolution; he was a close ally of Hennadiy Vasilyev, 
another Donetsk native who served as a politicized General 
Prosecutor from 2003-04 until he was dismissed by Kuchma as 
part of the December 8, 2004 compromise deal). 


11. (SBU) Former SBU Chief Ihor Smeshko, a guest at 
Yushchenko\'s September 5 dinner at his deputy Satsyuk\'s 
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dacha, broke two years of silence on the poisoning January 26 

in an interview with \"Fakty and Kommentarii,\" owned by Kuchma 
son-in-law Viktor Pinchuk. Smeshko claimed that Yushchenko 
and PGO investigators had been captive to Yushchenko\'s 
statement that the poisoning attempt had been committed by 

the \"criminal government\" (i.e., the Kuchma regime then in 
power). He suggested that Yushchenko could have been 
poisoned 90 minutes prior to the Satsyuk dinner, when 
Yushchenko dined at the dacha of the owner of the \"Foxtrot\" 
appliance chain, claiming that Yushchenko was served trout on 

a separate plate, a dish no one else shared (note: Smeshko 
claimed to a NY Times reporter in early 2005 that all 

attendees at the Satsyuk dinner had eaten food served 
communally. Smeshko was no friend of Satsyuk, a close 
SPDU(o) ally of Kuchma Chief of Staff Medvedchuk who had been 
installed by Medvedchuk as Smeshko\'s deputy at the SBU 
against Smeshko\'s will and fled to Russia after the Orange 
Revolution). 
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12. (SBU) Medvedko held another press conference January 30, 
claiming two new suspects had been established as having been 
involved in the poisoning case, stating: \"one of them is a 
masseur.\" The unnamed masseur left Kyiv in September 2006 to 
a destination unknown to Ukrainian police, added Medvedko, 

who did not elaborate on why Ukrainian authorities had not 

known of or taken into custody the supposed suspect in the 

two years after the poisoning. Medvedko also said that the 

PGO was examining Smeshko\'s contention about the Foxtrot 
dinner. 


Will poisoning ever be solved? 


13. (SBU) Note: Yushchenko\'s September 2004 poisoning took 
him off the campaign trail for six weeks, until just prior to 

the first round of the 2004 Presidential election (October 

31, 2004). On the evening of the second round election day, 
November 21, 2004, a car parked for eight hours in front of 
Yushchenko\'s campaign headquarters in Podil turned out to 
have three kilos of hexogen-based plastik explosive in its 
trunk. When police searched the car and found the 
explosives, they detained two individuals carrying fake 
Russian and Ukrainian passports, Russian citizens Mikhail 
Shugai and Marat Moskvitin. Initially charged with an 
attempted terrorist act, smuggling of explosives, and use of 
fake documents, Shugai and Moskvitin were convicted of the 
latter two charges in June 2006 (the attempted terrorism 
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charge was dropped) and sentenced to four and six years, 
respectively. 


14. (SBU) Comment: In the immediate aftermath of the arrests 
in 2004, which occurred hours before the Orange Revolution 
began, many Ukrainians viewed the apparent foiled bombing 
incident as a potential follow-up attempt on Yushchenko\'s 

life after the September poisoning. Over time, however, no 
apparent connections emerged, and the trial of Shugai and 
Moskvitin did not uncover who allegedly ordered a potential 
attack on Yushchenko\'s campaign headquarters. While Shugai 
and Moskvitin were convicted to multi-year sentences in June 
2006, it is not clear at this point whether anyone will ever 

be prosecuted for one of the highest profile political 

poisonings in recent decades. 


15. (U) Visit Embassy Kyiv\'s classified website: 
www.state.sgov.gov/p/eur/kiev. 
Taylor 
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Column 3 
SUMMARY 


1. (SBU) Left-of-center weekly Le Nouvel Observateur devoted its 
cover story to climate change with an interview of President Chirac, 
which the magazine characterized as \"The President's Legacy for the 
Environment." In this interview the French President stated: \"I want 
the U.S. to adopt Kyoto and post-Kyoto.\" The U.S. position on the 
environment was broadly discussed throughout the week, with 
right-of-center Le Figaro noting on Thursday that \"little by little 
America\'s obstacles regarding climate change were being lifted.\" 
Iran\'s stance on nuclear weapons, FM Douste-Blazy\'s comment about \"a 
unified international community to deal with Tehran\" and President 
Chirac\'s surprising gaffe in an interview with the IHT, the NYT and 

Le Nouvel Observateur minimizing the \"dangerousness\" of Iran, \"were 
it to possess one or two nuclear weapons," fueled a heated 
controversy towards the end of the week. France\'s economic 
attractiveness was debated at the start of the week in connection 

with the government\'s yearly Strategic Economic Attractiveness 
Council which was launched in 2003. End Summary. 


2. (SBU) Ambassador Stapleton stated in a tour d\'horizon interview 
that appeared Saturday in right-of-center Le Parisien that a 

\"military intervention in Iran would be the worst possible solution\" 

but that the aircraft carrier sent to the Gulf was a \"message to the 
government to show that the U.S. was committed to security in that 
part of the world.\" Philippe Gelie in an op-ed in right-of-center 

Le Figaro asked: \"Is America Getting Ready to Attack Ahmadinejad\'s 
Iran?\" Gelie argued that since President Bush\'s \"harsher stance\" 
towards Iran on January 10, \"not a day went by without an official 
spokesperson taking the opportunity to deny the President\'s 

bellicose intentions.\" Gelie further argued that the denials from 

Tony Snow and Dana Perino \"had done more to feed speculation than to 
stop it.\" Gelie contended that Washington, \"by adopting a harsher 
line and appearing more threatening, wanted to show Iran where the 
balance of power stood in the region;\" Gelie quoted Robert Gates: 
Was long as Iran refuses to understand that the U.S. is a daunting 
adversary, there is no point in talking." Gelie concluded that 

while Wan operation against Iran would carry astronomical costs... 
nothing proved that a firm decision had been made.\" In 
right-of-center Le Journal du Dimanche, Karen Lajon agreed that 
\"pressure was mounting on Iran and that while President Bush was 
getting tougher, Teheran\'s leaders were at each other\'s throat, with 
the lranian people disbelieving that a war was imminent.\" In an 
interview in right-of-center Le Figaro, Iranian sociologist Amir 
Ebrahimi stated that \"the personalities of the two presidents [Bush 
and Amadinejad] gave credence to the possibility of a 
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confrontation.\" 


3. (SBU) FM Douste-Blazy who penned an op-ed in left-of-center Le 
Monde on the \"timeliness for France to encourage negotiations in the 
Middle East\" also warned regarding Iran that, \"much would depend on 
the international community\'s ability to remain united, which was 

its only leverage to help convince Tehran to make the right 

choices.\" The Foreign Minister intimated that \"recent developments 
could prompt Teheran to reflect\" and that \"the ball was in Iran\'s 
court.\" But he also argued that \"the only viable solution was the 

one supported by France.\" Jack Lang and Louis Gautier of the 
Socialist Party penned a joint op-ed in left-wing Liberation 

entitled \"For a Just International Order\" in which they stated that, 
\"Iran\'s controlled access to commercial nuclear technology could be 
considered as long the Iranian regime agreed to definitively give up 
any plans to acquire nuclear weapons. 


4. (SBU) On Thursday a controversy erupted over President Chirac\'s 
comments, which he later recanted alleging that he thought he was 
speaking \"off the record,\" on Iran during an interview earlier in 

the week. In left-of-center weekly Le Nouvel Observateur Guillaume 
Malaurie entitled his column \"Iran: When Chirac Retracts Chirac.\" 
Malaurie contended that \"while to date President Chirac had preached 
in favor of a dialogue with Iran, he had recently adopted a harsher 
tone, supposedly under pressure from the U.S." Malaurie also noted 
that President Chirac first minimized the \"dangerousness\" of Iran, 
\"were it to possess one or two nuclear weapons,\" because \"it would 
lead to the immediate destruction of Tehran,\" but later retracted 

his statement in a second interview, recognizing \"he was wrong.\" 
Left-of-center Le Monde in its mid-day Thursday electronic edition 
headlined that President Chirac was hard-pressed to define a stance 
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towards Iran\" and that his comments \"went against France\'s official 
position.\" The editorial entitled \"Diplomatic Shift\" also outlined 

in the electronic early Le Monde edition noted that \"President 
Chirac\'s remarks would once again leave France\'s partners 
rudderless\" and that they \"confirmed France\'s diplomatic shift on 
the lranian nuclear crisis.\" The paper edition of Le Monde dated 
Friday entitled its editorial \"A Radical Shift\" and concluded that 
\"these remarks were a radical shift in France\'s policy, more so than 
the aborted trip to Tehran of FM Douste-Blazy, intervening at the 
worst possible moment.\" 


5. (SBU) On Friday all media outlets commented on the fallout of 
what left-wing Liberation\'s front page headlined, \"Chirac\'s 
lrangaffe.\" In right-of-center Le Figaro, Alain Barluet underscored 
the Elysee Palace\'s attack on the U.S. press, accused of 
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\"interpreting the remarks in such a way as to trigger a shameful 
controversy. Such an attitude does not surprise us coming from 
certain U.S. media, always quick to use anything they can against 
France. However, Barluet saluted Washington \"for taking great 
pains to avoid adding oil to the fire.\" Europe-1 Radio\'s Washington 
correspondent Francois Clemenceau reported on the revised transcript 
and the statement from the Elysee Palace faulting the American 
media, and noted the low-key USG official position expressed by 
State Department spokesman Sean McCormack yesterday: \"the French 
Government has officially revised and extended President Chirac\'s 
remarks...we all have the right to a \mulligan\' now and then..." 
Editorialist Dominique Jamet in right-of-center France Soir was most 
critical of the accusations made by the Elysee against the U.S. 
press: \"The French President did not realize he was dealing with 
U.S. media, which differs from French journalists who remain 
respectful and ready to be accomplices. The U.S. press did not 
hesitate to reveal the story, leading the Elysee Palace to put out 

an angry press release denouncing the \'shameful controversy\' 
triggered by the U.S. media against France. The fact is that with 
one fell swoop the American journalists managed to question the 
French media\'s complacency, the [French] President\'s abilities with 
regard to his age, and shed light on [French] Presidential lies. In 
short they were simply doing their job. What a shame indeed!\" 


6. (SBU) Climate change and the Intergovernmental Panel conference 
in Paris elicited numerous commentaries on France\'s presidential 
candidates signing off on the ecological pact and on a \"noticeable 
shift\" in the U.S. government\'s attitude toward global warming. 
Catholic daily La Croix on Thursday ran Ambassador Stapleton\'s op-ed 
on U.S. climate change policy. In right-of-center Le Figaro, Gaetan 
de Capele commented that \"President Bush himself, traditionally 
hermetically closed to the issue, was acknowledging the reality of 

the situation.\" Regional daily I\Alsace editorialist Patrick 

Fluckiger agreed: \"Everyone is talking about global warming, even 
George Bush!" In regional La Nouvelle Republique du Centre, Herve 
Cannet reiterated that \"public opinions were finally regarding 

climate change as vital. Even the Bush administration, which refused 
to sign the Kyoto protocol, was now obligated to make a few 
promises.\" In left-of-center weekly Le Nouvel Observateur Philippe 
Boulet-Gercourt noted that \"finally, the U.S. was waking to the 
problem: from multinationals to Congress, from the religious right 

to local governments, America was warming to global warming.\" 


7. (SBU) Right-of-center La Tribune, in a less optimistic editorial 
argued that \"indeed, President Bush was no longer denying global 
warming, but that he continued to reject the Kyoto Protocol.\" 
However the editorial further acknowledged that \"President Bush was 
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wagering on technological innovation and alternative energy sources 
to reduce greenhouse gas emissions.\" Michel Vagner in regional 
LVEst Republicain praised the IPCC in his editorial: \"The fact that 
500 scientists from 130 countries might reach an agreement on the 
state of the climate and what to do about it would be a victory. 

This would allow for greater general awareness.\" For left-of-center 
Le Monde, \"the IPCC was pushing decision-makers to act.\" 


8. (SBU) The economic section of right-of-center Le Figaro headlined 
\"Foreign CEOs Happy in France Despite EverythingW although \"foreign 
investors were both seduced by and annoyed with France.\" In an 
interview, Francis Bailly, who is the President of the American 

Chamber of Commerce and General Electric Europe executive, praised 
France, \"where GE had found a portfolio of activities which mirrored 
GE\'s.\" But Bailly, as the President of the AmCham, also decried 
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\"the image of France and the 35-hour workweek, despite recent 
attempts at flexibility, as the refection of a country that was 

unable to adapt to economic and demographic realities.\" In his 
editorial in right-of-center Le Figaro, Nicholas Barre warned that 
\"while France could indeed be attractive, the rest of the world was 
even more so.\" Barre also pointed to the reality of certain figures 
put forward by the government, which included real estate 
investments, and argued that \"in the end, the investments which 
boosted productivity were but a fraction of those figures.\" Barre 
concluded that realistically, foreign investors were asking France 
to \"simplify its complicated set of legislation and regulations\" and 
warned that \"if France did not comply, investors would go 
elsewhere.\" Catholic La Croix quoted an Ernst and Young spokesman 
who agreed: \"France\'s traditional advantages are becoming 
run-of-the-mill, whereas its handicaps in terms of financial 

criteria are shifting the balance in favor of its competitors.\" 
STAPLETON 
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SIPDIS 
WHA/CAR RANDALL BUDDEN 


E.O. 12958: N/A 

TAGS: PGOV, PHUM, JM 

SUBJECT: REQUEST FOR HUMAN RIGHTS VETTING OF NOMINEES TO 
ATTEND TRAFFICKING IN PERSONS COURSE, FEBRUARY 12, 2007, 
SALVADOR 


1. Post requests the Department\'s assistance in screening 
the following candidates have been nominated for training 
in the U.S., pursuant to 

the Leahy Act and Foreign Assistance Act for the ILEA TIP 
course in Salvador. Post has no 

derogatory information. 


2. Proposed candidates for screening: 
Name: HAYE, Nesta Hermine 


Acting Senior Coordinator, Victims! 
Support Unit, Min. of Justice 


Alias: Suzie 
Gender: Female 
DOB: 28 Mar 1972 - St. Andrew, Jamaica 


Passport No.: A2854153 (expires 4 June 2011) 


Name: PALMER, Lisa Merille 

Acting Senior Deputy Director of Public 
Prosecution 
Alias: None 
Gender: Female 
DOB: 22 Dec 1970 - Kingston, Jamaica 
Passport No.: A2267412 (expires 14 April 2014) 
Name: SMITH, Gloria Rowena - Judiciary, Judge 
DOB: 31 Dec 1946 - St. Ann, Jamaica 
Gender: Female 


Passport No.: A2239825 (expires 19 Jan 2014) 


Name: PARKE, Nigel Oliver - Min of Justice 
(deals with legislation) 

DOB: 28 Oct 1976 - Spanish Town, St. 
Catherine, Jamaica 

Gender: Male 

Passport No.: A2085871 (expires 26 Aug 2012) 


Name: MARTIN, Morris Alexander - JCF/TIP Unit, 
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Sergeant 

DOB: 17 Dec 1965 - Bendow District, St. 
Catherine, Jamaica 

Gender: Male 


Passport No.: A2328074 (expires 21 Sep 2014) 


Name: BROWN, Dorrette - JCF/TIP Unit, Sergeant 
DOB: 25 Nov 1961 - Orange Hill, Brown\'s Town, 
St Ann, Jamaica 

Gender: Female 


Passport No.: A2272604 (expires 2013) 


Name: BROWN-FOWLER, Coralee Marie - JCF/TIP 
Unit, Sergeant 

Alias: Cora 

DOB: 24 Sep 1975 - White Hall, St. Thomas, 
Jamaica 

Gender: Female 


Passport No.: A2328984 (expires 22 Sep 2014) 


3. Post appreciates Department\'s assistance. 
HEG 
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E.O. 12958: DECL: 01/26/2017 

TAGS: PGOV, UP 

SUBJECT: UKRAINE: OLD FACES, PRACTICES RETURN TO MINISTRY 
OF INTERIOR/POLICE 


REF: A. KYIV 135 
B. 06 KYIV 4433 
C. 05 KIEV 3144 
D. 05 KIEV 1794 


Classified By: Ambassador, reason 1.4 (b,d) 


1. (C) Summary. Since the ouster of outspoken \"orange\" 
Interior Minister Yuri Lutsenko December 1 and the 


Column 3 

appointment of compliant Vasyl Tsushko in his place, some old 
faces and practices from the pre-Orange Revolution era have 
returned to the Ministry and police. Of note were the 
appointments, as deputy Interior Ministers, of Serhiy Popkov, 
the Commander of Interior Forces in November 2004, who 
mobilized troops in the middle of the night for a potential 
crackdown on Maidan demonstrators, and Mykola Plekhanov, the 
ex-Sumy police chief who ordered police to beat up student 
activists in August 2004, an event which sparked civic 

outrage and fueled the movement leading into the Orange 
Revolution. Past practices which were largely in abeyance 
during Lutsenko\'s tenure but appear to have returned in the 
past two months include mandatory payments to serve in high 
police posts, regular payments to superiors, and a proposal 

to resume on-the-spot payment of traffic fines. Still 
unclear--and important--is the role newly appointed deputy PM 
Volodymr Radchenko will play in overseeing law enforcement 
and security structures. 


2. (C) Comment: Radchenko told the Ambassador January 31 that 
one of his top priorities in law enforcement would be 

promoting anti-corruption activities, but it is too early to 

know what kind of impact he might have. His appointment, 
personnel shifts at the Ministry of Interior, and recent 

comments made to us by the Border Guards make clear that the 
PM/Cabinet now influence the Ministry/police more than the 
President, as had been the case as long as Lutsenko was in 
place. Personnel changes were inevitable; still unclear is 

the overall direction of Ministry policy under the new 

leadership and the commitment of the PM\'s team to law 
enforcement reform. End Summary and Comment. 


Changing of the guard: first at the Ministry... 


3. (C) The turnover in Interior Ministry management from the 
team which arrived in February 2005 after the Orange 
Revolution and remained after Yanukovych\'s August 2006 
appointment as PM started in Lutsenko\'s waning weeks. 
Lutsenko told Ambassador in November that Yanukovych and 
chief Regions\' financier Rinat Akhmetov had pressured him to 
allow them to propose candidates for provincial police 

chiefs, particularly in eastern Ukraine. Lutsenko said that 

he had refused but had offered Regions the First Deputy 
Minister slot as a compromise (note: the former First Deputy 
Minister, Oleksandr Bondarenko, a perceived ally of Our 
Ukraine heavyweight Petro Poroshenko, died unexpectedly 
September 2). Named to replace Bondarenko in early October 
was Major General Ihor Bilozub, most recently chief of 

security services for Akhmetov\'s Systems Capital Management 
(SCM) empire, and prior to the Orange Revolution the longtime 
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First Deputy Chief of the Donetsk provincial police in charge 
of combating organized crime (2000-2004). 


4. (C) Once Lutsenko was ousted December 1 (ref B), more 
extensive changes followed. Lutsenko\'s replacement, the 
genial Socialist Vasyl Tsushko, known for his willingness to 
take orders and not make waves (ref D), soon announced a 
series of personnel changes which returned figures associated 
with either Donetsk, Regions base, or other Kuchma-era 
figures, to office. Most notable in the initial December 
appointments was Mykola Plekhanov (deputy Minister for Human 
Resources and Internal Security). Plekhanov, who had served 
as a law enforcement adviser to PM Yanukovych since August 
2006, is best known as a former Sumy oblast police chief and 
close associate of former Sumy governor Volodymyr Shcherban 
(ref C). In August 2004, at Shcherban\'s direction, Plekhanov 
ordered Sumy police to use violence in breaking up a student 
march on the road to Kyiv, an incident which sparked outrage, 
helped fuel the PORA! student movement which acted as the 
vanguard for the Orange Revolution, and was mentioned in the 
2004 Human Rights Report. Plekhanov was also implicated, 
though never charged, in using the Sumy police to commit 
election fraud and pressure on election commissioners and 
observers during the 2004 election. 


5. (SBU) Two other deputy ministers appointed December 13 
were: Mykola Krupiansky as Chief of the Criminal Police 
(Krupiansky had worked for Bilozub from 2000-2004 in the 
Donetsk division for combating organized crime); and Vasyl 
Marmazov, in charge of legal issues (Marmazov is a former 
Communist Rada MP and a close ally of communist leader Petro 
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Symonenko). 


6. (SBU) On January 11, Tsushko appointed General Serhiy 
Popkov as deputy Interior Minister; Popkov served as 
Commander of the Interior Ministry\'s ground forces from 
2001-04 and, at the height of the Orange Revolution, issued 
orders, subsequently rescinded, for Interior Troops to deploy 
in the middle of the night of November 27, 2004 to clear the 
Maidan of protesters (Popkov subsequently claimed the 
deployment was a no-notice exercise; he issued the rescind 
order after other security force commanders, including 
Military Intelligence Chief Halaka, called to warn Popkov 
they would counter the deployment). 


7. (C) First Deputy Defense Minister Leonid Polyakov told us 
January 12 that he considered Popkov\'s appointment to 
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contravene Yushchenko\'s decree on Ministry of Interior 
appointments and that he would resign before being forced to 
sit next to Popkov at a cabinet meeting, adding: \"Having to 

sit next to (recently appointed Emergencies Minister) 

Shufrych in Cabinet meetings is bad enough.\" (Note: Shufrych 
gained notoriety October 23, 2004 by running over several 
Yushchenko supporters in his Mercedes SUV at an an election 
rally and brawling with Yushchenko and his lieutenants later 
that night inside the Central Election Commission after thugs 
assaulted Yushchenko supporters outside. End note). 
Polyakov characterized Shufrych and Popkow\'s appointments as 
clear signals by Regions to government and police personnel 
that Regions rewarded loyalty and would take care of those 
who carried out their orders. 


...then in the police... 


8. (SBU) Tsushko next turned his attention to oblast police 
chiefs, according to the press, summoning them all to a 
January 18 meeting in which he suggested that most of them 
should consider resigning. After none did so voluntarily, 
Tsushko replaced 12 (of 26 nationwide) January 25. Of note 
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was new Kyiv police chief Oleksiy Krykun, former 
Dnipropetrovsk oblast chief and Chief of Police Supervision 

in Kuchma\'s Presidential Administration. Media reports 
linked Krykun not only to Kuchma but to former Interior 
Minister Bilokon (in Moscow since the Orange Revolution 
avoiding an arrest warrant), as well as Kuchma Chief of Staff 
Medvedchuk. During the 2004 Presidential elections, Krykun 
reportedly ordered the confiscation of a million copies of 

the \"Vecherniye vesti\" newspaper owned by Tymoshenko which 
contained Yushchenko campaign materials. Krykun has also 
been linked in the press to Russian organized crime-linked 
businessman Maksim Kurochkin, currently in Ukrainian 
detention on extortion charges related to Crimean land deals; 
in 2003, several media outlets accused Krykun of aiding 
Kurochkin in an ownership dispute over Dnipropetrovsk\'s 
\"Ozerka\" open-air market, one of Ukraine\'s largest and most 
lucrative. 


9. (SBU) Other notable provincial police chief appointments 

made January 25 included: Vasyl Biryukov in Crimea (Biryukov 
worked in the Donetsk Combating Organized Crime division in 

the 1990s with Bilozub); Myhailo Tsymbalyuk in Lviv 

(Tsymbalyuk was Kuchma\'s Ternopil governor in 2004, dismissed 
after the Orange Revolution); and Valeriy Nonik in Chernihiv 
(Nonik served as provincial police chief in Kirovohrad and 
Zhytomyr in 2003-04). 
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10. (C) Note: Lutsenko told Ambassador November 18, in the 
middle of the campaign to oust him, that four reasons kept 
him battling to stay in place as long as possible. He 
specifically cited success in foiling recent efforts by 
Kurochkin to reseize control of the \"Ozerka\" market as an 
example of preventing the police from overtly interfering in 
business or being used as a tool in business disputes. His 
other three rationales were to: prevent the wide-scale return 
of criminal schemes within the police force itself, like car 
smuggling rings; prevent the police from pressuring the 
political process (as in 2004, absent in 2006); and protect 
the police and by extension the people\" from a return to old 
habits for as long as he could. 


...and a reversion to old practices? 


11. (SBU) Anecdotal evidence suggests some of those old 
habits may have returned since Lutsenko\'s ouster. The family 
friend of an embassy LE staffer claimed that he will soon 

lose his relatively high-ranking police post because he could 
not afford to pay the \"price\" assigned to the position. He 
alleged that the new team had set mandatory payments for all 
high and medium positions. He also said that the previous 
practice of subordinates being forced to pass a certain sum 
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of money to superiors had also resumed, after being in 
abeyance since Lutsenko\'s appointment in February 2005. 


12. (SBU) Oleksiy Kalinsky, the newly appointed Chief of the 
Vehicle Inspection Department (DAI) lent some credence to 
such claims in his comments to the press after his January 24 
appointment. Kalinsky said that he favored the restoration 
of the DAI structure which existed prior to recent reforms 
(Lutsenko had combined the DAI with the foot patrol in an 
effort to reduct corruption). He also proposed restoring the 
previous DAI right to demand on-the-spot payment of traffic 
fines, as well as an increase in the average amount of fines 
for breaking traffic rules (note: \"DAI\" is an unintentionally 
appropriate acronym, since it is also the imperative form of 
the verb \"to give,\" the gruff request of the traffic police 

for roadside payments to avoid larger fines. Yushchenko 
tried to abolish the DAI in August 2005 as a populist way of 
reducing corruption, with plans to replace it with a more 
modern highway patrol force but faced traffic safety issues 
in the interim. DAI presence on Ukrainian roads gradually 
increased throughout 2006. end note) 
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Will Radchenko Make a Differece? 


13. (C) The January appointment of Volodymr Radchenko to a 
newly-created Deputy Prime Minister position signals 
increased attention from PM Yanukovych to law enforcement 
structures and reforms, long a priority area for President 
Yushchenko. Radchenko, who has held leadership roles in the 
NSDC, SBU, and the Interior Ministry, has the experience and 
authority to promote change and is getting cautiously 

optimistic reviews from a number of reformers who work 
closely with the Embassy on our assistance programs. Ata 
January 31 meeting with the Ambassador, Radchenko emphasized 
the importance he places on modernizing law enforcement 
organs and practices to bring them into line with European 
norms. He told the Ambassador that he had ordered all key 
law enforcement agencies, specifically naming the SBU, 
Interior Ministry, Border Guards, and the Tax Administration, 

to provide within one month their current anti-corruption 
programs and policies. At that point, Radchenko said that he 
will be in a better position to move forward. He also noted 

that another priority would be to oversee the functioning of 
UkrSpetsExport (state arms exporter) and the honoring of 
Ukrainian obligations to enforce export controls. 


14. (C) Radchenko said that he had great faith in younger, 
western-oriented reformers leading the process of modernizing 
Ukrainian law enforcement. In particular, he pointed to 

Acting SBU head Naliyavachenko as an example of a 
western-oriented, progressive thinker who is doing good work 

in pushing ahead SBU reform. Radchenko noted that he would 
work closely with NSDC Secretary Haiduk, and his presumed 
deputy, former SBU head Drizchany, on reform. He also said 
that he had talked to Presidential Administration Head Baloha 
and even met with President Yushchenko to ensure that CabMin 
and presidential team efforts were coordinated. In 
Radchenko\'s view, the MCC Threshold program could do a great 
deal to support the Government\'s anti-corruption work. 


15. (C) Comment. Radchenko presented himself as a 
professional, dedicated to solving problems and getting 

results as he promotes reform in the law enforcement sector. 
With one exception, a mini-tirade about the dangers of former 
Interior Minister Lutsenko, whom he called corrupt and a 
drunk, using his new civic movement to change the government 
undemocratically, Radchenko focused on anti-corruption and 
the importance of reform. What remains to be seen is whether 
he and the CabMin will simply stay focused on high policy in 
general or also wade in to reverse the trend at the Interior 
Ministry described above. End Comment. 
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16. (U) Visit Embassy Kyiv\'s classified website: 
www.state.sgov.gov/p/eur/kiev. 
Taylor 
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TAGS: ENRG, ECON, GR, RU, BU 

SUBJECT: B-A PIPELINE CLOSE TO FIRST DOWN; INDECISION ON 
MAJOR COMMERCIAL ISSUES KEEPS IT OUT OF END-ZONE 


REF: SOFIA 1560 


SOFIA 00000150 001.3 OF 002 


Classified By: AMB. JOHN BEYRLE FOR REASONS 1.4 B & D 


1.(C) SUMMARY Bulgaria, Russia and Greece plan to signa 
broad intergovernmental agreement (IGA) giving the go ahead 
to the Burgas-Alexandropoulis (B-A) oil pipeline on February 
7 or 8 in Burgas. Several key issues -- equity stakes, 
operation of the pipeline, and a final decision on control of 

the Universal Terminal Burgas (UTB) -- will likely be punted 

to future talks. The sides have shown some flexibility on 

UTB and previous Russian demands on land ownership. 
President Putin\'s recent public threat to find an alternate 
route has put pressure on Bulgaria and Greece to bend, but 
also show how badly Russia wants this route. The highly 
political IGA document is perceived as merely the opening 
kick-off of a tense contest involving Russian geo-political 
interests, oil companies\' need for an outlet, and Bulgaria 

and Greece\'s scramble for more than the table scraps from 
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this USD 900 million dollar deal. END SUMMARY 


Universal Terminal Burgas 


2. (C) Ownership and control of Universal Terminal Burgas 
(UTB) pumping station has been a serious fault line in talks 
between Bulgaria and Russia. Bulgaria, led by Minister of 
Energy Ovcharov, demanded separate Bulgarian ownership and 
control. Russia and the oil companies were equally firm that 
UTB had to be part of the overall consortium. As recently as 
January 19, Ovcharov told Ambassador Beyrle that there was a 
great deal of daylight between the two sides. Chevron 
representative Mark Woloshyn (protect), who talked to 
Transneft on January 30 and met previously with Bulgarian 
Minister for Regional Development Gagauzov, told us Gagauzov 
was showing flexibility on this issue. Ovcharov then 

complained to us on January 30 that Bulgaria might be giving 
away too much on UTB and Deputy Minister of Energy Tosheva 
confided that this issue may not be fully addressed in the 
February 7 agreement. 


3. (C) The apparent difference of opinion between Ministers 
Ovcharov, who has overall say over most energy issues, and 
Gagauzov, who has legal control over pipelines, means there 
is still room for intra-governmental wrangling. There will 

also likely be additional horse-trading between the GOB and 
Russia, but the indications of some movement on one of the 
projects long-standing redline issues signals forward 
progress. 


Land 


4.(C) Russia has reportedly backed down from its demand that 
Bulgaria carry out eminent domain proceedings for land that 
the consortium can not purchase on the market. Bulgaria\'s 
constitution permits expropriation only for state purposes; 

the pipeline is not considered a state entity. 


Equity Shares 


5. (C) The 51 percent Russian, 24.5 percent Bulgarian and 
Greek division still stands. Even so, the sides have 
revealed no decision on what those shares buy or what each 
party would pony up for construction costs. Bulgaria has not 
yet decided how it will divvy up its share with private 
companies. Chevron is concerned about the high \"entry fee\" 
Bulgaria seeks for the company\'s participation - USD 200 
million is the latest figure. Chevron is also unclear what 

that sum would purchase, but clearly wants an equity stake 
equal to its share of oil in the project. Putin wants the 
project to happen and has asked Transneft to make it work, 
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according to Chevron. They, in turn, have been asked by 
Transneft to participate. 


Transneft as Operator 


6. (C) Russia suggested Transneft as operator, and Bulgaria 
originally balked. But Tosheva indicated that some sort of 
shared operation would likely work for all sides. Woloshyn 
was also optimistic the issue could be worked out. It is 
unclear if this will be resolved in the February 7 document. 


Taxes 


7. (C) Greece and Bulgaria have not agreed to waive VAT on 
imported construction material. Russia is keen to get this 
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tax break for its builders, but it is unclear if doing so 
would violate Bulgaria and GreeceYs commitments to the EU. 


CPC connection 


8. (C) Chevron is primarily in this game as a way to obtain 
expansion of the Caspian Pipeline Company (CPC). Once it 
expands output, the company will need a Bosphorous bypass 
more than ever, they told us. Chevron believes B-A is the 
best route, and does not want to use a Turkish route because 
of the higher cost of construction and the control that would 
give Turkey over virtually all Russian and Caspian oil 

transit. But Woloshyn mentioned that Russia had re-started 
negotiations with Turkey on Samsun-Ceyan as a way to put 
pressure on Bulgaria and Greece. Putin\'s February 1 comments 
that Russia would look to other pipeline routes hit Sofia as 

a clear attempt to ratchet up pressure on Greece and Bulgaria 
to cave in to Russian demands. How far that plays is 
uncertain. Chevron, for example, does not believe AMBO is a 
viable route. 


AMBO 


9. (C) Bulgaria, Macedonia and Albania signed an three-way 
convention for the AMBO pipeline on January 31. This 
agreement gives an overall legal framework to the project for 
investors and host governments. The big question of oil 
throughput, which has eluded AMBO so far, still exists, 
AMBO\'s CEO told us on February 1. AMBO hopes to use this 
recent signing as a springboard to attract more investors, 

and then, oil commitments. AMBO intends to start 
environmental, engineering and other studies in the next few 
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months. It is more confident about Vlore than Burgas as 
terminal ports -- considering the infrastructure at Burgas 

and Russian-Bulgaria jockeying as problem areas. The CEO 
suspected political gamesmanship in having the signings of 
the B-A and AMBO agreements so close together. 


10. (C) COMMENT The intergovernmental agreement on B-A is 
not yet a done deal. Even if it is signed on February 7, the 
parties will still have to wrestle over the issues that will 
determine the market-worthiness of the project. We\'ll know 
B-A is headed for the goal line when we hear the sides have 
resolved - in writing - ownership of the terminal; equity 
stakes, including a fair oil-to-equity agreement; and who 

will operate the pipeline. If CPC expansion is approved, 
we\'ll know the game is well in hand. For now, this latest 
B-A agreement will keep the teams on the field. 
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